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Agenda

HTTP/2: what’s new?

Long polling scenario

Caveats: Windows and .NET Framework

What about .NET Core and Linux?
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Historic timeline

HTTP/0.9
1 page RFC

HTTP/1.0
63 pages 

RFC

HTTP/1.1
+ keep-alive

+ multiplexing

SPDY
“speedy” HTTP/2.0

1989 1996 1999 2009 2015
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Binary protocol

Type (8) Flags (8)

Stream id (31)

Length (24)

R

Payload (0 … )
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Multiplexing

HTTP/1.1

client server

req 1

req 2

resp 1
resp 2

completed 1

completed 2

HTTP/2

client server

req 1

req 2

resp 1

resp 2

completed 1

completed 2
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resp 2



And more optimizations for browsers

Multiplexed requests prioritization

Header compression

Server push
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Infrastructure tasks

Common solutions for Kontur teams

High-performance HTTP API without web front

Data storages, task queues, etc.
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PDF download
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Front
Download pdf

Storage

Print xml(s) to pdf
long process...

task

pdf

get result or none / polling



Polling
client

(Front)
server

(Storage)
has smth?

nope

has smth?

nope

has smth?

nope

10 ms
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RPS

Time, s1 10 100

100
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Optimize poll strategy

Polling

client server

has smth?

nope

Long polling

client server

has smth?

nope

has smth?

nope

10 ms

has smth?

nope

has smth?

30 sec
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HTTP/1.1 limitations

Can’t use multiplexing (1st can block others)

One long-poll request = one tcp connection

TCP connection = (client_ip, client_port, server_ip, server_port)

client_port = [0..65535]
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Load per front replica

300 “download pdf” RPS — 300 simultaneous tcp connections 

Something happened with printing backend

After 1 second — 600 connections

After 1 minute — 18k connections

After 4 minutes — can’t open new tcp connection
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Why HTTP/2
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WebSockets, TCP, SignalR — completely new stack

No semantics changes in HTTP/2

Can reuse our http infrastructure: distributed tracing, metrics, 
intelligent replica selection, retry strategies, etc...



Environment
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Windows Server 2016 / Windows 10

.NET Framework 4.6.2

September, 2017

What if <.NET Core, Linux, etc…> — later!



HTTP/1.1 server on .NET Framework
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Kestrel

libuv

Kestrel
(no HTTP/2 support yet)



HTTP/1.1 client on .NET Framework
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System.Net.HttpClient

System.Net.HttpClientHandler

System.Net.HttpWebRequest



HTTP/1.1 client on .NET Framework
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System.Net.HttpClient

System.Net.HttpClientHandler

System.Net.HttpWebRequestSystem.Net.HttpWebRequest
(will never support HTTP/2)



HTTP/2 server on .NET Framework

18

System.Net.HttpListener

HTTP Server API (http.sys)
HTTP/2 in Windows 10 / Windows Server 2016

Only over TLS



HTTP/2 client on .NET Framework
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System.Net.HttpClient

WinHttpHandler

WinHTTP
HTTP/2 support since Windows 10 1607

Only over TLS



Version hell
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WinHttpHandler
Nuget v. 4.4.0

System.Net.Http
v. 4.2.0.0



Version hell
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WinHttpHandler
Nuget v. 4.4.0

System.Net.Http
v. 4.2.0.0

Comes with VS 2017 (~15.3.4)
No this version in msbuild tools



Finally worked
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> netstat -a -n | findstr 4443

TCP 0.0.0.0:4443 0.0.0.0:0 LISTENING
TCP [::]:4443        [::]:0        LISTENING
TCP [::1]:4443   [::1]:53079 ESTABLISHED
TCP [::1]:53079 [::1]:4443   ESTABLISHED



24

> test.exe client 4443 100

Got response 1 in 00:00:02.0031573
…
Got response 99 in 00:00:02.0011053
Got response 100 in 00:00:02.016546
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> test.exe client 4443 101

Got response 1 in 00:00:02.0031573
…
Got response 99 in 00:00:02.0011053
Got response 100 in 00:00:02.016546

> test.exe client 4443 101

Got response 1 in 00:00:02.0031573
…
Got response 99 in 00:00:02.0011053
Got response 100 in 00:00:02.016546
Got response 101 in 00:00:04.072555



Where is the limit?

ServicePoint.ConnectionLimit

WinHttpHandler.MaxConnectionsPerServer

Const inside WinHttpHandler?

Const inside http.sys?

Let’s try another server/client
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Different server/client
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.net server

.net client node.js 
server

node.js 
client

101-st waits

101-st is not sent
Just lost it somewhere

101-st waits

101-st waits
Const in node.js?



Mystical constant 100
https://github.com/nodejs/node/blob/master/src/node_http2.cc#L58
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https://github.com/nodejs/node/blob/master/src/node_http2.cc#L58


HTTP/2 RFC 7540
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Tuned node.js client
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.net server

.net client node.js 
server

tuned
node.js client

101-st waits

101-st resets tcp 
connection

101-st waits

works like a 
charm



WinHttpHandlerPool
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System.Net.HttpClient

WinHttpHandlerPool: HttpMessageHandler
max 100 requests per WinHttpHandler

WinHttpHandler
WinHTTP



Load test

How many long-poll reqs can we have at once?

Theory: 65k * 100  = 6.5kk

Guess in practice?
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~27k, and client thread pool exhausted



Thread pool

Async operations: promise, do smth when completes

Thread can do other work while operation is pending

Thread goes back to ThreadPool
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min_threads / max_threads

First min_threads threads are created instantly

Then threads are created with delay (~1 sec) until max_threads

After max_threads no more threads are spawned

In practice when min_threads is reached nothing works
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WinDbg
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System.Threading.Monitor.Enter(System.Object)

System.Threading.TimerQueueTimer.Change(UInt32,  UInt32)

System.Threading.CancellationTokenSource.CancelAfter(Int32)

~*e !CLRStack



Timeouts
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TimerQueue: reference source
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TimerQueue: reference source

38



TimerQueue: reference source
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TimerQueue: reference source
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Lock convoy
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There are 27k CancellationTokenSources for request timeouts

CTS.CancelAfter/CTS.Dispose/etc… executes on ThreadPool

CTS uses System.Threading.Timer

TimerQueue works under lock

In long-polling, CTS are long-lived (~30 sec) 

Many long-lived timers make lock convoy



Custom timeouts

Implemented CustomTimerQueue

No VM timer: just a background thread

BinaryHeap with single lock for insert

Lock sharding: there are 256 CustomTimerQueue instances
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Load test
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How many long-poll reqs can we have at once?

theory: 6.5kk, practice: 27k

After timeouts optimization?

~57k and we are out of memory



4GB, HTTP/2
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4GB, HTTP/1.1
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The end..?
WinHttpHandler doesn’t meet our expectations

Strange memory allocations

Little customization for HTTP/2

Http.sys reacts strangely on SETTINGS frame

Haven’t investigated thoroughly
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What if… .NET Core on Windows?
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Server

libuv

Kestrel
(no HTTP/2 support yet)

HTTP Server API (http.sys)
(supports HTTP/2 over TLS)

HttpSysServer



What if… .NET Core on Windows?
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Client

System.Net.HttpClient

WinHttpHandler
(by default)

WinHTTP
(supports HTTP/2 over TLS)

System.Net.HttpClient

SocketsHttpHandler
(no HTTP/2 support yet)

Managed sockets



What if… .NET Core?

Lock convoy issue: https://github.com/dotnet/coreclr/issues/13083

Fixed by lock sharding: https://github.com/dotnet/coreclr/pull/14527
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TimerQueueTimer

https://github.com/dotnet/coreclr/issues/13083
https://github.com/dotnet/coreclr/pull/14527


What if… .NET Core on Linux?
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Server

libuv

Kestrel
(no HTTP/2 support yet)



What if… .NET Core on Linux?
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Client

System.Net.HttpClient

SocketsHttpHandler
(no HTTP/2 support yet)

Managed sockets

System.Net.HttpClient

CurlHandler

libcurl
(supports HTTP/2 and cleartext)



52

> test.exe client 4443 100

Got response 1 in 00:00:02.0011053
Got response 2 in 00:00:04.0165462
Got response 3 in 00:00:06.2270573
...

Multiplexing doesn’t work
(out of the box)
Ubuntu 16.04

Dotnet 2.1.101 (2.0.6)



Old libcurl?

HTTP/2 since 7.33.0

Supports multiplexing since 7.43.0

We have… 7.42.0

Updated to 7.59.0… 

Nothing changed
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CurlHandler
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s_supportsHttp2Multiplexing == false



CurlHandler
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CurlHandler
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This means 7.67.0!
Should be 0x072b00



Bug in hex

Latest libcurl: 7.60.0 → 0x073C00

Check in code 0x074300 → 7.67.0

https://github.com/dotnet/corefx/pull/29213

Let’s hack libcurl: 7.67.0-DEV
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https://github.com/dotnet/corefx/pull/29213
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> test.exe client 4443 100
… 
Got response 99 in 00:00:02.0017
Got response 100 in 00:00:02.04465
Got response 101 in 00:00:04.2270
...

Ubuntu 16.04
Dotnet 2.1.101 (2.0.6)

libcurl 7.67.0-DEV



What’s next?

HTTP/2 support in SocketsHttpHandler (future)

HTTP/2 support in Kestrel (work in progress)

Cleartext support (?)

59



Links

http://bit.ly/dotnext-2018-http2 - slides

https://github.com/ezsilmar/dotnext-2018-http2 - code from this talk

https://t.me/windbg - kontur windbg chat and cheatsheet (russian)

https://tools.ietf.org/html/rfc7540 - HTTP/2 RFC, a reading for the rainy day

ezsilmar@gmail.com, https://t.me/ezsilmar - contact me
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http://bit.ly/dotnext-2018-http2
https://github.com/ezsilmar/dotnext-2018-http2
https://t.me/windbg
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CurlHandler.SendAsync
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