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fuckups-877  YacTb 3BEHTOB Mo NpofAaXam B orpefeneHHbIe AaTbl He JoreTeNna A0 CepBuca pacyeTa OCTaTKoB Nov 19
fuckups-885 [llycTble nucbMa oT ayTxa Nov 19

fuckups-871  [lpu pectapte gemoHa BIRD Ha penee 4acTb MeTpUK Gbina 3agepxxaHa. [apa Touyek Ha HEKOTOpbIX rpadukax 6bina notepsiHa  Nov 19

fuckups-879 He paboTtana peructpauus B OT4éT.py Nov 19
fuckups-854  Owwnbka B Nony4yeHNn aNMeKTPOHHbIX cepTudmkaTos oT KabyL| Nov 16
fuckups-880 KpaTtkoBpemeHHasi noTepsi CBA3HOCTY € Logom BST Nov 14
fuckups-881  TanmayTbl npu paborte c pfrservice Nov 14
fuckups-873  Owwbka npu kKoHBepTauum 6a3bl TomnaiH ¢ penusa 148 Nov 12
= fuckups-876  [Mponyckanu YyacTb AaHHbIX Npy murpaumm ua Evrika B ElbaStaff Nov 12
fuckups-875 He pa6otan cait KoHTyp.1C Nov 12
fuckups-874  Marnut. Bctana o6paboTka JoKYMEHTOB Nov 12
fuckups-872 CkpunTtoBas owmnbka npu oTKpbiTuK pegaktopa PCB "Context not found" (He mewwaeT paboTe CTpaHuLbl, MPOCTO NULIETCS B Nov 12
fuckups-861 B IE He oTKpbiBanach KapToyka KnneHta B bunnvHre Nov 09
fuckups-870 HepgocTynHocTe runepsusopa hv4-15 Nov 09
fuckups-869 [Nocne BoccTaHOBNEHVS BUPTYaslbHO MallmHbI ft.zebra.exporter yaayHo 3anycTuncs ¢ UCrnopyYeHHbIM COCTOSIHUEM Nov 09
fuckups-868 HepocTynHOCTbL Noucka B cepBrce PEKBU3UTOB (TECTOBas!) Nov 09
fuckups-865 HepocTynHocTb sql-cepBepa ansi KoHHekTopoB Puteiina n Juapoka Nov 07
fuckups-859 B [uapoke He paboTanu CnMcku fOKYMEHTOB Nov 06
fuckups-867 BpemeHHas HepocTynHocTb cepucoB KoHTyp.Ankopeknapaums n KoHTyp.AnkocBepka 13 3a oTkasa Hof, KaccaHapbl. Nov 06
fuckups-677 500 owwubka npu oTBETE Ha TpeboBaHWe 0 NpedcTasneHun nosicieHuii no HAC y UM Nov 06
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Created by XXvupoB Esrexuii Bauecnasosuy 13 Nov 2018 14:55 Updated by Kapma3avH Omutpuii MBaHoBuy 14 Nov 2018 visible to: All Users ~

Project fuckups -

fuckups-880 KpaTkoBpemMeHHasi noTepsi CBA3HOCTM € uogom BST

Fuckup State Investigation ~

Teams Infrastructure ~
Summary

Services Many services ~ .
DataueHTp BST oTpesano oT ocTanbHbIX AataueHTpoB npuMepHo Ha 15 cekyHa. TCP coequHeHns Mexay AataueHTpamm
ycTaHaBnvBanuch ¢ nepebosiMu B TedeHun 90 cekyHA. Damage type HepoctynHocTb
@dc-noc: BST oTpesano Tonbko ot SD2, 13 [pyrviX LOfIOB CBSi3b 6bia. tepeMea

Trigger Mapexue cetn ~
Mactep KaHco Haxoguncsi B BST u noTepsin coeguHeHne € TeHbio B ApYroM AaTtaleHTpe, B pe3ynbTaTte Yero OH B TeHeHUn
120 cekyHp, Haxoguncs B pexxume readonly, noka He CMO MHALManNn3npoBaTb HOBYIO TeHb. MacTep 3e6pbl He cMor Noticed by AnepTbl ~
caenatb 3anuck B orlor B KaHco 1 noTtepsin cBoe cocTtosiHme. OH yCnelHo nepenofHsn ero Yepea HeCKONbKO MUHYT

Author >Kupos Esrenvii &%

nocne BOCCTaHOBNEHMs MacTepa KaHco.

Ywep6

~20k knueHTcknx Ownbok B KaHco
574 knuneHTckux Owmnbok B 3ebpe

Tak>xe noctpagana TeneMeTpus: He JOXOAMUAN AaHHble Ha rpadpukn 1 B CUCTEMY anlepTUHra.

Mpacdukn

KnueHTckn owmnbky B KaHco

KnueHTckn owmnbkm B 3e6pe

Kak 3ameTtunm

QTeam assignee

BsiuecnasoBsuy ~

No gteam assignee ~

Problem appeared MSK 13/11/18 12:20

First noticed MSK

Investigation started
MSK

Problem resolved MSK
Obsolete_Reason
Obsolete_Type

Obsolete_Subsystems

13/11/18 12:21

13/11/18 12:21

13/11/18 12:35
Changes ~
Bug ~

No Subsystem ~
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Created by WNoHoB Jenuc AHgpeesnd 30 Nov 2015 17:06 Updated by Aleksandr Kazakov 11 Dec 2015 14:30 visible to: All Users ~
Project fuckups -
fuckups-60 OTka3s B 06CNy>XnBaHMM cepBuca PeKBU3UTOB
Fuckup State Investigation ~
CumnToMBbI
MepecTtanu oTBeuaTb 3a pasyMHOe BPEeMsi PENUIIMKN CEepBUCa PEKBM3UTOB, CNEeOM OTBaNUICS ayTX Teams Not specified
Services No services ~
Bpewms Hayana: B 14:57 no Ek6 cTpenbHyno Ha TectoBoii, cnegom B 15:58 no npopgakiueHy
Bpems KoHua: Ha TecToBoi B 15:03, Ha 60eBoit 16:30 Ek6 Damage type No damage type -
Trigger No trigger ~
Mpo6nema cHoBa cny4Ynnach, Ha aTOT pa3 Ha TeCTOBOW nowaake 1ro aekabps. Bbin 3anylieH nHgekcatop 6aHaHbl,
KOTOPbIN YATaN AaHHbIE U3 CEepPBIUCa PEKBM3UTOB Kak pas C He onTuManbHbIM dunsTpoM. Mpobnema npogomkanack 20 Noticed by SameTunm cny4aitHo
MUHYT. MPUYUHBI U MEPbI Te e camble.
Author No author~

MpuynHbI
B nouckoBble WHOEKCbI, pacnosio>XXKeHHble Ha cepBuce PEKBU3NTOB Ha4Yanu npunetaTtb 3anpochl, npusoguBLLME K NONHOMY

peckaHy NoMcKoBOro nHAeKca (3anpockl Buaa none~*3HayeHune*). CHa4yana no TeCToBOW NpuieTenu 3anpochkl, NOTOM No
6oeBoi.

Kak 3ameTnnu
Ha TecToBOI 0 NOQO3PUTENLHON aKTUBHOCTY Yepea 4 MUHYTbI oTnucanuck napHu u3 CrC. Mo noram Mbl He cMornn

onepaTuBHO pa3obpaTbes, YTO NPOU3OLLIIO.
py BO3HWKHOBEHUM aKTUBHOCTM Ha 60eBOI cpasy e Nonyymn yBefoMneHe OoT MOpbl Ha TenedoH nocne NepBom e
NATUCOTKM U Hayan pa3bupartbes (kaxaas naTncotka ato YIN, no KOTopoMy HauMHaeTcs pa3bupaTenbcTBo)

YTo npegnpuHann
[MocMoTpeny B MOHUTOPUHIE, YTO BCE PEMIMKN NOCTENEHHO HauymHatoT npubnmxkatbest K 100% CPU. Mo noram Havanu

pa3marbiBaTb, KOMY Mbl OTBEYaNN CTaTyc KogoM 503 v Kakoii 3anpoc npv aToM npuxoaun. NMpuMepHo Yepesa 5 MUHYT

TR i R D G R R YA e ST | RO i G X TN WA i SO N . o S G BN e o | RN S AT et

QTeam assignee

No gteam assignee ~

Problem appeared MSK dd/MM/YY HH:mm

First noticed MSK

Investigation started
MSK

Problem resolved MSK
Obsolete_Reason
Obsolete_Type

Obsolete_Subsystems

» Voters 1

dd/MM/YY HH:mm

dd/MM/YY HH:mm

dd/MM/YY HH:mm
Changes
Bug ~

No Subsystem ~
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AvnBaHHaaA aHaNNTUKA pakanos

Wnbs JloktnoHos., 14 despans

618 q)aKanos, 2 mecsiua aHanusa, JINTPbI CNé3 OTHaAHWA N3-3a HEAOMUCAHHbIX
NMOoCTMOPTEMOB: TakKM 6b1710 Hayano nyTm Q-team'a. Bo BBOAHOI CTaTbLE O KOMaHAE S
o6eu.1an noAeNnTbCA BCEM, YEMY Mbl Hay4YINCb B npouecce, 1 BOT OHoO! B 37O cTaTbe
NOCMOTPUM Ha BbDKMMKY U3 CaMbIX MHTEPECHbIX PE3yNbTaToOB N UHTEPNPEeTaunto
HEKOTOPbIX N3 HUX. nyblLue 3anactucb YaeM U nevyeHbem, CtaTbd mumaHuU4ecku 0epoMHa.
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Server

An HTTP backend, which

serves client requests
responds with HTTP 200 status codes

consumes resources: CPU, memory, I/0, etc.
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Overload effects

Clients would experience:
increased response latency
HTTP 500 error codes
timed-out connections
rejected connections

application crash
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Resource utilization

High is good: there’s a bottleneck

Low is bad: review the code and environment

16



Resource underutilization

Check:

resource contention — e.g., lock contention

17



Resource underutilization

Check:
resource contention — e.g., lock contention

shared objects — e.g., thread and connection pools
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Resource underutilization

Check:
resource contention — e.g., lock contention
shared objects — e.g., thread and connection pools

synchronous operations — e.g., network and disk I/O
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Resource underutilization

Check:

resource contention — e.g., lock contention

shared objects — e.g., thread and connection pools
synchronous operations — e.g., network and disk I/O

runtime configuration — e.qg., GC settings

20
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Resource overutilization

Await for high CPU consumption:
most tasks are CPU-bound
other resources can be over-provisioned

with GC, memory pressure — CPU consumption

22



Resource Iimit

CPU consumption is better than RPS.
Beware of:

e heterogeneous requests
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Resource Iimit

CPU consumption is better than RPS.
Beware of:
e heterogeneous requests

e heterogeneous replicas
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Resource Iimit

CPU consumption is better than RPS.
Beware of:

e heterogeneous requests
e heterogeneous replicas

e heterogeneous environments — e.g., staging
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Resource Iimit

CPU consumption is better than RPS.
Beware of:

heterogeneous requests

heterogeneous replicas

heterogeneous environments — e.g., staging

co-hosted applications — e.g., other processes
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Resource Iimit

CPU consumption is better than RPS.
Beware of:

heterogeneous requests

heterogeneous replicas

heterogeneous environments — e.g., staging
co-hosted applications — e.g., other processes

unusual operation modes — e.g., startup, GC cleanup

27



Fault-tolerant server

An HTTP backend, which

measures resource utilization

serves degraded responses, if applicable
reliably responds with HTTP 429 error codes

httpstatuses.com/429

28


https://httpstatuses.com/429

29



Intro

Surviving overload
Fault-tolerant servers
Smart clients
Takeaways






Smoothing the load %

Beware of uneven load.

Use a task queue.

32
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Smoothing the load

Beware of uneven load.
Use a task queue, which is

limited in capacity

Reject the remaining requests.
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Smoothing the load

Beware of uneven load.
Use a task queue, which is
limited in capacity
limited in task TTL

Reject the remaining requests.
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RPS
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Smoothing the load

Beware of uneven load.
Use a task queue, which is
limited in capacity

limited in task TTL

LIFO rather than FIFO

Reject the remaining requests.
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Request criticality

Beware of different business scenarios.
Use request priorities:

set by the impact on users

use 2-4 levels — e.qg., low, normal, critical

apply quotas per level — e.qg., drop low-level tasks

39
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KCOHTYpP.hOKYC

MKy py rpyn

a £ w
Hosoctn Cnunckm 3ameTku
HabaogeHus

YnnayeHHble Hanoru n cbopel,
CyMMa JOXOZ0B U PacxoioB Mo
AaHHbIM PHC nossuance B Pokyce

MHdopmaLma o cpeHECNUCOUHOW
UYNCNEHHOCTU U CreLmanbHbiX
Ha/IoroBbIX peXumax noseuaach B
®okyce

[+ Al Y

Mposepka Heasuxumoctb Mownck HoBbIX
nacrnopTos KAVEHTOB

CoobLeHns 0 HamepeHun nogatb
3asBJIeHVe 0 6aHKPOTCTBe,
6yxoTueTHOCTb 2017, BakaHCUM 1
Apyrvie HOBOCTU cepBuca

®durHoTUETHOCTL 32 2017 rog no
6onee uem 105 TbicAuam KOMMaHWI
yXe B cepBuce
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KOHTYp.doKyC ~ IR RUS Q

HarizeHo 1 3a 0.06 cek. — nokasaTtb aHaAUTUKY

1 QOO0 KT PY [PYTT

[JleATenbHOCTb MO opraHn3aLumn KoHGEePEHLMA N BbICTaBOK
199004, r CaHkT-MeTepbypr, amHusa 9-1 B.O, 34A, od 500
NHH: 7801341446 OIPH: 1177847388465 — 01.12.2017

Poccusa
Benapycb

KazaxctaH

Bce pervoHbl
Mocksa
CaHkT-lMeTepbypr
CeepasioBckas 06
MepMckunin kpai

HoBocnbupckas o6

Bce oTpacamn
Bcsa Toprosaa

Crpoutenbcto
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& lukanin@kontur.ru

Beeaute MHH, OI'PH, Ha3BaHue, agpec unu 10 Q

BbiriTn

OO0 "AXYT PY I'PYTT"

CBopgka Cgssu

O6LLecTBO C orpaHU4eHHON 0TBETCTBEHHOCTLIO "[xyr Py Mpyn"
OewncTeytoLLee npeanpusTue
Mwukponpeanpusatue

CoTpyaHuku: 1 yenosek

MHH 7801341446
Krrn 780101001
OlPH 1177847388465

[ata obpasoBaHus: 1 gekabps 2017

199004
r CaHkT-lNeTepbypr
nHns 9-9 B.O, 34A

Q OcmoTpeTb

+ Cnucku n HabnogeHue (I 3ameTkun

ABTOoMaTMuecKas npoBepkKa

B 3kcnpecc-oTYéT (Eng)

Hanoru n c6opsbi B 2017

MpumensieTr YCH

3anucu B EMPIOJ

04.12.2017 BHeceHue cBegeHun o pernctpauum B NOP
04.12.2017 BHeceHue cBeaeHuin o pernctpaumm B CC

01.12.2017 BHeceHue cBeaeHui 06 yyeTe B HanoroBomM

X Boirpyska
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Load quotas

Beware of heterogeneous clients.
Use per-client quotas:
identify clients by revocable API keys

measure per-client load

apply quotas per client — e.g., drop non-SLA tasks
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Fault-tolerant server

Ready for:
e uneven load
e business scenarios

e heterogeneous clients

May still fail to survive overload.

44



Fault-tolerant cluster

Cluster of server replicas:
e provides more capacity than a single replica

e provides backup if a replica fails — for any reason

Use 3+ replicas in a cluster. If one replica fails,

there’s still more than 50 % of capacity

45
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Load balancing

Distribute requests between replicas.

Use round-robin.

47
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Load balancing

Distribute requests between replicas.

Use round-robin:

simple — i.e., stateless

Distributes load unevenly.

50
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Load balancing

Distribute requests between replicas.
Use round-robin:
simple — i.e., stateless

least-loaded — i.e., tracking active requests

Client has limited view of replica states.

Prone to traffic sinkholing.
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Load balancing

Distribute requests between replicas.
Use round-robin:

simple — i.e., stateless

least-loaded — i.e., tracking active requests

weighted — i.e., tracking real-time replica capacity

56



Request Submission

Choose a strategy for each request. Send to:

e a single replica

57
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Request Submission

Choose a strategy for each request. Send to:
e a single replica

e multiple replicas, sequentially

59



Rep(;ea {

Replico ? |

Roplica 3

(RQPUQQ Y



Request Submission

Choose a strategy for each request. Send to:
a single replica
multiple replicas, sequentially

multiple replicas, concurrently

61



Replicor 4.
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Request Submission

Choose a strategy for each request. Send to:
a single replica

multiple replicas, sequentially

multiple replicas, concurrently

multiple replicas, concurrently and adaptively

63



Request Retrial

Choose a strategy for each failed request:
set the limit — e.g, 1-3 attempts
use linear or exponential backoff

use jitter

64



Overloaded cluster

Request strategies and retrials:
e multiply load X3 on an overloaded cluster
e multiply load x3N on an overloaded N-tier system,

and lead to cascading failure

(10-20 % of overloaded replicas are okay.)
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Load multiplication factor

Don’t retry requests automatically:
on all replicas — e.g., use replica subsetting
when server asked to — e.g., via an HTTP header

when non-critical — e.g., a user can retry manually
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Load multiplication factor

Propagate metadata through system tiers:
request priorities

request timeouts
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Adaptive replica subsetting

Limit replicas available for retrial.

Track the factor K = sent requests / used replicas.
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Adaptive replica subsetting

Limit replicas available for retrial.

Track the factor K = sent requests / used replicas:

if K ~= 1, everything is okay
if K> 1, some replicas are overloaded

if K>= K a client doesn’t retry requests

critical’

Compare 3° = 243 vs. 1.3°> = 3.7
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Adaptive request throttling

Limit the probability of request submission.

Track the factor K = requests / accepts.
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Adaptive request throttling

Limit the probability of request submission.

Track the factor K = requests / accepts.

Calculate request rejection probability:

requests — K - accepts
Preject = max | 0,

requests + 1

if K ~= 1, everything is okay
if K> 1, some replicas are overloaded

if K>= K a client drops requests with P

critical’ reject

72
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Test your system

Test a single server replica under load
Test the cluster and its client
Test unstable cluster configurations

Test the system as a whole

Then make it survive the overload.
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Read the SRE book

Chapters 19-22
on load balancing

and handling overload

landing.google.com/sre/books

OREILLY"

Rehablhty
Engineering

HOW GOOGLE RUNS PRODUCTION SYSTEMS

Edited by Betsy Beyer, Chris Jones,
Jennifer Petoff & Niall Murphy
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& github.com

Pull requests Issues Marketplace Explore

Vostok

http://vostok.tools opensource@skbkontur.ru

E] Repositories 64 People 30 Teams 1 Settings

Type: All v

sys.metrics.windows

Classes for collecting system metrics on Windows.

@c# w2 ssMIT Updated 23 minutes ago

sys.metrics.perfcounters

The Vostok.Sys.Metrics.PerfCounters library provides interface for
efficient consuming Windows Performace Counters data. It uses
Performance Data Helpers (PDH) APl under the hood.

@c# skMIT Updated 5 hours ago

Language: All

Customize pinned repositories

Top languages

@ C# JavaScript @ Java @ CSS

® Dockerfile

People
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Have a look at Vostok

Vostok is a toolbox for production-ready
and fault-tolerant .NET microservices.
Have a look at:

e Sys.metrics

e cClusterclient

e throttling

github.com/vostok

77


https://github.com/vostok

Have a look at Vostok

“Collecting telemetry from .NET microservices” —
Alexey Kirpichnikov @ CodeFest 2017

“Microservice interaction with HTTP/2” —
Evgeny Zhirov @ DotNext 2018
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https://www.youtube.com/watch?v=fnVkUQ_aEEg
https://youtu.be/QgK6-8zCnQM

& moira.skbkontur.ru

FMS ElasticSearch HeapUsedPercent

Target aliasByNode(FMS.elasticsearch.vm-fms-*.* jym.mem.heap_used_percent, 2, 3)
Value Warning: 90. Error: 95. Set NODATA if has no value for 600 seconds
Schedule Everyday 00:00-23:59
Tags
Current state Events history
Name Last event Value
® vm-fms-el01.fms-es October 5, 07:51:35 55
® vm-fms-el02.fms-es April 6, 15:31:44 60
® vm-fms-el03.fms-es October 5, 07:51:35 51

£ Notifications Help

# Edit D Duplicate

' Delete NODATA metrics
Maintenance ~ 1 Delete
Maintenance ~ 1 Delete

Maintenance ~ 1 Delete
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Have a look at Moira

Moira is a real time alerting system
based on Graphite data.

Collect metrics and respond to alerts.

“What we learned making Moira” —
Alexey Kirpichnikov @ HighLoad++ 2018

github.com/moira-alert
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https://youtu.be/hkcOmILykas?t=18234
https://github.com/moira-alert

kOOntur

Thank you!

e tech.kontur.ru — more open source

e t.me/KonturTech — news and events

e t.me/igorlukanin — ping me!
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