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Mudobl 06 MHBekUuax (1/3)

«[Mapametpusaumna SQL-3anpocos 1 ORM peLuatoT!»



KTo ckasan, 4To peyb Tosibko 06 SQL?

* /IHTepnpeTnpyemsin Ko

* CTPYKTYpMpOBaHHbIE
NaHHblEe

« Kog pasmeTku

* |D BHeLWHUx pecypcos

* JltoOble rpamMmmaTuKm,
C YNCITOM TOKeHoB > 1



Mudobl 006 MHBEKUUAX (2/3)

« TAK — y>ke oaBHO HUKTO He nuwleT!»



UTo e Torga atakoBanu xakepbl B Q2.20177 (1/2)
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MexcanToBoe BbiNONHeHune CleHapues
BHegpeHme SQL-koaa

Bbixog 3a npeensl Ha3HayYeHHOro Katanora
YTeuka nHbopmamm

YaaneHHoe BbiNnoNHeHWe kofa n komaHa OC
BHeapeHwme koHCTpyKumin XML

[Nopgenka 3anpoca Co CTOPOHbI cepBeepa
OTka3 B 06CNyKMBaHUY

OwmnbKa HaCTPONKIK KOHTPONA AOCTYNa
ansa metogos npotokona HT TP

BHE,ElpE‘HME‘ WwabnoHa Ha CTOPOHE CepBepPd

[pyrue ataku

https://www.ptsecurity.com/upload/corporate/ru-

ru/analytics/WebApp-Vulnerabilities-2017-rus.pdf



https://www.ptsecurity.com/upload/corporate/ru-ru/analytics/WebApp-Vulnerabilities-2017-rus.pdf

UTo e Torga atakoBanu xakepbl B Q2.20177 (2/2)

5,3%

KX R Il I N ZZ €4 W&
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MeCanToBoe BbINONHEHWE CLieHapUeB
BHeapeHue SQL-koaa

BbIx0fl 3a npefentl Ha3Ha4yeHHOro Katanora
YTeuka nHbopmamm

YnaneHHoe BbiNnonHeHme Kona n komang OC
BHeapeHne KoHCTpyKum XML

[Topaenka 3anpoca co CTOPOHbLI cepBepa
OTka3 B 06CNyKMBaHUY

Owmnbka HACTPONKU KOHTPONA AOCTYNA
ansa metogos npotokona HT TP

BHeapeHwe wabnoHa Ha CTOPOHe cepeepa

[pyrue ataku

https://www.ptsecurity.com/upload/corporate/ru-

ru/analytics/WebApp-Vulnerabilities-2017-rus.pdf
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TAK — nuwyT gaxe B Microsoft (CVE-2017-8759)
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https://www.fireeye.com/blog/threat-research/2017/09/zero-day-used-to-distribute-finspy.html

Mudobl 006 MHBEeKUUAX (3/3)

«HBbeKkunto ewie Hago CyMeTb HAUTU M MPO3KcNyaTUpoBaTb!»
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Niwiem n skcnnyatupyem MHbeKLnn

‘.:g"«” e

80000800088
https://youtu.be/HyLkONbc8-4
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https://youtu.be/HyLk0Nbc8-4

[MpuHumn Kepkrododpca-LlleHHoHa

«Bpar 3HaeT cuctemy»

* €CIN YS3BUMOCTb MOXET ObITb OOHapyXXeHa, oHa byaeT
obHapyXeHa;

* €CIN YAA3BUMOCTb MOXET ObITb MPO3KCcnyaTMpoBaHa, oHa oyaet
NPO3KCNNyaTUpoBaHa;

* MPU SKCnnyartaunm ya3sBMmMocT dyaet HaHeCEH MakCcUManbHO
BO3MOXXHbIN yLLEpPD.
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Good news everyone!

* IHbeKkumn — XxopoLuo doopmarnmayemMoin
Kfacc ya3BMMOCTEN

« CywiecTtByeT doopmMarnbHbI Noaxond, Kak
K pa3paboTke 3alnLLEHHOrO OT
MHBEKLWN Koga, TaK M K 3aliuTe
CYLLECTBYIOLLENO OT aTtak Ha HUX
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dopmaribHO 00 UHBEKLUAX



Mogenb ya3sumoro npunoxenHua (1/7)

[PaHUNLA OKpYXKeHUA

____________________________________________________________________________________________________

E 91 var a = Request.Params["a"]; |
| 02 |
| 03 var b = Request.Params["b"]; !
| 04 |
: 95 if (a == null) |
| 06 { 5
i 07  return; E
; 08 } |
| 09 |
; 10 if (b == null) |
| 11 { |
: 12 return; i
i 13 } |
i 14 5
| é 15 Response.Write($"<img src='//host/1/{a}"' onclick="f({b})'/>"); !

N e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e Em e e e e e e Em e e e e M e M e mm M e e e e e e e e e e e e M e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e
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Mogenb ya3BuMoro npunoxenHua (2/7)

[PaHUNLA OKpYXKeHUA

____________________________________________________________________________________________________

O_____T?_”_*f?_?_"_?ﬂ?j____:L___ 91 var a = Request.Params["a"]; i
5 02 |
i 93 var b = Request.Params["b"]; :
| 04 i
! 05 if (a == null) i
| 06 { |
! 97 return; i
| 08 } |
5 09 |
| 10 if (b == null) |
5 11 { |
! 12  return; E
| 13 } |
i 14 |
! (f) 15 Response.Write($"<img src="//host/1/{a}' onclick="f({b})'/>");

N e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e Em e e e e e e Em e e e e M e M e mm M e e e e e e e e e e e e M e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e
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Mogenb ya3sumoro npunoxenHusa (3/7)

[PaHUNLA OKpYXKeHUA

____________________________________________________________________________________________________

Toyka Bxogaa . ‘.

O‘ """"""""""""""" H ©1 var a = Request.Params["a"]; |
ToukaBxogab ! o2 !

O‘ ----------------- r--- ©3 var b = Request.Params["b"]; !
| 04 |

: 05 if (a == null) |

i 06 { |

i Q7 return; |

| 08 } |

! 09 |

5 10 if (b == null) !

| 11 { |

: 12  return; i

| 13 } |

| 14 |

| é 15 Response.Write($"<img src="//host/1/{a}' onclick="f({b})'/>");

N e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e Em e e e e e e Em e e e e M e M e mm M e e e e e e e e e e e e M e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e
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Mogenb ya3Bumoro npunoxenHua (4/7)

[PaHUNLA OKpYXKeHUA

____________________________________________________________________________________________________

O____I?_“_*f?_?_"_?ﬂ?_@____:L___ 91 var a = Request.Params["a"]; i
Touka Bxoga b | 92 |

O— ------------------------ r--- 93 var b = Request.Params["b"]; :
| 04 i

! 05 if (a == null) i

| 06 { |

! 97 return; i

| 08 } |

5 09 |

i 10 if (b == null) :

5 11 { |

! 12  return; E

13 } |

To4Ka BbIxoaa 4 ) .
O<--f----(]-¢ -------- ( 5--6)-)---;-----6 15 Response.Write($"<img src="//host/1/{a}' onclick="f({b})'/>");
pvo\'transform\ <, ‘\ S

N e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e Em e e e e e e Em e e e e M e M e mm M e e e e e e e e e e e e M e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e
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Mogenb ya3BuMoro npunoxenHusa (5/7)

[PaHUNLA OKpYXKeHUA

____________________________________________________________________________________________________

O____I?_“_*f?_?_"_?ﬂ?_@____:L___ 01 var a = Request.Params["a"]; i
Touka Bxoza b | 92 !

O— ------------------------ r--- 93 var b = Request.Params["b"]; !
| 04 !

: 05 if (a == null) 5

| 06 { |

i 07 return; i

| 08 } ;

09

i 10 if (b == null) !

5 11 { |

: 12  return; i

13 } ;

Touka BbIxoAa | L . . .
O*-f----(]-c -------- ( 5--6)-)---:-----6 15 Response.Write($"<img src="'//host/1/{a}"' onclick="f({b})'/>");
pvo\'transform\“, ‘\ //

N e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e Em e e e e e e Em e e e e M e M e mm M e e e e e e e e e e e e M e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e
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Mogenb ya3BuMoro npunoxeHusa (6/7)

[PaHUNLA OKpYXKeHUA

____________________________________________________________________________________________________

O____I?_“_*f?_?_"_?ﬂ?_@____:L___ 01 var a = Request.Params["a"]; i
Touka Bxoza b | 92 !

O— ------------------------ r--- 93 var b = Request.Params["b"]; !
| 04 !

: 05 if (a == null) 5

| 06 { |

i 07 return; i

| 08 } |

09

i 10 if (b == null) !

| 11 { |

: 12  return; i

13 } i

TouKa BbIxoA4a L ) ) .
O*-f----(]-c -------- ( 5"5)-)“-:"“"6 15 Response.Write($"<img sr*c='//host/1/{zla}' onclick="f({b})"'/>");
pvo\'transform\“, ‘\ : //

ToYyKa MHbEKUUU a
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Mogenb ya3BumMoro npunoxenua (7/7)

[PaHUNLA OKpYXKeHUA

____________________________________________________________________________________________________

O‘ To4yKa BxoAa a /

- 91 var a = Request.Params["a"];

1
1
1
(o)
w
<
Q
-
(o
1

Request.Params["b"];
95 if (a == null)

07 return; i
08 } |

10 if (b == null)
11 {

12 return;

13 }

T
O(-----QEI-KEEP-D-(P-'EI'E‘ ----- :—-----é 15 Response.Write($"<img src="//host/1/{a}"' onclick="f({b})'/>");

~ ] 1 -

_________________________________________________________________ e

ToyKa MHbeKUMM a TouKa MHBEKUMK b
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CyTb dTadkKn NHbEKUNA

ATaKkn MHbeKkunmn HarpaBJi€Hbl Ha BHEAPEHNE B TOYKU NHBbEKUNN
rpaMmmaTnyeCcKnx KOHCprKuMIZ, HE MNMpegyCcMOTPEHHbIX Norukoun
NPUITOXEHNA
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Mogenb atakm (HTML/URL, HET nHbekuun)

[PaHUNLA OKpYXKeHUA

____________________________________________________________________________________________________

--E—--- 91 var a = Request.Params["a"];
5 02
i 93 var b = Request.Params["b"];
i 04
: 95 if (a == null)
i 06 {
E Q7 return;

08 }

10 if (b == null)
11 {

12 return;

13 }

15 Response.Write($"<img src="//host/1/{a}"' onclick="f({b})'/>");

N e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e Em M Em M e e M e e e e e e e e e e e e e M e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

< img src = " // host / 1 / WERCESly ' ..
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Mogenb atakm (HTML/URL, nHbekuma URL-nyTH)

[PaHUNLA OKpYXKeHUA

____________________________________________________________________________________________________

--Hm- 91 var a = Request.Params["a"];
! 02
i 93 var b = Request.Params["b"];
i 04
: 95 if (a == null)
| 06 {
E Q7 return;

../image.jpg

08 }

10 if (b == null)
11 {

12 return;

13 }

15 Response.Write($"<img src="//host/1/{a}"' onclick="f({b})'/>");

N e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e Em M Em M e e M e e e e e e e e e e e e e M e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

< img src = ' // host / 1 / A | MEECIY ' .
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Mopenb atakn (HTML/URL, nHbekuna HTML-atpubyTa)

[PaHUNLA OKpYXKeHUA

____________________________________________________________________________________________________

--E—--- 91 var a = Request.Params["a"];
! 02
i 93 var b = Request.Params["b"];
i 04
: 95 if (a == null)
| 06 {
E Q7 return;

08 }

10 if (b == null)
11 {

12 return;

13 }

15 Response.Write($"<img src="//host/1/{a}"' onclick="f({b})'/>");

N e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e Em M Em M e e M e e e e e e e e e e e e e M e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

<dimg src = ' // host 7 1/ I EEIRL CH AR (BN * -
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Mogenb atakm (HTML/URL, nHbekuma HTML-Tera)

[PaHUNLA OKpYXKeHUA

____________________________________________________________________________________________________

--r-- @1 var a = Request.Params["a"];
I 02
i 93 var b = Request.Params["b"];
i 04
: 95 if (a == null)
i 06 {
E Q7 return;

08 }

10 if (b == null)
11 {

12 return;

13 }

15 Response.Write($"<img src="//host/1/{a}"' onclick="f({b})'/>");

N e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e Em M Em M e e M e e e e e e e e e e e e e M e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

< img src = ' [/ host / 1 / | B N BEETY B BNSNC) ] BIETE B -
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Mogenb atakm (HTML/JavaScript, HET NHbEKLUUN)

[PaHUNLA OKpYXKeHUA

____________________________________________________________________________________________________

E 91 var a = Request.Params["a"];
! 02

@-ufmu 93 var b = Request.Params["b"];
i 04
: 95 if (a == null)
| 06 {
E Q7 return;

08 }

10 if (b == null)
11 {

12 return;

13 }

15 Response.Write($"<img src="//host/1/{a}"' onclick="f({b})'/>");

N e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e Em M Em M e e M e e e e e e e e e e e e e M e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e
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Mogent atakm (HTML/JavaScript, nHbekuma JavaScript-BblpaxkeHus #1)

[PaHUNLA OKpYXKeHUA

____________________________________________________________________________________________________

E 91 var a = Request.Params["a"];
! 02

alert(0) e @3 var b = Request.Params["b"];
i 04
: 95 if (a == null)
i 06 {
i Q7 return;

08 }

10 if (b == null)
11 {

12 return;

13 }

15 Response.Write($"<img src="//host/1/{a}"' onclick="f({b})'/>");

_____

v
.onclick =" f (B AEN) ' ~»
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Mogent atakm (HTML/JavaScript, nHbekuma JavaScript-BblpaXkeHus #2)

[PaHUNLA OKpYXKeHUA

____________________________________________________________________________________________________

E 91 var a = Request.Params["a"];
i 02

0); alert(O) s 03 var b = Request.Params["b"];
i 04
: 95 if (a == null)
i 06 {
i Q7 return;

08 }

10 if (b == null)
11 {

12 return;

13 }

15 Response.Write($"<img src="//host/1/{a}"' onclick="f({b})'/>");

N e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e Em M Em M e e M e e e e e e e e e e e e e M e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

.onclick = ' F (B NAEEEAEN) ' ~»
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Mopenb atakn (HTML/JavaScript, nHbekumnsa HTML-aTtpunbyTa)

[PaHUNLA OKpYXKeHUA

____________________________________________________________________________________________________

E 91 var a = Request.Params["a"];
i 02

" onclick="alert (O] 93 var b = Request.Params["b"];
i 04
: 95 if (a == null)
i 06 {
i Q7 return;

08 }

10 if (b == null)
11 {

12 return;

13 }

(:) 15 Response.Write($"<img src="//host/1/{a}"' onclick="f({b})'/>");

_____

v
~onclick = * F (I OMSERR SR B A E ) * />

30



Mopaenb ataku (HTML/JavaScript, nHbekumsa HTML-Tera)

[PaHUNLA OKpYXKeHUA

____________________________________________________________________________________________________

E 91 var a = Request.Params["a"];
! 02
--r--- 93 var b = Request.Params["b"];
| 04
| 05 if (a == null)
| 06 {
E Q7 return;
i 08 }
! 09
i 10 if (b == null)
| 11 {
| 12 return;
13 }
14
(:) 15 Response.Write($"<img src="//host/1/{a}"' onclick="f({b})'/>");

N e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e Em M Em M e e M e e e e e e e e e e e e e M e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

.onclick = * F (HEROISTR RO N E ) MBI B ) * />
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[TocunTaem TOKeHbI?

 Het atakm — 1 TOKEH B TOYKE UHBEKLUU

« EcTb aTaka — bonee 1 TokeHa B TOUYKE UHBbEKUUN
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[locTaTo4YHbIN KPUTEPUN 3aLLULLEHHOCTU OT aTak MHBEKLIUN

[TpnoXxeHue 3aluLEeHO OT aTak MHBbEKLUW Toraa, Koraa B pesynsrare
nekcun4eckoro pasdopa rnoboro BO3MOXHOIo BbIXOOHOMO MNoTokKa
OAHHbIX, HA KXY TOYKY UHBEKLUMK NpuxognTcs He bonee ogHoro

TOKEHa.

33



[locTaTo4YHbIN KPUTEPUN HE BCErga NpUMEHUM

YTo ecnn cama nornka npunoXxeHusi nogpasymeBaeT Hann4ne bonee
OOHOro TOKEeHa B Kakon-nnbo ToYke MHBbEeKUUn?

34



Mogenb atakm (HTML/JavaScript, HET NHbEKLUUN)

[PaHUNLA OKpYXKeHUA

____________________________________________________________________________________________________

91 var a = Request.Params["a"];

{"f1": "vall", "f2": "val2" } E 93 var b = Request.Params["b"];

95 if (a == null)

Q7 return;
08 }

10 if (b == null)
11 {
12 return;

13 }

(:) 15 Response.Write($"<img src="//host/1/{a}"' onclick="f({b})'/>");

_____

v
-onclick = * f ( [ HEN B NCEEE A 25 A =N ) ) © />
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Heobxoammbin KpUTEPUN 3aLLULLEHHOCTU OT aTak NHBEKL NN

[TpnoXxeHue 3aluLEeHO OT aTak MHBbEKLUW Toraa, Koraa B pesynsrare
nekcu4eckoro pasdopa robdboro BO3MOXHOIO NOTOKa BbIXOAHbIX
AAHHbIX, MHOXECTBA TOKEHOB, MPUXOOSLLMECS HA TOYKN MHBbEKL NN,

ABIAKOTCA aBTOPN30BAHHBIMN.
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[TpnynHa MHBLEKLUUN — HECOrNacoBaHHOCTb rpamMmaTuK (1/3)

[PaHUNLA OKpYXKeHUA
GazANY 'l, n_n
O—------------------------7--- @1 var a = Request.Params["a"];
93 var b = Request.Params["b"];

95 if (a == null)

Q7 return;
08 }

10 if (b == null)
11 {
12 return;

13 }

15 Response.Write($"<img src='//host/1/{?}/' onclick="f({b})'/>"); ;

__________________________________________________________________

Ga' =HTM I'att-value/ URI‘name 6
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[TpnynHa MHBEKLUN — HECOrNMAacoOBaHHOCTb rpamMmaTuK (2/3)

[PaHUNLA OKpYXKeHUA

____________________________________________________________________________________________________

E 91 var a = Request.Params["a"];
G, = ANY | 92 o
O— ------------------------ r=-- 93 var b = Request.Params["b"];
| 04
95 if (a == null)
06 {
Q7 return;
08 }
09
10 if (b == null)
11 {
12 return;
13 }
14 !
(f) 15 Response.Write($"<img src="//host/1/{a}/’ onclick='F({?})'/>"); E
Gb' =HTM I'att-value / Jsint-literal
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[TpnynHa MHBEKLUUN — HECOTrNAacoOBaHHOCTb rpamMmaTuK (3/3)

[PaHUNLA OKpYXKeHUA

____________________________________________________________________________________________________

E 91 var a = Request.Params["a"];
G, = ANY | 92 o
O— ------------------------ i 93 var b = Request.Params["b"];
| 04
95 if (a == null)
06 {
Q7 return;
08 }
09
10 if (b == null)
11 {
12 return;
13 }
14 !
(f) 15 Response.Write($"<img src="'//host/1/{a}/"’ onclick='F({?})'/>"); E

N e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e Em e Em e Em e e e e e e e M e M e mm e Em e e e e e e M e e e e e e e e e e e e e e e e e e e e e e e el e e e e e e e e

/JS,;

json-object

G, = HTML

att-value
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Kak nobeantb MHbLEKLUNN?



O4yeBnaHbIVN NMoXoa

[MobeanTb UHBEKUMN BO3IMOXKHO, 00ecneymB BbINOSIHEHUE OQHOro U3
KPUTEPUEB Yepes corracoBaHne rpaMMaTuK BXOOHbIX JaHHbIX U
OaHHbIX B TOYKaX MHbEKUNMU
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[logxoabl K cornacoBaHuto rpaMmaTikK BXOAHbIX AAdHHbIX

BxogHble AaHHble OOMKHbI COrnacoBbIBaTbCA C OU3HEC-NOMMKON
NPUINOXXEHUS 3a CYeT:

* Tunnsaummn )

 Banngauuwu

>' ObecneyeHune HEO6XO,£I,MMOI'O Uan AoCTtatov4HOro Kputepumes

 CUHTaKCHU4YecKou

« CeMaHTM4ecKkomn
_

42



Tunmnsauuns

Tununsauma — npuBegeHne BXoAHbiX AaHHbIX K KOHKPETHOMY TUMY.

var b = int.Parse(Request.Params["b"])
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CornacoBaHue rpaMmmMmaTuk (Tunusaumns)

[PaHUNLA OKpYXKeHUA

____________________________________________________________________________________________________

~
N

E 91 var a = Request.Params["a"]; i

G, = int-literal | 02 !
(:} ------------------------ r--- 03 var b = int.Parse(Request.Params["b"]); |
| 04 |

| @5 if (a == null) |

| 06 { |

! 97  return; i

| 08 } |

5 09 |

| 10 if (b == null) |

; 11 { |

! 12  return; E

| 13 } |

i 14 |

! (f) 15 Response.Write($"<img src="//host/1/{a}/’ onclick='F({?})'/>"); E

Gb = I-I-I-I\/“'att-value / JSint-IiteraI
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CuHTakcuyeckaa sanvaaumng

CuHTakcunueckasa Banupaumsa — npoBepKa BXOOHbIX JaHHbIX HA
COOTBETCTBME KAaKOU-NTMBO rpaMmaTuke:

91 var url regex =

02 "ACC[re/2#]) )2 (/7 CLA/2#]F) ) ([ ) (N2 ([M#]*)) 2 (#(. %)) 275
03

94 if (!Regex.IsMatch(Request.Params["a"], url regex))
05 {

96  throw new ValidationException();

07 }
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HekoTopble cpeactBa cMHTakcmyeckon sanungaumm B .NET

* Pa3bop CcTpoku BpyYHY (mMeToabl System.String)
* System.Text.RegularExpressions
e System.Web.UI.WebControls.RegularkExpressionValidator

e System.ComponentModel .DataAnnotations

* RegularExpressionAttribute
 StringlLengthAttribute
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CornacoBaHune rpaMmMmaTuK (CMHTaKkcuveckas Banugaums)

[PaHUNLA OKpYXKeHUA

____________________________________________________________________________________________________

E 91 var a = Request.Params["a"];

' 02
93 var b = Request.Params["b"];

C-;a=UR|'name X 04
O—------------------------i—--- 05 if (!Regex.IsMatch("[”:@/?#\r\n]+", b ?? string.Empty))

| 06 {
Q7 return;
08 }
09
10 if (b == null)
11 {
12 return;
13 }
14

(f) 15 Response.Write($"<img src='//host/1/{?}' onclick="f({b})'/>");

__________________________________________________________________

Ga' =HTM I'att-value/ URI‘name 6

47



CemMaHTun4yeckasa sanugauuns

CemaHTHM4YecKasa Banunpauua — NpoBEPKa BXOAHbIX AAHHbIX HA
KOPPEKTHOCTb C TOYKUN 3pEHNA JTOTUKU NMPUITOXKEHUA.

JSchema.Parse("some JSON schema");
JObject.Parse(Request.Params["b"]);

91 var schema
92 var object
03

94 if (lobject.IsValid(schema))

05 {

06  throw new ValidationException();
07 }
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HekoTopble cpeactBa cemaHTnyeckon sanmpgaumm B .NET

* l[poBepKa CBOWNCTB TUMU3UPOBAHHbLIX O0H6bEKTOB

* System.Web.UI.WebControls

e CustomValidator
* RangeValidator

e System.ComponentModel .DataAnnotations
 CustomValidationAttribute
 DataTypeAttribute
* RangeAttribute

* System.Json
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OnacHoCTu TUNMU3auun U ceMaHTU4YecKon Banuaaymm

Tunusauma n cemaHTn4yeckaqa sanngauna He NPUMUTUBHBLIX TUMOB,
MOXET MoBIeYvb YA3BUMOCTU K atakam gpyrux knaccos (SSRF, DoS,
RCE n 1.n.)
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CornacoBaHue rpaMmmMmaTumk (CcemaHTM4Yeckas Banugaums)

[PaHUNLA OKpYXKeHUA

____________________________________________________________________________________________________

~
N

E 91 var a = Request.Params["a"]; |

Gb = JSONobject E 02 E
O_ ________________________ ,:.___ @3 var b = ParseAndValidateJson(Request.Params["b"], schema); :
| 04 |

: 95 if (a == null) |

| 06 { 5

i 07  return; |

; 08 } 5

| 09 |

; 10 if (b == null) |

5 11 { E

! 12 return; i

| 13 } 5

i 14 5

E (f) 15 Response.Write($"<img src="'//host/1/{a}"’ onclick='f({?})'/>"); E

Gb = I_I-I-I\/”'att-value/'lSONobject
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[logxoabl K cornacoBaHuto rpPaMmaTikK BbIXOOHbIX AAHHbIX

BbixogHble gaHHbIE OOMKHbI COrnacoBbIiBaTbCA C rpaMMaTUKON
NPUHMMAIOLLEN CTOPOHBLI 3a CYET CaHUTU3ALIUN

\ J
Y

ObecneyeHne AOCTAaTOYHOrO KpUTEpPUS
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CaHuTnsauus

CaHuTMnsauma — npeobpasoBaHne CTPOKOBbLIX AaHHbIX K CUHTaKCUCy
Kakoro-nmbo TokeHa 3agaHHON rpaMMaTUKu

91 Response.Write(
92  $"<a href="'//host/1/{UrlEncode(Request.Params["a"])} '>.</a>"
93 );
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CaHI/ITI/I3aLI,I/IFI BITOXKEHHbIX NrPaMMaTUuK

B cny4ae BNoXeHHbIX rpaMmmaTuK, Hanpumep:
G — JaVascr‘iptcontext / URI-context

caHUTU3auUuno HeobxogmMmo NPoBOANTL NMocreaoBaTensHO, B
obpaTHOM nopsake:

JavaScriptEncode, et (UrlEncode iyt (t)).
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CornacoBaHue rpammaTymK (CaHUTM3aums)

[PaHUNLA OKpYXKeHUA

G, = URL3me SO e ‘
O --ee 91 var a = UrlEncode(Request.Params["a"]);
| 02 i

i 93 var b = Request.Params["b"]); :

| 04 i

| 95 if (a == null) |

| 06 { |

! 07  return; E

i 08 } |

| 09 i

; 10 if (b == null) |

| 11 { |

| 12 return; i

| 13} |

i 14 |

E (f) 15 Response.Write($"<img src='//host/1/{?}' onclick="f({b})'/>");

__________________________________________________________________

Ga' =HTM I'att-value/ URI‘name 6
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UToObLI NO6eanTb MHBEKUNK pa3paboTynK gormkeH: (1/2)

°* BblAEJINTb B NMPUTTOXKEHNN BCE TOYHKUN BXOAaA OaAHHbIX;

°* BblAEJINTb BCE TOYKN UHBEKLUNN NMPON3BOAHBLIX OT HUX OAaHHbIX;

* MPOBECTU TUNU3ALUIO N Bannaauuio B TOYKax Bxoda C y4ETOM
TpeboBaHNN BU3HEC-TTOMUKN;
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UToObLI NO6eanTb MHBEKUNK pa3paboTUMK OOMmKeH: (2/2)

* MPOBECTN CaHUTM3ALMIO B TOMKAX MHBEKLUI, C YH4ETOM OXMOAEMbIX B
HUX FPaMMaTUK NPUHUMAIOLLLEN CTOPOHOW;

* (onuMoHanbHO) NOATBEPXAAaTb aBTOPN3OBAHHOCTb MHOXECTBA
TOKEHOB B TOYKaxX UHbEKLUNA.
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CVE-2017-8759

(MHBbeKuma npousBonbHoro C#-koaa B
System.Runtime.Remoting. MetadataServices.Wsd|Parser)



ObpaboTka cBdaA3en ¢ Beb-cepsncamu B MS Office

« 3arpy3ka WSDL cepsuca
* [eHepauma ncxogHoro koga npokcu (PrintClientProxy)
« Komnunauua npokcu ¢ nomowbio CSC

« Co3gaHue ak3emMnnsapa Npokcu 1 B3anMoaencTBMe C HUM
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PrintClientProxy

01 sb.Length = 0;

02 sb.Append(indent2);

93 if (i
04 {
05 sb
06 sb
07 sb
08 }
09 else
10 {
11 //
12 sb
13 sb
14 sb
15 }

== e)

.Append("base.ConfigureProxy(this.GetType(), ");
.Append(WsdlParser.IsValidUrl((string) connectURLs[i]));

-Append(");");

Only the first location is used, the rest are commented out in the proxy

.Append("//base.ConfigureProxy(this.GetType(), ");
.Append(WsdlParser.IsValidUrl((string)_connectURLs[i]));

-Append(");");

16 textWriter.WritelLine(sb);
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IsValidUrl

01 if (value == null) { return "\"\""; }
02 vsb.Length= 0;

03 vsb.Append("@\"");

04

05 for (int i1=0; i<value.Length; i++)

06 {

07 if (value[i] == "\"') vsb.Append("\"\"");
08 else vsb.Append(value[i]);

99 }

10

11 vsb.Append("\"");

12 return vsb.ToString();
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B pesynerate...

< = >
< = = >
>
4/ >
</ S
</ >
(1) B O nXML
{
.ConfigureProxy .GetType(), @

iStart ISpat

www.fireeye.com/blog/threat-research/2017/09

.RemotingClientProxy

-used-to-distribute-fins

/>


https://www.fireeye.com/blog/threat-research/2017/09/zero-day-used-to-distribute-finspy.html

McnpasneHHbin IsValidUrl

91 if (!System.Runtime.Remoting.Configuration.AppSettings.AllowUnsanitizedWSDLUrls)
02 {

03 return WsdlParser.TransliterateString(value);

04 }

05

06 if (value == null) { return "\"\""; }

07 vsb.Length= 0;

08 vsb.Append("@\"");

09

10 for (int i=@; i<value.Length; i++)

11 {

12 if (value[i] == "\"'") vsb.Append("\"\"");
13 else vsb.Append(value[i]);

14 }

15

16 vsb.Append("\"");

17 return vsb.ToString();
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TransliterateString

01 if (string.IsNullOrEmpty(str)) { return "\"\""; }

02 StringBuilder sb = new StringBuilder("\"");

03 foreach (char c in str)

04 {
05
06
07
08
09
10
11
12
13
14
15 }

if (char.IsControl(c)) { continue; }

if (char.IsLetterOrDigit(c))

{
sb.Append(c);
}
else
{
sb.Append("\\u");
sb.Append(Convert.ToInt32(c).ToString("X4"));
}

16 sb.Append(“\"");

17 return sb.ToString();
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BneyatneHuna?

MyTOpPHO, PYTUHHO U Ha CEPEDPSHYIO NYI0 HE rnoxoxe =/
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MeuTtaTtb — HE BpeaHo

BoTt ecnun Okl cyulecTBoBana bnbnuoteka,
npyHMMatoLasl Ha cebs pyTUHY No 3aLumTe
NPUIOXEHUS OT aTak UHBEKLUMN. ..
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Hanpumep, BOT Tak?

91 Response.Write(

92  SafeString.Format<Html>(

03 $"<img src="'//host/1/{a}' onclick="f({b})"'/>"
04.));
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Uto Takoe LibProtection? (1/3)

LibProtection — bubnunoteka ¢ oTkpbITbiM Nog MIT-nnueH3nen Koaom,
No3BonsOLLAaa pa3padboTymkam:

* MONMHOCTbIO aBTOMATU3MPOBAaTb 3aLUUTY OT aTak MHbEKLUWUIA MO
[OCTaTOYHOMY KPUTEPMUIO;

° pealjin3oBblBaTb 3alLUTY 10 Heo6xo,1:|,|/1|\/|omy KPUTEPUIO.

https://github.com/LibProtection/libprotection-dotnet/
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https://github.com/LibProtection/libprotection-dotnet/

Uto Takoe LibProtection? (2/3)

[1na 3awunTbl OT aTtak B LibProtection peann3oBaHbl:

e aBTOMAaTUYECKasa cCaHUTM3aUUa OaHHbIX B TOYKaX MHbEKUWA TaMm, rae
9TO BO3MOXHO;

e aBTOMAaTUYECKasa Banugauma gaHHbIX B TOYKaxX MHbEKUUIN NO
[OCTAaTOYHOMY KpUTEPUIO (JETEKTMPOBAHNE aTakn) Tam, rge
HEBO3MOXHa CaHUTU3aUUS;

* BOBMOXHOCTbL NepeonpeneneHnsa oyHKUMM Banmgaumm v
caHuTU3auum ang obecneveHmnst HeEoObxXoaNMOro KpUTEpPUS.
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Uto Takoe LibProtection? (3/3)

[MopoepxmBaemble A3bIKU:

* NET, C++, JVM (Q4 2017 — Q1 2018)
* PHP, JavaScript (2018)

Tekywmin ctatyc .NET-Bepcumn: paHHas beTa

[MoggepxmnBaembie rpammatukn: SQL, HTML, JavaScript, , URL,
FilePath,
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LibProtection API: meToabl

// ®opmamupoBaHue cmpoku ¢ aBmomamuyeckou caHumu3sauyueu u Banudayuel
string SafeString<T>.Format(FormattableString formattable)

string SafeString<T>.Format(string format, params object[] args)

// Try-6epcusa Format

bool SafeString<T>.TryFormat(FormattableString formattable, out formatted)
bool SafeString<T>.TryFormat(string format, out formatted, params object[] args)

€

Sql, Html, JavaScript, , Url, FilePath,

S e s
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Kak ato pabotaet? (1/9)

91 Response.Write(

92  SafeString.Format<Html>(

03 $"<img src="'//host/1/{a}' onclick="f({b})"'/>"
94.));

73



Kak aTto paboTtaet? (2/9)

<img src="'//host/1/{a}' onclick='f({b})'/>
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Kak aTto paboTtaet? (3/9)

‘onerror="alert (o)1 +alert(0)

- J J
Y Y

<img src="'//host/1/{a}' onclick='f({b})'/>
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Kak aTto paboTtaet? (4/9)

‘onerror="alert (o)1 +alert(0)
N\ J J
Y '

<img src="'//host/1/{a}' onclick='f({b})'/>

v

<img src="//host/1/RNTNEIREVRIRIED)  onclick="+(HENIEE)) />
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Kak aTto paboTtaet? (5/9)

‘onerror="alert (o)1 +alert(0)
N\ J J
Y '

<img src="'//host/1/{a}' onclick='f({b})'/>

\
<img src="//host/1/RINNEINREVRIRIE)  onclick="+(HENIEE)) />

v
< dimg src = " [/ host /1 7 | I3 S W BRI QBN onclick - " FUDDEMIRNEND * ~>
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Kak aTto paboTtaet? (6/9)

‘onerror="alert (o)1 +alert(0)
N\ J J
Y '

<img src="'//host/1/{a}' onclick='f({b})'/>

\
<img src="//host/1/RINNEINREVRIRIE)  onclick="+(HENIEE)) />
v
< dimg src = " [/ host /1 7 W IR S W BRI QBN - onclick - " FUODEMIRAEND © ~>
1\ J N J

Y Y
UrlEncode FirstTokenRule
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Kak aTto pabotaet? (7/9)

‘onerror="alert (o)1 +alert(0)
N\ J J
Y '

<img src="'//host/1/{a}' onclick='f({b})'/>

\
<img src="//host/1/RINNEINREVRIRIE)  onclick="+(HENIEE)) />

v
< dimg src = " [/ host /1 7 W IR S W BRI QBN - onclick - " FUODEMIRAEND © ~>
\ J \ J

Y Y
UrlEncode FirstTokenRule
v v

<img src="'//host/1/ PNl L0y Y NENI0 wtiloyys ' onclick='f(!)'/>
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Kak aTto paboTtaet? (8/9)

‘onerror="alert (o)1 +alert(0)
N\ J J
Y '

<img src="'//host/1/{a}' onclick='f({b})'/>

\
<img src="//host/1/RINNEINREVRIRIE)  onclick="+(HENIEE)) />

v
< dimg src = " [/ host /1 7 W IR S W BRI QBN - onclick - " FUODEMIRAEND © ~>
\ J \ J

Y Y
UrlEncode FirstTokenRule
v v

<img src="'//host/1/ PNl L0y Y NENI0 wtiloyys ' onclick='f(!)'/>

v

< img src = ' /) host / 1 / ZoNUISdQ I SNV YNNI wryre * onclick = " £ ! ) />
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Kak aTto paboTtaet? (9/9)

‘onerror="alert (o)1 +alert(0)
N\ J J
Y '

<img src="'//host/1/{a}' onclick='f({b})'/>

\
<img src="//host/1/RINNEINREVRIRIE)  onclick="+(HENIEE)) />

v
< dimg src = " [/ host /1 7 W IR S W BRI QBN - onclick - " FUODEMIRAEND © ~>
\ J \ J

Y Y
UrlEncode FirstTokenRule
v v

<img src="'//host/1/ PNl L0y Y NENI0 wtiloyys ' onclick='f(!)'/>

v

< img src = ' /) host / 1 / ZoNUISdQ I SNV YNNI wryre * onclick = " £ ! ) />

O
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LibProtection API: dpopmaTHble MogmndukaTopb!

// OmkawyeHue 6Banudauyuu U caHumusayuu
:safe

// [lepeonpedesneHue 6Ganudamopa
:validate(method-name)
method-name € Func<string,bool>

// [lNlepeonpedeneHue caHumu3samopa
:sanitize(method-name)
method-name € Func<string, string>
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[1lnaHbl Ha cBeTrioe byayulee

» SafeStringBuilder — 3alWnWEHHbLIN aHanor StringBuilder

e SafeStringWriter — 3aWMWEHHBLIN aHanor TextWriter
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BrnivsHune Ha NpPon3BOANTEIIbHOCTb

He3HaunTenbHO 3amennsietcst obpaboTka 3anpocos,
HenocpeacTBEHHO NMPUBOASLLNX NPUIOXKEHMNE B TOYKY BbINONMHEHUS
NoTeHUMarnbHO ONacHOW onepauunmu:

LLITaTHLIN Tpadumk ATaku

+1-3% +3-5%
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[lobexxaaemM MHbEeKUUN

42
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80000800088
https://youtu.be/X3G8iX2EAYs
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