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TakoW pa3Hbi AebarrnHr

* PrintF

e JlornpoBaHue B panbl

* Yepes npepbiBaHue —int 3
* B nebarepe c PDB



PDB — 3710 ...

* Program Database, npeactasneH 8 1993 roay
* KoHTenHep otnagoyHon nHdopmaumnmn ana Windows
* OTObparkeHne Koaa NPUNOKEHUA B MALLMHHbIE MHCTPYKLUMU



PDB oTcyTCcTBYIOT Ha NpoaaKLeHe

Administrator: Command Prompt

c:\Projects>dotnet EmailBuilder-no-pdb\EmailBuilder.dll



PDB oTcyTCcTBYIOT Ha NpoaaKLeHe

Administrator: Command Prompt

c:\Projects>dotnet EmailBuilder-no-pdb\EmailBuilder.dll

Unhandled Exception: System.AggregateException: One or more errors occurred. (The given key was not present in the dicti
onary.) ---» System.Collections.Generic.KeyNotFoundException: The given key was not present in the dictionary.

at System.ThrowHelper.ThrowKeyNotFoundException()

at System.Collections.Generic.Dictionary 2.get Item(TKey key)

at EmailBuilder.EmailBuilder.Build(Recipient recipient)

at EmailBuilder.Program.ProcessEmails()

at System.Threading.Tasks.Task.Execute()

--- End of inner exception stack trace ---

at System.Threading.Tasks.Task.ThrowIfExceptional({Boolean includeTaskCanceledExceptions)

at System.Threading.Tasks.Task.Wait({Int32 millisecondsTimeout, CancellationToken cancellationToken)

at EmailBuilder.Program.Main{String[] args)

c:\Projects>



PDB oTcyTCTBYIOT Ha NpoJaKLleHe

EM Administrator: Command Prompt _ 0 oy

c:\Projects>dotnet EmailBuilder-no-pdb\EmailBuilder.dll

Hﬂhandlwd Exception: System.A ﬂ-y. cException: One or more errors occurred. (The given key was not present in the dicti
» System. Lulle::lur eric.Keyh oundeException: The given key was not present in the dictionary.
ThrowHelper.T : j,-' \ oUNG ption()
m. LullE::lHFw.UHﬂﬁrlu ictionary 2.get Item(TKe)
Builder.EmailBuilder.Build{Recipient recipient)

internal String Build(Recipient recipient)
{
var user = _users[recipient.UserId];
var email = emails[$"{recipient.Userld}-{recipient.EmailTypeld}"];
var result = email.Body.Replace("{email}", user.Email);
return result;




PDB He XpaHAT MHGOPMALMIO O MCXOAHUKAX

& JetBrains dotPeek — O x

File  View Mavigate |Inspect TJTools Windows Help

QO 8@

& JetBrains dotPeek — O

BubbleSort.cs . . i .
Eile  View Mavigate |Inspect Jools Windows Help

// Decompiled with JetBrains decompiler o 9| o @l
[/ Type: DotNextPdbDemo.BubbleSort b
// Assembly: DotNextPdbDemo, Version=1.8.8.8, Culture=nel p bhieSortcs X
Jf MNVID: EZACBO94B-ES1E-4F22-98DB-A93BCAZGEDET
[/l Assembly location: C:\Temp'DotNextPdbDemo.dll

namespace DotMNextPdbDemo

-1
namespace DotNextPdbDemo f/https://fen.wikipedia.org/wiki/Bubble sort
=N public static class BubbleSort
public static class BubbleSort T { X . . .
0 public static void Sert(int[] array)
public static weoid Sort(int[] array) T { i . . .
1 { for {(int 1 = @; 1 < array.Length; i++)
- I
for (int indexl = @; indexl < array.Length; ++inde { . . . .
1 { — for {(int j = @; Jj <« array.Length - 1; j++)
for (int index2 = @; index2 < array.Length - 1; T { ) ] ]
1 { —— if (array[j] * array[] + 1])
if {(array[index2] » array[index2 + 1]) T { ; ]

1 f int temp = array[j];

int num = array[index2]; ar‘r‘a}r[].] =1arra?tr[;| + 1l

array[index2] = array[index2 + 1]; array[j + 1] = temp;

array[index2 + 1] = num; ¥

3 ¥
1 ¥
} ¥
} ¥
h



PDB oTcyTcTBYIOT 419 CTOPOHHUX COOPOK

DJER S0 L U [No Symbols Loaded MuGet: Consolefpp3 Program.cs @
Address: Mewtonsoft.)sonJsonTextReader)sonTextReader(Systern. 0. TextReader)

{E}] Viewing Options

@l7ERGLS mov dword ptr [ecx+18h],edx
@1l7ERGLE mov dword ptr [ecx+1Ch],3
@1l7EBGLF mov dword ptr [ecx+28h],1
@Ll7ERG26 mov dword ptr [ecx+24h],edx
@l7ERG29 mov byte ptr [ecx+2Bh],1
@17E@R2D test esi,esi
@1l7EBG2F je Bl7/EaG42
81l7el63l lea edx, [ecx+d8h]
@l7eEB634  call 72D2E6B@
@B1l7EBG39 mov dword ptr [ecx+64h],1
@l7ERG48 pop esi
8l7Eae4l ret
B17EBe42 mov ecx, 71CBBESBh
@l7eee4? call BleF3ard
@17EBBAC  mov esi,eax
@17EBGLE  mowv eCcx, BB34h
@17EB653 mov edx, 1784DFCh
@l7EBE58 call 72DFeAle
@17EBRSD  mowv edx,eax
@17EBGSF  mowv ecx,esi
@17e@66l call 71AMAASE
@17EBG66E mowv ecx,esi
@17EB66E call 72ED35E8

© p17EBGED  int 3
@17EBGBE add byte ptr [eax],al
@l7Eee78 add byte ptr [eax],al
@817EB672 add byte ptr [eax],al
@l7Eee74  add byte ptr [eax],al
@l7EB676 add byte ptr [eax],al

A1 TEGRE TR =AA hirdFa Rr¥Er Taaw]l 3



PDB ynanatoTca nocne penmsa

I EI < | Search Tools ~ dumps — ot
Home Share View Search 9
Yk » This PC » Local Disk (C:) » dumps v o
# Quick access __r_zl_g dotnet-28-08-2015 Date modified: 28-Aug-15 14:20
=1 Type: Dump File Size: 6.6 ME
¢ OneDrive
EThisF‘C
[_}' Metwork
o Homegroup
11
4 itermns




PDB ynanatoTca nocne penmsa

—
-1\

3 Quick access
& OneDrive
[ This PC

[_}' Metwork

o Homegroup

4 tems

Search Tools dumps

Share View Search

» This PC » Local Disk (C:) » dumps

.. dotnet-28-08-2015

Type: Dump File
.. dotnet-23-12-2015

Type: Dump File
.. dotnet-22-07-2017

Type: Dump File

dotnet-14-02-2017
Type: Dump File

ol

v O

Date modified: 28-Aug-15 14:20
Size: 76.6 MB

Date modified: 23-Dec-1512:20
Size: 70,6 MB

Date modified: 22-Jul-16 15:34
Size: 194 MB

Date maodified: 14-Feb-17 22:13
Size: 76.6 MB




A KaK e dotPeek?

* [leKomnunatop

* TpyAHO aBTOMATM3NPOBATb PabOTy KOMaHAbI



ConepxaHune

* [ne B3aTb PDB?

* Y10 TaKkoe PDB?

e [lonrocpo4yHoe xpaHeHne — Symbol server

* OTnaaKa 6e3 ncxogHmkos — Source indexing

* byayuwee otnaao4Hbix cmmeonos — PortablePDB dopmat



5 3anoseaen PDB

#1 Ncnonb3yn NT _SYMBOL_PATH
#2 3Haun ceson PDB

#3 NHpeKCcnMpym UCXOQHUNKN

#4 [lepxn PDB pagom

#5 [lenncob



Symbol Server

* https://msdl.microsoft.com/download/symbols

* https://srv.symbolsource.org/pdb/Public

* https://nuget.smbsrc.net

16


https://msdl.microsoft.com/download/symbols
https://srv.symbolsource.org/pdb/Public
https://nuget.smbsrc.net/

VS — Tools -> Options -> Debugging -> General

Options

Search Options (Ctrl+E)

o

b —+ - = 7 =

FORFON T RO RO

Environment
Projects and Solutions
Source Control
Work tems
Text Editor
Debugging
General
Output Window
Symbals
IntelliTrace
Performance Tools
Azure Data Lake
Cross Platform
Database Tools
Dependency Yalidation
F# Tools
GitHub for Visual Studic

Granmhire Niananactiee

General

[ E]

K EE

[&]

~ORIOE

Use the new Exception Helper
Enable Just My Code
Warn if no user code on launch (Managed only)
Enable .MET Framework source stepping
Step over properties and ocperators (Managed only)

Enable property evaluation and other implicit function calls

Call string-conversion function on objects in variables windows
Enable source server support

Print source server diagnostic messages to the Output window

Allow source server for partial trust assemblies (Managed only)

Always run untrusted source server commands without prompting

Enable source link support

Highlight entire source line for breakpoints and current statement (C++ only)

Require source files to exactly match the original version
Redirect all Qutput Window text to the Immediate Window

oK

Cancel

17



VS — Tools -> Options -> Debugging -> Symbols

Options ? X
Eearch Options (Ctrl+E) 2| Symbols
> Environment A Symbol file {pdb) locations: ! | X ¥
I> Projects and Solutions - -
b Source Control Environment Variable: NT SYMBOL_PATH
b Work ltems Microsoft Symbol Servers
I> Text Editor https://nuget.smbsrc.net
4 Debugging https://srv.symbolsource.org/pdb/Public _
General
Output Window Cache symbols in this directory:
Symbols
b IntelliTrace Ch\Users\Sergey\AppData\Local\Temp\5ymbolCache _ Browse...

[ Performance Tools

[ Azure Data Lake

[> Cross Platform

I> Database Tools

I Dependency Validation
b E# Tools specify excluded modules
I> GitHub for Visual Studio
I Graphics Diagnostics

[> Live Unit Testing
ncn o oo oa 18

Load all symbols Empty Symbol Cache

Automatically load symbols for:

(@ All modules, unless excluded

(O Only specified modules

Specify modules




OTnagKka CTOPOHHMX COOPOK

Mame Language

o WebApplications.dIl!WebApplication3.Controllers. HomeController. About() Line 35 C#
[External Code]

19



OTnagKka CTOPOHHMX COOPOK

Mame Language

o WebApplications.dIl!WebApplication3.Controllers. HomeController. About() Line 35 C#
[External Code]

Mame Lange
e |Mewtonsoft. Json.dll!Newtonsoft.JsonJsonTextReader.JsonTextReader(5ystem. |0, TextReader reader] Line 79 I CE
WebApplication3.dlI!WebApplication3.Controllers. HomeController.About() Line 33 C#

[Lightweight Function]
Microsoft.AspMNetCore.Mvec.Core.dll!Microsoft. AspMNetCore. Mve.Internal.ControllerAction|nvoker. InvokeActionMethodAsync)  Unkni
System.Private.Corelib.nidll'Systemn.Runtime. Compilerservices.Async TaskMethodBuilder. Start< Microsoft. AspMetCore.Mvc.Inter CF
Microsoft.AspMNetCore.Mvc.Coredll!Microsoft. AspMetCore. Mve.Internal.ControllerAction|nvoker. InvokeActionMethodAsync)  Unkni
Microsoft.AspMNetCore.Mvec.Coredll!Microsoft. AspMetCore. Mve.Internal.ControllerActionlnveker. Mext(ref Microsoft. AspMetCore. Unkni
Microsoft.AspMNetCore.Mvec.Core.dll!Microsoft. AspMNetCore Mve.Internal. ControllerActioninvoker. InvokeMNextActionFilterAsync)  Unkn
Systern.Private.Corelib.ni.dIllSystern.Runtime.CompilerServices. AsyncTaskMethodBuilder. 5tart< Microsoft. AspMetCore.Mvc.Inter CF
T C e e = e .- e 1o IR



KT0 elwe ncnonb3lyet Symbol Server?

* Otnagumnkn — WinDBG
* MMpodunmnposwnkm — PerfView
e CuctemHble ytnnutbl — Sysinternals Tools



#1 Vicnonb3ym NT SYMBOL PATH



SET NT SYMBOL PATH

=C:\Symbols

=C:\Symbols ;\\net-path\
=SRV*C:\Cache\*https://nuget.smbsrc.net
=cache*C:\Symbols;\\server\share



SET NT SYMBOL PATH

=C:\Symbols\Local;
cache*C:\Symbols\LocalCache;

srv*®
srv*

srv*

https://nuget.smbsrc.net;
https://srv.symbolsource.org/pdb/Public;

nttps://msdl.microsoft.com/download/symbols;



JIOKabHbIN Kelwl

"

—

=
=
=y
=y

=

= s | LocalCache

w 4 " s ThisPC » Local Disk (C:) » Symbols » LocalCache

Mame

3 ACPBackgroundManagerPolicy.pdb

acpl.pdb
ACPlsys
acpiex.pdb
ActXProy.pdb
AdhApi.pdb
advapi32.pdb
aepic.pdb
afd.pdb
afd.sys
ahcache.pdb
apphelp.pdb

aSrEern rermae el

Date modified

21-Jun-16 22:33
21-Jun-16 22:35
16-5ep-16 20:16
21-Jun-16 22:34
21-Jun-16 22:34
22-Jun-16 0910
21-Jun-16 22:43
22-Jun-16 09:13
21-Jun-16 22:38
16-5ep-16 20:16
21-Jun-16 22:40
21-Jun-16 22:46
I T = TR

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

File folder
Eile frlrar

Size

W

]

Search LocalCache

25




JTOKanbHbIV KeL

-

" AudicSes.pdb
* AudioSrv.pdb
" authz.pdb

* avrt.pdb

994 temns

26



OnNTMMM3aLUMA NTOKA/IbHOIO Kella

* ApXMBMNPOBATb

General  Sharing Securty Previous Versions  Customize

H‘

||.r|..r\. ([ Y

| Advanced Attributes >

Type: i i
|:| Choose the settings you want for this folder.
Location: When you dick QK or Apply on the Properties dialog, yvou wil be
asked if you want the changes to affect all subfolders and files

Size: as well.
Size ondisl  Archive and Index attributes
Cortains: [ Folder is ready for archiving

] Allow files in this folder to have contents indexed in addition to file
Created: properties
Attributes: Compress or Encrypt attributes

Compress contents to save disk space
|:| Encrypt contents to secure data Details

QK Cancel Apphy



OnNTMMM3aLUMA NTOKA/IbHOIO Kella

* ApXMBMNPOBATb
 agestore c:\symbols -date=01-07-2008
agestore -lat=on



VIHOTO CMMBOJIOB He DbiBaeT

* https://msdl.microsoft.com/download/symbols

* https://srv.symbolsource.org/pdb/Public

* https://nuget.smbsrc.net

* https://referencesource.microsoft.com/symbols
 https://dotnet.myget.org/F/dotnet-core/symbols
 https://download.amd.com/dir/bin

 https://symbols.mozilla.org

* https://chromium-browser-symsrv.commondatastorage.googleapis.com

e https://symbols.autodesk.com/symbols
* \\network-share\symbols
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https://msdl.microsoft.com/download/symbols
https://srv.symbolsource.org/pdb/Public
https://nuget.smbsrc.net/
https://referencesource.microsoft.com/symbols
https://dotnet.myget.org/F/dotnet-core/symbols/
https://download.amd.com/dir/bin
https://symbols.mozilla.org/
https://chromium-browser-symsrv.commondatastorage.googleapis.com/
https://symbols.autodesk.com/symbols/
file://network-share/symbols

VIHOTO CMMBOJIOB He bbiBaeT ... Uiu bbiBaeT?

* https://msdl.microsoft.com/download/symbols

* https://srv.symbolsource.org/pdb/Public

* https://nuget.smbsrc.net

* https://referencesource.microsoft.com/symbols
 https://dotnet.myget.org/F/dotnet-core/symbols
 https://download.amd.com/dir/bin

 https://symbols.mozilla.org

* https://chromium-browser-symsrv.commondatastorage.googleapis.com
* https://symbols.autodesk.com/symbols

* \\network-share\symbols

30


https://msdl.microsoft.com/download/symbols
https://srv.symbolsource.org/pdb/Public
https://nuget.smbsrc.net/
http://referencesource.microsoft.com/symbols
https://dotnet.myget.org/F/dotnet-core/symbols/
https://download.amd.com/dir/bin
https://symbols.mozilla.org/
https://chromium-browser-symsrv.commondatastorage.googleapis.com/
https://symbols.autodesk.com/symbols/
file://network-share/symbols

Symbol Server Hell

* Bce nyTn npoBepAtoTCA NO ovepeau
* 404 oTBeTbl CEpPBEPOB HE KEeLUMNpPYOTCA

* TpaTm Bpemsa



Symbol Server Hell peweHune

e Public CDN

Sasha Goldshtein - .
@goldshtn -

Turns out that putting #Azure CDN in front of
the Microsoft public symbol server speeds up
downloads by 3-5x, depending on the file
size.

RETWEETS LIKES e
N !
2 9 :

324 PM - 6 Oct 2016

32




Symbol Server Hell peweHune

e Public CDN

* SymProxy



SymProxy ot Andrew Richards

Microsoft Internet Symbol Server Company Firewall
http://msdl.microsoft. com/download/symbols

Internal Symbol Store HTTP SymProxy
Symbol Store

Defrag Tools #169

34


https://channel9.msdn.com/Shows/Defrag-Tools/Defrag-Tools-169-Debugging-Tools-for-Windows-Team

SymProxy

* CKpblBaeT getanm peanmsayunu
* Kewunpyet 404 otBeThl
* MIHOro pa3HbIX HAaCTpoeK



Boisoa — #1 Ncnonb3ym NT SYMBOL PATH

* YHUpunumposBaHHbIN aoctyn K Symbol Server
e lobasb B _NT _SYMBOL_PATH

https://msdl.microsoft.com/download/symbols
https://srv.symbolsource.org/pdb/Public
https://nuget.smbsrc.net

* {Debugging Tools For Windows}\symproxy

36


https://msdl.microsoft.com/download/symbols
https://srv.symbolsource.org/pdb/Public
https://nuget.smbsrc.net/

Bce PDB pa3Hble

Call Stack

Mame

> Mewtonsoft)son.dll!NewtonsoftJsonJsonTextReaderJsonTextReader(System.|O. TextReader reader) Line 79 _

> WebApplication3.dll!WebApplication3.Controllers.HomeController. About() Line 35
[Lightweight Function]
Microsoft.AspMetCore.Mvec.Coredll!Microsoft.AspMetCore.Mvc.Internal. ControllerActionlnvoker.InvokeActionMethod Async()
System.Private. Corelib.nidll!System.Runtime. CompilerServices. AsyncTaskMethodBuilder Start < Microsoft. AspMetCore.Mvc.Internal.ControllerActionlnvoker. < InvokeActionMethod Async =
Microsoft. AspMetCore.Mvec.Coredll!Microsoft. AspNetCore.Mvc.Internal. ControllerActionlnvoker. InvokeActionMethod Async()
Microsoft.AspMNetCore.Mvc.Core.dll!Microsoft. AspMetCore.Mvc.Internal. ControllerActionlnvoker. Mext(ref Microsoft. AspMetCore.Mvc.Internal. ControllerActionlnvoker. State next, ref Micros
Microsoft.AspMNetCore.Mvec.Core.dll!Microsoft.AspMetCore.Mvc.Internal.ControllerActionlnvoker. InvokeMNextActionFilterAsync()
System.Private. Corelib.ni.dll!System.Runtime. CompilerServices AsyncTaskMethodBuilder Start< Microsoft. AspMNetCore.Mvc.Internal.ControllerActionlnvoker. < InvokeMextActionFilterAsync
Microsoft.AspMNetCore.Mvec.Core.dll!Microsoft. AspMetCore.Mvc.Internal.ControllerActionlnvoker. InvokeMNextActionFilterAsync()
Microsoft. AspMetCore.Mvec.Core.dll!Microsoft. AspMNetCore.Mvc.Internal. ControllerActionlnvoker. Next(ref Microsoft. AspMNetCore.Mvc.Internal. ControllerActionlnvoker. State next, ref Micros
Microsoft. AspNetCore.Mve.Core.dll!Microsoft. AspMNetCore.Mve.Internal. ControllerActionInvoker. InvokeMextActionFilterAsync(]
System.Private. Corelib.ni.dll!System.Runtime.CompilerServices AsyncTaskMethodBuilder Start < Microsoft. AspMNetCore.Mvc.Internal.ControllerActionlnvoker. < InvokeMextActionFilterAsync
Microsoft.AspMNetCore.Mvec.Core.dll!Microsoft.AspMetCore.Mvc.Internal.ControllerActionlnvoker. InvokeMNextActionFilterAsync()
Microsoft.AspMNetCore.Mvec.Core.dIl!Microsoft. AspMetCore.Mvc.Internal.ControllerActionInvoker. InvokeMN extActionFilterAwaited Async()

37



#2 3Han ceom PDB



Public n Private PDB

JIOKanbHble NnepemMeHHbIe HeT [a

MHpopmaumio o Tmnax HYacTtnyHo [TonHOCTbIO

Homepa CTpoOK HeTt [ToNHOCTbIO

39



Public n Private PDB
. |public_|Private

JIOKanbHble NnepemMeHHbIe HeT [a
MHpopmaumio o Tmnax HYacTtnyHo [TonHOCTbIO
Homepa CTpoOK HeTt [ToNHOCTbIO

Pasmep coreclr.pdb 3.7 MB 53 MB

40



Koa 6e3 PDB

00
01
02
03
04
05
06
07
038
09

KERNELBASE!RaiseException+0x68
coreclr+0x8788d

coreclr+0x8800f

Ox00007ffta dbbco4ed
coreclr!MetaDataGetDispenser+0x23bb3
coreclr+0x8e256
coreclr!MetaDataGetDispenser+0x1363f
coreclr!coreclr execute assembly+0x10215
coreclr+0x53e0
coreclr!lcoreclr execute assembly+Oxde



Koa ¢ Public PDB

00
01
02
03
04
05
06
07
038
09

KERNELBASE!RaiseException+0x68
coreclr!RaiseTheExceptionInternalOnly+0x245
coreclr!IL Throw+0x10f

Ox00007ffa dbbdo4ded
coreclr!CallDescriorkerInternal+0x83
coreclr!MethodDescCallSite: :CallTargetWorker+0xl4e
coreclr!RunMain+0x17b

coreclr!Assembly: :ExecuteMainMethod+0xb5
coreclr!CorHost2: :ExecuteAssembly+0x170
coreclr!lcoreclr execute assembly+Oxde

42



Roa ¢ Private PDB

9]%]
01
02
03
04
05
06
07
08
09
Qa

KERNELBASE!RaiseException+0x68
coreclr!RaiseTheExceptionInternalOnly+0x245 [e:\src\vm\exce
coreclr!IL Throw+0x10f [e:\src\vm\jithelpers.cpp @ 5449]
Ox00007ffa dbbad4ded

coreclr!CallDescriorkerInternal+0x83 [E:\src\vm\amde4\CallD
coreclr!MethodDescCallSite: :CallTargetWorker+0xl4e [e:\src\
(Inline Function) coreclr!MethodDescCallSite::Call+0x3f [e:
coreclr!RunMain+0x17b [e:\src\vm\assembly.cpp @ 2639]
coreclr!Assembly: :ExecuteMainMethod+0xb5 [e:\src\vm\assembl
coreclr!CorHost2: :ExecuteAssembly+0x170 [e:\src\vm\corhost.
coreclr!lcoreclr execute assembly+0xde [e:\src\dlls\mscoree\

43



A Kak B .Net?

* MIHPOpMaLMA O TMNAX XPAHUTCA B MeTa-AaHHbIX

* PDB HYXHbl TONbKO ANA NOKa/bHbIX NepeMeHHbIX U CTPOK



symchk.exe

Call Stack

Mame

> Mewtonsoft)son.dll!NewtonsoftJsonJsonTextReaderJsonTextReader(System.|O. TextReader reader) Line 79

> WebApplication3.dll!WebApplication3.Controllers.HomeController. About() Line 35
[Lightweight Function]

| Micrusuf‘t.AspNE’cCDre.Mvc.Can.dIIl"u'1icrcnm:nf‘t.AspNethnre.Mvc.InternaI.Ccnntrn:ulIerActinnIn*.n:uh:er.Invukeﬂctinnl"ﬂethndﬂs}rncﬂ

System.Private. Corelib.nidll!System.Runtime. CompilerServices. AsyncTaskMethodBuilder Start < Microsoft. AspMetCore.Mvc.Internal.ControllerActionlnvoker. < InvokeActionMethod Async =
Microsoft. AspMetCore.Mvec.Coredll!Microsoft. AspNetCore.Mvc.Internal. ControllerActionlnvoker. InvokeActionMethod Async()
Microsoft.AspMNetCore.Mvc.Core.dll!Microsoft. AspMetCore.Mvc.Internal. ControllerActionlnvoker. Mext(ref Microsoft. AspMetCore.Mvc.Internal. ControllerActionlnvoker. State next, ref Micros
Microsoft.AspMNetCore.Mvec.Core.dll!Microsoft.AspMetCore.Mvc.Internal.ControllerActionlnvoker. InvokeMNextActionFilterAsync()
System.Private. Corelib.ni.dll!System.Runtime. CompilerServices AsyncTaskMethodBuilder Start< Microsoft. AspMNetCore.Mvc.Internal.ControllerActionlnvoker. < InvokeMextActionFilterAsync
Microsoft.AspMNetCore.Mvec.Core.dll!Microsoft. AspMetCore.Mvc.Internal.ControllerActionlnvoker. InvokeMNextActionFilterAsync()
Microsoft. AspMetCore.Mvec.Core.dll!Microsoft. AspMNetCore.Mvc.Internal. ControllerActionlnvoker. Next(ref Microsoft. AspMNetCore.Mvc.Internal. ControllerActionlnvoker. State next, ref Micros
Microsoft. AspNetCore.Mve.Core.dll!Microsoft. AspMNetCore.Mve.Internal. ControllerActionInvoker. InvokeMextActionFilterAsync(]
System.Private. Corelib.ni.dll!System.Runtime.CompilerServices AsyncTaskMethodBuilder Start < Microsoft. AspMNetCore.Mvc.Internal.ControllerActionlnvoker. < InvokeMextActionFilterAsync
Microsoft.AspMNetCore.Mvec.Core.dll!Microsoft.AspMetCore.Mvc.Internal.ControllerActionlnvoker. InvokeMNextActionFilterAsync()
Microsoft.AspMNetCore.Mvec.Core.dIl!Microsoft. AspMetCore.Mvc.Internal.ControllerActionInvoker. InvokeMN extActionFilterAwaited Async()
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symchk.exe

Call Stack

Mame

COWINDOWS system32hemd. EXE

E_,_,,,.E'tE:,.,'.,TF.‘;»s.ymt:hk /v Microsoft.AspNetCore.Mvc.Core.dll

Microsof

WO [ SVYMCHK] PDB Sig: ©
MEERR [ SYMCHK] PDB7 Sig: {64474D7C-1F31-4762-8E61-OFDAC18EAD6A}
whalld [ SYMCHK] Age: 1
WIS [ SYMCHK] PDB Matched: TRUE
MW [ SYMCHK] DBG Matched: TRUE
sl [ SYMCHK] Line nubmers: FALSE
IR [ SYMCHK] Global syms: FALSE
[SYMCHK] Type Info: FALSE

[SYMCHK] === oo o s s o oo oo s e e



symchk.exe

Call Stack

Mame

CANWINDOWS systern 32 emd. EXE

E_,_,,,.E'tE:,.,'.,TF.‘;»s.ymt:hk /v Microsoft.AspNetCore.Mvc.Core.dll

Microsof

WO [ SVMCHK] PDB Sig: @
MEER [ SYMCHK]| PDB7 Sig: {64474D7C-1F31-4762-8E61-0FDAC18EAD6A}
whlld [ SYMCHK] | Age: 1
WIS | S\VMCHK] PDB Matched: TRUE
Mgl [ SYMCHK]| DBG Matched: TRUE
sl [ SYMCHK] Line nubmers: FALSE
ISR [ SYMCHK] Global syms: FALSE
[SYMCHK] Type Info: FALSE

[SYMCHK] === === == mmmmm e e e e



BbiBoa — #2 3Ham csoun PDB

* [lo3BONIAET OLICTPO NOHATL NEPCNEKTMUBbLI OTNAAAKM
e Export, Public nnu Private
* symchk /v coreclr.dll /s coreclr.pdb



[ToncK ncxoaHmkos ¢ PDB

ﬂ WebApplication3 (Debugging) - Microsoft Visual Studio

File  Edit View  Project Build Debug Teamn  Tools  Architecture  Test  ReSharper  Analyze  Window  Help

o - | -2 N | . - b Continue - v| = : @ Application Insights (6) ~ -

Process: [15908] dotnet.exe - Lifecycle Events = Thread: [1007&] Worker Thread - Y Stack Frame: | Systemn.Runtime.Corr

Source Mot &vailable = X

Source Not Available

Source informaticon is missing from the debug infermation for this module

You can view disassembly in the Disassernbly window. To always view disassembly for missing source files, change the setting in the Opticns dialeg.
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SRCSRV noTok

SRCSRV: i ===mmmmmmmmmm e
VERSION=2

SRCSRV: variables =======mm e
SRCSRVTRG=%var2%
SRCSRVCMD=download-sources.exe %var3%
SRCSRV: source files ==========mmm e
d:\_work\src\inc\daccess.h*src/inc/daccess.h*15
SRCSRV: end ===



SRCSRV noTokK

SRCSRV: i ==-mmmmmmmmmm e oo
VERSION=2

SRCSRV: variables ——-—===-mm e
SRCSRVTRG=%var2%
SRCSRVCMD=download-sources.exe %var3%
SRCSRV: source files =====mmmmmmmm e
d:\_work\src\inc\daccess.h*src/inc/daccess.h*15
SRCSRV: end -



SRCSRV noTokK

SRCSRV: iNj =======mmmmmmmmmmm e
VERSION=2

SRCSRV: variables ——-—===-mm e
SRCSRVTRG=%var2%
SRCSRVCMD=downIoa@es.exe %var3%
SRCSRV: source files -------====fmmmmmmmoeoeee oo \

d:\_work\src\inc\daccess.h| *src/inc/daccess.h | ¥15

SRCSRV: end -—--——————omome e



SRCSRV ana HTTP

SRCSRV: variables ----------~~~~ e
GIT_COMMIT_HASH=1735a1d453677717e68803da6a85284d15dca891
GIT_REPO_URI=https://raw.githubusercontent.com/dotnet/coreclr
HTTP_ALIAS=%GIT_REPO_URI%/%GIT_COMMIT _HASH%
SRCSRVTRG=%HTTP_ALIAS%/%Vvar2%

SRCSRVCMD=

SRCSRVVERCTRL=http

SRCSRV: source files ---=-=========cemmcmmmmeee e
e:\src\toolbox\sos\strike\disasm.cpp*src\ToolBox\SOS\Strike\disasm.cpp



SRCSRV ana HTTP

SRCSRV: variables ------=======mmmmmmmmmmm e
GIT_COMMIT_HASH=1735a1d453677717e68803da6a85284d15dca891
GIT_REPO_URI=https://raw.githubusercontent.com/dotnet/coreclr
HTTP_ALIAS=%GIT_REPO_URI%/%GIT_COMMIT _HASH%
SRCSRVTRG=%HTTP_ALIAS%/%Vvar2%

SRCSRVCMD=

SRCSRVVERCTRL=http

SRCSRV: source files ~-------======mmmmmmmo oo

‘ e:\src\toolbox\sos\strike\disasm.cpp*src\ToolBox\SOS\Strike\disasm.cpp




SRCSRV ®pyHKUMN

* %fnvar%(%varl%)
* %fnbksl|%(%var2%)
* %fnfile%(%var3%)



3 NHAEeKCUpym NCXOAHUKM

e BbICTPbIN AOCTYN K NCXOAHOMY KoAy
 SRCSRVCMD — BbI3biBaeT Nt0byto KomaHay
* pdbstr.exe -r —p:App.pdb -s:srcsrv
pdbstr.exe -w -p:App.pdb -s:srcsrv -i:srcsrv.txt
* srctool.exe indexed.pdb
* ABTOMaTtusaumsa github.com/Haemoglobin/GitHub-Source-Indexer
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https://github.com/Haemoglobin/GitHub-Source-Indexer

[ ne xpaHuTb PDB nocne pennsa?

* https://www.myget.org
* TFS

* TeamCity

* CaenaTtb camomy



https://www.myget.org/

KaK caenatb cBon symbol server

Symstore.exe add /f lib.pdb /s //network/share /t {product-name}



Demo

e Tlo6basnm SRCSRV B PDB
* Co3aaaMm NnoKanbHbiM symbol server
* [Tokarky KakK PerfView 3arpy»aeTt MCXo4HMKM



BoiBoa — #4 [lep>xn PDB pagom

* YMeHblUaeT Bpems Hayana OT/1agKu
* Symstore.exe add /f lib.pdb /s //network/share /t {product-name}
* XpaHUM nHaAeKcupoBaHHble PDB



Kak xpaHunTb PDB ana NuGet nakeToB?

* https://nuget.smbsrc.net

na xpaHeHna PDB
na xpaHeHMA NCXOAHWUKOB
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https://nuget.smbsrc.net/

DotNextdbDemonuspec = x e
1 <?xml version="1.0"?>

2 [-lkpackage xmlns="http://schemas.microsoft.com/packaging/2013/05/nuspec.xsd">
3 -] <metadata>

4 <id>DotNextPdbDemo-symbols</id>

5 <version>0.9.2</version>

6 <authors>Sergey Shchegrikovich</authors>

7

8

9

<projectUrl>http://github.com/shchahrykovich/</projectUrl>
<description>Demo project</description>

</metadata>
10
11 = <files>
12 <file src=".\bin\Release\DotNextPdbDemo.*" target="1ib\net45" />
13 <file src=".\**\*.,cs" target="src" />
14 </files>

15 | </package>
16
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DotMextPdbDemo.nuspec 7 X

1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16

<?xXml version="1.0"?>
-I<package xmlns="http://schemas.microsoft.com/packaging/2013/05/nuspec.xsd">
-] <metadata>
<id>DotNextPdbDemo-symbols</id>
<version>0.9.2</version>
<authors>Sergey Shchegrikovich</authors>
<projectUrl>http://github.com/shchahrykovich/</projectUrl>
<description>Demo project</description>
</metadata>

- <files>
<file src=".\bin\Release\DotNextPdbDemo.*" target="1ib\net45" />
<file src=".\**\*,cs" target="src" />
</files>
</package>
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DotNepdbDemonuspec = < NS
1 <?xml version="1.0"2?>

2 [-l<package xmlns="http://schemas.microsoft.com/packaging/2013/05/nuspec.xsd">
3 -] <metadata>

4 <id>DotNextPdbDemo-symbols</id>

5 <version>0.9.2</version>

6 <authors>Sergey Shchegrikovich</authors>

7

8

9

<projectUrl>http://github.com/shchahrykovich/</projectUrl>
<description>Demo project</description>

</metadata>
10
11 = <files>
12 <file src=".\bin\Release\DotNextPdbDemo.*" target="1ib\net45" />
13 <file src=".\**\*,cs" target="src" />
14 </files>

15 | </package>
16
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3annTb Ha cepsepa NuGet
nuget pack -version "1.9" -Symbols demo.nuspec

nuget push -Source

"https://www.nuget.org/api/v2/package”
"demo.1l.9.nupkg"

nuget push -Source "https://nuget.smbsrc.net"”
"demo.1l.9.symbols.nupkg"
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5 [lennco

* nuget push -Source "https://nuget.smbsrc.net/" "Lib.symbols.nupkg"
* Zip apxusbl c PDB
* github.com/ctaggart/SourceLink

e github.com/shchahrykovich/AwesomePdb
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PDB n .Net Core

e 25-N1eTHUN NNOXO AOKYMEHTUPOBAHHbIN popmaT
* PDB pa3pabotanu 6e3 yyeta .NET
* HeT noaaep*KKu Ha Linux



Portable PDB

* Pa3spabotaH ana .Net

* Metapata, ECMA-335 Partition Il
* MoeT bbITb YacTblo COOPKMU

* BcTpoeHHoOe cXKaTtue

* [lopaepr*Ka Ha Linux



3ameHeHnAa B ROMTITUJTATOPE

* MMoppeprxkka Portable PDB
/debug:{full| pdbonly|portable |embedded}

* Deterministic builds
/deterministic Produce a deterministic assembly
(including module version GUID and timestamp)

* PaboTa c NCXOOQHUKaMM
/embed Embed all source files in the PDB.
/embed:<file list> Embed specfic files the PDB
/sourcelink:<file> Source link info to embed into Portable PDB.



Source Link

{

"documents": {
“c:/build/*" : "https://raw.githubusercontent.com/*"

}
}

https://github.com/dotnet/core/blob/master/Documentation/diagnostics/source link.md

70


https://github.com/dotnet/core/blob/master/Documentation/diagnostics/source_link.md

Demo

* PortablePDB Hactpoku B Visual Studio
e Kak nobasutb Sourcelink
* .Net APl gna PortablePDB



3ameHeHMnAa B OT/1aA4nKe

dotnet / coreclr

£» Code

Branch: master = Iccreclr;’ src / ToolBox / SOS / NETCore / SymbolReader.cs I

Issues 1,137 Pull requests 42 Projects 4

Wiki

' mikem8361 Enable interop debugging for Windows amdé4 and x86. (#8603)

4 contributors 'n -L- _.

764 lines (680 sloc) 38.2 KB

using System;

using System.Collections.Generic;

using System.Diagnostics;

using System.IO;

using System.Reflection.Metadata;

using System.Reflection.Metadata.Ecma33s;

using System.Reflection.PortableExecutable;

using System.Runtime.InteropServices;

namespace 505

{

internal class SymbolReader

{
[StructLayout(Layoutkind.Sequential, CharSet = CharSet

.Unicode)]

> Watch~ 998 * Unstar | 7.461 YFork | 1855

Pulse Graphs

Find file | Copy path

db3994a on Dec 13, 2016

Raw Blame | History L & m
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WinDbg

3 Dump C:\Temphdotnet.DMP - WinDbg:10.0.10586.567 AMD64 - O X
File Edit Miew Debug Window Help

| &= | == e (N EREEEEREOBEE] 1] A B

Command ﬂ
Deferred SRV*C:\Symbols\LocalCache*http://msdl.microsoft
Deferred SRV*c:\Symbols\LocalCache*http://srv.symbolsour¢
Deferred SRV*c:\Symbols\LocalCache*https://nuget.smbsrc.r

Symbol search path is: c:\Symbols\Local;SRV*C:\Symbols\LocalCache*http://msdl.microsoft.com/doy
Executable search path is:

Windows 18 Version 18586 MP (8 procs) Free x64

Product: WinNt, suite: SingleUserTS

Built by: 10.0.10586.0 (th2_release.151029-1700)

Machine Name:

Debug session time: Thu Jul 7 15:@@:18.eee 2016 (UTC + 3:@8)

System Uptime: 2 days 2:54:40.063

Process Uptime: @ days ©:02:08.000

ntdll!NtWaitForMultipleObjects+ex14:
eeee7fff 9a7e5c34 c3 ret

£ >

0:000> |

Ln@, Col® Sys®CATermp Proc000:3e08 Thrd 000:3edd ASM OVRE CAPS NUM
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JKCNEePUMEHT

.Net App

Attach

E—

WinDbg
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JKCNEePUMEHT

.Net App WinDbg WinDbg

Attach

E—

Attach
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JKCNEePUMEHT

.Net App WinDbg WinDbg

Attach

E—

Attach
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HacTponKa OKpYHKeHMUA

* [ge HaUTU OTNaA04YHYIO MHDOPMALUID?
Kayaem Private Symbols c github.com/dotnet/core/

* [Ae HAUTU UCXOOAHUNKN?
[Nob6asnaem notok SRCSRV Ha github.com/dotnet/coreclr/

* Kak He noBTOPATLCA?
CoxpaHaem nHgexkcuposaHHblie PDB Ha Symbol Server
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T8 Pid 6328 - WinDbg:10.0.10586,567 AMDE4
File Edit View Debug Window Help

| 2| NENERESENR RN T LN =N R =l

O ) O = A

https://raw.githubusercontent.com/dotnet/coreclr/1735a1d4536777 1768803 datad5284d15dcaB91/src\ ToolBox\ SO5\ Strike\strike.cpp

{
¥

return Status;

}

#endif // FEATURE_PAL

DECLARE_API(ClrStack)

INIT_API();

BOOL bAll = FALSE;

BOOL bParams = FALSE;

BOOL blLocals = FALSE;

BOOL bICorDebug = FALSE;

BOOL bGC = FALSE;

BOOL dml = FALSE;

BOOL bFull = FALSE;

BOOL bDisplayRegVals = FALSE;
DWORD frameToDumpVariablesFor =
StringHolder cvariableName;
ArrayHolder<WCHAR> wvariableName =
if (wvariableName == NULL)

{

_1;

ReportOOM();
return E_OUTOFMEMORY;

}

size_t nArg = 9;

CMDOption option[] =

{ // name, vptr, type, hasValue
{"-a", &bAll, COBOOL, FALSE},

- " _——————

P

ExtOut("Unrecognized argument: %s\n", expression.data);

new NOTHROW WCHAR[mdNamelLen];

memset(wvariableName, @, sizeof(wvariableName));

~ 19:013> dv
client = <value unavailable>
args = ©xeeeeeebc’ 3d8fdecs ""
arg = struct CMDValue [2]
bParams = @ne@
bFull = éne
dmlHolder = class EnableDMLHolder
dml = ©n1856522640
option = struct CMDOption [9]
bICorDebug = @né&56
extensionCleanUp = class __ExtensionCleanUp
bAll = ene
nArg = <value unavailable>
frameToDumpVariablesFor = @x29cf
bLocals = eéne
cvariableName = struct StringHolder
spISD = class ToRelease<ISOSDacInterface>
bDisplayRegVals = @ne
spIDP = class ToRelease<IXCLRDataProcess>
Status = ©x©0000060
bGC = éne
bSuppressLines = @ne
wvariableName = class ArrayHolder<unsigned short>
dmlHolder = <value unavailable>
firstParamIsNumber = <value unavailable>
i = <value unavailable>
g_ExtSystem = <value unavailable>
- ‘9:913>‘ 78
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gJ Pid €328 - WinDbg:10.0.10586,567 AMDE4 - 4
File Edit View Debug Window Help
=2 [ELEEEE B G0 " HEEEEREEER]| =] A
9:013> dv
ExtOut("Unrecognized argument: %s\n", expression.data); client = <value unavailable>
} args = ©xeeeeeebc’ 3d8fdecs ""
arg = struct CMDValue [2]
return Status; bParams = ene
T bFull = éne
dmlHolder = class EnableDMLHolder
#endif // FEATURE_PAL dml = ©n1856522640
option = struct CMDOption [9]
DECLARE_API(ClrStack) bICorDebug = @né56
{ extensionCleanUp = class __ExtensionCleanUp
INIT_API(); bAll = @ne
nArg = <value unavailable>
BOOL bAll = FALSE; frameToDumpVariablesFor = @x29cf
BOOL bParams = FALSE; bLocals = @ne
BOOL bLocals = FALSE; cvariableName = struct StringHolder
spISD = class ToRelease<ISOSDacInterface>
BOOL bICorDebug = FALSE; bDisplayRegVals = @ne
BOOL bGC = FALSE; spIDP = class ToRelease<IXCLRDataProcess>
BOOL dml = FALSE; Status = 6x00000000
BOOL bFull = FALSE; bGC = éne
BOOL bDisplayRegVals = FALSE; bSuppressLines = @ne
DWORD frameToDumpVariablesFor = -1; wvariableName = class ArrayHolder<unsigned short>
StringHolder cvariableName; dmlHolder = <value unavailable>
ArrayHolder<WCHAR> wvariableName = new NOTHROW WCHAR[mdNamelLen]; firstParamIsNumber = <value unavailable>
if (wvariableName == NULL) i = <value unavailable>
{ g_ExtSystem = <value unavailable>
ReportOOM();
return E_OUTOFMEMORY;
¥
memset(wvariableName, @, sizeof(wvariableName));
size_t nArg = ©;
CMDOption option[] =
{ // name, vptr, type, hasValue
{"-a", &bAll, COBOOL, FALSE},
She w mn= oo e, ‘9:913> ‘ 79
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MN3meHeHMA B OT/1IaA4MKe — IKCNEePUMEHT

# Call Site

88 505 NETCore+@xb6288
01 ©x80007ffb bfadesf2 SOS.NETCore
82 coreclr!UMThunkStub+8x6a

B3 sos!SymbolReader::GetlLineByILOffset+8xf2
84 sos!GetlLineByOffset+8xlde

85 sos!MethodNameFromIP+@x4dct I
B6 sos!ClrStackImpl: :PrintThread+8x611 SOS.d
87 sos!ClrStackImpl::PrintCurrentThread+8xed
88 sos!ClrStack+8x91b

89 dbgeng!ExtensionInfo::CallA+8x2a5

8a dbgeng!ExtensionInfo::Call+Bx16c

@b dbgeng!ExtensionInfo::CallAny+8x78

8c dbgeng!ParseBangCmd+8x4dl

8d dbgeng!ProcessCommands+0xT48 Dngngd”
Be dbgeng!ProcessCommandsAndCatch+8xfc
@t dbgeng!Execute+0x2d4

18 dbgeng!Debugllient: :ExecutelWide+8x83
11 windbg!ProcessCommand+8x386

12 windbg!ProcessEngineCommands+8x16¢c
13 windbg!Engineloop+8x5ed WinDBG
14 KERNEL32!BaseThreadInitThunk+8x14
15 ntdll!RtlUserThreadStart+8x21




Pe3ybTaT 3KCNeprMEHTa

* 3arpy»Kaetca CoreCLR u SOS.NETCore
* Co3patotca aeneratbl (UMThunk)

LoadSymbolsForModule, GetLineBylLOffset, GetLocalVariableName
* Kog ana pabotbl c Portable PDB HanucaH Ha CH#



3aK/IKo4YeHme

#1 Ncnonb3yn NT _SYMBOL_PATH
#2 3Haun ceson PDB

#3 NHpeKCcnMpym UCXOQHUNKN

#4 [lepxn PDB pagom

#5 [lenncob



Q&A

#1 Ncnonb3yn NT _SYMBOL_PATH
#2 3Haun ceson PDB

#3 NHpeKCcnMpym UCXOQHUNKN

#4 [lepxn PDB pagom

#5 [lenncob

Ceprewn LLlerpnkosuny

B mailel’ shchegrikovich@gmail.com

@shchegrikovich o
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