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https://...

AuthCookie

SetAuthenticationState





Blazor Server – Individual Accounts



https://...

OpenID Connect

ID Token

AuthorizeView & AuthorizeRouteView

SignIn & SignOut

Identity ServerJS Interop



Actions:

• Login

• Profile

• Register

• Logout





Blazor Wasm and IdentityServer



https://...

OAuth

AccessToken

RequestAccessToken

Web API





Authorize a Web API call with OAuth 2



A role is just a claim like any others

AccessToken

ID Token

https://...

Sorry, page only for admins

<403 – Unauthorized>

Embed the role claim in the tokens Recognize the role claim and authorize access

AccessToken



Role-based authorization



• A user is assigned to one or more roles

• We receive these roles as claims

• We use the roles to authorize API endpoints



• Roles are sparse across the entire codebase: no holistic view of 

permissions

• Refactoring permissions is hard, ensuring consistency is even harder 

(e.g. do we have endpoints available to “Users” but not to “Admins”?)

• There’s no easy way for the FrontEnd to know what a user can or 

cannot do and modify the user interface accordingly.



https://github.com/PolicyServer

https://github.com/PolicyServer


Permissions in Blazor and ASP.NET Core



https://medium.com/@marcodesanctis2/securing-blazor-webassembly-with-identity-server-4-

ee44aa1687ef

https://medium.com/@marcodesanctis2/role-based-security-with-blazor-and-identity-server-4-

aba12da70049

https://medium.com/@marcodesanctis2/securing-blazor-webassembly-with-identity-server-4-ee44aa1687ef
https://medium.com/@marcodesanctis2/role-based-security-with-blazor-and-identity-server-4-aba12da70049


Get the bits at
https://github.com/cradle77/BlazorSecurityDemos

Thank you! ☺
@crad77
info@marcodesanctis.it

https://github.com/cradle77/BlazorSecurityDemos

