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Eventlog

CTQHAQPTHBIM AOTTED ©

Serilog! lNpocTo, BbICTPO, HACTPAMBAEMO

{Timestamp:yyyy-MM-dd HH:mm:ss} [{Level}]
{Message} {Properties}{NewlLine}

"Enrich”: ["FromLogContext"]

using (LogContext.PushProperty("Prop", value))
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if (!env.IsProduction())

{

var clientHandler = new HttpClientHandler();

clientHandler.ServerCertificateCustomValidationCallback += (..) =>

{

s

X509Chain chain2 = new X509Chain();
chain2.ChainPolicy.ExtraStore.Add(new X509Certificate2(RootCertificate));
chain2.Build(cert);

if (chain2.ChainStatus.Length == 0)
return true;

return chain2.ChainStatus[@].Status == X509ChainStatusFlags.NoError

|| chain2.ChainStatus[@].Status == X509ChainStatusFlags.UntrustedRoot;
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* TransportWithMessageCredential' is not supported

« SIMpleSOAPClient

var requestBody = DataSerializer.ObjectToXmlDataString(soapBody);

var envelope = SoapEnvelope
.Prepare()
.Body(XElement.Parse(requestBody))

.WithHeaders(
KnownHeader.Oasis.Security.UsernameTokenAndPasswordText("user", "pass”));
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https://github.com/dotnet/wcf/blob/master/release-notes/SupportedFeatures-v2.0.0.md

« Kestrel
» Elastic Load Balancing

e SSL termination

« Amazon Elastic Container Service
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Data Key 1

I
https://www.slideshare.net/AmazonWebServices
/encryption-and-key-management-in-aws

Data Key 3 Data Key 4

o ¥ ©

RDS Redshift Your

Volume Instance Cluster Application

services.AddDataProtection().PersistKeysToAwsS3(..).ProtectKeysWithAwsKms(...);
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https://www.slideshare.net/AmazonWebServices/encryption-and-key-management-in-aws
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https://github.com/blowdart/idunno.Authentication

https://github.com/msmolka/ZNetCS.AspNetCore.Authentication.Basic

https://github.com/edjCase/BasicAuth

services.Configure<BasicAuthenticationOptions>("Basic", ..);
services.AddAuthentication().AddBasicAuthentication();

app.UseAuthentication();
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Machine

Container

/etc/hosts
app2_ip 10.0.0.10

docker run -it
--add-host app2_ip:10.0.0.10

extra_hosts:
- "app2_ip:10.0.0.10"

extra_hosts:
- "app2_ip:${APP2_IP}"

.env
APP2_IP=10.0.0.10
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* open-source

* Bepcun
» Net Core, Visual Studio, Docker, Docker Compose
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4a [T appsettings.json

& appsettings.AM15.json + HepeMeHHb|e CpeAb|

& a ppsettings.Development.json

—

var builder = new ConfigurationBuilder()
.SetBasePath(env.ContentRootPath)

.AddJsonFile("appsettings.json”, optional: false)
.AddJsonFile($"appsettings.{env.EnvironmentName}.json", optional: true)

.AddEnvironmentVariables();

WebHost.CreateDefaultBuilder(args)...
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[MOKOCTb HOCTPOMKMU

services.AddOptions();
services.Configure<ApplicationSettingsProvider>(configuration);
services.Configure<SpecificSettings>(configuration.GetSection("SpecificSection"));

public ApplicationClass(IOptions<ApplicationSettingsProvider> settings)
{

¥

var setting = settings.Value.MySetting;

public ApplicationClass(IOptionsSnapshot<SpecificSettings> settings)
{

¥

var setting = settings.Value.MySetting;

https://docs.microsoft.com/en-US/aspnet/core/fundamentals/configuration/options
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https://docs.microsoft.com/en-US/aspnet/core/fundamentals/configuration/options

[MOKOCTb HOCTPDOMUKM

var options = configuration.GetAWSOptions();

options.Credentials = new BasicAWSCredentials(amazonKeyIld, amazonKeySecret);
services.AddDefaultAWSOptions(options);

services.AddAWSService<IAmazonS3>();

https://github.com/aws/aws-sdk-net

26


https://github.com/aws/aws-sdk-net

KoOHdomrypaumg oObeEKTOM

// MySettings.cs
public class MySettings

{
}

// ApplicationClass.cs
public ApplicationClass(IOptions<MySettings> settings)

{

¥

// Startup.cs
services.AddOptions();

public string MySetting { get; set; }

var setting = settings.Value.MySetting;

services.Configure<MySettings>(Configuration);
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KoHoourypaumsa MHTepdoencom

// AppSettingsProvider.cs
public class AppSettingsProvider : ISettingsProvider

{

¥

// OldApplicationClass.cs
public class OldApplicationClass(ISettingsProvider settingsProvider)

{

¥

// Startup.cs
services.Configure<AppSettingsProvider>(Configuration);

services.AddSingleton<ISettingsProvider>(sp =>
sp|{GetRequiredServicekIOptions<AppSettingsProvider>>().Value);

public string MySetting { get; set; }

var setting = settingsProvider.MySetting;
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HitpContext

// Start

up.cs
services |TryAddSingletonkIHttpContextAccessor, HttpContextAccessor>();

// ApplicationClass.cs
private readonly IHttpContextAccessor _httpContextAccessor;

public ApplicationClass(IHttpContextAccessor httpContextAccessor)
{

¥

_httpContextAccessor = httpContextAccessor;

var user = _httpContextAccessor.HttpContext.User;
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MVC + WebApi

DepeMdgncyResolver.SetResolver(new UnityDependencyResolver(container));

GlobalContT®gyration.Configuration.DependencyResolver = new

Unity.WebApi.UMsgyDependencyResolver(container);

GlobalFilters.Filters.Ad¥gew ExceptionFilter());
GlobalConfiguration.ConfiguratThag.Filters.Add(ney

EbApiHandleExceptionAttribute());

RouteTable.Routes.MapMvcAttributeRoutestsgfistraintsResolver);

[System.Web.Mvc.RouteArea("myarea,
[System.Web.Mvc.RoutePrefix("g#Controller")]
[System.Web.Mvc.Route("m ion")]

GlobalConfiguratii®n.Configuration.MapHttpAttributeRoutes();
[System.WesfTtp.RoutePrefix("myapiprefix/mycontroller")]

[Systeg#eb .Http.Route("myaction")]
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splunk>
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Hactpansaem RabbitMQ. KoHdomrypaLums

B RabbitlV

Import

Configuration file:

Choose File ' No file chosen

The configuration that is imported will be merged with the current
configuration. If an emor occurs dunng import, any configuration changes
made will not be rolled back

broker_definition.json

{

"vhosts": [

]I

"exchanges": [

]I

"queues": [

]

indings": [
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Hactpansaem RabbitMQ. ABToMATM3ALMS

broker-definition.json

configure.sh
entryPoint.sh

2l

Docker run
ENTRYPOINT ["entryPoint.sh"]
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Docker + Docker Compose

&

docker
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Dockerfile

FROM microsoft/aspnetcore:2.0

ARG source

WORKDIR /app

EXPOSE 80

COPY ${source:-obj/Docker/publish} .
ENTRYPOINT ["dotnet", "Application.dll"]
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Docker Compose

Building the Docker images and running the containers

Installed:

| | Development machine S
a' (Windows or Mac) Daocker for Windows or
| \ = Docker for Mac

Local Images
(Repository)
—

F_______q

£ &= Docker Host (v
| & .

(Linux VM, by default in

Windows CLI
(PowerShell or CMD)

Docker for Windows/Mac)

Application’s containers

Kol fo) ke

(bash) Published bits in folders _ Containers based on
~~~~~ e (projects’ path/obj/Docker/publish) I microsoft/aspnetcore image

e Hyper-V VM in Windows 10
(*) Docker-compose up will also build the images W yP

if they don’t exist in the local Image Repository exhwe xhyve hypervisor VM in Mac

EE I I S S S S . -
<
Q
@]
M
=
|

https://docs.microsoft.com/en-us/dotnet/standard/microservices-architecture/multi-container-microservice-net-

applications/multi-container-applications-docker-compose
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https://docs.microsoft.com/en-us/dotnet/standard/microservices-architecture/multi-container-microservice-net-applications/multi-container-applications-docker-compose

services:
myapp-
image: myapp
volumes:
- /C/data:/files
links:
- myrabbitmgqg
depends_on:
- myrabbitmqg
ports:
- "1000:80"
extra hosts:
- "app2_ip:${APP2_IP}"
build:
context: ../Application
dockerfile: Dockerfile

Docker Compose. CMHTAOKCHC

myrabbitmq:

image: myrabbitmg

build:

context: ../RabbitMQ

dockerfile:

Dockerfile
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docker-compose.yml

services:
myapp:
image: myapp
build:
context: ../Application
dockerfile: Dockerfile

docker-compose.override.yml

services:
myapp:
extra hosts:
- "app2_ip:${APP2_IP}"
environment:

- ASPNETCORE_ENVIRONMENT=Development

ports:
- "1000:80"

Docker Compose & Visual Studio 2017

=2 docker-compose
[0 docker-compose.ci.build.yml
4 [ docker-compose.yml
[ docker-compose.override.yml
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AWS Elastic Container Services

&

docker  amasonecs
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ECS. Cxema

Container registry
[&mazon ECR, Docker Hub, s=lf-hosted registoy)

! Drownload container

( P Schedule task image
K (ArrEzen ECR, Dacker Hub) . ‘ _—

Amaron ECS

. -
I
| .
| .
P | | | |
. : I Amazon ECS cluster
e J
| o é JE9 | :
: |
/

elastic network  elastic network  elastc network
interface interface interface

— — — — — — " — — S——

https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html



https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html

ECS. Task Definition. lNapameTtpbl

+» Standard
Container name* = myapp i
Image* | 1234567890 dkr.ecreu-west-1 .amazonaws.com/ecr/myapp.master i ]
S
Custom image format: [registry-url)/{[namespace][image]:[tag]
Memory Limits (MiB)* Hard limit - 500 Q i

Soft limit - 128 [}

Define hard and/or soft memory limits in MiE for your container. Hard and soft limits correspond to the “'memory” and
‘memoryReservation” parameters, respectively, in tack definitions.
ECS recommends 300-500 MIE as a starting point for web applications.

Port mappings [ ]

1000 30 tcp ~ L]

© Add port mapping

If you intend to use an Application Load Balancer (ALE) with your tasks, you can set the host port to 0 to enable
dynamic host port mapping. This allows you to run more than one copy of a task on a container instance. Learn more
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ECS. Task Definition. NMapameTtpbl

Env Variables

ASPNETCORE_ENVIRONMEMNT AM1S Q
My Key | MyValue Q
Add key Add value

4 ga psettings.json

{J appsettings.AM15.json

appsettings.Development.json

Links myrabbitmg:rabbitmg

Extra hosts
external_resource.com

12.34.56.78

© Add extra host
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ECS. Task

Log configuration

Definition. AorrmpoBaHme

Add vaiue

splunk>
docker
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GitLab CI
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44



GitLab runner n kKoHdoUrypaum4

config.toml

concurrent =1
check _interval = ©
[[runners]]

name = "ASP.Net Core Runner"
url = "<yourgitlaburl>"
token = "<yourgitlabtoken>"
executor = "docker"

[runners.docker]
tls verify = false
image = "microsoft/aspnetcore-build:1.0-1.1"

hrivileged = true

disable cache = false

volumes = ["/cache", "/var/run/docker/sock:/var/run/docker.sock"]
shm size = ©

pUll_p01icy = lli-F-nOt_pPesent'l
[runners.cache] A
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GitLab CI .Net cbopko

build:
stage: build
image: microsoft/aspnetcore-build:1.0-2.0

script:

- dotnet restore --configfile|$CI PROJECT DIR/.nuget/NuGet.Config

- dotnet publish Application -o obj/Docker/publish -c Release
- dotnet publish Tests/Application.Tests -o obj/Docker/publish -c Release

artifacts:
paths:
- Application/obj/Docker/publish
- Tests/Application.Tests/obj/Docker/publish

expire_in: 1h
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GitLab CIl. 3anyck 1ecTos

test:
stage: test
image: microsoft/dotnet:2.0-sdk
script:

- dotnet test Tests/Application.Tests|--output obj/Docker/publish

--no-build --no-restore
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GitLab CI. Aoctyn k perno3ntopmto B ECS

aws_login:
stage: aws login
script:

- mkdir Application/docker

- aws configure set aws_access key id ---

- aws configure set aws_secret_access key ---
- aws configure set default region eu -west-1

artifacts:
paths:
- Application/docker
expire in: 1h
only:

- /~(master)|(.* deploy)$/
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GitLab CI. Docker cbopka

docker push:
stage: docker push
image: docker:latest
services:
- docker:dind
script:
- ¢d Application &&
docker build . -t $AWS REGISTRY_PATH/<image>:$CI_COMMIT REF_NAME

- chmod a+x docker/docker-login.sh

- docker/docker-login.sh
- docker push $AWS REGISTRY PATH/<image>:$CI_COMMIT_ REF_NAME

only:
- /~(master)|(.*_deploy)$/
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