Business Phone Recycling Flowchart

When a business phone reaches the end of its life, the steps
you take matter. Getting it wrong can put company data at
risk and leave you on the wrong side of your compliance
obligations. This handy guide walks you through what to
do, whether you own your devices or lease them.

Business phone no longer
usable or repairable.
Do you own the devices
or leasing?

Company-owned

Contact your provider I.S the deyice
Ask about their end-of-life process still functional?
Confirm how they handle data wiping

Confirm their recycling or

refurbishment process

Follow their collection and

returns procedure
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Back up data Back up data
Wipe data Wipe data
Factory reset Factory reset
Remove SIM and accessories Remove SIM and accessories
Redeploy to another employee Contact trade-in company
Confirm their data destruction process

Back up data

Wipe all data using MDM or certified erasure software
Factory reset

Remove SIM card, cases and accessories

Check compliance obligations

Document the process

How would you
like to recycle?

Certified e-waste Manufacturer
recycler take-back scheme

Contact an accredited provider ® Check your manufacturer's recycling
Confirm their data destruction process programme

Arrange collection or drop-off ® Confirm their data destruction process
Obtain certificate of destruction ® Arrange return or drop-off
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