Zero Trust Priorities
for Singapore Companies

More than half of companies are

of the IT leaders in . o o .

88% Singapore believe that at risk of a privilege escalation attack
zero trust is important
to their organization 54% of IT leaders believe that users in their
cybersecurity strategy. organization have excessive privileges beyond what is

required to do their jobs.
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Consider zero trust a priority
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What are the key drivers for your organization Cybersecurity Challenges over the next 12-18 months
to initiate zero trust identity management?

43%

78% of IT leaders in Singapore
O

say that increasing their
@ implementation of zero trust
16% W) is a key challenge.

Compliance needs Data Response to Remote access
(internal/external) Protection security incidents requirements

Top Challenges
REMOTE IS HERE TO STAY -

75%

71%
of the surveyed Singapore companies are embracing
remote access by third party.
Increasing Securing the Strengthening
implementation remote workforce identity and
of zero trust access management
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This survey was conducted in October 2022 by BeyondTrust with 116
Singapore-based IT leaders across the Public and Private sectors.

of IT leaders find securing their remote
workforce a challenge.

699, lal BeyondTrust

of Singapore companies find it challenging to provision WWW.beyondtrust.com
secured essential 3rd-party remote access.

YOUR ZERO TRUST JOURNEY STARTS HERE!

“Zero trust assumes there is no implicit trust granted to assets or user accounts solely on their physical or network location.”
Discovering your privileged accounts and credentials in your environment is a crucial first step to the implementation of
zero trust architecture.

*Extracted from NIST - Zero Trust Architecture



