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GDPR Overview

The information landscape has changed significantly since the European Union (EU)
introduced its Data Protection Directive in 1995 aimed at protecting the privacy of EU
citizens. The amount, sources, and types of data that are collected and used by
organisations today has exponentially grown, together with the value organisations can
gain from this data.

With the growth of the ‘always on’ culture, driven by the ever-expanding capabilities of
mobile devices and the increase in the digital transform ation of services, a wide range of
identifiable and behavioural data is now collected and processed by organisations every
time we interact online. In addition, organisations such as Facebook and Google gather
huge amounts of data every day.

At the same time, how and where organisations store and process this data has moved
from inside the traditional IT perimeter and server rooms into hybrid and cloud
environments in data centres across the globe. How organisations process this data has
also changed now that data privacy is threatened. This proliferation in how and where
data is gathered, processed, and stored, plus its ever-increasing value, led the EU
Commission to update its regulations in 2018 to better protect the privacy of its citizens
and to standardise data protection laws across the EU.

The EU General Data Protection Regulation (GDPR) has been designed to better protect
how personally identifiable information (PII) of EU citizens is collected, processed, and
stored.

Who Is Required To Comply With GDPR?

It applies not only to all organisations based in the EU, but also to any company that
processes the data of EU citizens. Within an organisation, the GDPR applies to both the
data controller and all data processers. In addition, organisations must also understand
the physical location of where the data they collect and store reside especially if they
utilise SaaS solutions and hybrid and cloud environments.

Backed by significant penalties of up to €20m or 4% of an organisation’s global turnover
for those who fail to comply, organisations must understand what they need to do to be
compliant.
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How Can You Comply With The GDPR?

Organisations need to understand the requirements of the GDPR and how these will
impact processes, policies, training, technology and security around the data they gather
and process. Compliance and IT teams must be proactive to ensure they will be
compliant and should consider the following steps:

1. Identify What Data You Hold

Organisations need to obtain a full picture of all relevant data they hold to
implement any necessary changes to ensure that they are compliant. However, with
the complex hybrid IT environments today and proliferation of data across the
organisation (e.g. on personal devices), this task may present a significant challenge.
Organisations must be able to answer:

e Where does the datareside? The physical location of all relevant data, whether
online or offline — don’t forget your filing cabinets! — must be established.

e« Who has access to the data? Organisations must limit the access to personal data
to only employees who specifically require it for their job role.

e How is data is processed and transmitted? Within an organisation, data could be
traveling in and out of network to third-party vendors and stored on a variety of
Servers.

2. Review Employee Training

Each employee must now be able to identify if their organisation is in violation of the
GDPR and report this to the necessary authority. This could be a data breach from an
external attacker for malicious purposes, or an employee that has been granted an
improper level of access to personal data.
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3. Consider Your Supply Chain

Who else has access to your data in addition to your employees? This can include
cloud providers, marketing agencies, and SaaS CRM, HR, and procurement
applications. You must ensure that they have the necessary policies and security
measures in place so you are compliant if they store or process your data.

4. Control And Monitor All Access To Your Data

Organisations need to ensure that by default personal data is not made accessible to
those who do not need it, as well as manage what people who have authorized access
can and can’t do with the data. Give privileged users just the access they need to
enforce “least privilege,” and create an audit trail by logging all session activity.
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How Beyondtrust Can Help Your Organization Meet GDPR
Requirements

BeyondTrust’s Privileged Access Management (PAM) solutions enable businesses to
control, monitor and manage access to critical systems and data, while ensuring that
people remain productive and are not impeded in their day to day job tasks.
BeyondTrust solutions allow users to access systems quickly and securely, while
defending against threats related to stolen credentials, misused privileges, and
unwanted remote access.

« Enforce policy ofleast privilege: Only give access to data to those who need
it, when they need it, with granular levels of access controls that eliminate “all or
nothing” access

e Manage privilege ‘sprawl’: Identify and secure all your privileged accounts
centrally across your organisation including dormant credentials, eliminate
insecure practices of employees sharing or writing down passwords, and
integrate your security policies

¢ Create an audit trail: Every session and all session activity is fully recorded,
creating accountability of which specific people accessed a system and what
actions were taken to provide effective attribution

¢ Remove all point to point pathways: BeyondTrust’s secure architecture
breaks any point to point access paths into your systems with no descending
connections, eliminating the need for VPNs

¢« Encrypt communication: BeyondTrust ensures all privileged access session
data in transit or at rest are encrypted using TLS 1.2

e Secure and protect all privileged accounts: Privileged credentials are
stored, rotated, and managed within a secure enterprise password vault, and
privileged users are granted access based on their job roles and require ments
creating a reliable privilege on-demand workflow

o Eliminate manual password management and access controls:
Implement secure ‘one-click’ access to systems for privileged insiders and third
parties with automated credential injection

« Enforce data security policies to meet GDPR compliance: Integrate your
identity providers and security policies with BeyondTrust solutions

Outlined below are the BeyondTrust capabilities that can help you meet a variety of
GDPR standards and significantly reduce security risks related privileged accounts,
users, and access.
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Article Summary

Control Objective

Principles relatingto processing of personal
data: Organisations mustimplement
appropriate technical and organisational
measures thatensure and demonstrate that
they comply and includes stafftraining and
creating and improving security features on
an ongoing basis.

BeyondTrust PAM solutions enable organizations to securely
access remote devices, systems, and users. With features such
as secure two factor authentication, granular permissions settings
and approval processes, automatic recordings, encryption, and a
choice ofdeploymentoptions, BeyondTrust helps organizations to
meet security standards.

BeyondTrust offers highly granular control over user access and
privileges, and all traffic runs through standard ports. Controllers
have the ability to set granular session permissions and configure
parameters such as access time constraints and network areas of
access. Access can be approved onan ad hoc basis. Sessions
automatically terminate after the specified timeis up. Controllers
have the ability to set up Jump Clients (BeyondTrust proxy) for
frequently accessed systems and use existing protocols, including
RDP, Vpro, SSH Telnet, SUDO, and others. All access can be
automatically recorded for auditing, enabling the organization to
demonstrate compliance.

Conditionsfor consent: Individuals must
provide explicitconsentas to the purpose of
the data an organisation is collecting from
them. They can withdraw this consentatany
time.

In a remote supportscenario, the controller has the ability to
customize information fields requiredto starta session during set
up. A customer agreement promptguarantees explicitconsent
before a session starts, and at any time the data subject is able to
modify or withdraw their consent.

Rightofaccess by the data subject:

The data subjecthas therightto know
whether their personal datais being
processed, and where. They can requestthis
from the controller atany time.

Recorded BeyondTrustdata can be retrieved as needed.
Controllers can populate and retrieve information for arequest
based on a specific data subject.

The rightto be forgotten: The GDPR

significantlyincreases therightofindividuals.

They can request access to any data covered
by GDPR that an organisation holds onthem
and havethe rightto be forgotten so
organisations musthave processes in place
to removethis data.

Anyone using BeyondTrust, whether fromthetechnician or
supportrep perspective, or as a customer has the rightto be
forgotten. The controller can search for aspecific user using the
indexed search field and either remove or anonymize the user.
Customizable retention policies allow an organization to choose
howlong and whatdatathey need to retain in order to meet
compliance.
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Article Summary

Control Objective

Rightto restriction of processing: Individuals
have therightto restrict processing of their
personal data. The data subject must give
consentbefore any data is processed

BeyondTrustenables controllersto ensure consentfor processing
is obtained. A customer agreement prompt guarantees consent
before a session starts, and at any time the data subject is able to
changetheir consent. The action of consentor denial is
automatically recorded in BeyondTrust.

Rightto data portability:
Individualshavetherightto receive the
personal dataconcerning himor herthata
company holds in a structured, commonly
used and machine-readable format. They
have therightto share that data with another
organization.

BeyondTrustenables the controllerto provide areporton the
session details pertaining to data subject, exported in XML
format.

Data protection by design and by default:
This article states that the data controller
shallimplement appropriate technical and
organisational measures for ensuring that, by
default, only personal datawhich are
necessary for each specific purpose ofthe
processing are processed. Such measures
shall ensure that by default personal data are
notmade accessibleto thosewho do not
need to.

BeyondTrustenables secure two factor authentication via
RADIUS, Smart Cards, or natively, which allows users to
authenticate using a device oftheir choice such as their mobile
phoneorlaptop. BeyondTrust can be integrated with identity
management solutionssuch as LDAP(s), Active Directory, or
SailPointto enable granular controlover group policies.
BeyondTrustoffers highly granular control over user access and
privileges, and all traffic runs through standard ports. Admins
have the ability to set granular session permissions and configure
parameters such as access time constraints and areas of access.
Access can be approved as necessary. Sessions automatically
terminate after the specified timeis up.

BeyondTrust’s data at restencryption allows organizations to use
their existing key managementsolution to encrypttheir
BeyondTrust configuration, text-based session audithistory, and
session recordings, further ensuring that personal datais only
being used when necessary.
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Article Summary

Control Objective

Security of processing: Organisationsneed to
implementappropriate technical and
organisational measures to ensure the
security of data being processed including
who can access the data, encryption etc.

Administrators can create vendor and user profiles with specific
permissions to actively manage vendors and privileged users.
When integrated with an enterprise directory, itis thatdirectory
that enforces established procedures for creating, changing, and
safeguarding passwords. Reporting on demand enables the
controller to generate a reporton who has access to the data and
systems.

All data is encrypted using TLS 1.2. BeyondTrustprovides a
range of cipher suites that may be appropriately restricted by
authorized system administrators. All remote system
communicationsareinitiated outbound fromthe clienttoward the
BeyondTrustinstance using TCP/IP port443 and using the public
key certificateresidentin the clientsoftware runningon the
remote device. Thereis no underlyingaccess to theoperating
system.

Data at rest encryptionallows organizations to use their existing
key managementsolution to encrypttheir BeyondTrust
configuration, text-based session audit history, and session
recordings, further ensuring thatpersonal datais only being used
when necessary. Any security patches and bug-fix software are
made available regularly.

Notification ofapersonal databreach to the
supervisory authority: Organisations must
notify the relevantregulatory body within 72
hours ofa data breach and describethe
nature of the personal data breach including
where possible, the categories and
approximate number of data subjects
concerned and the categories and
approximate number of personal data
records concerned.

Session activity is automatically recorded and logged and there
are built in capabilities allowing users to generate comp rehensive
reports for analysis. BeyondTrust can also integrate with SIEM
tools foradvanced analysis of auditlogs. Alerts can be set for
misuse or suspicious activity.

Preventative measures can mitigate breach risk. Sessions can be
authorized on an ad hoc basis, and workflows can be configured
via integrated change managementtools. Access can be
restricted on agranular basis. Immediate credential rotation upon
session completion ensures aminimal availability of useful
credentials.

Data protectionimpact assessment:
Organisations shall process, taking into
accountnature, scope, and context, the
assessmentofimpactrelated to personal
data. The assessmentmay address a set of
similar processing operations that present
similar high risks.

Beyondtrust supportsthe scanning, inventory, and risk
assessmentrelated to assets which arerecorded and available
through reporting and analytics These assessments can also be
leveraged in conjunction with end point monitoring, application
allow and block, as well as command allow and block.

Note: This framework is generated based on BeyondTrust software releasedin 2018 or later. Older
versions of the software may not meet all of the compliance requirements as stated.
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The BeyondTrust Privileged Access Management Platform

The BeyondTrust Privileged Access Management (PAM) portfolio is an integrated
solution set that provides visibility and control over the entire universe of privileges—
identities, endpoints, and sessions.

BeyondTrust delivers what industry experts consider to be the complete spectrum of
privileged access management solutions. In the Magic Quadrant for Privileged Access
Management, Gartner named BeyondTrust as a leader for all solution categories in the
PAM market.

BeyondTrust’s extensible, centrally managed platform allows you to roll out a complete
set of PAM capabilities at once, or phase in capabilities over time at your own pace.

TR The BeyondTrust Solution ... 5

DISCOVERY + THREAT ANALYTICS « REPORTING + CONNECTORS + CENTRAL POLICY & MANAGEMENT

PRIVILEGED PASSWORD ENDPOINT PRIVILEGE SECURE REMOTE
MANAGEMENT MANAGEMENT ACCESS

Discover, manage, audit, and Remove excessive end user Secure, manage, and audit
monitor privileged accounts privileges on Windows, Mac, remote privileged access
and sessions of all types Unix, Linux and network sessions for vendors, admins

devices and the service desk

Maximize visibility, simplify deployment, automate tasks, improve security and
BEYONDINSIGHT reduce privilege-related risks with the industry’s most innovative and
PLATFORM comprehensive privileged access management platform
ON-PREMISE ———— CLOUD ———— HYBRID
.......................................................... lblBeyondTrust

BeyondTrust’s Universal Privilege Management approach provides the most practical,
complete, and scalable approach to protecting privileged identities (human and
machine), endpoints, and sessions by implementing comprehensive layers of security,
control, and monitoring. The complete BeyondTrust solution allows you to address the
entire journey to Universal Privilege Management, to drastically reduce your attack
surface and threat windows.

By uniting the broadest set of privileged security capabilities, BeyondTrust simplifies
deployments, reduces costs, improves usability, and reduces privilege risks.
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Conclusion

The General Data Protection Regulation (GDPR) is one of the most important
movements in the area of data protection in recent years. GDPR is a complex and wide -
ranging law that has far reaching consequences. Complying with this regulation will
require a significant amount of work for most organisations. Building a solid cyber
security foundation - that is both powerful and simple - provides a vital base on which to
assemble the processes, procedures and products necessary for full GDPR compliance.
The BeyondTrust PAM Platform can be quickly deployed to help your organization
achieve GPDR compliance with a fast time to value and lower total cost of ownership.

Notes

e This document does not constitute a full guide to GDPR compliance, BeyondTrust
recommends that you consult with a GDPR legal specialist in order to manage your
compliance with the new regulation.

e This document includes information on how products from BeyondTrust can enable
customers to meet GDPR requirements. For information on compliance by
BeyondTrust with GDPR regarding our own customer data, visit
www.beyondtrust.com/gdpr-statement.
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ABOUT BEYONDTRUST

BeyondTrust is the worldwide leader in Privileged Access Management (PAM),
empowering organizations to secure and manage their entire universe of privileges. Our
integrated products and platform offer the industry's most advanced PAM solution,
enabling organizations to quickly shrink their attack surface across traditional, cloud
and hybrid environments.

The BeyondTrust Universal Privilege Management approach secures and protects
privileges across passwords, endpoints, and access, giving organizations the visibility
and control they need to reduce risk, achieve compliance, and boost operational
performance. Our products enable the right level of privileges for just the time needed,
creating a frictionless experience for users that enhances productivity.

With a heritage of innovation and a staunch commitment to customers, BeyondTrust
solutions are easy to deploy, manage, and scale as businesses evolve. We are trusted by
20,000 customers, including 70 percent of the Fortune 500, and a global partner
network.

Learn more at beyondtrust.com.
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