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PROTECTING AND STREAMLINING YOUR IAM ENVIRONMENT

Unified Security

Enforce the right level of
security at the access point

for BeyondInsight and other
applications in a single console

Convenient & Secure

Increase productivity and
reduce workload in the service
desk without compromising
security or compliance

Simplified Authentication
Provide flexible, context-
based and multi-factor
authentication, and a broad
range of strong authentication
options to mitigate reliance on
passwords

Organizations are constantly under the threat of security
breaches in today's expanding privilege landscape. Privileged
accounts are at greatest risk as they provide access to an
organization'’s most sensitive assets. To maintain a strong
security posture, organizations must ensure that only verified and
validated privileged users can gain access to the Beyondinsight
platform.

Privileged Access Management and Access Management:
Better Together

Thales and BeyondTrust work together to minimize the risks associated
with stolen or misused credentials. Thales validates identities and enforces
access controls for privileged users logging into the BeyondInsight platform,
while BeyondTrust provides privileged management features for privileged
accounts, and manages passwords and privileged sessions.

SafeNet Trusted Access provides powerful protection for privileged accounts
by enforcing access policies and multi-factor authentication (MFA) at the
BeyondInsight login screen. This adds a layer of protection to your IAM
environment.

SafeNet Trusted Access lets administrators create context-based, adaptive
access policies that evaluate risk conditions continuously and enforce strong
authentication where needed. Administrators can configure strict access
controls for the BeyondInsight platform while enforcing less stringent access
controls for less sensitive applications and regular users. SafeNet Trusted
Access ensures the right people have access to the right apps under the right
conditions.

By continuously applying authentication and enforcing rigorous access
policies at the access point, SafeNet Trusted Access offers a Zero Trust
approach to security that allows only verified administrators to access the
privileged account management platform.

SafeNet Trusted Access integrates easily with BeyondTrust to provide an
elegant solution that balances security and usability to protect all user
accounts from misuse at the access point while enhancing reporting and
visibility for compliance.
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Protect &
. SafeNet Trusted Access integrates with the
Stream I ine BeyondInsight platform to allow businesses to

scale securely in the cloud, simplify compliance,
your IAM and secure the access point.
Environment

Scale Securely in the Cloud
Access Management enables you to expand with the
confidence that you are secure. Protect all cloud apps with

Security at the Access Point
SafeNet Trusted Access enforces access policies and the

appropriate level of authentication to admins accessing the
centralized policies and a range of authentication methods. BeyondTrust consoles, protecting them from unauthorized

access and reducing the risk of a data breach.

Regular Users
 Authenticates regular & privileged users
« Applies conditional policies & SSO to all apps

 Authenticates to BeyondTrust Privileged
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For Privileged Accounts -

 Stores passwords

« Manages & rotates passwords

« Isolates, monitors, & records privileged sessions

BeyondTrust is the worldwide leader in Privileged Access Management (PAM), empowering companies to secure and manage
their entire universe of privileges. The BeyondTrust Universal Privilege Management approach secures and protects
privileges across passwords, endpoints, and access, giving organizations the visibility and control they need to reduce risk,
achieve compliance, and boost operational performance.

beyondtrust.com



