
Report Highlights
BeyondTrust commissioned a survey of 

senior federal, state, and local government 

security professionals across the United 

States, with 200 responses.

(83% in management roles)

Recent government 
policy actions are 

galvanizing agency 
cybersecurity 
improvements

Perceived 
cyberthreats are 

shifting

PAM is ranked a top 
security control 

today and will grow 
in importance with 

emerging government 
programs

Cyber fears may 
have peaked – 
the future looks 
brighter

believe the American 

Rescue Plan will 

boost government 

cybersecurity

assert improvement will 

be significant

say their cybersecurity 

budget has adequate 

funding

#1 Risk  
Remote worker 

or contractor 

vulnerabilities

#1 Risk 
Fileless attacks

consider PAM 

extremely or somewhat 

important today

of respondents expect 

PAM to maintain or 

increase its level of 

importance within 1-3 

years

Positive impact of 

federal initiatives such 

as the Presidential 

Executive Order on 

Improving the Nation’s 

Cybersecurity and the 

American Rescue Plan

Increase in 

cybersecurity funding, 

and the confidence 

to select the right 

solutions

A subsiding pandemic 

that will relieve 

many IT and security 

stressors

82%

34%

96%

T O DAY

1 -3 
Y E A R S

61%

71%

Cybersecurity Trends 
in Government

2021 REPORT

Read the Full Report

https://www.beyondtrust.com/resources/whitepapers/2021-cybersecurity-trends-in-government-report


Cybersecurity Trends in Government 2021 Report

page / 2

The BeyondTrust Privileged Access Management (PAM) portfolio is an 

integrated solution set that provides visibility and control over the 

entire universe of privileges — identities, endpoints, and sessions. 

BeyondTrust delivers what industry experts consider to be the complete 

spectrum of Privileged Access Management solutions. 

BeyondTrust is named a Leader in the Gartner Magic Quadrant, 

as well as a ‘Gold’ Winner of the 2020 ‘ASTORS’ Homeland Security Awards.

ON-PREMISES                                CLOUD                                        HYBRID

Discover, manage, audit, and 

monitor privileged accounts 

and sessions of all types

Secure, manage, and audit 

remote privileged access 

sessions for vendors, admins 

and the service desk

Remove excessive end 

user privileges on Windows, 

Mac, Unix, Linux and 

network devices  

Discover, visualize, and 

manage entitlements 

across your multi-

cloud infrastructure

PRIVILEGED PASSWORD
MANAGEMENT

SECURE REMOTE
ACCESS

ENDPOINT PRIVILEGE�
MANAGEMENT

CLOUD PRIVILEGE �
PROTECTION

BEYONDINSIGHT        DISCOVERY       |        REPORTING       |        THREAT ANALY TIC S       |         CONNECTORS       |        CENTR AL POLICY & MANAGEMENT

The BeyondTrust Solution

Read the Full Report BeyondTrust is the worldwide leader in Privileged Access Management (PAM), empowering organizations to secure and manage their entire universe of privileges. Our integrated products 

and platform offer the industry’s most advanced PAM solution, enabling organizations to quickly shrink their attack surface across traditional, cloud and hybrid environments.
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