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Cloud or On-Premises

Which Deployment is Right for Your Organization?

The transition to cloud, already underway at many organizations, has
accelerated in response to changes driven by the pandemic and the
massive shift to remote working. According to Gartner®, by 2023, 40%
of all enterprise workloads will be deployed in cloud infrastructure and
platform services (integrated and stand-alone), up from 20% in 2020.*

Even though cloud adoption is on the rise, businesses have many factors
to consider when making software deployment decisions. BeyondTrust's
flexible deployment options reflect the variety of customer needs, as
outlined below.

Key Considerations

ON-PREMISES

« Retains complete control over the ongoing

« Requires significantly less time for software

administration and lessens the load on IT personnel,
as BeyondTrust takes care of maintenance and
upgrades

Requires less of your resources from both a time and
personnel perspective

All updates are pushed out automatically,

ensuring your organization is always running the most
up-to-date software version (some preferences can be
specified for BeyondTrust Cloud)

deployment process, including appliance
maintenance, determining downtime, performance
tuning, customizations and integrations, and
upgrading dependent applications

Requires more of your personnel resource hours on an
ongoing basis to support the appliance

Planning for upgrades is required to ensure software
is on most recent version

* Gartner, “Forecast Analysis: Cloud Infrastructure and Platform Services, Worldwide,” Colleen Graham, Ed Anderson, November 23, 2021




" SECURITY

BeyondTrust works through firewalls without VPN tunneling, so your
perimeter security can remain intact. All session traffic is encrypted, and
BeyondTrust logs and records each remote session for a detailed audit
trail. In an on-premises deployment, the physical or virtual appliance is

completely under your control, in your own server room within your network. All data centers used to host
In a BeyondTrust Secure Cloud deployment, your appliance is hosted BeyondTrust’s cloud-based
virtually by BeyondTrust and is a single tenant solution. This not only keeps solutions have achieved
your data separate, but also gives you the security of a private cloud solution ISO/IEC 27001 certification
in a virtual deployment. as well as SOC 2 Type II.

COMPLIANCE

Companies in certain industries may be subject to compliance mandates,
as well as company security policies, that may favor one deployment model
over the other. BeyondTrust can help you choose the best deployment to
meet regulatory compliance requirements.

BeyondTrust Deployment Options

When it comes to deployment options, BeyondTrust can fit the needs of any business.
Our on-premises physical and virtual appliances have helped thousands of enterprises improve
security and satisfy regulatory requirements. And the unique segmentation capabilities of our
BeyondTrust Secure Cloud give you the flexibility of the cloud without compromise.

To learn more about deployment options and what would
fit best for your organization, contact BeyondTrust today.
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BeyondTrust is the worldwide leader in Privileged Access Management (PAM), empowering organizations to secure and
manage their entire universe of privileges. Our integrated products and platform offer the industry’s most advanced PAM
solution, enabling organizations to quickly shrink their attack surface across traditional, cloud and hybrid environments.

beyondtrust.com



