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6.0 Opdatering af de interne Integration App-
legitimationsoplysninger

Tilbage i afsnittet ved punkt 3.3: Oprettelse af en App-registrering (se punkt 3.3 her) oprettede vi App-
registreringen, der indeholder de tilladelser, som Integration App har brug for. Integration App har
adgang til disse tilladelser via en adgangskode, som vi oprettede for App-registreringen. Denne
adgangskode har en udlgbsdato. Nar adgangskoden er udlgbet, kan Integration App ikke lzengere udfere

de ngdvendige operationer, nar den kaldes af TDC Erhverv Selvbetjening-systemet.

Pa dette tidspunkt kan du vaelge at folge sektion 3.0 igen fra begyndelsen - dette ville guide dig gennem
oprettelsen af en ny App-registrering og installation af en ny kopi af Integration App i en ny

ressourcegruppe (ga til sektion 3.0 her). Dette er meget arbejde og kan kraeve en ny intern

sikkerhedsgennemgang. Alternativt kan du fglge denne vejledning for at oprette en ny adgangskode og

aktivere den med den Integration App, du allerede har installeret.

For at begynde skal du logge ind i det malrettede Azure-lejer pa https://portal.azure.com ved hjzelp af en

konto, der har globale administratorrettigheder. Hvis du ikke er global administrator, vil nogle af

trinnene nedenfor ikke fungere for dig.

6.1 Sarg for, at vi faktisk handterer en udlgbet Secret

For vi begynder at aendre tingene, lad os sikre os, at kernen af problemet faktisk er en udlgbet

adgangskode. Sog forst efter App registrations og ga til den sektion.
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https://assets.ctfassets.net/alroga67njhk/1GUEdBa5kB0wnyxetbDyUO/540b3bea4292b666b5f9ecb4823206c5/1.0-3.6_Azure_app_Integration_-_DK.pdf
https://assets.ctfassets.net/alroga67njhk/1GUEdBa5kB0wnyxetbDyUO/540b3bea4292b666b5f9ecb4823206c5/1.0-3.6_Azure_app_Integration_-_DK.pdf
https://portal.azure.com/

I £ App registratior‘] X l

e All Services (36) Documentation (99+) Resources (0) Resource Groups
Azure Active Directory (0)
Services
& App registrations ¥ App proxy
& App Services “¥» Function App
£ Event Grid Partner Registrations & Application gateways
1 #* App Configuration O Application groups

Herfra skal du klikke pa All applications og lede efter App-registreringen, du oprettede, da du
oprindeligt installerede Integration App'en. | dette eksempel blev den kaldt "TDC Erhverv Telefoni
Integration”, men hvis du ikke har nogen idé, skal du gennemga dette afsnit for at se, hvordan du laeser

den praecise App-registrerings-id fra din Funktionsapp-konfiguration.

Som du kan se pa skaermbilledet nedenfor, vises der i dette tilfzelde en advarsel om, at App-
registreringen har en udlgbet adgangskode. Men husk pa, at e App-registrering kan have flere
adgangskoder, s vi ved endnu ikke, om det er adgangskoden, der bruges af vores Integration App, der
er udlgbet. For at underspge dette yderligere skal du klikke pa den korrekte App-registrering for at se

detaljerne.

Home
App registrations X
T New registration @ Endpoints //'z¢ Troubleshooting \‘j Refresh + Download [ Preview features ,5' Got feedback?

0 Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to provide technical support and security
upjfiates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

All applications ~ Owned applications Deleted applications

£ Start typing a display name or application (client) ID to filter these r T Add filters

2 applications found

Display name T Application (client) ID Createdon Ty, Certificates & secrets
TDC Erhverv selvbetjening a56a5e89-1bbb-4825-acc8-7f07b5d2eaed 11/17/2022 @ Current
TDC Erhverv Telephony Integration 30681451-4cfb-4c68-b213-2h39a269e693 9/11/2023 O Expired
I

-
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Ga til sektionen Certificates and secrets. Find den Secret, du brugte under den oprindelige installation
af Integration App'en. Hvis du har flere Secrets her og er usikker pa, hvilken du brugte, skal du gennemga

sektion 7.2: Her for at se, hvordan du laeser den praecise Secret fra din Funktionsapp.

| dette tilfaelde er den korrekte Secret: "TDC Erhverv Telefoni Integration”, og vi kan se, at udlgbstiden

ligger i fortiden. Denne Secret skal udskiftes. Se hvordan du gor ved at ga videre til sektion.

Home App registrations > TDC Erhverv Telephony Integration

TDC Erhverv Telephony Integration | Certificates & secrets # - X

| Search ‘ A7 Got feedback?

B Overview

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

Quickstart
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential

#" Integration assistant

Manage ) ) ) X
@ Application registration certificates, secrets and federated credentials can be found in the tabs below.

Branding & properties
D Authenticati
D futhentication Certificates (0) Client secrets (1) Federated credentials (0)

Certificates & secrets
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password
{ll Token configuration

- API permissions T~ New client secret

& Expose an API Description Expires Value ( Secret ID

i App roles TDC Erhverv Telephony Integration 9/25/2023 © xDptasrastatsiadanLis 6a92456c-49e7-4776-9437-13098177ef.. O [
&8 Owners

&i» Roles and administrators T

Hvis du er en avanceret bruger, kan du ogsa udlgse felgende anmodning til App'ens selvtestfunktion
(tilpas vaertsnavn (host name) og nogle (key), sa de passer til din egen App). Hvis svarbeskeden
indeholder linjen ” Fej/ ved forbindelse til Teams ved hjzelp af legitimationsoplysninger. Arsag:
Svarstatuskoden indikerer ikke succes: 401 (Unauthorized)’, sa er det ogsa en indikation pa, at Secret er

udlgbet.

curl https://nuudaytob-
5sutozr67fiik.azurewebsites.net/api/psweb?code=3Br2w2pK116qgflriLnMvZI-
SMQKk2Fj58amQx1Ng-nogoAzFuTsZgdg==

-d '{""function™:""Test"}" \

-H "Content-Type: application/json™ -X GET

Response
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{
"appVersion™: ""1.0.0",

""command"': "Test",

"success'': false,

"message'': ""Exception calling \"" Invoke\"" with \"'1\'" argument(s): \""Error connecting to
Teams using credentials. Cause: Response status code does not indicate success: 401
(Unauthorized).\"""",

"resultCode™: ""19"

}

6.2 Opret en ny Secret

Forbliv pa Certificates and secrets sektionen af App-registrering og klik pd New client secret. Lad os
kalde denne nye adgangskode "TDC Erhverv Telefoni Integration 2” og vaelg den maksimale levetid pa 24

maneder. Klik derefter pa Add for at generere denne nye adgangskode.

Home > App registrations > TDC Erhverv Telephony Integration Add a client secret S
TDC Erhverv Telephony Integration | Certificates & secrets
Description —’ | TDC Erhverv Telephony Integration 2 ‘
‘ Search | A Got feedback? Expires | Recommended: 180 days (6 months) e |
B Overview Recommended: 180 days (6 months)

Credentials enable confidential applications to identify themselves to th

Quickstart 90 days (3 months
scheme). For a higher level of assurance, we recommend using a certifi s { 4
* Integration assistant 365 days (12 months)
Manage 545 days (18 months)

o Application registration certificates, secrets and federated credentials
= 730 days (24 th
Branding & properties —’ lays (24 months)

Custom
D Authentication
2 Certificates (0)  Client secrets (1)  Federated credentials (0)
Certificates & secrets
A secret string that the application uses to prove its identity when req
{Il Token configuration

- AP| permissions T~ New client secret

& Expose an API Description Expires
EL App roles TDC Erhverv Telephony Integration 9/25/2023 @
& Owners

& Roles and administrators

Manifest

“

Support + Troubleshooting

Vi har nu en ny Secret. Den udlgber den 24. september 2025. Gor en note om dette i din kalender.
Bemaerk ogsa veerdien af adgangskoden, da vi far brug for den senere, men del den ikke med nogen

uden for din organisation, heller ikke med TDC Erhverv. | dette eksempel er adgangskodevaerdien:
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Hcj8~.QZRI29VPnoAaMuV33naFd1W4yueZLPa4k. Skriv dette ned, da vi far brug for det senere, og nar du

forlader denne side, kan adgangskoden aldrig ses igen.

Certificates (0) Client secrets (2)

Certificates & secrets

{I!" Token configuration

- AP| permissions
T New client secret

& Expose an API

Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password

Description Expires Value O Secret ID
. App roles

TDC Erhverv Telephony Integration 9/25/2023 @ DT Anne 6a92456¢-49e7-4776-9437-13098f77e.. D [
& Owners

TDC Erhverv Telephony Integration 2 3/24/2024 Hcj8Q~.QZRI29VPnoAaMuV33naFd1 Y c3b4fdSa-2682-432d-abbc-c4b8d9%b... 1 [
&, Roles and administrators [ ==

Ml Manifest

Hvis adgangskoden i dette tilfzelde er udlgbet, bor vi slette den nu for at undga advarsler om udlgbne

adgangskoder i App-registrering. Hvis din adgangskode endnu ikke er udlgbet, og hvis den kun er taet pa

udlgb, og du er her for at forny den proaktivt, sa lad den veere, indtil vi har udskiftet den i

Integrationsappen. Kom tilbage her og slet den ubrugte adgangskode, nar vi er faerdige.

6.3 Erstatning af den udlgbne Secret

Vi har nu en ny gyldig adgangskode til App-registreringen, lad os erstatte den i Integrationsappen. Ga

forst til sektionen Resourcegroup.

Il £ Resource groups|
F

il 0 & 0 $ @ &

All Services (29) Marketplace (1)

Azure Active Directory (0)

Services

I +] Resource groups I

Subscriptions
° Resource Guards
*e Resource Graph Explorer
Marketplace
3 Resource group
Documentation
Azure Res

1 Manage resource g s - Azure portal

Manage resource groups - Azure CLI - Azure Resource Manager

Manage resource groups - Azure PowerShell - Azure Resource Ma
Cloud Adoption Fran

Organize your Azure resources effectively

B Continue searching in Azure Active Directory

TDC Erhverv - Sletvej 30 - 8310 Tranbjerg - Denmark

Documentation (99+)

NUUD,
Resources (0) Resource Groups (0)
'
E; Resource Graph queries
i Groups
O Application groups
b Deleted Groups
-
Use Bicep to deploy resources to subscription - Azure Resource M
How to manage Azure resource groups — Azure C
Deploy resources to subscription - Azure Resource Manager
List resource groups and resources using the Azure libraries for Py -
£ Give feedt
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Veelg her den ressourcegruppe, der indeholder den installerede Integrationsapp. | vores tilfeelde er det

gruppen TDC_Erhverv_Telephony Integration.

Home

Resource groups = P
Nuuday Blue Teams test 4 - Teams for Broadworks (blued testontdc.net)
= Create & Manage view () Refresh ¥ Export to CSV b3 Open query A i
er for any field Subscription equals all Location equals all X +7 Add filter
Showing 1 to 2 of 2 records. No grouping v == List view ~
[J Name Subscription T Location Ty
D [%) cloud-shel |-storage-westeurope Bluetest4 Azure Plan West Europe e
D [4) TDC_Erhverv_Telephony_Integration Bluetest4 Azure Plan North Europe LI
o ° . .
Appen bestar af flere Azure Cloud-ressourcer. Ga forst til Function App.
Home Resource groups
(%) TDC_Erhverv_Telephony_Integration = x* X
R group
I,f‘ Search I < - Create ¢33 Manage view v/ [ Delete resource group () Refresh & ExporttoCSV %5 Open query 4 v
(4) Overview ~ v Essentials JSON View
| Activity log
Resources  Recommendations
A2 Access control (IAM) ——— e
Tags )
@ Tag Filter for any field ‘ Type equals all X Location equals all X +v Add filter
<1+ Resource visualizer
Showing 1to 7 of 7 records. [_] Show hidden types © No grouping v ‘ | == List view v
Events
D Name T Type Ty Location Ty
Settings
D BB Application Insights Smart Detection Action group Global oo (&
&, Deployments
D HB Failure Anomalies - NuudayToB-Ssutozr67fiik Smart detector alert rule Global
O Security ==
D == fnstorSsutozr67fiik Storage account North Europe
@ Deployment stacks =
O ® wssutozr6iiik Key vault North Europe
2 Policies
D @ NuudayToB-Ssutozr6Tfiik Application Insights North Europe
il! Properties
D > NuudayToB-5sutozr67fiik Function App North Europe oee
& Locks
D B ServicePlanFunctionApp App Service plan North Europe see v

TDC Erhverv - Sletvej 30 - 8310 Tranbjerg - Denmark

Side 6 af 18



Fra her skal du rulle ned ad venstre side, indtil du finder sektionen /ndstillinger > Konfiguration og klikke

pa den. Dette er de miljpvariabler, som Azure stiller til rddighed for Funktionsappen. Tre af dem er

specielle og er markeret som Key vault Reference.

Home > Resource groups » TDC_Erhverv_Telephony_Integration > NuudayToB-5sutozr67fiik

1" NuudayToB-5sutozr67fiik | Configuration

Function App

P Search

© Microsoft Defender for Cloud -
Events (preview)

Functions
App keys

@ App files

Deployment

5% Deployment slots
@ Deployment Center
Settings

ill Configuration

& Authentication

@ Application Insights

Identity

() Refresh ? Leave Feedback

Application settings

Application settings are encrypted at rest and transmitted over an encrypted channel. You can choose to display them in plain text in your browser by
using the controls below. Application Settings are exposed as environment variables for access by your application at runtime. Learn more

-+ New application setting < Show values ¢~ Advanced edit

S Filter application settings ‘

Name Value
APPINSIGHTS_INSTRUMENTATIONKEY @ Hidden value. Click to s
AzureWebJobsStorage @ Hidden value. Click t

FUNCTIONS_EXTENSION_VERSION
FUNCTIONS_WORKER_RUNTIME
FUNCTIONS_WORKER_RUNTIME_VERSION
TeamsApplicationID

TeamsClientSecret

TeamsTenantiD

@ Hidden value. Click to s

@ Hidden value. Click to show value

@ Hidden value. Click to show value

Source Deployment slot setting
App Service
App Service
App Service
App Service
App Service
() Key vault Reference
@ Key vault Reference

) Key vault Reference

T

Vi ¢nsker at opdatere den, der kaldes TeamsClientSecret. Dette er variablen, der henter den udlgbne

secret-vaerdi fra Key vault Reference. Klik pa den for at vise indstillingerne.

Home > Resource groups > TDC_Erhverv_Telephony_Integration > NuudayToB-5sutozr67fiik

'|! NuudayToB-5sutozr67fiik | Configuration

Function App

P Search

@ Microsoft Defender for Cloud -
Events (preview)

Functions
App keys

B App files

Deployment

=¥ Deployment slots
@ Deployment Center
Settings

iI' Configuration

& Authentication

@ Application Insights

Identity

Add/Edit application setting

X
Ap
™ — [EamsTenant o]
usi
Value —’ @Microsoft.KeyVault(VaultName=kv5sutozr67fiik,SecretName =TeamsTenantID) [Is] ‘
t
D Deployment slot setting
3
N
4
J
| Key Vault Reference Details
1
Vault Name kvSsutozr6Tfiik
1
Secret Name TeamsTenantID
|
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Referencen har et navn og en veerdi. Kopier disse, da vi far brug for dem senere. | dette tilfeelde er de:

e Navn: TeamsTenantID

e Veerdi: @Microsoft.KeyVault(VaultName=kv5sutozr67fiik;SecretName=TeamsTenantID)

Bemaerk, at mens navnet altid er det samme, vil vaerdien veere forskellig for hver installation, fordi

navnet pa hver Key vault skal vaere unikt.

Nu kan du klikke pa Cancel. Tilbage pa den forrige side skal du rulle lidt til hgjre og slette referencen

.
TeamsClientSecret.
UNS_WOUKKEK_HUNIIME = MIUUTT VaIUT. WK W 3UW vaiue
Deployment
ONS_WORKER_RUNTIME_VERSION T Hidden value. Click to shov
=¥ Deployment slots
pplicationD @ Hidden value. Click to s
@ Deployment Center
lientSecret @ Hidden value. Click to show value
Settings
¢ =nantiD T Hidden value. Click to show value

alue

App SEIVRE
App Service

2 Key vault Reference
) Key vault Reference

@ Key vault Reference

For at gore sletningen permanent skal du klikke pa Save gverst.

Home > Resource groups > TDC_Erhverv_Telephony_Integration > NuudayToB-5sutozré7fiik

1|! NuudayToB-5sutozré7fiik | Configuration =

Function App

£ Search < () Refresh] B Save |X Discard U Leave Feedback

© Microsoft Defender for Cloud -
Y Filter application settings

Events (preview)

Functions Value
App keys IGHTS_INSTRUMENTATIONKEY © Hidden value. Click to show value
B App files ‘eblobsStorage @ Hidden value. Click to show value

P ONS_EXTENSION_VERSION @ Hidden value. Click to show value

Og klik derefter pa Continue.

Home » Resource groups > TDC_Erhverv_Telephony_Integration > NuudayToB-5sutozr67fiik

'|'! NuudayToB-5sutozr67fiik | Configuration %

Function App

P Search
© Microsoft Defender for Cloud *  save changes

Events (preview)

Functions

App k
v

Source

Deployment slot setting

Any changes to applications settings and connection strings will restart your application. Are you sure you want to continue?

=

0]
\ Delete

0]

0]

Delete
0]

@
o]

M@ App files

TDC Erhverv - Sletvej 30 - 8310 Tranbjerg - Denmark

Side 8 af 18



Hvis du er en erfaren bruger, der folger med ved at kalde Appens selvtest-endepunkt via

Funktionsappens API, sa vil svaret nu inkludere beskeden: ClientSecret not found on env.

Anmodning/svar:

curl https://nuudaytob- <function app name>.azurewebsites.net/api/psweb?code=<api key> \

-d ‘{"function":"Test"}' \
-H "Content-Type: application/json" -X GET

{
"appVersion": "1.0.0",
"command": "Test",
"success": false,

"message”: "Exception calling \"Invoke\"” with \"1\" argument(s): \"ClientSecret not found on env.\""

"resultCode": "24"

Nu skal vi opdatere den udlgbne Secret-vaerdi gemt i Key vault. Ga tilbage til Overview over

ressourcegruppen, der indeholder din Integrationsapp. Her skal du klikke pa Key vault.

Home > Resource groups

(4] TDC_Erhverv_Telephony_Integration = s P
Resource group
£ Searct « { Create 15} Manage view 0} Delete resource group (D Refresh Export to CSV ) Open query
) Overview v Essentials SON View
| Activity log
Resources  Recommendations
fa, Access control (IAM)
T, e
@ Tags Filter for any field ‘ Type equals all < Location equals all X +7 Add filter
«I+ Resource visualizer
Showing 1to 7 of 7 records. C] Show hidden types © No grouping v == List view e
Events
D Name T Type T4 Location T
Settings
D EA Application Insights Smart Detectior Action group Global -
& Deployments
D BB Failure Anomalies - Nu idayToB-5sutozrb 7fiik Smart detector alert rule Global
O Security .
D == fnstorSsutozr67fiik Storage account North Europe
@ Deployment stacks
D () kSsutozré7fiik Key vault ‘— North Europe
D Policies —
D @ NuudayToB-5sutozr67fiik Application Insights North Europe
° . . . . .
Pa venstre side af siden for Key vault skal du navigere til sektionen Secrets.
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Home > Resource groups > TDC_Erhverv_Telephony_Integration > kvsutozr67fiik
[ kv5sutozr67fiik | Secrets  # - X
Key vault
O Searct « () Refresh </> View sample code
Overview A\ The operation "List" is not enabled in this key vault's access policy.
W Activity log
"R Access control (1AM) Name Type Status Expiration date
@ Tags You are unauthorized to view these contents.
#. Diagnose and solve problems

Access policies

Events

Objects
Keys
Secrets

¥ Certificates

Pa dette tidspunkt vil du sandsynligvis se beskeden ” You are unauthorized to view these contents” som

vist pa skaeermbilledet ovenfor. Hvis du har adgang, kan du springe lidt frem i denne vejledning.

Da du er en global administrator, kan du give dig selv adgang. Ga til sektionen Access policies
(adgangspolitikker) for at gore dette. Her kan du se, at kun en enhed i gjeblikket har adgang til at laese
adgangskoder fra dette Key vault. | dette skaermbillede er det “NuudayToB-5sutozré67fiik”, og du ber
bemaerke, at det er navnet pa Funktionsappen fra oversigten over installerede Cloud-ressourcer for

denne ressourcegruppe.

For at give dig selv adgang skal du trykke pa Create for at oprette en ny politik (nar vi er feerdige, vil vi

slette denne politik igen).

Home > Resource groups > TDC_Erhverv_Telephony_Integration > kvSsutozr67fiik

<<

kv5sutozr67fiik | Access policies * X

e

Overview A\ Quickly protect your Key vault from accidental deletion by turning on soft-delete. Please enable soft-delete in "Properties' page. Click here to learn more. =
 Activity log
Ao Access control (IAM) Access policies enable you to have fine grained control over access to vault items. Learn r
@ Tags Permissions : All X Type : All X

Diagnose and solve problems
& _td e P Showing 1 to 1 of 1 records.

D Name T Email T Key Permissions Secret Permissions Certificate Permissions

Events \ APPLICATION
Objects D NuudayToB-5sutozr67fiik Get
Keys
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Bemaerk, at denne politik kun vil pavirke denne specifikke forekomst af Azure Key vault; andre Secrets i

din organisation vil ikke blive pavirket. | kolonnen for Secret permissions skal du klikke pa Select all for

at administrere alle aspekter af adgangskodens livscyklus. Klik derefter pa Next.

Key permissions Secret permissions Certificate permissions

Key Management Operations Secret Management Operations Certificate Management Operations
D Select all . Select all ‘— D Select all

[:] Get Get D Get

D List List D List

[:] Update Set [:] Update

[ create Delete (] create

D Import Recover D Import

D Delete Backup D Delete

D Recover Restore D Recover

Seg nu efter dit brugernavn. Nar du finder det, skal du klikke pa det for at tilfgje det til listen over

Selected items. Klik nu pa Next.

= Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Resource groups > TDC_Erhverv_Telephony_Integration > kv5sutozr67fiik | Access policies »

Create an access policy

kvSsutozr6Tfilk

@ Permissions

(2] Principal (=) Application (optional) 1) Review + create

Only 1 principal can be assigned per access policy.
Use the new embedded experience to select a principal. The previous popup experience can be accessed here. Select a principal

admkasfre ‘— X

I - /dmin

admkasfre@blue4 testontdcnet

Selected item

e T
admkasfre@blued testontdcnet
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Vi tildeler ikke tilladelser til nogen applikationer. Klik pa Next her uden at vaelge noget.

Bekraeft, at du har valgt alle managementoperationer relateret til secrets og at din konto er opfert

under Principal. Ingen andre muligheder bgr vaere valgt. Klik nu pa Create.

Home > Resource groups » TDC_Erhverv_Telephony_Integration > kv>sutozro7fiik | Access policies ;

Create an access policy

kvSsutozreTfik

Key Management Operations Mone selected
Cryptographic Operations Mone selected
Privileged Key Operations None selected
Rotation Policy Operations None selected

Secret Permissions

Secret Management Operations All selected ‘—

Privileged Secret Operations MNone selected

Certificate Permissions

Certificate Management Operations Mone selected

Privileged Certificate Operations Mone selected

Principal

Prnincipal name _ - Admin ‘—
Object ID 940b2a8f-74b9-4a18-8ac1-4b9235c28f2b
Application

Previous ‘ Create
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Der er nu en politik, der giver din konto adgang til at administrere alle Secrets i denne Key vault. Klik pa

menuen Secrets til venstre for at navigere tilbage til sektionen Secrets i denne Key vault.

Home > Resource groups > TDC_Erhverv_Telephony_Integration > kvSsutozré7fiik

v— kv5sutozr67fiik | Access policies # X
v Key vault
P Searct < | Create () Refresh
Overview A\ Quickly protect your Key vault from accidental deletion by tuming on soft-delete. Please enable soft-delete in ‘Properties’ page. Click here to leam more. =
B Activity log
% Access control (IAM) Access policies enable you to have fine grained control over access to vault items. Learn more
@ Tags | O Search Permissions : All Type : All X
X Diagnose and solve problems Showing 1 to 2 of 2 records
Access policies [] Name * Email * Key Permissions Secret Permissions Certificate Permissions
Events ~ APPLICATION
Objects D NuudayToB-5sutozr6 7fiik Get
Keys ~ USER

D _- Admin admkasfre@blued.testontdc. Get, List, Set, Delete, Recover...

¥ Certificates

Nu kan vi se alle Secrets i denne Key vault. Den oprindelige installationsproces for Integration App
oprettede tre secrets. Den, vi er interesseret i, kaldes TeamsClientSecret. Klik pa den.

Home > Resource groups > TDC_Erhverv_Telephony_Integration » kvSsutozre7fiik

[ kv5sutozr67fiik | Secrets # - X
Key vault
P Searct « = Generate/Import () Refresh T Restore Backup <¢/> View sample code
J Overview A s ) .
Quickly protect your certificates from accidental deletion by turning on soft-delete. Please enable soft-delete in ‘Properties’ page. Click here to learn more. —
B Activity log
Ra Access control (IAM) Name Type Status Expiration date
@ Tags TeamsApplicationiD + Enabled
F

Diagnose and solve problems TeamsClientSecret + Enabled

Access policies TeamsTenantlD + Enabled

Events

Slet Secret kaldet TeamsClientSecret.

Home » Resource groups > TDC_Erhverv_Telephony_Integration » kvSsutozr67fiik | Secrets

3 TeamsClientSecret - X

Versions
= New Version :J Refresh + Download Backup

Version Status Activation date Expiration date
CURRENT VERSION

7028171e6c464283957648d8bf095140 + Enabled
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Home > Resource groups > TDC_Erhverv_Telephony_Integration > kv5sutozr67fiik | Secrets

R TeamsClientSecret

Versions

1 New Version C Refresh li[ Delete + Download Backup

Delete secret

This will permanently delete the resource and all of its versions from your vault

Cancel

Expiration date

Nu, hvor secret er slettet, skal du klikke pa Generate/Import for at oprette en ny.

Home > Resource groups kv5sutozrb7fiik

[ kv5sutozr67fiik | Secrets

ault

TDC_Erhverv_Telephony_Integration

£ Search + Generate/Import () Refresh 7T Restore Backup </> View sample c¢
Overview A\ Quickly protect your certificates from accidental deletion by turning on soft-dele

@ Activity log

2. Access control (IAM) Name Type

@ Tags TeamsApplicationlD

XK Diagnose and solve problems

TeamsTenantiD

Notifications

More events in the activity log -

@ Deleting the secret ‘TeamsClientSecret'.

Dismiss all v/

X

The secret TeamsClientSecret’ has been successfully deleted

Indtast praecis det samme Secret-navn som for: TeamsClientSecret.

a few seconds ago

Indtast Secret-vaerdi fra app-registreringen, som vi forberedte tidligere. | dette eksempel er det:
Hcj8Q~.QZRI29VPnoAaMuV33naFd1W4yueZLPa4k. Klik derefter pa Create.

Home > Resource groups

[ Create a secret

TDC_Erhverv_Telephony_Integration » kv5sutozr67fiik | Secrets

Upload options ‘ Manual

Name * (D) ‘ TeamsClientSecret

7] 4—

Secret value * (O l T T T TT T YT T T PP

Content type (optional) ‘

Set activation date O [:I
Set expiration date © D
Tags 0 tags

eate Cancel

TDC Erhverv - Sletvej 30 - 8310 Tranbjerg - Denmark
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Nu har vi en ny secret, stadig kaldet TeamsClientSecret, men denne gang med den korrekte opdaterede

veerdi.
Home > Resource groups > TDC_Erhverv_Telephony_Integration > kvSsutozr67fiik
y @ Creating the secret 'TeamsClientSecret', X
[l kv5sutozr67fiik | Secrets The secret TeamsClientSecret has been successf
» Key vault created
t Generate/Import () Refresh 7T Restore Backup </> View sample code

Overview @ The secret TeamsClientSecret’ has been successfully created
M Activity log
[ )
R Access control (IAM) Name Type Status Expiration date
@ Tags TeamsClientSecret ‘— v Enabled
A Diagnose and solve problems TeamsApplicationiD  Enabled

Access policies TeamsTenantiD v Enabled

Events

Naviger nu tilbage til ressourcegruppen, klik pa Funktion-appen og ga til sektionen Indstillinger >
Konfiguration. Dette er, hvor vi tidligere slettede reference til ngglelageret. Vi skal tilfgje den igen nu.

Klik pd New application setting.

Home > Resource groups » TDC_Erhverv_Telephony_Integration > NuudayToB-5sutozr67fiik
11! NuudayToB-5sutozr67fiik | Configuration X
O Searct () Refresh O Leave Feedback
Functions a
App keys Application settings
B App files Application settings are encrypted at rest and transmitted over an encrypted channel. You can choose to display them in plain text in your browser by

using the controls below. Application Settings are exposed as environment variables for access by your application at runtime. Learn more

Deployment I - New application setting I @ Show values ¢ Advanced edit

® Deployment slots Y Filter application settings

@ Deployment Center

Indtast det samme navn og vaerdi, som vi gemte ovenfor. Navnet vil altid vaere TeamsClientSecret, og
veerdien vil vaere i form af "@Microsoft.KeyVault(VaultName=<vault
name>;SecretName=TeamsClientSecret)”, hvor <vault name> er det unikke navn pa dit Key vault (som
det ses pa Key vault oversigtssiden eller i ressourceoversigten i ressourcegruppen). | dette eksempel er

det kv5sutozré67fiik. Klik pa Ok for at oprette denne applikationsindstilling.
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Home > Resource groups > TDC_Erhverv_Telephony_Integration > NuudayToB-5sutozr67fiik

11! NuudayToB-5sutozr67fiik | Configuration * X
! Function App
‘/J Search | Apl Add/Ed'T licati Hi
ita Ication settin X
Functions - — PP 9
App keys Ap Name —’ TeamsClientSecret [y ‘
B App files Apj
usil Value —’ @Microsoft.KeyVault(VaultName =kv5sutozr67fiik;SecretName=TeamsClientSecret) r[j ‘
D Deployment slot setting
Deployment }
¥ Deployment slots S
& Deployment Center
N
Settings
i
{ll Configuration
|
& Authentication
1
@ Application Insights
i
Identity
i
B Custom domains
& Contfcates o]
. ° . . . . a1
Klik nu pa Save og Continue for at gemme denne nye applikationsindstilling.
Home > Resource groups > TDC_Erhverv_Telephony_Integration > NuudayToB-5sutozr67fiik
1! NuudayToB-5sutozr67fiik | Configuration % X
! Function App
‘/3 Search | « O Refresh)( Discard < Leave Feedback
Functions - Application settings *  Function runtime settings General settings
App keys
— Application settings
Home > Resource groups > TDC_Erhverv_Telephony_Integration > NuudayToB-5sutozré7fiik
11! NuudayToB-5sutozr67fiik | Configuration X
! Function App
‘/'J Search ‘ %
Functions “  save changes
App keys _— . . . : _— .
Any changes to applications settings and connection strings will restart your application. Are you sure you want to continue?
B App files
Deployment

Der er nu en ny applikationsindstilling. Bemaerk, at den stadig ikke har det gronne tjekmaerke for at vise,

at den er klar til brug.
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Home Resource groups TDC_Erhverv_Telephony_Integration > NuudayToB-5sutozr67fiik )
@ Updating web app settings X
11! NuudayToB-5sutozr67fiik | Configuration % Successfully updated web app settings
. Function App
P Searct < O Leave Feedback
Functions - - v “ ‘
App keys ~+ New application setting @ Show values ¢ Advanced edit
B8 App files <7 r
PP V" Filter application settings
Name Value Source Deployment slot setting
Deployment
- APPINSIGHTS_INSTRUMENTATIONKEY @ Hidden value. Click t App Service
Deployment slots
Az blob: 2 @ Hidden value. Click t
@ Deployment Center ureWebJobsStorage
FUNCTIONS_EXTENSION_VERSION @ Hidden value. Click t
Settings
FUNCTIONS_WORKER_RUNTIME © Hidde Servic
{I! Configuration ~
FUNCTIONS_WORKER_RUNTIME_VERSION @ Hidden value. Click to show value App Service
& Authentication ~
TeamsApplicationiD @t Click t (& Key vault Reference
@ Application Insights
TeamsClientSecret @ Hidden value. ¢ © Key vault Reference 4_

Identity

TeamsTenantID @ Key vault Reference

Vent cirka et minut, og klik derefter pa Refresh og Continue. Nar appen genindlaeser, skal den nye

applikationsindstilling TeamsClientSecret have et gront tjekmaerke.

Nu er vi feerdige. Du kan navigere tilbage til Key vault, ga til sektionen Access policies og slette den
brugerdefinerede adgang, du har oprettet for din bruger. Dette er god praksis, da kun Funktion-appen
skal kunne laese vaerdien. Hvis du er en avanceret bruger og folger med ved at kalde appens selvtest-

endepunkt via Funktion App API, ber svarmeddelelsen nu sige ”success: true”.

Anmodning/svar:

curl https://nuudaytob- <function app name>.azurewebsites.net/api/psweb?code= <api key> \
-d '{"function":"Test"}" \
-H "Content-Type: application/json” -X GET

"appVersion": "1.0.0",
“command”: "Test",
"success": true,
"message”: null,
"resultCode": "0"
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Der er ingen grund til at eendre noget i TDC Erhverv Selfservice-webportalen. Vi har kun opdateret de
interne tilladelser, den offentligt tilgeengelige API-nggle, som tidligere blev delt med TDC Erhvery, er

usendret.
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