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Context

e Pennylane is committed to guaranteeing the security of its data and

maintaining its application in operational condition at all times. To that
purpose, Pennylane maintains a series of documents related to information
security, incident response, and business continuity. These documents aim to
organize a swift response to incidents, prompt service restoration, and
effective communication with all stakeholders.

Pennylane sengage a garantir la securite de ses donnees et a maintenir son application
en état de fonctionnement & tout moment. A cette fin, Pennylane conserve une série de
documents lies a la sécurite de l'information, a la reponse aux incidents et a la continuite
des activites. Ces documents visent a organiser une reponse rapide aux incidents, une
restauration rapide du service et une communication efficace avec toutes les parties
prenantes.

The incident response plan is annually reviewed and evaluated under the
review of the Executive Committee and daily deployed under the control of a
dedicated security team.

Le plan de reponse a incident est revu et evalue annuellement sous le contréle du
Comite Executif et quotidiennement mis en ceuvre par une equipe de securite dediee.

Pennylane is ISO:IEC 27001 certified and ensures that its Information Security
Management System complies with the ISO 27001:2022 standard at all times
and at all points, through policies and controls audited regularly internally as
by independent experts.

Pennylane est certifiee ISO:IEC 27001 et assure la conformiteé de son Systeme de
Management de la Securite de lInformation, a tout moment et en tout point, ala norme
ISO 27001:2022, gréce a des politiques et contréles regulierement audites en interne
comme par des experts independants.

bSi ISO/IEC

27001 Certificate No 786660

Information Securi

,\r,',:nra";Zr:f:nteC””ty Validity from 2024-09-10 to 2026-09-19 (click to check)
CERTIFIED
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e This plan documents the Pennylane’s standards for Incident Response,

according to ISO 27001:2022 standard.

Ce processus documente les standards de Pennylane en matiere de reponse aux
incidents, conformement a la norme I1ISO 27001:2022.

The incident response plan applies to the entirety of Pennylane, including its
employees, application, and information system. It encompasses all events
that could potentially or realistically impact our information system, such as
slowdowns, errors, security events, fraud or unavailability.

Le plan de reponse a incident sapplique a lintegralite de Pennylane, ses salaries, son
application et son systeme d'information. Il concerne tous les evenements pouvant avoir
un impact potentiel ou réel sur notre systeme d'information (ralentissements, erreurs,
évenements de sécurité, fraude, indisponibilite, etc.).

Roles and responsibilities

e The roles and responsibilities of the people involved in the incident

management process are defined.

Les rOles et responsabilites des personnes impliquees dans le processus de gestion
des incidents sont definis.

o The Incident leader acts as a single source of truth and ensures that
everyone is focused on the highest priority issues.

Le responsable de l'incident fait office de source unique de verite et veille a ce que
tout le monde se concentre sur les questions les plus prioritaires.

o The Communications Leader documents the timeline and communicates
updates to stakeholders.

Le responsable de la communication documente le fil des évenements et
communique les mises 4 jour aux parties prenantes.
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o Contributors are domain experts or designated owners of a component or
service, who evaluate and fix issues.

Les contributeurs sont des experts du domaine ou des proprietaires designes d'un
composant ou d'un service, qui evaluent et resolvent les problemes.

Internal stakeholders are regularly trained internally and have the right level of
knowledge required for their roles in incident response.

Les responsables internes sont regulierement formes en interne et disposent du bon
niveau de connaissance necessaire a leurs fonctions dans le cadre de la reponse a
incident.

Pennylane deploys technical and human resources to ensure the internal or
external reporting of any actual or suspected event that could have an impact
on the security of our information system.

Pennylane dispose de moyens techniques et humains internes et externes afin
d'assurer la remontee tout evenement avere ou suspecte pouvant avoir un impact sur la
securite de notre systeme d'information.

Events may be reported internally, automatically as on demand, via real-time
channels shared by all employees.

Les evenements peuvent étre remontes en interne, automatiquement comme a la
demande, via des canaux en temps reel partages par tous les employes.

Each security event is reported internally using the communication channels
defined in our policy and is escalated if necessary.

Chaque évenement de securitée est remonté en interne selon les canaux de
communication definis dans notre politique et font lobjet d'une escalade en cas besoin.
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Assessment

e All events that could have an impact on the information system are assessed

using a criticality level of service, based on the services priority matrix
reviewed annually.

Tous les evenements pouvant impacter le systeme d'information sont evalues selon le
niveau de criticite defini par une matrice de priorite des services revue annuellement.

Our internal SLA's are used to determine the criticality level of each incident
and the mandatory resources required to ensure a rapid and effective
response.

Nos SLA internes permettent de determiner pour chague évenement le niveau de
criticite de I'incident et les ressources obligatoires afin d'assurer une reponse rapide et
efficace.

Detection measures

e Pennylane deploys a set of strict processes and controls to guarantee the

confidentiality, integrity and availability of its customers' data, as well as to
deal with incidents in these areas. Pennylane is capable of detecting an
attack, analyzing it and, in the event of partial or total compromise, reverting
to a previous state and removing any takeover artifacts.

Pennylane deploie un ensemble de processus et de contrdles stricts afin de garantir la
confidentialite, l'integrite et la disponibilite des donnees de ses clients, comme pour
faire face a des incidents dans ces domaines. Ainsi, Pennylane est capable de detecter
une attaque, d'analyser cette derniere et en cas de compromission partielle ou totale, de
revenir a un etat precedent et de supprimer tout artefact de prise de contréle.

Pennylane deploys a set of automatic controls on data access (ACL), on their
integrity (application encryption ensuring protection against injection),
generating either automatic alerts reviewed by engineers or data
inconsistencies creating application errors reviewed by technical teams.
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Pennylane deploie un ensemble de contrdles automatiques sur lacces aux donnees
(ACL), sur leur intégrité (chiffrement applicatif garantissant une protection contre
linjection), générant soit des alertes automatiques revues par des ingenieurs ou des
inconsistances de donneées creant des erreurs applicatives revues par les equipes
techniques.

Incident response

e Pennylane maintains a set of runbooks, ensuring that the key and essential

steps are followed in order to guarantee an effective and appropriate
response to incidents, thereby reducing the number of incidents and
providing a faster response. The runbooks are reviewed at least once a year,
as well as after each incident, in order to contribute to the continuous
improvement of our process.

Pennylane maintient un set de runbooks permettant de sassurer que les etapes cles et
essentielles sont suivies afin de garantir une reponse efficace et adaptee aux incidents
en cours permettant ainsi de reduire le nombre d'incident et fournir une reponse plus
rapide. Les runbooks sont revus annuellement a minima, ainsi qu'apres chaque incident
afin de concourir au processus d'amelioration continue de notre processus.

Pennylane is capable of redeploying the complete application infrastructure
(Infrastructure As A Code - laaC). This, coupled with our ability to redeploy in a
few minutes on our primary data center as well as on the secondary data
centers distant from the primary, allows us to erase any attack while
preserving our redundancy and availability capabilities intact. In addition, all
data is continuously backed up, allowing for the restoration at any time of data
dating back at least 5 minutes. The recovery time from a backup is 1 hour. The
full recovery process is verified twice a year to improve its performance.

Pennylane est capable de redeployer linfrastructure complete de [lapplication
(Infrastructure As A Code - 1aaC). Ceci a pour effet, couplé a notre capacité a redéployer
en quelques minutes sur notre data center primaire comme sur les data centers
secondaires distants du primaire, deffacer toute attaque en conservant intactes nos
capacites de redondance et de disponibilite. En outre, toutes les donnees sont
sauvegardees en permanence, ce qui permet de restaurer a tout moment des donnees
datant d'au moins 5 minutes. Le temps de recuperation d'une sauvegarde est de 1heure.
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Le processus de recuperation complete est verifie deux fois par an pour en ameliorer les
performances.

The logs tracking the attacks remain consultable and protected on two
distinct environments. These logs will thus precisely identify the cause of the
attacks and therefore possibly take necessary measures, such as blocking the
IPs of the attacker, blocking the attacked / attack accounts, renewing
infrastructure and application secrets, correcting any vulnerabilities
discovered.

Les logs retragcant les attaques restent consultables et proteges sur deux
environnements distincts. Ces logs permettront ainsi d'identifier precisement la cause
des attaques et donc eventuellement de prendre les mesures necessaires, comme
bloguer les IPs de l'attaquant, bloquer les comptes attaques / d'attaque, de renouveler
les secrets dinfrastructure et applicatifs, de corriger les eventuelles vulnerabilites
decouvertes.

For each incident, a post-mortem is drawn up to provide a better
understanding of the root-causes of the incident and the measures
implemented in response. These post-mortems are used to maintain logs of
events that may affect our information system.

Lors de chaque incident, un post-mortem est redige afin de mieux comprendre les
root-causes a lorigine de lincident ainsi que les mesures mises en ceuvre pour y
repondre. Ces post-mortem constituent ainsi le maintien des journaux des evenements
pouvant affecter notre systeme d'information.
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ommuhnication

Each incident is communicated internally via the communication channels
defined in our policy.

Chaque incident est communigue en interne via les canaux de communication definis
dans notre politique.

External communication is promptly carried out for incidents that have had an
impact on customers and partners, in accordance with Pennylane's
contractual commitments and in compliance with our internal policies. A
dedicated status page can be reached at https://status.pennylane.com/.

Pennylane communique sans delai concernant les incidents ayant eu un impact pour
ses clients et partenaires, en fonction des engagements contractuels pris par
Pennylane et en conformite avec nos politiques internes. Une page de statut dediee
peut étre accedee a ladresse suivante : https:/status.pennylane.com/.

Security Whitepaper

Pennylane, ISO 27001 certified, is committed to the security of its customers’
data, thanks to a series of technical and organizational measures and
controls, detailed in our Security Whitepaper.

Pennylane, certifiee ISO 27001, est engagee pour la securite des donnees de ses clients,
grace a une serie de mesures et contrdles technigues comme organisationnels,
detailles dans notre Security Whitepaper.
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Contact

Guillaume Gohin - Head of Information Security

quillaume.gohin@pennylane.com

security@pennylane.com
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