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Abstract—Smart metering systems have been gaining popularity as a vital part of the general smart grid paradigm.
Naturally, as new technologies arise to cover this emerging field,
so do security and privacy related issues regarding the energy
consumer’s personal data. These challenges impose the need for
the development of new methods through a better understanding
of the state-of-the-art. This paper aims at identifying the main
categories of security and privacy techniques utilized in smart
metering systems from a three-point perspective: i) a field
research survey, ii) EU initiatives and findings towards the same
direction and iii) a data-driven analysis of the state-of-the-art
and the identification of its main topics (or themes) using topic
modeling techniques. Detailed quantitative results of this analysis,
such as semantic interpretation of the identified topics and a
graph representation of the topic trends over time, are presented.
Index Terms—privacy, security, smart grid, smart meters, topic
modeling

I. I NTRODUCTION
Since the first official definition of the term smart grid in
the Energy Independence and Security Act of 2007 [1], there
have been many efforts, worldwide, towards the migration
from the legacy power grid to an advanced energy transmission and distribution infrastructure. The main characteristics
of the new smart grid infrastructure were set as follows:
i) use of information and communication technologies, ii)
optimization of grid operations and resources, iii) deployment
of renewable energy resources and smart devices for metering
energy consumption and iv) integration of smart appliances,
accompanied by respective standards and regulations with the
goal to improve the reliability, security, interoperability and
efficiency of the electric grid [2].
Smart metering systems play a major role in this technological shift since they provide a two-way communication
channel between consumers and distribution system operators,
energy suppliers and other third parties [3]. The establishment
of an Advanced Metering Infrastructure (AMI) increases the
frequency and accuracy of the measured consumption data to
near real time. This, in turn, improves the quality of services
by assisting the optimization of electric energy distribution
and management. The adoption of smart metering systems
could also help energy consumers better understand the nature
of their consumption and find motives and intuitive ways to

reduce it. Such a development could subsequently result in
lower-priced energy bills and an eco-friendlier behavior.
The proper function of smart metering systems relies heavily on communication technologies and the Internet to support
the two-way communication channel. This fact poses new
security and privacy threats due to the size of the infrastructure and its several structural layers. Smart metering systems
display vulnerabilities that can be exploited in a number of
cyber-attacks [4] and eventually hinder their fast and smooth
adoption. Therefore, dedicated protection measures and techniques need to be developed, ensuring the security and privacy
of the data being transferred through the grid.
In that context, of major significance are initiatives issued
by worldwide organizations such as the National Institute for
Standards and Technology (NIST) and the European Commission (EC). Their actions have resulted in the production of
standards and recommendations for the deployment of secure
and privacy-aware smart metering systems. The aforementioned standardized work is used as a baseline by the field
specialists, who follow and further extend it in order to create
dedicated and high quality solutions [5].
This paper aims at contributing to a comprehensive interpretation of the field by identifying the main categories of
utilized techniques. The rest of the document is structured
as follows. In Section II, a survey of the state-of-the-art in
the field of smart metering security and privacy is provided,
followed by relevant actions and findings issued by dedicated
EU instruments. Section III presents the methodology that was
followed in the context of the data-driven analysis, while,
in Section IV, detailed quantitative results of this analysis
are presented. Finally, Section V concludes the paper by
highlighting its most significant points and addressing future
research prospects.
II. BACKGROUND
A. Related Work
The need for privacy-aware and secure solutions in the smart
metering infrastructure arose shortly after the introduction of
this relatively new type of energy metering systems. This
need was amplified due to the rapid growth of big data and
machine learning techniques that managed to extract patterns
from unstructured data collections. The majority of them used

unsupervised learning to detect patterns in consumption data
[6], [7], while others utilized analytics methods in order to
collect large volumes of energy measurements and extract
useful insights by analyzing them, based on criteria such as
temporal constraints and aggregation thresholds [8], [9].
The first research publications towards secure and privacyaware smart metering systems involved techniques such as data
aggregation combined with homomorphic encryption1 [10],
differential privacy2 and noise addition [11], [12], combinations of data aggregation and secret sharing schemes3 [13],
[14] and appliance load modification with the assistance of
rechargeable batteries [15], [16]. A number of publications
tackled the subject from an adversarial point of view, trying
to expose the vulnerabilities of the existing smart metering
infrastructure [17], [18]. Another stream of work used hardcoded values in the hardware layer in order to separate the
privacy-sensitive information and anonymize it in subsequent
stages [19]. Finally, survey papers attempted to present the
existing state of the field and relevant techniques [20], [21].
As the field gained more traction, knowledge from various
research areas was utilized to the forging of new solutions
that meet the evolving security and privacy requirements of
the smart metering systems. Advanced network topologies,
cryptography techniques and anonymization schemes were
used and often combined to build threat models [22], [23],
as well as to anonymize energy consumption data before
their transmission through the grid [24]–[26]. Mapping the
aforementioned research publications to a single category
of techniques (e.g. networking, cryptography, anonymization)
is a rather difficult task since the majority of them use a
combination of these.
Several research efforts address privacy preservation by
the introduction of models that include Storage Unit Devices (SUD) and Alternative Energy Sources (AES) at the
consumer’s premises [27], [28]. The main benefit of their
utilization is the capability to conceal energy consumption
patterns by partially covering the energy load requirements
from these sources, instead of the distribution network.
On top of the above-presented work, the following publications are equally worth mentioning. In [29], data sanitization
is applied to critical measurements that are utilized to identify
the consumer’s habits, while [30] summarizes security and privacy concerns from the consumer’s perspective. Finally, [31]
proposes a gamification model that compensates consumers
in the context of utility-privacy trade-off, according to their
level of sharing their personal data with third party systems.
Finally, a considerable amount of field surveys that cover
security and privacy from various standpoints on the smart
grid infrastructure were issued as well [32]–[35].
1 an encryption type that allows cipher text computation. This process
generates an encrypted result that, when decrypted, matches the operations
result as if they had been applied on the plain text.
2 a constraint - on methods that expose aggregate statistics - which ensures
the privacy of the individual participating data.
3 distribution of a secret to a group of participating members, each of which
possesses a different share of the secret. An adequate number of shares must
be combined for the secret’s successful reconstruction.

B. EU Initiatives
The European Commission (EC) has set up a dedicated
unit in 2009, namely the Smart Grids Task Force, to advise
on issues with regards to smart grids development and deployment. The SGTF’s Expert Group 2 (EG2) is responsible
for the investigation of security, privacy and data protection
issues in the smart grid environment. In this context, the
group conducted a two-year assessment of the Best Available
Techniques (BATs) for security and privacy in smart metering
systems (2014-2016) with the assistance of external stakeholders. Their collective efforts resulted in the creation of a
recommendations package [36] in line with the General Data
Protection Regulation (GDPR) [37].
According to the Best Available Techniques Reference
Document [36] issued by EG2, the identified techniques can be
clustered in a number of categories reflecting the type/domain
of application: access control, communication/transport, reading/tariffing, cryptography, monitoring, security architecture,
time synchronization, privacy and hardware security. A detailed table of techniques per type/domain is provided on the
paper’s companion Github repository4 .
The sets of techniques were evaluated across four main dimensions: i) cyber-security, ii) privacy and data protection, iii)
maturity and upgradeability and iv) impact towards architecture [36]. One of the main conclusions of the EG2 assessment
was that the participating stakeholders have differing views
regarding the utilized solutions. This might be due to differing
perceptions of the underlying security threats, and, also due to
the diverse deployment architectures featured in the individual
EU Member States.
III. M ETHODOLOGY OF THE DATA -D RIVEN A NALYSIS
The focus of this paper is the identification of underlying
topics (or themes) that characterize the field of smart metering
security and privacy. This section presents the data-driven
methodology that was followed in that context, including a
description of the utilized topic modeling algorithm, Latent
Dirichlet Allocation (LDA).
A. Latent Dirichlet Allocation
LDA is a generative mixture model that can be applied in
collections of discrete data in order to identify latent topic
structures [38]. In the case of text modeling, LDA is applied
over a set of documents and produces: (i) a distribution over
K topics for each of the D documents, θ[D][K], and ii) a
distribution over V words (V is the size of the vocabulary)
for each of the K topics, φ[K][V ].
The generative process of the model, given a Dirichlet
distribution with parameter vector α, of length K and a
Dirichlet distribution with parameter vector β, of length V ,
is as follows:
1) For each topic, k, draw a word distribution, i.e. a
multinomial with parameter vector φk according to β:
φ ∼ Dirichlet(β)
4 https://github.com/AuthEceSoftEng/eeris-lda

2) For each document, d, draw a topic distribution, i.e. a
multinomial with parameter vector θ according to α:
θ ∼ Dirichlet(α)
3) For each word, w, of the document d:
• draw a topic z according to θ:
z ∼ M ultinomial(θ)
• draw a word, w, according to φz :
w ∼ M ultinomial(φz )
The only observed variables of the model are the words of
the documents, while the values of θ and φ need to be inferred.
A commonly used technique for LDA inference, which is
utilized in this work as well, is Gibbs sampling [38]. For
the evaluation of the LDA model, the log-likelihood metric
is employed to verify the model’s convergence during the
inference phase [39]. Likewise, the perplexity metric is utilized
to evaluate the estimated model.
B. Implementation of the Methodology
To feed the LDA model with input data, a systematic
research for relevant publications was conducted in Elsevier
Scopus database5 . A corpus of publications was retrieved and
pre-processed, before its main processing by the LDA module.
More precisely, the below procedural steps were followed:
(i) Query formulation: a single search query was formulated by applying a number of search terms to Scopus
engine and reviewing the result hits in terms of the
addressed topic and total number of hits. This process
resulted in the selection of the query “smart meter data
privacy”.
(ii) Documents retrieval: the selected query was applied to
Scopus engine combined with the requirement that the
result hits should be either conference papers or journal
publications. The search returned 340 hits, 90 of which
could not be downloaded due to paywall restrictions or
broken links. This resulted in a number of 250 downloaded PDF documents, along with their meta-info.
(iii) Documents overview: the 250 documents were manually
inspected in terms of content similarity and duplicates detection. 5 duplicate documents were found and removed
from the corpus, resulting in a number of 245 documents.
(iv) Documents indexing and pre-processing: each document in the corpus was parsed and indexed to a NoSQL
database storage (Elasticsearch) along with its meta-info.
During this step, each document’s text body was preprocessed by means of the below sequential steps:
• Removal of any text before the abstract section and
any text from the references section and after.
• Stripping of all symbols and non-ASCII characters.
• Conversion of all characters to lowercase.
• Removal of extra spaces.
• Join collocating terms “smart meter” to “smart meter”
and “smart grid” to “smart grid”.
• Removal of strings with less than 4 characters.
• Tokenization.
5 https://www.scopus.com/

Removal of common English stop-words via a stopwords filter.
• Reduction of inflectional forms of words via a stemming algorithm.
During the pre-processing step, one document could not
be parsed correctly, so it was removed from the corpus.
As a result, a final number of 244 documents were used
as input to the LDA model.
(v) Model application and tuning: the LDA model was
applied to the pre-processed document corpus in the
context of several experiments, the results of which are
presented in the next section.
The implementation of steps (i), (ii) and (iii) above was done
manually, while the respective implementation of steps (iv)
and (v) was developed in Java. A link to the implementation’s
Github repository is provided in footnote 4.
•

IV. R ESULTS
To assess the convergence of the LDA inference, 5 individual runs were executed with parameters: α = 0.5, β = 0.1
and K = {5, 10, 20, 30, 50}. As shown in Fig. 1, where the
log-likelihood curves of the multiple runs are superimposed,
the values stabilize after a couple hundred iterations and the
algorithm converges.

Fig. 1. Log-Likelihood vs. number of iterations

The final selection of K was done via human judgment,
a commonly used method in the literature [40], [41]. The
process included reviewing multiple models with varying K
and choosing the one that produced the most sensible output in
terms of topic coherence and presence in the dataset, according
to the inferred θ distribution values. Checks were operated on
samples of documents to assess the level of topic presence
and if -and to what extend- they actually deal with the topics
indicated by θ. As a result, the value K = 7 was chosen.
In an effort to optimize the model’s hyper-parameters α and
β, multiple runs were executed with K = 7 and varying values
of α and β, and the perplexity values were calculated. Model’s
perplexity is minimized for {α, β} = {0.1, 0.1}, therefore
these are the selected values for the final model. The 10 topwords (stemmed terms) for each of the 7 identified topics of
the selected model are presented in Table I, while the topic
proportions in the input dataset are shown in Fig. 2.

TABLE I
10 MOST PROBABLE WORDS FOR EACH TOPIC
Topic 0
Topic 1
Topic 2
Topic 3
Topic 4
Topic 5
Topic 6

privacy
consumpt
data
secur
data
power
data
system
comput
proof
secur
attack
node
protocol

data
measur
scheme
user
energi
inform
energi
electr
meter
send
data
communic
network
messag

smart meter
provid
aggreg
propos
time
consumpt
smart meter
protect
user
bill
system
network
data
meter

aggreg
custom
encrypt
privaci
load
model
consum
inform
protocol
game
smart grid
servic
aggreg
share

valu
nois
comput
time
applianc
batteri
privaci
home
input
read
meter
control
gateway
communic

Fig. 3. Topic trends over time

An observation of the graphs shows that topics 2 and 5
maintain a dominant place in the dataset during the last few
years, while topic 1, which used to be the highest ranked topic
from 2015 to 2017, fell to third place in 2018. On the other
hand, topics 3 and 6 display a constant decrease during the
same period. Topic 0 was high-ranked in the years 2013-2015,
however it shows a drop from 2016 and on. Finally, topic 4,
which seems to be the weakest of all, follows a non-evaluable
regression pattern throughout the years.
V. C ONCLUSION
Fig. 2. Topic proportions in the dataset

The following observations regarding each topic’s semantics
can be made:
• Topic 0: indicative of privacy methods such as aggregation of consumption data values and noise addition.
• Topic 1: related to a combination of security and privacy
techniques, such as aggregation schemes and encryption.
• Topic 2: refers to rechargeable battery models for appliance load modification (privacy preserving methods).
• Topic 3: references general notions of smart metering
data privacy and protection at the consumer’s side.
• Topic 4: related to security protocols and proofs in the
context of user billing according to meter readings.
• Topic 5: conceptually close to smart grid security at the
network/communications layer.
• Topic 6: refers to privacy preserving methods at the
network/communications layer such as data aggregation
at different nodes and data sharing/messaging protocols.
Fig. 3 presents the plot of topic trends over time. To achieve
that, each document, d, was classified to a single topic according to the highest probability of its corresponding θ[d][k]
values. The horizontal axis represents the publication year
while the vertical axis shows the total number of documents.
Since this research was carried out in the first quarter of 2019,
the retrieved publications of this year are only 8. Therefore,
it was decided that they are excluded from the plot to avoid a
negative impact on the validity of this analysis.

The design of secure and privacy-aware techniques in the
field of smart metering requires a solid understanding of
the existing state-of-the-art methods. This paper provides: (i)
a relevant state-of-the-art survey, (ii) a presentation of EU
initiatives and their results, operated by a dedicated SGTF
group (EG2) and (iii) a data-driven analysis against a corpus
of related publications in order to identify underlying topics
(or themes) that characterize the field.
All three approaches managed to identify a number of
techniques categories, such as encryption methods and networking protocols for data security and consumer billing,
aggregation schemes and noise addition methods for data
privacy preservation, rechargeable battery models and energy
storage devices for appliance load modification. More specifically, the data-driven analysis identified trending topics such
as appliance load modification techniques, general smart grid
security methods at the network layer, as well as combinations
of security and privacy solutions.
Finally, a direction for future work would be towards the
improvement of the data-driven analysis. More precisely, the
publications extraction procedure could be extended in order
to increase the dataset’s size, which is expected to increase
the analysis’ field coverage and reliability. The increase of the
input dataset could be complemented by an increase in the
number of topics, K, to be identified by the LDA model. By
increasing K, the model is expected to generate more coherent
topics that could result to a more comprehensive interpretation.
A final clustering step could be added in order to group the
K topics into sets of similar semantic content.
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