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APPLICATION NOTE

Testing AirLink Routers Before 
Deployment
This application note, intended for AirLink customers using ALEOS, MGOS and Airlink OS 
devices (“AirLink routers”), describes best practices for testing devices prior to 
deployment. “Deployment” can refer to an AirLink router’s initial installation and 
configuration, or applying a new system firmware to an existing fleet of AirLink routers.

Background

Sierra Wireless AirLink® routers are complex devices that interact with many other 
devices and networks. It is good practice to integrate and test AirLink routers with the 
subsystems that they interact with to ensure that the AirLink router and other subsystems 
behave as expected. This application note details best practices relating to integrating and 
testing AirLink routers before deploying them.

Details

AirLink routers employ many virtual, logical and physical communication interfaces. It is 
important to integrate and test the interfaces that will be in use prior to deploying AirLink 
routers in the field. AirLink routers are often integrated with other complex computer 
systems and are often deployed in remote or difficult-to-access locations where 
unexpected behaviors can be very costly to rectify.

Testing physical interfaces such as RJ45, DB9 and Molex connectors is relatively 
straightforward from a mechanical and electrical point of view. What is much more 
complex are the interactions that occur over a radio link such as cellular, Wi-Fi or 
Bluetooth, where debugging is often more challenging. Furthermore, with IP-based 
interactions, the integration, testing and debugging of myriad Internet protocols makes 
interoperability testing challenging for many reasons. Routing protocols may be 
particularly complex, and a good grasp of IP networking is required.

Bench Testing

We recommend that our customers and partners integrate, test and run pilots to verify 
that the AirLink router is operating as expected in what can be complex networking 
environments. We recommend that a test lab or test bench be set up in a controlled 
environment in which the AirLink router can interact with the other subsystems in a 
controlled and repeatable fashion.
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Testing Before Deployment
Over the Air Updates

Sierra Wireless releases new firmware for AirLink devices periodically. This firmware may 
contain critical updates and/or new features. We recommend that all customers keep their 
AirLink router firmware up to date. The latest firmware is available for download on the 
Source1. Firmware can also be updated over the air using ALMS (ALEOS and AirLink OS 
device) or AM/AMM (MG90).

Sierra Wireless performs rigorous testing and regression testing before releasing new 
AirLink firmware, but given the inherent complexity in which AirLink routers operate, it is 
possible that, through a protocol update or slight timing change, unintended behavior may 
occur.

If the AirLink router is part of a field deployment, it is imperative that you or your integrator 
perform functional testing on a small number of routers before deploying a fleet of AirLink 
routers to the field. If the AirLink router firmware is being updated, ensure that the 
upgraded firmware meets your functional and performance expectations on a limited set 
of devices before upgrading a larger field population. If adequate testing is not performed, 
then it’s possible that multiple very expensive “truck rolls” may be required to physically 
access the AirLink router to change a parameter or make a configuration change.

Conclusion

Sierra Wireless recommends that before deploying any AirLink router that the AirLink 
router be upgraded to the latest firmware and tested in a lab or “bench” operating 
environment. All applications should be tested to confirm proper and expected operation.

If your deployment includes different AirLink router models, ensure that you upgrade and 
test at least one of each model.

If your fleet consists of hundreds or thousands of devices, the best way to upgrade is to 
segment these devices into groups so that you can manage the upgrade process more 
easily.

1. MG90 firmware is available here. ALEOS firmware is available for the following devices 
here: MP70, RV50, RV55, LX40 and LX60, GX450, ES450.
Rev. 2  November 2021 2 41114294

https://source.sierrawireless.com/resources/airlink/software_downloads/airlink-mg-usb-images/
https://source.sierrawireless.com/resources/airlink/software_downloads/mp70/mp70-firmware-list/
https://source.sierrawireless.com/resources/airlink/software_downloads/rv50/rv50-firmware-list/
https://source.sierrawireless.com/resources/airlink/software_downloads/rv55/rv55-firmware-list/
https://source.sierrawireless.com/resources/airlink/software_downloads/lx/lx-firmware-list/
https://source.sierrawireless.com/resources/airlink/software_downloads/gx450/gx450-firmware-list/
https://source.sierrawireless.com/resources/airlink/software_downloads/es450/es450-firmware-package-list/
https://source.sierrawireless.com/airvantage/alms/reference/monitor/howtos/upgradeALEOSFw/
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Legal Notice

Limitation of 
Liability

The information in this document is subject to change without notice and does not 
represent a commitment on the part of Sierra Wireless. SIERRA WIRELESS AND ITS 
AFFILIATES SPECIFICALLY DISCLAIM LIABILITY FOR ANY AND ALL DIRECT, 
INDIRECT, SPECIAL, GENERAL, INCIDENTAL, CONSEQUENTIAL, PUNITIVE OR 
EXEMPLARY DAMAGES INCLUDING, BUT NOT LIMITED TO, LOSS OF PROFITS OR 
REVENUE OR ANTICIPATED PROFITS OR REVENUE ARISING OUT OF THE USE OR 
INABILITY TO USE ANY SIERRA WIRELESS PRODUCT, EVEN IF SIERRA WIRELESS 
AND/OR ITS AFFILIATES HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH 
DAMAGES OR THEY ARE FORESEEABLE OR FOR CLAIMS BY ANY THIRD PARTY.

Notwithstanding the foregoing, in no event shall Sierra Wireless and/or its affiliates 
aggregate liability arising under or in connection with the Sierra Wireless product, 
regardless of the number of events, occurrences, or claims giving rise to liability, be in 
excess of the price paid by the purchaser for the Sierra Wireless product.

Copyright © 2021 Sierra Wireless. All rights reserved.

Trademarks Sierra Wireless®, AirLink®, AirVantage® and the Sierra Wireless logo are registered 
trademarks of Sierra Wireless. 

Windows® and Windows Vista® are registered trademarks of Microsoft Corporation.

Macintosh® and Mac OS X® are registered trademarks of Apple Inc., registered in the 
U.S. and other countries.

Other trademarks are the property of their respective owners.

Contact 
Information

Revision 
number

Release date Changes

1 September 2021 First release

2 November 2021 Fixed typo

Sales information and technical 
support, including warranty and returns

Web: sierrawireless.com/company/contact-us/

Global toll-free number: 1-877-687-7795

6:00 am to 5:00 pm PST

Corporate and product information Web: sierrawireless.com
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