A SIERRA Technical Bulletin

Products: Sierra Wireless intelligent gateways, programmable modems, network
appliances and cloud services

This bulletin provides information about the impact of CVE-2014-6271, known as “Shellshock”, on Sierra
Wireless products.

Issue Description

CVE-2014-6271 describes a vulnerability that may allow an attacker to execute unauthorized operations
on devices running an affected version of GNU Bash. The following sections detail which Sierra Wireless
products are affected by this issue and recommended actions for the affected products.

Products Affected

Product Affected by CVE-2014-6271

Raven, PinPoint and MP No

GX400, GX440, ES440 and LS300 No

FX and GL modems No

AirVantage No (Bash fix applied on 26 September, 2014)
oMG Yes

oMM Yes

oCM Yes

% Recommended Actions for Affected Products

Product | Software version | Recommended Action Availability

oMG 3.9.0-3.11.2 Contact support to upgrade to 3.11.3 2 October, 2014
3.7.6 and earlier Contact support to upgrade to 3.7.6.1 2 October, 2014
2.8.7 and earlier Contact support to upgrade to 2.8.7.1 15 October, 2014

oMM 2.12 and earlier Contact support to install patch 25 September, 2014

oCM 1.4.2 and earlier Contact support to install patch 26 September, 2014

Further Information

For more information about CVE-2014-6271, see http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-
2014-6271

For further information and technical support, please contact your authorized AirLink reseller or Sierra
Wireless representative.
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