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GNX Configuration Server Configuration Guide

Important
Notice

Safety and
Hazards

Due to the nature of wireless communications, transmission and reception of data can
never be guaranteed. Data may be delayed, corrupted (i.e., have errors) or be totally lost.
Although significant delays or losses of data are rare when wireless devices such as the
Sierra Wireless product are used in a normal manner with a well-constructed network, the
Sierra Wireless product should not be used in situations where failure to transmit or
receive data could result in damage of any kind to the user or any other party, including
but not limited to personal injury, death, or loss of property. Sierra Wireless accepts no
responsibility for damages of any kind resulting from delays or errors in data transmitted
or received using the Sierra Wireless product, or for failure of the Sierra Wireless product
to transmit or receive such data.

Do not operate the Sierra Wireless product in areas where blasting is in progress, where
explosive atmospheres may be present, near medical equipment, near life support
equipment, or any equipment which may be susceptible to any form of radio interference.
In such areas, the Sierra Wireless product MUST BE POWERED OFF. The Sierra
Wireless product can transmit signals that could interfere with this equipment.

The driver or operator of any vehicle should not operate the Sierra Wireless product while
in control of a vehicle. Doing so will detract from the driver or operator’s control and
operation of that vehicle. In some states and provinces, operating such communications
devices while in control of a vehicle is an offence.

In accordance with ANSI/ISA 12.12.1-2011, Section 16 and CSA C22.2 No 213, Section
5.5, the following instructions and warnings apply:

This apparatus is suitable for use in Class I, Division 2, Groups A, B, C and D.

Warning: EXPLOSION HAZARD-SUBSTITUTION OF COMPONENTS MAY IMPAIR
SUITABILITY FOR CLASS I, DIVISION 2.

Avertissement: RISQUE D’EXPLOSION-LA SUBSTITUTION DE COMPOSANTS PEUT
RENDRE CE MATERIEL INACCEPTABLE POUR LES EMPLACEMENTS DE CLASSE |,
DIVISION 2.

Warning: EXPLOSION HAZARD-DO NOT DISCONNECT WHILE CIRCUIT IS LIVE UNLESS
THE AREA IS KNOWN TO BE NON-HAZARDOUS.

Avertissement: RISQUE D’EXPLOSION-NE PAS DEBRANCHER TANT QUE LE CIRCUIT EST
SOUS TENSION, A MOINS QU’IL NE S’AGISSE D’'UN EMPLACEMENT NON DANGEREUX.

Warning: DO NOT USE THE USB CONNECTOR IN A HAZARDOUS AREA.

Avertissement: NE PAS UTILISER DE CONNECTEUR USB DANS LES ENVIRONNEMENTS
DANGEREUX.
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a commitment on the part of Sierra Wireless. SIERRA WIRELESS AND ITS AFFILIATES
SPECIFICALLY DISCLAIM LIABILITY FOR ANY AND ALL DIRECT, INDIRECT,
SPECIAL, GENERAL, INCIDENTAL, CONSEQUENTIAL, PUNITIVE OR EXEMPLARY
DAMAGES INCLUDING, BUT NOT LIMITED TO, LOSS OF PROFITS OR REVENUE OR
ANTICIPATED PROFITS OR REVENUE ARISING OUT OF THE USE OR INABILITY TO
USE ANY SIERRA WIRELESS PRODUCT, EVEN IF SIERRA WIRELESS AND/OR ITS
AFFILIATES HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES OR
THEY ARE FORESEEABLE OR FOR CLAIMS BY ANY THIRD PARTY.

Notwithstanding the foregoing, in no event shall Sierra Wireless and/or its affiliates
aggregate liability arising under or in connection with the Sierra Wireless product,
regardless of the number of events, occurrences, or claims giving rise to liability, be in
excess of the price paid by the purchaser for the Sierra Wireless product.

This product may contain technology developed by or for Sierra Wireless Inc. This product
includes technology licensed from QUALCOMM®. This product is manufactured or sold by
Sierra Wireless Inc. or its affiliates under one or more patents licensed from MMP
Portfolio Licensing.

© 2022 Sierra Wireless. All rights reserved.

Sierra Wireless®, AirLink®, AirVantage® and the Sierra Wireless logo are registered
trademarks of Sierra Wireless.

Windows® and Windows Vista® are registered trademarks of Microsoft Corporation.

Macintosh® and Mac OS X® are registered trademarks of Apple Inc., registered in the
U.S. and other countries.

Other trademarks are the property of their respective owners.

Sales information and technical Web: sierrawireless.com/company/contact-us/
support, including warranty and returns | Gjobal toll-free number: 1-877-687-7795
6:00 am to 5:00 pm PST

Corporate and product information Web: sierrawireless.com

Revision | Release date Changes

number

1 April 13, 2022 First release

2 August 11, 2022 Chapter 3, replaced WinAgents TFTP Server with Open TFTP
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1: Introduction

This chapter describes hardware recommendations and the software required to install
and operate the GNX Configuration Server. It also includes installation instructions for the
recommended FTP/TFTP servers.

Overview

This document describes how a GNX customer can set up and configure private GNX
Servers so that after Sierra Wireless retires the GNX Servers, a customer can continue to
operate and manage a fleet of GNX devices.

Sierra Wireless will retire the GNX Servers at the end of 2022 per the bulletin “GNX
Server End of Life Announcement” available on The Source.

If you are planning to install and configure your own private GNX Servers, you must
contact Sierra Wireless support by July 1 2022 to request support. You cannot transfer
your GNX devices to your GNX server without the assistance of Sierra Wireless.

Hardware Recommendations

The GNX Configuration Server can potentially hold thousands of configuration files. To
achieve satisfactory performance, it is recommended that the GNX Configuration Server
meets or exceeds the following hardware specifications:

e Intel Xeon or higher compatible processor

8 GB RAM

200GB hard drive

Network connection

UPS Backup

Software Requirements

Deployed GNX devices expect the GNX Configuration Server to simultaneously provide
configuration and firmware upgrade files via FTP/TFTP connections. The following
software components have been verified to provide these services to GNX deployed
devices.

e Windows 10 Server or later

e FTP Server: FileZilla Server

e TFTP Server: Open TFTP Server SP

e VIN Server: Provided and licensed by Sierra Wireless

Directory Structure

The GNX Configuration Server has several folders where the applications can access and
save data for the core services provided.
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Introduction

C:\TFTPRoot

This directory and subdirectories contain the unit serial_number.cfg configuration files and
the fleet.cfg configuration files for all GNX devices.

GNX firmware update files (*.gxe) should be placed directly in the TFTPRoot directory.

Ublox radio firmware update files (*.upd) version 30.44 and under should be placed
directly in the TFTPRoot directory.

The system administrator (admin) logs into this folder to add, remove or edit configuration
files and deposit GNX Firmware update files.

C:\TFTPRoot\radiofw

Ublox radio firmware update files (*.upd) version 30.55 and over should be placed in the
C:A\TFTPRoot\radiofw directory.

C:\debug

This folder will contain the JLog results generated by GNX using a MEMREADRAW
command specifying the JLog memory region to read and the IP address where to send
the JLog data; in this case the IP of the GNX Configuration Server (XX.XX.XX.XX):

ATIGXDIAG MEMREADRAW 30080000 4000 VIATFTP XX.XX.XX.XX FILENAME
filename.gxd;

The produced filename.gxd contains hex data. The application JLogDecoder.exe or
JLogDecodervi1_7.exe are necessary to decode the JLog files.

The JLogDecoder.exe or JLogDecoderv1_7.exe applications must reside in the debug
folder.

C:\VINserver

The VINserver folder should contain all the VIN based database files and VIN Server
application:

e OBDOdoVINLookup.txt

e OBDSeatbeltVINLookup.txt

e SerialRanges.txt

e OBDOdoServer.exe

Any VIN server activity generated by the application will be saved in this folder by creating
a daily log with the GNX serial numbers and the VIN numbers of the devices who has
queried the VIN server.

C:\TFTPRoot\OBDODO

The OBDODO directory will contain the proprietary configuration files the GNX
Configuration Server will provide to a requesting GNX device needing to read proprietary
odometers. These configuration files are provided by Sierra Wireless. See also VIN
Server on page 21.
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GNX Configuration Server Configuration Guide

C:\activity

The activity logger captures daily log files MMDDYY.txt that contain an ASCII text list of
factory resets and FOTA events generated by GNX devices. The ActivityLogger.exe
application should start with the server and the activity folder should contain the following
files:

e ActivityLogger.exe

e config.txt

Scheduled Tasks

The following are scheduled tasks that exist only to restart key functions on server reboot:

e OBDOdoServer.exe: Starts with the server. C:\VINserve\OBDOdoServer.exe listen
for OBD vehicle odometer configuration requests.

e ActivityLogger.exe: Starts with the server. C:\activity\ActivityLogger.exe listens for
FOTA messages from GNX.

TFTP Firewall & security considerations

In recent years, open TFTP servers have been used for DDoS amplification attacks where
the attacker reads a short filename (\x, \x.pdf) using a spoofed source IP so that the
server will send a File Not Found message to the spoofed source IP, which is the attack
target. In theory an even more effective attack would be for an attacker to know the name
of a file of length >= 512 bytes and send a read request for that file.

To reduce the chances of our TFTP server being used for such a DDoS amplification, port
69 is only opened to subnets from which GNX devices are legitimately reading
configuration files. These subnets fall into two categories:

1. NAT firewalls of wireless carriers

2. NAT firewalls of our customers, where they receive data via VPN from the wireless
carrier

Since neither of these categories of subnets is likely to be the target of a DDoS attack,
opening the Windows firewall port 69 to only these subnets greatly reduces the chance
that the GNX TFTP server will be successfully used for DDoS ampilification.

In Windows firewall InboundRules, the rule TFTPPort6ONTPPort123 is used to selectively
open subnets to TFTP traffic, using the scope tab. Whitelisted subnets are also copied to
the file C:\TFTPRoot\whitelist.txt for future reference (and to allow sharing with IT, who
use the same whitelist to filter access to SMTP relay and NTP). See the screenshot
below:
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2: Installation

FileZilla FTP Server

Download and install the FileZilla Server file FileZilla_Server_1.1.0_win64-setup.exe or
higher. Make sure to also install the FileZilla Administration interface and keep the default
configuration provided by the installer, including the port for the Administration Interface.

¥ FileZilla Server 1.1.0 Setup - =
Server settings

Please choose how FileZila Server should be installed and started:
Install as service, started with Windows (default) ~
A Start server after setup completes

Please choose the listening port for the administration nterface (1025-65535):

14148

Please choose the administration password, or leave the field blank for no password:

I I

Pleace retype the chosen password:

I |

After the installation is complete, there should be 3 FileZilla icons on the desktop, Click
Start FileZilla Server to start the FTP server and click Administer FileZilla Server for
FTP server setup.

Open TFTP Server

Download and execute the Open TFTP Server installation file
OpenTFTPServerSP64bitinstallerV1.70.exe. Make sure to accept the default options
provided by the installer. This process installs the Open TFTP Server Service on
Windows.
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3: Server Startup and Configuration

FileZilla FTP Server Configuration

To configure FileZilla FTP Server for GNX Configuration Server:
1. On the desktop, click Start FileZilla Server to start the FileZilla FTP service.

2. Start the FTP server configuration application: on the desktop, click Administer
FileZilla Server and click the Connect to FileZilla FTP Server button.

@ Adminstration interdface - FileZilla Server 1.7.0

Server Window Help

LConnect 1o Filefilla FTP Server

[Disconnected .

3. Select the localhost and the default FileZilla Administration port in order to run the
FileZilla Administration Interface and connect to the local FTP server.

4. Click OK to connect.

L

Connection ¥ |
Haosi:
127.00.3
Port:
14148 -

Password:

] save the password
] Automatically connect to this server at startup

oK Cancel

5. Verify the FileZilla FTP Administrator is connected to the running FileZilla FTP server
with no errors.
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B Administration interface - FileZilla Server 1.1.0

Server Window Help
Date Infor Type Message

2021-12-05 10625 P Admin. Status Werifying centificate.

<

Diate Session _ Username  Host Transfer . Path

<
Connected to 127,001

Size

st 5

>

Avg. 5. Progiess

6. Once connected to the FTP server, go to Server > Configure on the FileZilla FTP

Administrator interface:

Semings o server 127081

—

x

::::r PR Gestrl | Fillers  Spwd Limity
o iyt wiers ] Uhner i et
Pelaciincs Credartiak:
Prisemede U yabirn reckeritio B log i
Filters
£ T5E04 (16

Sty Warnber o geust
Groups
Ui

| i Mourt poety.
Let's Engeypt ®

Vieveal pain Plain paihy Wrkable Agd

)| o | [ o

7. On the Settings for Server screen go to Users and click Add to add the GNX device

generic GX10User user as follows:

- Select Credentials as Require a password to log in.
- Set the username as: GX10User

- Set the password as: securlty

- Under Mount points add a virtual path to / and the Native path to C:\TFTPRoot

writable.
- Click Apply to add the new user.

The Username and Password can be customized to the customer needs.

In addition to the GNX Device account, you should create an FTP account for the server
administrator to add/remove and manage configuration files. The admin account should
be created using the same process as for the GX10User, but using a different user name.
The administrator should have Read/Write permissions and access to the C:\TFTPRoot
folder and all its subdirectories.

If the administrator decides not to deploy an TFTP Server, the FileZilla FTP server should

have an additional “anonymous” user created in order for a GNX device to deposit JLog
data.
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Server Startup and Configuration

The “anonymous” user should have credentials set to Do not require a password to log
in and its access should be restricted to the C:\TFTPRoot\debug folder in the Mount
points section with Write access.

Settings fer sever 127001 X
.|
Auagkan Garwrsl Fitgry  Spaed Limisy |
Temoats
Sacurity B Uner is emabled
Pedoimance i Cresestialy
Pamivemode || a0 Reqquare a passwvord b kg in
Filten
Adminiginsisn L T T
Sacarty Mermser &f grousa
Grouga
Users
Logying Meunt poirtz:
Let's Encrypt® Virtual path Hatrve path Wiritaksle: adr
CATFTPReot =) =
Desription:
Add Remove
Dhpleite Renaimie
ot

It is recommended that the FTP server has defined Login and Activity timeouts as shown
below:

| Settings for server 127.0.0.1 *
e
Autoban Login timecut:
e
20 |5 seconds.
Security
Performance | Sctiity timeout:
Pastive made W5 einates.

Filters
= Administration
Security
Groups
WUsers

Logging
Let's Encrypt®

e | ooy

Depending on the numbers of units needing service from the FTP server, the number of
threads can be adjusted to improve performance as shown below:
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Sottings for server 127.0.0.1 b4

|
|
[[erreene |
| Auteban Number of fhreads:
Timeouts e =
Security 1 Jx
Passive mode
Filters
= Adménistration
Security
Groups
Users
Legaing
Let's Encrypt®

i R

Open TFTP Server Configuration

The Open TFTP Server Installation will automatically install the Open TFTP Single Port
Server service. This service can be stopped and started from the Windows Services
application.

File Adicn View Help

s mMEOds Hm »renn

 sarvioss oaat) [T senvices (Local. =

Open TFIP Single Port Server Name Desription  Status  SurtupType  Log OnAs
& Microsoft Edge Elevation Service (MicrosoftEdgeElevat..  Keeps Micro-. Manual Local System

s dages B Qi Microroft Edge Update Service fedgeupdate) Keeps your - Automatic Do Local System

£ Microsoft Edge Update Service (edgeupdatem) Keeps your .. Manual (figg.. Local System
18} Microsoft iSCS Initistor Service Maniages int. [P Local System
S Micxcoft Geybriard Fie Contruls ay.. Dlesbied Look Systeen [ Open TFTP single Fot Sesver Properties Local Computer)
& Microsoft Passport Provides pro. Running  Manual (Trigg— ~ Local System
G4 Microsoft Passport Container Managesloc. Running  Manual (Trigg-  Local Service General LogOn Recovety Depandancies
) Microsott Saftware Shadow Copy Provider Manages so.. Manual Local System
) Microsoft Storage Spaces SMP Host senvice - Monual Network S¢. Sencmrame  TFTPSarver
1G4 Microsoft Store Ingtall Service Provides infr. Running  Manual Local Systery Dapley rama:  Opon TFTP Sigla Port Server
6 Microsoft Update Heslth Service Maintsins U_ Disabled Local System
€ Microsoft Windows SMS Router Service. Routes mess. Manual (Trigg-. Local Service Obempiort
€ Mozilla Maintenance Service The Mozilla Manual Local System
Q% Natural Authentication Signal aggre.. Manual (Trigg-  Local System Path to exscutable:
& NetTep Port Sharing Service Provides obil. Disabled Local Service C0penTFTPServriOpenTF TP ServerSP e
& Netiogon Maintains a - Manual Local System Stadup typa A
G Network Connedted Devices Auto-Setup Network Co. Manual (frigg-  Local Service
16} Netwark Connaction Broker Brokescon. Running  Manual (frigg_ Local System
&4 Network Connections Manages ob Running  Manual Local System
164 Network Connectivity Assistant Provides Dir.. Monual (Trigg-.  Local System Secastatus  Running
Lk Network List Service Identifies th- Running  Marnual Local Service ot T = | Paine Rasume
G Network Location Avareness Collects and . Running  Automatic Network Se.
) Network Setup Service The Network._ Manual (Trigg..  Local System :’::‘:‘M"uﬂ paramatars that apply when you stan the senvice.
S Network Store Interface Service Thisservice . Running  Automatic Local Service
& o2rasH Running  Automatic Loeal System
G4 Offine Files The Offline Manusl (Trigg- ~ Loeal System
&}, Open TFTP Single Port Server Running  Automatic Local System
€ OpenSSH Authentication Agent Agent to hol Disabled Local System oK Cancel oey
£ OpensSH SSH Server SSH protoco.. Monual Local System
£ Optimize drives Helps the co.. Manual Local System
G Parental Controls Enforces par Manual Local System
€, Payments and NFC/SE Manager Manages pa_ Monual (Trigg.  Local Service
&) POFProFitSFP Running  Automatic Local System
16, Poer Narme Resolution Protocol Enables serv.. Manual Local Service

\Extended | Shndlldf-

The Open TFTP Server can be configured by modifying the OpenTFTPServerSP.ini file.
This file can be opened from the Open TFTP Server shortcut or it can be found at
C:\OpenTFTPServer. The TFTP Server logs can be found in the C:\OpenTFTPServer\log
folder, and this folder can also be opened from the Open TFTP Server shortcut in the
Windows Start Menu.
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The Open TFTP Server should be configured by editing the OpenTFTPServerSP.ini file
and setting the [HOME] section to the TFTP home directory, in this case to C:\TFTPRoot,
and is recommended that the [TFTP-OPTIONS] blksize is set to the maximum value
65464, optionally the [LOGGING] level can be set to 'all'.

The “Open TFTP Single Port Server” service should be restarted after making changes to
the the OpenTFTPServerSP.ini configuration file.

Verifying Operation

You can verify the FileZilla FTP server and the Open TFTP Server services are running by
looking at the Task Manager:

v [®] OpenTFTPServerSP
<, Open TFTP Single Port Server

v @ filezilla-server.exe

= filezilla-server

Now GNX can make FTP/TFTP connections to the servers and download configuration
and FW upgrade files. GNX can use the TFTP server and the FTP server simultaneously,
because both protocols are supported by the GNX firmware.

GNX can also be configured to use TFTP or FTP as the default protocol for commands
where the VIATFTP/VIAFTP option is not available, such as RESYNCNOW.
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To have GNX default to a specific protocol, set the CONFIGURATION_MODE as follows
in the GNX device:

e SETPARAM CONFIGURATION_MODE=4; // TFTP

e SETPARAM CONFIGURATION_MODE=64; // FTP

Rev. 2 August 2022 16 41114355



4: GNX Configuration Server Core Services

GNX Device Configuration

GNX Device configurable settings

The GNX device contains more than user 500 configurable settings. Some settings are
intended to configure the core functionality of the GNX device such as CAN,1-Wire and
Tracking. Other settings are intended to configure report settings, and some settings are
intended for device administration.

All the configurable settings can be modified via a UART connection and a computer
terminal, but this manual process can be very time consuming and not always possible
once GNX devices are deployed in the field, away from the device administrator. To
overcome this problem, GNX is capable of using its over-the-air network capabilities to
download and parse configuration settings from ASCII files located in predefined FTP/
FTPT servers.

GNX Configuration Server

The GNX Configuration Server is an FTP/TFTP server that a customer deploys in order to
send configuration and FW files to GNX devices requesting them (See Server Startup and
Configuration).

Root (device) Configuration Files

A GNX configuration file is an ASCII files with a .cfg extension; a root configuration file is
the first .cfg file a GNX device will request when accessing the server for the first time.
The root configuration files must be placed in the root of the FTP/TFTP folder
C:\TFTPRoot. There is only one root configuration file per GNX unit, and this file must be
named after the GNX device’s serial number:

3 This PC % Local Disk{C:) » TFTPRoot w 0 Search TFTPRoot
Name Date modified Size

w5
CTMR

Docs

qupwd

OBDODO NBO1GT 127 P

Server
«/] DD0036112397.clg 2021-12-30 4:4
] DO0D3T036285.cfg
&) D00037302581.cfg 122-01-13 548 PM CFG File
<] 0DO0046000106.cfg 022-01-18 931 AM CFG File
) 000046000107 cfg 022-01-10 11:16 PM

GE04_09_04kX_KEYCRC 5449,gxe 121-06-18 2:50 PM GXE Filé

GAO04_09_06kX_KEYCRC 9449 gxe 2021-10-12 3:04 PM GXE File 456 KB

CFG File 1KB
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A configuration file can include all the configuration information the requesting GNX
device needs, or it can simply tell GNX to fetch a broader fleet-wide configuration file from

a directory dedicated to that customer.

File Edit Format View Help

SETPARAM

// Update Config file version on unit
PARAM_VERSION=%SNNLZ%_H%PN%_%DATEX;

// Config parameters here

ENDPARAM

// Force immediate resync with fleet config file
GETFILE VIAFTP FILENAME CTMR/CFG_FLEET.cfg;

Ln 4, Col 26 100%  Windows (CRLF) UTF-8

] 000046000106.¢cfg - Notepad - O x

Fleet Configuration Files

Fleet configuration files are usually grouped inside a folder designated for a particular
customer or fleet of devices. Many root files can point to a single fleet-wide configuration
file, which allows the administrator to configure a fleet of devices without having to edit
every serial.cfg file in the root directory. An example for the customer CTMR is shown

below:
> This PC » Local Disk (C:) » TFTPRoot > CTMR v D
Name Date modified
) CFG_FLEET.cfg 2022-01-18 7:42 PM
) GMI_CFG_M30.cfg 2022-01-14 4:05 PM
| CFG_FLEET.cfg - Notepad - O X

File Edit Format View Help

SETPARAM

// Update Config file version on unit|
PARAM_VERSION=MYFLEET_%SNNLZ%_%DATEX;

// Other Config parameters here

ENDPARAM

// Download latest FW is not there

GETFILE VIAFTP FILENAME Gee4_e9_eeckX_KEYCRC_9449.gxe OTAP;

Ln 2, Col 38 100%  Windows (CRLF) UTF-8

The downloaded config files set device parameters and can instruct the device to
download more config files, in a daisy chain manner. This allows users to apply fleet-wide,

sub-fleet, or unit-specific configurations to a device.
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GNX Firmware Update Files

GNX Device Firmware Update Files
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GNX Configuration Server Core Services

Configuration files can be used to tell GNX to download a particular FW update file. When
upgrading the firmware on a fleet of GNX units, it is recommended that the serial.cfg or
fleet.cfg file tells GNX to fetch a firmware management text file from the server. The
administrator can edit this firmware management text file to include commands to
download the latest FW files to cover different GNX hardware variations. In this case the

file daisy chain will be as follows:
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| DODO4E0DD106.cfg - Notepad - O pad

File Edit Format View Help

EETPARAM S
// Update Config file version on unit
PARAM_VERSION=HSNNLZ¥_XPN¥ XDATEX;

// Config parameters here

ENDPARAM

// Force immediate resync with fleet config file
GETFILE VIAFTP FILENAME CTMR/CFG_FLEET.cfg;

Ln1, Col1 100%  Windows (CRLF) UTF-8

| CFG_FLEET.cfg - Notepad - | X

File Edit Format View Help
SETPARAM

// Update Config file version on unit -
PARAM_VERSION=MYFLEET_XSNNLZ¥_XDATEX;

// Other Config parameters here

ENDPARAM

// Download FW Management file for 9.@g
GETFILE VIAFTP FILENAME GNX6Firmware9@6.txt;

£ >
Ln 6 Col40 100%  Windows (CRLF) UTF-8

| GNX6Firmware906.txt - Notepad — ] X

File Edit Format View Help
GETFILE VIATFTP FILENAME G604_09_86kX_KEYCRC_9449.gxe OTAP; // HWID[:668,! A
GETFILE VIATFTP FILENAME GE6@4_e9_eskX_KEYCRC_DS5A9.gxe OTAP; // HWID:665

w
£ >

Ln 1, Col 68 100%  Windows (CRLF) UTF-8

To deposit firmware update files and maintain the firmware configuration files, the system
administrator logs in to the GNX Configuration Server using the admin account.

GNX firmware update files (*.gxe) should be placed directly in the C:\TFTPRoot directory.
If the administrator decides to use a firmware management text file, the text file should
also be placed in the C:\TFTPRoot directory.

GNX Radio Firmware Update Files

GNX is capable of updating the firmware on its radio module. This process is usually
handled by the micro code in the HL7x radio module itself with minimum intervention from
GNX, but some GNX devices are populated with the Ublox LARA-R202 module. To
update the firmware on this radio module, GNX needs to make an FTP connection to the
server and download the FW update file for the Ublox module.

Ublox radio firmware update files (*.upd) version 30.44 and under should be placed
directly in the C:\TFTPRoot directory.

Ublox radio firmware update files (*.upd) version 30.55 and over should be placed in the
C:\TFTPRoot\radiofw directory.

20 41114355



GNX Configuration Server Core Services

VIN Server

The VIN server is a service provided by the standalone DOS application
OBDOdoServer.exe. This application runs when the server powers up and listens on the
UDP port specified in the config.txt file.

The VIN server application receives the data produced by the command DIAG SERNUM
PARAMS=568,554,557 from a GNX device as it attempts to read the vehicle’s odometer.

The VIN server uses the VIN number (param 568) provided by GNX as a primary key.
After a search on the odometer lookup table (OBDOdoVINLookup.txt) it evaluates
whether a GETFILE command can be sent back to GNX to instruct it to download a VIN-
specific configuration file that GNX will use to read proprietary odometers.

The parameters GNX sends to the VIN server are the following:

e PARAM_VBUS_VIN (568): Vehicle VIN - Primary Key for OBDOdoVINLookup.txt
e PARAM_OBD_ODO_ADDRESS (554): request/response CAN OBD address

e OBD_ODO_PARSE_FORMAT (557): bytes to extract from response for ODO.

The OBDOdoVINLookup.txt file is a lookup table that cross-references VIN prefix and
year to a configuration file that configures the requesting GNX device to read the vehicle's
proprietary data.

The SerialRanges.txt file allows whitelisting or blacklisting of GNX serial numbers or
serial number ranges in case specific customers wish to opt out of this service.

The OBDOdoServer.exe application also generates daily log files recording the serial
number and VIN of GNX devices that have requested proprietary configuration.

The VIN Server folder should contain all the VIN-specific database files and VIN Server
application:

e OBDOdoVINLookup.txt

OBDSeatbeltVINLookup.ixt

SerialRanges.txt

OBDOdoServer.exe

A folder named VINserver containing all the required application files should be placed in
the root of the hard disk C:\VINserver in the GNX Configuration Server.

» This PC » Local Disk (C:) » VINserver v | D L Search
MName Date modified Type
2201060t 2022-01-05 2:01 PM Text Document
220107 bt 2022-01-07 1:28 PM Text Document
config.tt 2021-12-03 319 PM Text Document
8| OBDOdoServer.exe 2021-12-03 513 PM Application
OBDOdeVIMNLookup.tt 2022-01-07 1219 PM Text Document
OBDSeatbeltVINLockup. tet 2021-12-03 513 PM Text Document
SerialRanges.txt 2021-12-03 313 PM Text Document
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OBDODO Configuration Files

The configuration files used to read proprietary odometers (OBDOdo files) are to be
provided by Sierra Wireless. Because those files will be made available via the FTP
server, they must be placed in the C:\TFTPRoot\OBDODO directory.

» ThisPC » Local Disk (C:) » TFTPReoot » OBDODO v | D
Mame Date modified Type
«| OBDOdo_120_0123.cfg 2021-12-28 6:27 PM CFG File
<] OBDOdo_430_123.cfg 2022-01-07 1:21 PM CFG File
« | OBDOdo_TEST.cfg 2022-01-05 5:23 PM CFG File

CAN Diagnostics (JLOG)

The JLog feature of GNX is basically available as a debugging service. The customer can
use the CAN data collected by the JLogs to debug their system.

After CAN data has been collected by a JLog command (STARTJLOGS or
STARTJLOG7), the user can request GNX to read the memory window where the JLog
data was deposited and send that data via TFTP/FTP to the IP of the GNX Configuration
Server. It is recommended that the JLog data is sent to a debug folder at the root of the
TFP/FTP server.

For example:

ATIGXDIAG MEMREADRAW 30080000 4000 VIATFTP XX._.XX.XX.XX FILENAME
debug\filename.gxd;

The produced filename.gxd contains hex data. The application JLogDecodervi_7.exe is
necessary to decode the JLog files and convert them to human readable ASCII files.

The JLogDecodervi_7.exe applications may reside in the debug folder and can be
executed as follows:

C:\debug»JLogDecodervl_7 my_can_lo

» ThisPC » Local Disk (C:) » debug v 0 O Sear
Marne Date modified Type
B/ JLogDecoder.exe 2021-08-05 3:48 PM Application
B/ JLogDecoderyl_T.exe 2021-08-05 3:33 PM Application
55 my_can_log.GXD 2022-01-14 5:16 PM GXD File
my_can_log.bt 2022-01-19 710 PM Text Document
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Activity Logger

The Activity Logger is not a core or essential service to operate the GNX Configuration
Server, but it can be very useful for tracking what FW version GNX devices are running.
The ActivityLogger.exe application runs when the server powers up. It listens to UDP port
9451 for GNX records that are triggered by the following events:

e DIAG HARDWARE is sent whenever a GNX device is factory/NV reset. This allows
us to track firmware versions on the GNX.

e DIAG USAGE when they hit their data usage limit. This allows tracking of units that
may be misconfigured or may not be receiving acknowledgments from the customer
data servers.

e OTAP_START, OTAP_END when a GNX device starts and finishes an OTAP file
download.

The Activity Logger application is traditionally placed in a directory named activity in the
root of the hard disk C:\activity.

» ThisPC » Local Disk (C:) » activity v | @ & Searc
MName Date modified Type
2201180t 2022-01-18 3:56 PM Text Document
2201200t 2022-01-19 4:54 PM Text Document
B ActivityLogger.exe 2019-04-06 6:26 AM Application
config.txt 2022-01-18 10:25 AM Text Document

It is recommended that the ActivityLogger.exe application be started with the server, but it
can also be started manually as follows:

The Activity Logger application will generate dated log files containing the date and time
of the events it is listening to:

7 220120001 - Notepad

Fike Edit Format Yeew Help

*(24.114.27.110.9494/81), 1622639708, Wed Jan 19 16:48:28 2022000036000106,G604. 09,03k, 0TAP_START ,GER4_B9_06k)_KEY
pax(34.114.27.110. 39488/98) , 1642639954, Wed Jan 19 16:52:34 2022008040000106 G604 .89 ,.04k0(,0TAP_END,FILECRC 32C6 ,DES
*px(72.143.224,.217.39521/436) , 1642640069  Wed Jan 19 16:548:20 2000MODEL :GHX-6 CAT-M,SH: 000046000106, Fil: GEBL . 80 .06k
FSN:BARBB347019930184 CRC:9449 Clk:6@(@A), IMEI: 3523661101080194 ,MVER:HL7E8R-M.3.7.2,GVER:ROM CORE 3.81 (187888) Peaze
Relay-8@,A20-245,VOP-0,V-11273/11269/12232/1127]1 Temp-242 Lilon-4846(2) LSO-8/E MHS0-8/E ,Mallocs @,CRC:FFFF.FFFF.e
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Configuring Applications

Standalone applications like the VIN server and Activity Logger can be configured with the
following parameters included in their config.txt files.

See Table 4-1 for parameter definitions.

Table 4-1: Configuration Parameters

Parameter example Description

LISTEN_PORT=9451 Port where the application is
listening for GNX data.

ACK_TYPE=UDPACK Ack type to GNX

NONL Define to replace New Line
with Comma when writing
log.

DAILYLOG Define to create a new log
file per day.

FORWARD_OOS=NO Deprecated parameter

SERVER_IP=45.79.93.94.x4C.x2D.45.79.93.94.x4C.x32 | Optional—data server IP to
replicate log data.

ODOGET=GETFILE VIATFTP 24.66.228.120 FILENAME | AT parameter specifying how

OBDODO\ GNX will download the
Odometer Configuration file.

SMTP Server

GNX can send Alerts and Reports via email. By default, and after a factory reset, the
SMTP mail server address will be genxmobile.com, which resolves to Sierra Wireless
address 192.119.178.51 (port 25), username: GX10User, password: securlty.

Once the Sierra Wireless GNX config server is decommissioned, you must set up your
own MailEnable SMTP Server (shown below) or any desired SMTP server to continue
using this feature. The new SMTP server name can be configured using GNX parameter
SMTP_SERVER_NAME(49). For more information, see Reference on page 29.
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MailEnableAdmin - [MailEnable Management\Messaging Manager\Post Offices]
@ File Action View Favorites Window Help

I

[ MailEnable Management
4 5 Messaging Manager
a [ Post Offices
4 [ genxmobile.com
[ Domains
Mailboxes
O Groups
3 Lists
3 Bad Mail
3 Quarantine
“F Filters
@ Spam Protection
a [ Servers
4 [ localhost
a (g System
a HH Diagnose
b Track Message
(6}, Services Status
» (G} Services and Connectors
» 3. Extensions
[2] Provision
Upgrade

Fiter | [ |

PostOffice Status
I germotile com Enabled
genxmobile.com Properties ﬂ

Windows authentication is curertly disabied. To emable this.
and allow individual postoffices ta be corfigured, edit the
Securty options under the Messaging Manager propeties.
[ Smarthost all outbound email for postoffice

“You can forward all the email for this postoffice to the
one remote P address

IP Address: |
Part 2% |
[] The remote server requires authentication

User name: | ‘

Password: | ‘

[Cok ][ cacal | oo

[ Create Postoffice..
Import Postoffices..
Import Users...

Find Email Address...

View

Mew Window fram Here
| Refresh

H Hep
| genxmabile.com

Disable
Enable
(% Create Mailbox.
Impert Windows Users..
Export Users..
Delete Inbox Messages...
Email Users...
Set Quotas...
Import Users...
Edit Default Message...
Delete
| Refresh

Properties
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5: GNX Config Redirect (Optional)

GNX Configuration Server Destination

Background

Currently each customer has been provided with an FTP/TFTP account dedicated and
limited to access only their Customer Name folder under D:\TFTProot; for example,
D:\TFTPRooot\Customer

When new GNX devices are purchased and registered on the GNX Configuration Server,
Sierra Wireless generates a basic configuration file and places it at the root of the TFTP/
FTP folder D:/TFTPRoot. This file has instructions to redirect the identified GNX devices
to a specific, customer controlled, fleet configuration file located in the customers
directory.

Thousands of serial.cfg files at TFTPRoot level can point to a single fleet configuration
file. Customers can customize the configuration files in their directories to meet their
needs.

GNX devices, if set up to do so, will RESYNC with the GNX Configuration Server and
download the config file every hour/day/week depending on the value in
PARAM_RESYNC_TIME(501).

Objective

The goal is to retire the Sierra Wireless GNX Configuration Server hosted at IP address
192.119.178.51 and to have customers host their own private GNX Configuration Servers.

To accomplish the hand-over from the Sierra Wireless GNX Configuration Server to a
customer’s private GNX Configuration Server, the customer must have a GNX
Configuration Server deployed as described in Server Startup and Configuration on
page 11.

The intention is that GNX customers who want to continue configuring their devices via a
TFTP/FTP server have their devices reprogrammed to replace the factory default Sierra
Wireless IP 192.119.178.51 with the IP of their private configuration server.

To have the GNX devices redirected to the new server, it is necessary to replace the root
serial.cfg files at the D:\TFTPRoot level in the current server so syncing GNX devices will
be reprogrammed to redirect to the new server from there on. After that, it is expected that
these GNX devices will not attempt to sync on the default IP 192.119.178.51 unless they
are factory reset.
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Redirect Strategy

The following steps describe the proposed strategy to redirect GNX units to a deployed
TFTP/FTP server on the customer site:

Step 1: Group Serial Numbers per Customer

1. The customer should provide a list of all the serial numbers of GNX devices they
intend to redirect to their server. The list should be in a file called redirectserial.txt.

2. The customer should provide the name of the directory hosted on 192.119.178.51
that they own and want to transfer.

3. Itis recommended that the customer generates a spreadsheet of deployed GNX
serial numbers and SIM phone numbers to access GNX devices via SMS as a
backup recovery mechanism.

Step 2: ZIP Customer’s Configuration Files and Backup

Sierra Wireless will copy the customer’s .cfg files listed in redirectserial.txt along with
any directories they requested, and make that into a ZIP or TAR file. The file will be sent to
the customer to verify.

The customer shall archive a copy of the ZIP or TAR file and unzip the provided file at the
root of their TFTP/FTP virtual folder C:\\TFTPRoot.

Step 3: Replace Serial Number files with Redirect Template

On the Sierra Wireless GNX config server there should be a script to replace all serial.cfg
files in D:\TFTPRoot listed in redirectserial.txt with a redirect template config file. The
files to be replaced are only those in redirectserial.txt. The replaced files should not be
deleted but instead be moved to a backup directory.

The redirect script should take as input the serial numbers in redirectserial.txt, the IP
and DNS (optional) of the new GNX config server and the GNX admin password for the
week. Optionally the user may provide the IP of their data server for confirmation.

From the sample redirect template config file below:

e 24.64.173.145: IP address of new GNX config server provided by the customer.
e 9599B30199679A82: Weekly password the script gets by calling gxpwd.exe

e serial.cfg: should be an actual serial number from redirectserial.txt file.

e xx.xx.Xxx.xxx: Data server IP hosted by the customer.

| serial.cfg - Notepad - (] *

File Edit Format View Help

// Resync with customer's GNX config server A
GETFILE VIATFTP 24.64.173.145 FILEMAME %SN¥.cfg;

// Make config server params permanent

SETPARAM |

GENX_SERVER_IP=24.64.173.145.24.64.173.145 9599B308199679A82;
CONFIG_SERVER_IP=24.64.173.145;

ENDPARAM

BACKUPNVRAM

// Optional verification to data server

//DIAG SERNUM PARAMS=7,37 VIAUDP x.xx.xxx.xxx NOACK;

Ln 4, Col 10 100%  Windows (CRLF) UTF-8
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The template redirect file will accomplish the following on a GNX device when
downloaded from the Sierra Wireless configuration server:

1. Update the GNX device with the config file parameters in the customer-deployed GNX
config server - original parameters.

2. Replace the CONFIG_SERVER_IP (7), CONFIG_SERVER_NAME (31) (optional),
and GENX_SERVER_IP (37) values to the IP of the GNX config server hosted by the
customer.

3. Save all values to non-volatile memory.

4. Optional: If requested by a customer, it can send a UDP message to their data server
listing the updated parameters.

Verification

GNX Devices Sync with Redirect Template

Eventually GNX devices will sync with the GNX Configuration Server IP at
192.119.178.51, depending on the sync frequency on parameter
PARAM_RESYNC_TIME (501). The customer should monitor their TFTP/FTP server logs
to verify their GNX devices are checking in to download the .cfg files.

Optionally to get real-time feedback that the GNX device has updated its configuration
server settings, the following command can be added at the end of the redirect template
file:

ATIGXAPP DIAG SERNUM PARAMS=7,37 VIAUDP Xx.xX.xXX.XXX NOACK;

This command will have GNX check in with the customer’s data server located at IP
XX.XX.XXX.XXX. It then reports the serial number and the value of the reprogrammed
parameters CONFIG_SERVER_IP (7), CONFIG_SERVER_NAME (31) (optional), and
GENX_SERVERL_IP (37).

For this verification feature to work, the customer must provide the IP of their data server
or the IP where a UDP Sniffer application can run.

[Mon Jan 24 18:09:43 2022

004660016
PARAMETERS

500=MYFLEET 46000106 01242022;
45.0.0;
.145.192.119.178.51;

Factory Reset Recovery

The parameters entered to redirect the GNX Configuration Server will be set back to
default (hard coded Sierra Wireless IP 192.119.178.51) after a RESETGNX FACTORY or
RESETALLPARAMS command.

To recover, send an SMS to the phone number of the GNX device to have it redirect to the
customer's IP.

The SMS should have the following 2 commands
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SETPARAM CONFIG_SERVER__IP=XX_XX_XXX.XXX};
BACKUPNVRAM;
This forces a resync with the new GNX config server at IP address XX. XX. XXX. XXX

After a factory reset, the configuration mode must be set to the protocol of the deployed
server; the default protocol is TFTP (4).

SETPARAM CONFIGURAT ION_MODE=64
SETPARAM CONFIGURATION_MODE=4

Reference

Command Reference and Parameter Definitions for GNX Mobile Tracker - GNX-6/5P
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