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1 Version

This document may be updated over its lifetime. To ensure you design with the correct version, please check
source.sierrawireless.com for the latest version. (Search for “2174216” (this document number.))

2 Introduction

This document is provided to Sierra Wireless distributors and clients to aid more rapid development of embedded
applications using the Sierra Wireless portfolio of cellular solutions. To request a new application/technical note,
contact your regional Sierra Wireless Product Marketing Manager.

3 Glossary
Term/Initials Definition
Secure Debug Secure Boot component that disables debug features
RAM Dump tool Application that provides detailed RAM dump information after a module crash

4 Application Note Description

This document describes Secure Debug, a component of the Secure Boot functionality that Sierra Wireless WP
series modules automatically provide for firmware images, the limitations it places on debugging modules, and the
process for bypassing (on a specific module) the feature with the assistance of Sierra Wireless.

5 Secure Debug

All Secure Boot-enabled devices incorporate the Secure Debug feature to enhance device security. Secure
Debug disables various debug features, such as RAM dump collection.

The Secure Debug feature cannot be disabled by users. However, if a module requires advanced module crash
analysis (via RAM dump collection), Sierra Wireless can provide a temporary-use debug-enabled image.

Note:  The debug-enabled image should be used solely to provide details requested by Sierra Wireless, and
then should be immediately replaced with the original image to ensure the device is protected via Secure
Debug.

6 Module Crash Analysis

If a modem crashes for an undetermined reason, the generated crash string can be provided to Sierra Wireless
for analysis. If the analysis requires additional details (in the form of a RAM dump), Sierra Wireless can create a
module-specific debug-enabled image that will allow RAM dump collection for further debug analysis.

When contacting Sierra Wireless to assist in crash analysis for a specific module:

1. Collect the following details from the affected module using the ramdump tool (if previously obtained from
Sierra Wireless), or AT commands indicated below:

e Module crash string — Use ATIGCDUMP to display the string.
e FSN, IMEI, and Revision number — Use ATI to display these details.
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2. Contact your support representative (see 9 Support) to report the issue.
The support representative will request the information above to determine whether the issue can be
identified with the crash string or if a full RAM dump is required for further analysis.

3. If afull RAM dump is required, Sierra Wireless will build and sign a module-specific debug image and
provide instructions on how to proceed. The process will resemble the following:

a. The support representative will request a module-specific debug image be built by Sierra Wireless
based on the module information that was collected in step 1.

b. Sierra Wireless will use the module information to build and sign a module-specific debug image.
If necessary, the support representative will collect additional details needed to create the image.

c. Sierra Wireless will provide the image to the support representative.

d. The support representative will provide the image and the ramdump tool to the customer, and will
provide assistance where required to install the image and use the tool.

e. The customer will check the module (using ATI) to confirm the current image version, so the
same version can be restored later.

f.  The customer will update the module with the module-specific debug image, using FDT or
fwupdate.
The module will reboot to start the firmware update process and, if the image installs successfully,
full RAM dump collection will now be enabled.

Note:  If the module-specific debug image does not match the module, the update will be
rejected and error code 0x93 (“Secboot auth failure”) will be returned.

g. The customer will configure the module to remain in boot mode when a crash occurs:

ATIEROPTION=0

oK

ATIEROPTION?

TEROPTION:

0 — USB Memory Download

OK

h. The customer will reproduce the crash.
When the module reboots, it will enumerate to the host with a single USB port (DM port).

i.  The customer will run the ramdump tool on a Windows or Linux host from the command line.
The RAM contents will be dumped to a subfolder (MemDumpOut) and the module will reset. (The
number and size of files created in MemDumpOut will vary, depending on the module model.)

j.  If possible, the customer will return the module to a working state, then run the following
commands, capture the output to a text file, and save the file to the MemDumpOut subfolder.

ATI
ATI8
ATIGCDUMP

k. The customer will create a .zip archive of the ramdump folder and provide it to the support
representative for further analysis.

[.  The customer will clear the RAM dump data.

ATIGCCLR
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m. The customer will reload the module with the original firmware image version to re-secure the
module.

Note:  Sierra Wireless strongly recommends that all copies of the module-specific debug image
be deleted after the original image has been reloaded, to ensure the module cannot be
mistakenly reloaded with the debug image, which would degrade device security and may
affect device functionality.

7 Standard AT Commands

AT commands used for this application note are described below. For additional details, refer to
AirPrimeWP8548/WP75xx/WP76xx/WP77xx AT Command Reference (Document #4118047, available from
https://source.sierrawireless.com.

AT Command Syntax
ATI
Parameters Values Description
None n/a n/a
ATI8
Parameters Values Description
None n/a n/a
AT!'EROPTION
Parameters Values Description
None n/a n/a
AT!GCCLR
Parameters Values Description
None n/a n/a
AT!GCDUMP
Parameters Values Description
None n/a n/a

8 Software Compatibility Matrix
Firmware Legato Application Framework Library/Libraries
From FW Release 7

9 Support
For direct clients: contact your Sierra Wireless FAE
For distributor clients: contact your distributor FAE

For distributors: contact your Sierra Wireless FAE

10 Document History

Level Date History

1.0 Sep 07, 2018 Creation
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11 Legal Notice

Important Notice

Due to the nature of wireless communications, transmission and reception of data can never be guaranteed. Data may be delayed, corrupted (i.e., have errors) or be totally lost. Although significant delays or losses of data are
rare when wireless devices such as the Sierra Wireless modem are used in a normal manner with a well-constructed network, the Sierra Wireless modem should not be used in situations where failure to transmit or receive data
could result in damage of any kind to the user or any other party, including but not limited to personal injury, death, or loss of property. Sierra Wireless accepts no responsibility for damages of any kind resulting from delays or
errors in data transmitted or received using the Sierra Wireless modem, or for failure of the Sierra Wireless modem to transmit or receive such data.

Safety and Hazards

Do not operate the Sierra Wireless modem in areas where cellular modems are not advised without proper device certifications. These areas include environments where cellular radio can interfere such as explosive
atmospheres, medical equipment, or any other equipment which may be susceptible to any form of radio interference. The Sierra Wireless modem can transmit signals that could interfere with this equipment. Do not operate the
Sierra Wireless modem in any aircraft, whether the aircraft is on the ground or in flight. In aircraft, the Sierra Wireless modem MUST BE POWERED OFF. When operating, the Sierra Wireless modem can transmit signals that
could interfere with various onboard systems.

Note: Some airlines may permit the use of cellular phones while the aircraft is on the ground and the door is open. Sierra Wireless modems may be used at this time.

The driver or operator of any vehicle should not operate the Sierra Wireless modem while in control of a vehicle. Doing so will detract from the driver or operator’s control and operation of that vehicle. In some states and
provinces, operating such communications devices while in control of a vehicle is an offence.

Limitations of Liability

This manual is provided “as is”. Sierra Wireless makes no warranties of any kind, either expressed or implied, including any implied warranties of merchantability, fitness for a particular purpose, or noninfringement. The recipient
of the manual shall endorse all risks arising from its use.

The information in this manual is subject to change without notice and does not represent a commitment on the part of Sierra Wireless. SIERRA WIRELESS AND ITS AFFILIATES SPECIFICALLY DISCLAIM LIABILITY FOR ANY
AND ALL DIRECT, INDIRECT, SPECIAL, GENERAL, INCIDENTAL, CONSEQUENTIAL, PUNITIVE OR EXEMPLARY DAMAGES INCLUDING, BUT NOT LIMITED TO, LOSS OF PROFITS OR REVENUE OR ANTICIPATED
PROFITS OR REVENUE ARISING OUT OF THE USE OR INABILITY TO USE ANY SIERRA WIRELESS PRODUCT, EVEN IF SIERRA WIRELESS AND/OR ITS AFFILIATES HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES OR THEY ARE FORESEEABLE OR FOR CLAIMS BY ANY THIRD PARTY.

Notwithstanding the foregoing, in no event shall Sierra Wireless and/or its affiliates aggregate liability arising under or in connection with the Sierra Wireless product, regardless of the number of events, occurrences, or claims
giving rise to liability, be in excess of the price paid by the purchaser for the Sierra Wireless product.

Patents

This product may contain technology developed by or for Sierra Wireless Inc.

This product includes technology licensed from QUALCOMM®.

This product is manufactured or sold by Sierra Wireless Inc. or its affiliates under one or more patents licensed from MMP Portfolio Licensing.
Copyright

© 2017 Sierra Wireless. All rights reserved.

Trademarks

Sierra Wireless®, AirPrime®, AirLink®, Airvantage®, WISMO®, ALEOS® and the Sierra Wireless and Open AT logos are registered trademarks of Sierra Wireless, Inc. or one of its subsidiaries.
Watcher® is a registered trademark of Netgear, Inc., used under license.

Windows® and Windows Vista® are registered trademarks of Microsoft Corporation.

Macintosh” and Mac OS X" are registered trademarks of Apple Inc., registered in the U.S. and other countries.

QUALCOMM" is a registered trademark of QUALCOMM Incorporated. Used under license.

Other trademarks are the property of their respective owners.
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