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Important Notice

Due to the nature of wireless communications, transmission and reception of data can never be
guaranteed. Data may be delayed, corrupted (i.e., have errors) or be totally lost. Although significant
delays or losses of data are rare when wireless devices such as the Sierra Wireless modem are used
in a normal manner with a well-constructed network, the Sierra Wireless modem should not be used
in situations where failure to transmit or receive data could result in damage of any kind to the user or
any other party, including but not limited to personal injury, death, or loss of property. Sierra Wireless
accepts no responsibility for damages of any kind resulting from delays or errors in data transmitted or
received using the Sierra Wireless modem, or for failure of the Sierra Wireless modem to transmit or
receive such data.

Safety and Hazards

Do not operate the Sierra Wireless modem in areas where cellular modems are not advised without
proper device certifications. These areas include environments where cellular radio can interfere such
as explosive atmospheres, medical equipment, or any other equipment which may be susceptible to
any form of radio interference. The Sierra Wireless modem can transmit signals that could interfere
with this equipment. Do not operate the Sierra Wireless modem in any aircraft, whether the aircraft is
on the ground or in flight. In aircraft, the Sierra Wireless modem MUST BE POWERED OFF. When
operating, the Sierra Wireless modem can transmit signals that could interfere with various onboard
systems.

Note: Some airlines may permit the use of cellular phones while the aircraft is on the ground and the door
is open. Sierra Wireless modems may be used at this time.

The driver or operator of any vehicle should not operate the Sierra Wireless modem while in control of
a vehicle. Doing so will detract from the driver or operator’s control and operation of that vehicle. In
some states and provinces, operating such communications devices while in control of a vehicle is an
offence.

Limitations of Liability

This manual is provided “as is”. Sierra Wireless makes no warranties of any kind, either expressed or
implied, including any implied warranties of merchantability, fithess for a particular purpose, or
noninfringement. The recipient of the manual shall endorse all risks arising from its use.

The information in this manual is subject to change without notice and does not represent a
commitment on the part of Sierra Wireless. SIERRA WIRELESS AND ITS AFFILIATES
SPECIFICALLY DISCLAIM LIABILITY FOR ANY AND ALL DIRECT, INDIRECT, SPECIAL,
GENERAL, INCIDENTAL, CONSEQUENTIAL, PUNITIVE OR EXEMPLARY DAMAGES INCLUDING,
BUT NOT LIMITED TO, LOSS OF PROFITS OR REVENUE OR ANTICIPATED PROFITS OR
REVENUE ARISING OUT OF THE USE OR INABILITY TO USE ANY SIERRA WIRELESS
PRODUCT, EVEN IF SIERRA WIRELESS AND/OR ITS AFFILIATES HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES OR THEY ARE FORESEEABLE OR FOR CLAIMS BY ANY
THIRD PARTY.

Notwithstanding the foregoing, in no event shall Sierra Wireless and/or its affiliates aggregate liability
arising under or in connection with the Sierra Wireless product, regardless of the number of events,
occurrences, or claims giving rise to liability, be in excess of the price paid by the purchaser for the
Sierra Wireless product.

Customer understands that Sierra Wireless is not providing cellular or GPS (including A-GPS)
services. These services are provided by a third party and should be purchased directly by the
Customer.
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SPECIFIC DISCLAIMERS OF LIABILITY: CUSTOMER RECOGNIZES AND ACKNOWLEDGES
SIERRA WIRELESS IS NOT RESPONSIBLE FOR AND SHALL NOT BE HELD LIABLE FOR ANY
DEFECT OR DEFICIENCY OF ANY KIND OF CELLULAR OR GPS (INCLUDING A-GPS)
SERVICES.

Patents

This product may contain technology developed by or for Sierra Wireless Inc.
This product includes technology licensed from QUALCOMM®.

This product is manufactured or sold by Sierra Wireless Inc. or its affiliates under one or more patents
licensed from InterDigital Group and MMP Portfolio Licensing.

Copyright

© 2016 Sierra Wireless. All rights reserved.

Trademarks

Sierra Wireless®, AirPrime®, AirLink®, AirVantage®, WISMO® and the Sierra Wireless and Open AT
logos are registered trademarks of Sierra Wireless, Inc. or one of its subsidiaries.

Watcher® is a registered trademark of Netgear, Inc., used under license.
Windows® and Windows Vista® are registered trademarks of Microsoft Corporation.

Macintosh® and Mac OS X°® are registered trademarks of Apple Inc., registered in the U.S. and other
countries.

QUALCOMM® is a registered trademark of QUALCOMM Incorporated. Used under license.

Other trademarks are the property of their respective owners.

Contact Information

Sales information and technical Web: sierrawireless.com/company/contact-us/

support, including warranty and returs Global toll-free number: 1-877-687-7795
6:00 am to 6:00 pm PST

Corporate and product information Web: sierrawireless.com

Consult our website for up-to-date product descriptions, documentation, application notes, firmware
upgrades, troubleshooting tips, and press releases: www.sierrawireless.com
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1. Overview

This document provides details about the tools and the process workflows to flash WP series
modules, and to build your own update packages.

1.1. Software Components

The following graphic shows the Firmware and Legato software components that are involved in
flashing updates:

3 _
MTD4/USER1 £% | Field Update
Fleli:;iate Legato
MTE:&%?: " _ Factory
1 Legato
o b - _
| T Linux RTFS
L erieS L m e m - - .
; MTD1/APPS Linux Kernel . Linux
- : Firmware e (FW)
/AR Linux Bootloader irmware
MCU
Firmware
_ Modem Firmware
= Carrier configuration (PRI) IV!odem
Firmware
System Bootloader
Customer configuration (PRI)
_________
partitions

Sierra Wireless® AirPrime® WP Series modules ship from the factory with Legato and Linux LTS
embedded software.

The Modem Firmware and Carrier configuration update files are now available in one file ready to be
bundled with factory manufacturing and field updates.

2174127 Rev 1.0 November 23, 2016 6



2. Download Packages

You can download all required packages through a single access point: WP Firmware Packages

The firmware update process uses Combined Images that include all required firmware packages in
a single file: Carrier PRI, Modem Firmware, MCU Firmware, Linux Firmware, and Legato App
Framework. The combined image is the only file needed if you're not rebuilding Yocto or the Legato
framework.

The Combined Images are provided in both Windows .EXE and Linux .SPK format, and are
applicable to all SKUs.

We also provide the individual Component files so you can use the swicwe tool to build your own
custom combined images. A custom combined image could also be used to incorporate Customer
PRI changes for a specific SKU.

Go to the WP Firmware Packages page to download the files.
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3. Build Own Packages

3.1. Command Line Build Own Packages

You run Legato's make tool ($ make) from the command line to create a new Legato system that can
be used for a field update or to set to factory install. See Legato on GitHub for details on how to clone
Legato and run make.

Tool make
PEG e Field Update and Factory Legato
Type p y Leg
Purpose Create a Legato system
{framework + apps + kernel modules} to update the field user partition or set factory install.
Host PC Linux
el Linux command line
Interface
L Legato Framework tool.
Description . )
Device agnostic.

2174127
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Build Own Packages

3.2. Developer Studio Build Own Packages

Developer Studio has an available Wizard in both Windows and Linux to build your own packages.
See Developer Studio docs for details.

System Wizard

System Wizard

Package Type

Field Update Legato

Firmware

Create a Legato system {framework + apps

Create one firmware from several FW

Purpose + kernel modules} to update the field user components {Modem FW + Linux FW +
partition or to set the factory user partition * Factory Legato*}
Host PC Windows / Linux

User Interface

Wizard

Description

Device specific (chipset dependent).

3.3. Create One Firmware File

The swicwe tool is available from the Linux command line to concatenate several component files into

one package.

The combined file can include apps, the Linux kernel, and modem firmware or configuration files.

See Sierra Wireless Source swicwe tool page.

swicwe

Package Type

Firmware

Purpose

Create one firmware from several FW components {Modem FW +

Linux FW + Factory Legato}

Host PC

Linux

User Interface

Linux command line

Description

Device specific (chipset dependent).

2174127
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4. Developer Process

This section outlines suggested developer workflows for different flash needs.

4.1. Standard SWI FW
(modem+linux+factorylegato)

This shows the process for a developer flashing a standard device image with a factory installed
Legato system and Linux kernel.*

© Download Device Image from Internet © Flash new device image in WP

fwupdate cmd line tool

Legato-spm cmd line tool > 8
over IP connection (Ethernet, USB-ECM._)

WP Firmware -
Downloads Pt

— -

-~

Developer Studio RN
Software Package Manager

Developer Studio Update Menu

over IP connection (Ethernet, USB-ECM..)

*except for devices equipped with Release 9 or older.
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Flash Guide Developer Process

4.2. Custom Linux

This shows the process for a developer flashing a custom Linux kernel.

0 Download Yocto Source 9 Rebuild Yocto Distribution 9 Flash new Yocto Distribution in WP

fwupdate cmd line tool
RNy
over IP connection (Ethernet,USB-ECM. .)’

WP Firmware
Downloads
output

-

“—‘9 boot-yocto.cwe -

Developer Studio Update Menu
over IP connection (Ethernet USB-ECM...)
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4.3. Recovering Broken Device

This shows the process for a developer recovering a broken device (due to kernel panic mode, broken
Legato framework. etc.).

© Download Device Image & Recovery Package O Flash new device image in WP

swiflash cmd line tool
over USB (DM port)

Legato-spm cmd line tool

WP Firmware P
Downloads -

- -
—— .
-
-
s
-
s
-

Developer Studio ~
Software Package Manager

Developer Studio Recovery Wizard

>

over USB (DM port)
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5. Customer Factory Process

This section outlines suggested customer factory workflow .

5.1. Prerequisites

To create a factory manufacturing package, these prerequisites apply:

e Manufacturing Equipment based on Linux OS

e |IP connection between the manufacturing equipment and the WP: USB (USB-ECM port),
Ethernet.

5.2. Before manufacturing

You need to ensure these steps have been completed prior to flashing for factory manufacturing:

e Use a WP with standard SWI FW (Modem + Linux + Legato) pre-loaded.

e Create one or more Factory Legato systems (framework + apps + kernel modules) using
make <module> cmd line tool or Developer Studio

e Create single FW image based on standard SWI FW Modem* + SWI FW Linux** from Device
Image WP Firmware Packages and the new Legato system

5.3. Create Single Package

This shows the process for a customer manufacturer creating a single update package.

© createa Factory Legato into one cwe file 9 Create one FW image (.spk file)
emd
make <module> FW Modem * ne
\ swicwe

Iegatoz cwe | I Z Firmware.spk

FW Linux **
boot-yocto.cwe

System wizard ***
System wizard ***

* = except for SKUs already with needed FW modem

** = except for SKUs already with needed FW Linux
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5.4. Flash Single Package

This shows the process for a customer manufacturer to flash the single update file to the device.

© rlash the single FW image (.spk file) ® Reboot © set root password

fwupdate cmd line tool for spk file

over IP connection (Ethernet,USB-ECM...)

5.5. SWIFW modem, new partition and customer
Linux + apps

pending availability

2174127 Rev 1.0 November 23, 2016 14



6. Flash WP

This section provides details on the tools available to flash software in the different, available user
interfaces.

You can flash software from either of these interfaces:

e Command Line
e Developer Studio IDE

6.1. Command Line Tools

Working from the Legato command line, there are two available target tools to update software:

e app update - install, update, and remove software on the target device. See update target tool

and the mksys build tool docs for detalils.

o firmware update - download image files directly to the target. See firmware update target tool
and swicwe docs for details.

2174127 Rev 1.0 November 23, 2016
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Flash WP

update fwupdate
Type App Update FW Update
Flash App (and "Field Update Leg_ato )in Flash FW in customer manufacturing
Purpose customer development phase or field .
phase and in development phase
update phase
Host PC Linux

Connection

Any IP connection (over Ethernet, USB...)

User
Interface

Linux command line

Description

Legato Framework tool.
Run only with a working Legato preloaded on target.
Device agnostic.

Tool
distribution

ADK full-installer
(or legato-spm or GitHub for advanced usage)

Tool Input *UPDATE * SPK, *.CWE
Files
]:I;%?TI] I;IiI:rsra None Included in 'WP Device Image Packages'
T from WP _Firmware Packages

. ' . CWE files are built by customers using
;33{ Elles LLJJSFi’rE)éAEEgglt?Sagﬁ“téutlgoblymclgss)tlc;mers yocto tools and could be concatenated in
Custor%er one single SPK file using swicwe tool

2174127
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6.2. Developer Studio Tools

Flash WP

You can flash WP modules from Developer Studio in both Windows and Linux:

e update menu - update firmware and apps through menu-driven IDE.
e recovery wizard - recovery a device using a Wizard.

See Developer Studio docs for details.

Update Menu

Recovery Wizard

Windows / Linux

pe FW & App Update FW Recovery
Flash FW & App (and ‘Field
p Update Legato’) in customer Flash FW in customer development
urpose :
development phase phase on a broken device
Host PC Native Windows (not VM) / Native Linux

*

Host/Target connection

Any IP connection (over
Ethernet, USB...)

USB (through DM port)

User Interface

Menu

Wizard

Description

Legato Framework tool.

Run only with a working Legato
preloaded on target.

Device agnostic.

Low level module bootloader tool.

Run even if Legato is not preloaded on
target or if the kernel is in ‘panic mode’.

Device specific (chipset dependent).

Tool distribution

ADK full-installer

Tool Input Files

FW: *.SPK, *.CWE
App: *.UPDATE

* SPK, *.CWE

Tool Files from Sierra
Wireless

None

Included in 'WP Device Image Packages'
from WP Firmware Packages

Tool Files built by
Customer

UPDATE files are built by
customers using DevStudio
system wizard

N/A

* = VM usage is strongly not recommended
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6.3.

FDT

Flash WP

There are two low-level bootloader protocol Firmware Download Tools (FDT) tools for device

recovery:

e swiflash - Linux command line tool to flash images or reset user partition through USB port.
See swiflash docs for details.

o one-click .exe - Windows executable to flash images on a device through USB DM port. You
just need to connect to your device and then double-click the .exe.

swiflash One-Click Tool
Type FW Recovery FW Recovery
Flash FW in customer development phase on .
Purpose broken device** and Repartition flash Flash FW in cus_tomf*r development phase
L . =+ | Ona broken device
mapping in customer manufacturing phase
Host PC Native Linux * Native Windows *
Connection USB (through DM port)

User Interface

Linux command line

Windows EXE

Description

Low level module bootloader tool.

Run even if Legato is not preloaded on the target or if the kernel is in ‘panic mode’.

Device specific (chipset dependent).

Tool
distribution

apt-get

the tool and the firmware are packaged
together in one single EXE on WP
Firmware Packages

Tool Input Files

* SPK, *.CWE

*EXE

Tool Files from
Sierra Wireless

Included in 'WP Device Image Packages'
from WP Firmware Packages

the tool and the firmware are packaged
together in one single EXE on WP
Firmware Packages

Tool Files built
by Customer

CWE files are built by customers using yocto
tools and could be concatenated in one single
SPK file using swicwe tool

N/A

* = VM usage is strongly not recommended
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