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1 Version

This document may be updated over its lifetime. To ensure you design with the correct version, please check The Source page at
source.sierrawireless.com for the latest version.

2 Introduction

This document is provided to Semtech distributors and clients to aid more rapid development of embedded applications using the
Semtech portfolio of cellular solutions. To request a new application/technical note, contact your regional Semtech Product
Marketing Manager.

3 Description

This document describes Semtech’s recommended cybersecurity design guidelines for OEMs integrating Semtech cellular modules
into their end products (4 Semtech Modules Security Methods), and provides a checklist for performing a security assessment of an
end product (5 OEM Platform Assessment).

These guidelines are recommended to help ensure end products with integrated Semtech cellular modules will meet security
regulations and best practices.

Although Semtech cellular modules are provided with comprehensive security features, OEMs must ensure they properly configure
these features. The OEM is ultimately responsible for the security posture of their end product integrating the Semtech cellular
module. Semtech strongly recommends that OEMs implement the security methods and security assessment described in this
document.

Important: /n the EU, OEM end products placed in the European market beginning August 01, 2025 must comply with the cybersecurity requirements of
the RED Delegated Act (2022/30). Products already placed on the market before this date can continue to be used without specific modifications.

Proper implementation of these Semtech module recommendations is essential for regulatory compliance and protection against
security threats. OEMs should work collaboratively with Semtech to ensure the complete security posture of their end products,
including proper configuration and management of integrated modules. For any security concerns or questions, contact Semtech
support (see 9 Support).

4 Semtech Modules Security Methods

Table 1 summarizes the security methods that Semtech recommends implementing on your Semtech cellular module prior to
deployment.

Note: The topics/subtopics describing each recommended method indicate the modules that can use the method.
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Risk— Open platforms provide more attack vectors than closed platforms.

Recommendation — Implement comprehensive security measures for Linux
platforms.

Effect — Reduces the attack surface on open platforms.
For details, see 4.4 Secure Linux Open Platform.

Affected
Method Modules | Recommendation Description Type
Set a strong All module | Strongly Security Consideration — The password to restrict access to extended AT Command
password for series recommended commands is not set at the Semtech factory. level
extended AT Risk — Extended AT commands are intended for use by the OEM in
commands access development or factory settings. Unauthorized use of extended AT commands
by end users could cause the Semtech module to become unstable or
unusable.
Recommendation — Assign strong, randomly-generated unique passwords
to each Semtech module.
Effect— Unauthorized users are prevented from using extended commands.
For details, see 4.1 Set Extended AT Command Access Password.
Disable debug EM7690 Recommended Security Consideration — Debug interfaces may be enabled by default. Interface
interfaces EM9Txx Risk — Unauthorized access to debug functionality could compromise the level
EI\I_/|7982XX Semtech module’s security.
HL79X Recommendation — Disable the module’s debug interface(s).
Effect— Unauthorized users are prevented from accessing debug
functionality.
For details, see 4.2 Disable Debug/Diagnostic Interfaces.
Disable unused All module | Recommended Security Consideration — Semtech modules may expose physical interfaces | Hardware
physical interfaces | series that are not used in OEM end products. level
Risk— Unused physical interfaces increase the module’s attack surface.
Recommendation — Keep unused physical interfaces as NC (not connected) in
the end product hardware design.
Effect— Reduces the module's physical attack surface.
For details, see 4.3 Disable Unused Physical Interfaces.
Secure the Linux | WP76xx Strongly Security Consideration — Linux open platforms have additional interfaces Platform
open platform WP77xx recommended enabled by default. level

4.1 Set Extended AT Command Access Password

Recommendation: Strongly recommended

Applies to: All modules

Extended AT commands are typically used by OEMs, in development or factory settings, to exercise the module’s RF functionality.

To prevent unauthorized access to extended AT commands and to help ensure proper device operation is maintained, Semtech
strongly recommends setting a strong, unique password on each module. (By default, passwords are not set at the Semtech

factory.)

Note: To identify extended commands that will be password-restricted when a password has been set, refer to the module's AT
command reference document on the device page at source.sierrawireless.com.
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To set the extended AT command access password on a Semtech module:
1. Connect to the module's AT COM port.

2. Setastrong, unique password for the module. Passwords should be unique for each module, and randomly generated for
optimal security.

at!setcnd=<"strong_unique password"> <« Note: The password must be quoted. e.g., atlsetcnd="Lx49"&Q."
OK

(Minimum password length: 8 characters. For full command and password format details, refer to the module’'s AT command
reference document.)

3. Verify that the password was set correctly:
at!setcnd?
ISETCND: <state>
OK

where <state> will be "Password Present" if the password has been set, or "No Password" if it has not been set.
To access extended AT commands after setting a password:

1. Enable extended AT command access:

at!entercnd=<"your_ password"> <« Note: The password must be quoted. e.g., atlsetcnd="Lx49*&Q."
OK

Note: Access remains enabled only until the module is reset (i.e., it is not persistent).

4.2 Disable Debug/Diagnostic Interfaces

Recommendation: Recommended
Applies to: EM7690, EM91xx, EM92xx, HL78xx, HL79xx

If enabled, the Semtech module’s debug interface(s) can provide unauthorized access to diagnostic functionality and be a vector for
attack. Semtech recommends that OEMs disable debug interfaces in production builds.

The methods for disabling debug interfaces vary by module series, as described below in sections 4.2.1-4.2.3.

4.2.1 Disable Diagnostic Functions via !CUSTOM

Applies to: EM7690, EM91xx, EM92xx

To disable the diagnostic functionality via the "DIAGENABLE" customization on the Semtech 5G module series (EM91xx (including
EM7690) and EM92xx):

1. Connect to the module's AT COM port.

2. Enable extended AT command access:

at!entercnd=<"your_ password"> <« Note: The password must be quoted. e.g., atlsetcnd="Lx49*&Q."
OK

3. Setthe DIAGENABLE customization to O (Disable):
at!custom="DIAGENABLE", 0
OK
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Note that, if necessary (e.g., when investigating field issues with Semtech), diagnostic functions may need to be temporarily re-
enabled.

To re-enable diagnostic functions:
1. Connect to the module's AT COM port.

2. Enable extended AT command access:

at!entercnd=<your_ password>
OK

Note: Access remains enabled only until the module is reset (i.e., it is not persistent).

3. Setthe DIAGENABLE customization to 1 (Enable):
at!custom="DIAGENABLE",1
OK

4. When finished with the task (e.g., field investigation, etc.), disable the diagnostic functionality again.

4.2.2 Disable Debug Functionality via +SWITRACEMODE

Applies to: HL78xx

To disable debug functionality on Semtech HL78xx modules:
1. Connect to the module's AT COM port.

2. Disable debug functionality:
at+switracemode=CUSTOMER
OK

4.2.3 Disable Debug Functionality via *SETSRMCFG

Applies to: HL79xx

To disable debug functionality on Semtech HL79xx modules:
1. Connect to the module's AT COM port.

2. Disable debug functionality:

at%setsrmcfg="EMUXMCUCLI", 2
OK

at%setsrmcfg="EMUXAPPCLI", 2
OK

at%setsrmcfg="DBGUARTMODE" , 2
OK

4.3 Disable Unused Physical Interfaces

Recommendation: Recommended
Applies to: All modules

Semtech modules (especially CF3 form factor modules) may expose physical interfaces that are not used in an OEM’s end products.
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To reduce the chance of unauthorized access, Semtech recommends that unused physical interfaces be not connected (NC) in the
OEM end product hardware to reduce the module's attack surface.

4.4 Secure Linux Open Platform

Recommendation: Strongly recommended
Applies to: WP76xx, WP77xx

Semtech’s Linux open platform modules (WP76xx and WP77xx) require extra security methods, in addition to the other methods
described above. For details, refer to [ 7] Securing WP Series Devices (Doc# 2174116-1).

5 OEM Platform Assessment

OEM s should conduct a comprehensive security assessment of their complete end product with an integrated Semtech cellular

module, which includes:

= Threat Modeling:

- Identify potential attack vectors introduced by the Semtech module, specifically around the wireless connectivity it

provides.
Assess the impact of security breaches if the Semtech module is compromised.
Document security assumptions with respect to the Semtech module and its interfaces. If required details are not included
in available documentation (e.g., Firmware Customer Release Note, module Product Technical Specifications, etc.), contact
Semtech support (see 9 Support).

« Compliance Verification:
Verify adherence to applicable regulations with the Semtech module integrated in the end product.
Document security controls on Semtech module interfaces.
Maintain security compliance records, including Semtech-provided compliance records.

6 AT Commands

Note that the command formats and parameter details of the AT command examples shown in this document are for the specific
requirements of this application note— parameters and supported values that are not applicable to the use cases in this application
note are not displayed. For full command details, refer to the module's AT command reference document on the device page at
source.sierrawireless.com. For example:

|

DEVICES / HL series

DEVICES / EM Series

EMS291

HL7810

yyyyyyyyyyyyyyy

Commands Guide and reseurces
Software
download

Software
download
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7 References

Sierra Wireless
[1] Securing WP Series Devices (Doc# 2174116-1)

8 Glossary

Term Definition
attack surface All potential entry points that could be used for unauthorized access
extended AT commands AT commands that can only be accessed when the module’s unique password is entered

9 Support

For direct clients: contact your Semtech FAE.
For distributor clients: contact your distributor FAE.

For distributors: contact your Semtech FAE.

10 Document History

Rev # | Release date Description
1 June 2025 Document created
2 June 2025 Updated Disable Debug/Diagnostic Interfaces on page 3 (methods, module applicability)

11 Legal Notice

Important Notice
Information relating to this product and the application or design described herein is believed to be reliable, however such information is provided as a guide only and Semtech assumes no liability for any errors in this
document, or for the application or design described herein.

Semtech reserves the right to make changes to the product or this document at any time without notice. Buyers should obtain the latest relevant information before placing orders and should verify that such information
is current and complete. Semtech warrants performance of its products to the specifications applicable at the time of sale, and all sales are made in accordance with Semtech's standard terms and conditions of sale.

SEMTECH PRODUCTS ARE NOT DESIGNED, INTENDED, AUTHORIZED OR WARRANTED TO BE SUITABLE FOR USE IN LIFE-SUPPORT APPLICATIONS, DEVICES OR SYSTEMS, OR IN NUCLEAR APPLICATIONS IN WHICH THE
FAILURE COULD BE REASONABLY EXPECTED TO RESULT IN PERSONAL INJURY, LOSS OF LIFE OR SEVERE PROPERTY OR ENVIRONMENTAL DAMAGE. INCLUSION OF SEMTECH PRODUCTS IN SUCH APPLICATIONS IS
UNDERSTOOD TO BE UNDERTAKEN SOLELY AT THE CUSTOMER'S OWN RISK. Should a customer purchase or use Semtech products for any such unauthorized application, the customer shall indemnify and hold Semtech
and its officers, employees, subsidiaries, affiliates, and distributors harmless against all claims, costs damages and attorney fees which could arise.

The Semtech name and logo are registered trademarks of the Semtech Corporation. All other trademarks and trade names mentioned may be marks and names of Semtech or their respective companies. Semtech
reserves the right to make changes to, or discontinue any products described in this document without further notice. Semtech makes no warranty, representation or guarantee, express or implied, regarding the suitability
of its products for any particular purpose. All rights reserved.

Wireless Communications

Due to the nature of wireless communications, transmission and reception of data can never be guaranteed. Data may be delayed, corrupted (i.e., have errors) or be totally lost. The Semtech product should not be used in
situations where failure to transmit or receive data could result in damage of any kind to the user or any other party, including but not limited to personal injury, death, or loss of property. Semtech accepts no responsibility
for damages of any kind resulting from delays or errors in data transmitted or received using the Semtech product, or for failure of the Semtech product to transmit or receive such data.

Safety

Do not operate the Semtech product in areas where blasting is in progress, where explosive atmospheres may be present, near medical equipment, near life support equipment, or near any equipment which may be
susceptible to any form of radio interference. In such areas, the Semtech product should be powered off.

Qualcomm licenses

Semtech's cellular modules are sold subject to certain notices and restrictions regarding patent licenses from Qualcomm Incorporated. These notices and restrictions are available at www.sierrawireless.com/qualcomm-
notices.

Sierra Wireless

Semtech Corporation acquired Sierra Wireless in January 2023. The Sierra Wireless brand is gradually being phased out. During the phase-out period, references to both "Semtech" and "Sierra Wireless" may appear in
product documentation.
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