AirPrime EM75xx/EM74x1/

MC74x1
USB Driver Developer’'s Guide

.%'.. 41113322
SIERRA

WIRELESS



AirPrime EM75xx/EM74x1/MC74x1 USB Driver Developer’s Guide

Important
Notice

Safety and
Hazards

Limitation of
Liability

Patents

Rev 2 May.21

Due to the nature of wireless communications, transmission and reception of data can
never be guaranteed. Data may be delayed, corrupted (i.e., have errors) or be totally lost.
Although significant delays or losses of data are rare when wireless devices such as the
Sierra Wireless modem are used in a normal manner with a well-constructed network, the
Sierra Wireless modem should not be used in situations where failure to transmit or
receive data could result in damage of any kind to the user or any other party, including
but not limited to personal injury, death, or loss of property. Sierra Wireless accepts no
responsibility for damages of any kind resulting from delays or errors in data transmitted
or received using the Sierra Wireless modem, or for failure of the Sierra Wireless modem
to transmit or receive such data.

Do not operate the Sierra Wireless modem in areas where blasting is in progress, where
explosive atmospheres may be present, near medical equipment, near life support
equipment, or any equipment which may be susceptible to any form of radio interference.
In such areas, the Sierra Wireless modem MUST BE POWERED OFF. The Sierra
Wireless modem can transmit signals that could interfere with this equipment.

Do not operate the Sierra Wireless modem in any aircraft, whether the aircraft is on the
ground or in flight. In aircraft, the Sierra Wireless modem MUST BE POWERED OFF.
When operating, the Sierra Wireless modem can transmit signals that could interfere with
various onboard systems.

Note: Some airlines may permit the use of cellular phones while the aircraft is on the ground and
the door is open. Sierra Wireless modems may be used at this time.

The driver or operator of any vehicle should not operate the Sierra Wireless modem while
in control of a vehicle. Doing so will detract from the driver or operator's control and
operation of that vehicle. In some states and provinces, operating such communications
devices while in control of a vehicle is an offence.

The information in this manual is subject to change without notice and does not represent
a commitment on the part of Sierra Wireless. SIERRA WIRELESS AND ITS AFFILIATES
SPECIFICALLY DISCLAIM LIABILITY FOR ANY AND ALL DIRECT, INDIRECT,
SPECIAL, GENERAL, INCIDENTAL, CONSEQUENTIAL, PUNITIVE OR EXEMPLARY
DAMAGES INCLUDING, BUT NOT LIMITED TO, LOSS OF PROFITS OR REVENUE OR
ANTICIPATED PROFITS OR REVENUE ARISING OUT OF THE USE OR INABILITY TO
USE ANY SIERRA WIRELESS PRODUCT, EVEN IF SIERRA WIRELESS AND/OR ITS
AFFILIATES HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES OR
THEY ARE FORESEEABLE OR FOR CLAIMS BY ANY THIRD PARTY.

Notwithstanding the foregoing, in no event shall Sierra Wireless and/or its affiliates
aggregate liability arising under or in connection with the Sierra Wireless product,
regardless of the number of events, occurrences, or claims giving rise to liability, be in
excess of the price paid by the purchaser for the Sierra Wireless product.

This product may contain technology developed by or for Sierra Wireless Inc. This product
is manufactured or sold by Sierra Wireless Inc. or its affiliates under one or more patents
licensed from MMP Portfolio Licensing.
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1: Introduction

Purpose of this Guide

This guide is intended for use when designing non-Windows drivers for AirPrime EM75xx/
EM74x1/MC74x1 Series modules.
The guide describes the following information:

e Services (protocols) available over the USB connection
¢ Physical USB interface (device and endpoint descriptors)

Rev. 2 May.21 7 41113322



2: USB Architecture

Rev. 2 May.21

This chapter describes the EM75xx/EM74x1/MC74x1 Series module’s driver architecture
for data transfer, and its physical USB interfaces.

It is assumed that the developer has a good understanding of USB principles and
architecture. For detailed information on USB specifications, refer to [3] Universal Serial
Bus Class Definitions for Communication Devices, Version 1.1. This (and other resources)
are available at www.usb.org.

USB Standards Compliance

AirPrime EM75xx/EM74x1/MC74x1 Series modules comply with USB 3.0 standards,

including the following:

e Super-speed (5 Gb/s) data transfer

e Standard USB flow control

e Standard USB power management—Suspends the USB bus when idle, to conserve
power.

For consistency across module types, Sierra Wireless modules employ a static Interface
numbering strategy for enabled (concurrent) interfaces, which may leave gaps in the
interface numbering.

USB Interfaces

The architecture used for AirPrime EM75xx/EM74x1/MC74x1 Series modules is derived
from the Abstract Control Model (ACM) described in [3] Universal Serial Bus Class
Definitions for Communication Devices, Version 1.1.

These modules do not claim any CDC classes in the descriptors, do not support
functional descriptors, and therefore are not normally compatible with native CDC-ACM
drivers.

Host drivers must distinguish Sierra Wireless modules by USB VID/PID and interface
number.

Interface numbering

AirPrime EM75xx/EM74x1/MC74x1 Series modules may be configured to use one of the

following configuration types:

e Legacy—Configuration type used by most Sierra Wireless modules.

e MBIM USBIF—Mobile Broadband Interface Model, used by EM75xx/EM74x1/
MC74x1 modules.

Table 2-1 indicates the interface numbers assigned to each interface for both supported
configuration types.
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USB interfaces are numbered consistently across all Sierra Wireless module types that

use the same configuration type. For example, regardless of which interfaces are

supported and enabled:

e Legacy configuration type—NMEA is always interface 2 on Sierra Wireless modules
using Legacy configuration.

e MBIM USBIF configuration type—NMEA is always interface 3 on Sierra Wireless
modules using MBIM USBIF configuration.

Therefore, the host driver must separate services by the Interface Descriptor field
binterfaceNumber.

Table 2-1: Sierra Wireless EM75xx/EM74x1/MC74x1 USB Interface Support

Interface Number®
Interface Name? Legacy® MBIM USBIF
DIAG (DM) 0 (0x00) 4 (0x04)
NMEA 2 (0x02) 3 (0x03)
Modem 3 (0x03) 2 (0x02)
RMNETO 8 (0x08) 8 (0x08)
Bem | e

a. For descriptions, see Supported Interfaces—Service Descriptions on page 10.
b. Interface numbers not listed are reserved for future use
c. Legacy format is used by WP and other modules.

Changing USB Interface Configuration

The USB interface configuration can be modified by enabling/disabling supported
interfaces, using AT commands as described below, or using QMI commands.

Important: Do not use IUSBCOMP to change the module’s configuration type (e.g. Legacy or
MBIM_USBIF). Changing the type may make the module unusable. Use IUSBCOMP only to
enable/disable specific interfaces (e.g. NMEA, Modem, etc.).

For example, to modify the current USB configuration using AT commands:

1. Establish a serial connection:
- (Linux) # microcom /dev/ttyUSBn (where nis the enumerated AT port number)
- (Windows) Use a terminal emulator to connect to the Sierra Wireless Modem port
enumerated for the EM75xx/EM74x1/MC74x1 module.

2. Unlock access to required AT commands:
AT!IENTERCND="A710"

3. Display the current USB composition:
ATIUSBCOMP?
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Note: To display usage instructions including parameter details, use ATTUSBCOMP=?

4. Set the desired configuration type and interfaces:
ATIUSBCOMP=<Config Index>,<Config Type>,<Interface bitmask>

Note: The <Interface bitmask> must enable either RMNETO or MBIM (but not both). These are
mutually exclusive interfaces.

Important: The Legacy configuration type uses the Modem interface to enter AT commands.
If the <Interface bitmask> does not enable the Modem interface:
» Windows host— The SetUSBComp tool can be used to re-enable the Modem interface
when needed.
* Linux host—If the host does not have a tool similar to SetUSBComp to re-enable the
Modem interface, AT commands will not be allowed.

5. Reset the module to use the new configuration:
AT!RESET

USB Endpoints

USB endpoints are uniquely addressable portions of a USB device used to transfer
information between the host and module.
e Each defined endpoint is a unidirectional link from the modem to the host (Input) or
from the host to the modem (Output).
e Maximum number of assignable endpoints—15 input, 15 output
(Endpoint 0x00 (Input/Output) is reserved for USB Control.)
e Endpoint numbering—Inputs (0x81-0x8F); Outputs (0x01-0x0F)
e Endpoint numbers are assigned dynamically as the USB interfaces are enumerated,
starting at 0x81/0x01, with the following exceptions:
- RMNETO—Bulk output and input endpoints enumerate as Ox8E and OxOF.
- MBIM—Bulk output and input endpoints enumerate as 0x8E and 0xOF.

Note: The following figures and tables illustrate the architecture of an EM75xx/EM74x1/MC74x1
Series module with all supported interfaces enabled for each configuration type (Legacy and MBIM).
Because endpoints are dynamically allocated, the endpoint addresses shown in the table will vary
depending on which interfaces are enabled or disabled. When developing your drivers, you must
use the actual physical endpoints for enumerated interfaces.

Supported Interfaces—Service Descriptions

The following services are available over the supported interfaces described in Table 2-1

on page 9:

e DIAG (DM)—Diagnostic (or DM) interface intended for use with Qualcomm tools,
such as QXDM, during product development.

¢ NMEA—Provides external application with standard NMEA messages.

e MODEM—AT command interface
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e RMNETO—Intended for wireless data transfer between host and wireless network
through device modem stack.

If data path routing support is required (e.g. high QoS traffic on one interface, regular
traffic on another), the USB driver must implement QMIAP mode, which enables multi-
ple virtual channels over the physical RMNETO channel. (Older Sierra Wireless mod-
ules supported only 2—-3 channels using dedicated physical channels (RMNETO,
RMNET1, RMNET2)). Contact Sierra Wireless for details.
e MBIM—Mobile Broadband Interface Model

Legacy Configuration Type
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Figure 2-1: USB Interfaces with Endpoint Details— Legacy Configuration
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MBIM USBIF Configuration Type
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Figure 2-2: USB Interfaces with Endpoint Details—MBIM USBIF Configuration

Descriptors
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The following tables present the Device, Configuration, and Endpoint descriptors for the
full suite of available USB interfaces supported by EM75xx/EM74x1/MC74x1 modules.
The available USB interfaces (as identified in Table 2-1 on page 9) are presented in the
order that they typically enumerate and have endpoint addresses assigned:

e Legacy Configuration:

- DIAG/DM (Interface 0x00)

- NMEA (Interface 0x02)

- Modem (Interface 0x03)

- RMNETO (Interface 0x08)
MBIM (Interfaces 0x0B, 0x0C)
o MBIM USBIF Configuration:

- MBIM (Interfaces 0x00, 0x01)

12
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- Modem (Interface 0x02)

- NMEA (Interface 0x03

- DIAG/DM (Interface 0x04)
- RMNETO (Interface 0x08)

Table 2-2: USB descriptors—Legacy Configuration (RMNET Enabled)

Descriptor Field identifier Value |Description/Notes

bLength 0x12
bDescriptorType 0x01
bcdUSB 0x0200 |USB spec version 2
bDeviceClass 0x00
bDeviceSubClass  |0x02
bDeviceProtocol 0x00
bMaxPacketSize0 |0x40 Max packet size for endpoint 0=64 bytes
idVendor 0x1199 |VID (Sierra Wireless Inc.)

Device Descriptor idProduct 0X9091 PID (5!\(/;;2;11 Ii/ll\é7754€"5351,)EM7411, EM7421, EM7431, MC7411,
bcdDevice 0x0006 |Module variant
iManufacturer 0x01 "Sierra Wireless, Incorporated"”
) Product name
IProduct 0x02 14 g “EM7565, "EM7411", "MCT7421" etc.
iSerialNumber 0x00 Note: Value contained in USBSERIALENABLE customi-

zation (accesible via ICUSTOM AT command).
bNumConfigurations | 0x01 1 configuration
bLength 0x09
bDescriptorType 0x02
el el 0x00AO Note: .Length varies depending on number of interfaces and
endpoints.
; ; Note: Number of interfaces varies depending on provisioning,

%‘222%‘;22‘!” bNuminterfaces 10x04 |} 1se of IUSBCOMP to enable/disable interfaces.

(Index 0x00) bConfigurationValue |0x01
iConfiguration 0x00

) Bus powered—remote wakeup (Default)

bmAttributes OxAO (or 0x80 if remote wakeup is disabled)
MaxPower OxFA |500 mA
bLength 0x09
bDescriptorType 0x04
binterfaceNumber  |0x00

Interface Descriptor |PAlternateSetting | 0x00

(Interface # 0x00) bNumEndpoints 0x02

DIAG/DM binterfaceClass OxFF |Vendor-specific device class
binterfaceSubClass |OxFF |Vendor-specific device class
binterfaceProtocol |OxFF  |Vendor-specific
ilnterface 0x00

Rev. 2 May.21 13 41113322
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Table 2-2: USB descriptors—Legacy Configuration (RMNET Enabled) (Continued)

Descriptor Field identifier Value |Description/Notes
bLength 0x07
bDescriptorType 0x05
Endpoint ID (1); Direction (IN)
I%E :3;:;::1 tD :jg:;pst: " |bEndpointAddress |0x81  |Note: Dynamically allocated. Actual endpoint addresses will
0x81) vary depending on enabled/disabled interfaces.
bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 |Max 512 bytes; Must be high speed device
binterval 0x00
bLength 0x07
bDescriptorType 0x05
Endpoint ID (1); Direction (OUT)
EE gs::::‘tD ::g:;;;tso " |bEndpointAddress |0x01 | Note: Dynamically allocated. Actual endpoint addresses will
0x01) vary depending on enabled/disabled interfaces.
bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 |Max 512 bytes; Must be high speed device
binterval 0x00
bLength 0x09
bDescriptorType 0x04
binterfaceNumber |0x02
Interface Descriptor |PAlternateSetting  |0x00
(Interface # 0x02) bNumEndpoints 0x03
NMEA binterfaceClass OxFF | Vendor-specific device class
binterfaceSubClass |0x00
binterfaceProtocol |0x00
ilnterface 0x00
bLength 0x07
bDescriptorType 0x05
Endpoint ID (3); Direction (IN)
I%E :3;:;::] tD ae:g:g;tso " |bEndpointAddress |0x83 | Note: Dynamically allocated. Actual endpoint addresses will
0x83) vary depending on enabled/disabled interfaces.
bmAttributes 0x03 |Transfer type: Interrupt
wMaxPacketSize 0x000A |1 transaction per microframe, max 10 bytes
binterval 0x09
bLength 0x07
bDescriptorType 0x05
Endpoint ID (2); Direction (IN)
I%E :3;:;::] tD ::g:;pst: " |bEndpointAddress |0x82  |Note: Dynamically allocated. Actual endpoint addresses will
0x82) vary depending on enabled/disabled interfaces.
bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 |Max 512 bytes; Must be high speed device
binterval 0x00
Rev. 2 May.21 14 41113322



Table 2-2: USB descriptors—Legacy Configuration (RMNET Enabled) (Continued)

Descriptor Field identifier Value |Description/Notes
bLength 0x07
bDescriptorType 0x05
Endpoint ID (2); Direction (OUT)
I%E :3;:;::1 tD ::g:;pstso " |bEndpointAddress |0x02  |Note: Dynamically allocated. Actual endpoint addresses will
0x02) vary depending on enabled/disabled interfaces.
bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 |Max 512 bytes; Must be high speed device
binterval 0x00
bLength 0x09
bDescriptorType 0x04
binterfaceNumber |0x03
Interface Descriptor |PAlternateSetting | 0x00
(Interface # 0x03) bNumEndpoints 0x03
Modem binterfaceClass OxFF  [Vendor-specific device class
binterfaceSubClass |0x00
binterfaceProtocol |0x00
ilnterface 0x00
bLength 0x07
bDescriptorType 0x05
Endpoint ID (5); Direction (IN)
?E:dp:::;t[) ::g:;ztsor bEndpointAddress |0x85 | Note: Dynamically allocated. Actual endpoint addresses will
0x85) vary depending on enabled/disabled interfaces.
bmAttributes 0x03 |Transfer type: Interrupt
wMaxPacketSize 0x000A |1 transaction per microframe, max 10 bytes
binterval 0x09
bLength 0x07
bDescriptorType 0x05
Endpoint ID (4); Direction (IN)
EE: SSL'::,P :jg:;pst: " |bEndpointAddress |0x84 | note: Dynamically allocated. Actual endpoint addresses will
0x84) vary depending on enabled/disabled interfaces.
bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 |Max 512 bytes; Must be high speed device
binterval 0x00
bLength 0x07
bDescriptorType 0x05
Endpoint ID (3); Direction (OUT)
I%E :g;:;::‘ tD :jg:;pst: " |bEndpointAddress |0x03  |Note: Dynamically allocated. Actual endpoint addresses will
0x03) vary depending on enabled/disabled interfaces.
bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 |Max 512 bytes; Must be high speed device
binterval 0x00
Rev. 2 May.21 15 41113322
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Table 2-2: USB descriptors—Legacy Configuration (RMNET Enabled) (Continued)

Descriptor Field identifier Value |Description/Notes
bLength 0x09
bDescriptorType 0x04
binterfaceNumber |0x08
Interface Descriptor |PAlternateSetting | 0x00
(Interface # 0x08) bNumEndpoints 0x03
RMNETO binterfaceClass OxFF |Vendor-specific device class
binterfaceSubClass |OxFF
binterfaceProtocol |OxFF
ilnterface 0x07  |“rmnet-gmap-1”
bLength 0x07
bDescriptorType 0x05
Endpoint ID (6); Direction (IN)
EE :g:g::‘ tD ae:g:;gtsor bEndpointAddress |0x86 | Note: Dynamically allocated. Actual endpoint addresses will
0x86) vary depending on enabled/disabled interfaces.
bmAttributes 0x03 |Transfer type: Interrupt
wMaxPacketSize 0x0008 |1 transaction per microframe, max 10 bytes
binterval 0x09
bLength 0x07
bDescriptorType 0x05
Endpoint ID (E); Direction (IN)
I%E gg;:::‘ tD ::g:g;t:r bEndpointAddress |Ox8E | Note: Dynamically allocated. Actual endpoint addresses will
0x8E) vary depending on enabled/disabled interfaces.
bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 |Max 512 bytes; Must be high speed device
binterval 0x00
bLength 0x07
bDescriptorType 0x05
Endpoint ID (F); Direction (OUT)
?E: 3;:;::1? ae:g:g:: " |bEndpointAddress |OXOF | note: Dynamically allocated. Actual endpoint addresses will
0xOF) vary depending on enabled/disabled interfaces.
bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 |Max 512 bytes; Must be high speed device
binterval 0x00
Rev. 2 May.21 16 41113322




Table 2-3: USB descriptors—Legacy Configuration (MBIM Enabled)

Descriptor Field identifier Value |Description/Notes
bLength 0x12
bDescriptorType 0x01
bcdUSB 0x0200 |USB spec version 2
bDeviceClass OxEF
bDeviceSubClass |0x02
bDeviceProtocol 0x01
bMaxPacketSizeO |0x40 |Max packet size for endpoint 0=64 bytes
idVendor 0x1199 |VID (Sierra Wireless Inc.)
Device Descriptor idProduct 0X9091 PID (II\E/II\C/:I;Z;11 Iﬂ\é?i%ﬁ,)EMMﬂ, EM7421, EM7431, MC7411,
bcdDevice 0x0006 |Module variant
iManufacturer 0x01 "Sierra Wireless, Incorporated"”
. Product name
IProduct 0x02 1 o “EM7565, "EM7411", "MCT7421", etc.
iSerialNumber 0x00 Note: Value contained in USBSERIALENABLE customi-
zation (accesible via ICUSTOM AT command).
bNumConfigurations | 0x01 1 configuration
bLength 0x09
bDescriptorType 0x02
wiotalllength 0x00D8 Note: .Length varies depending on number of interfaces and
endpoints.
i ; Note: Number of interfaces varies depending on provisioning,
%c;r;fé?i:l;zt;on bNumlnterfaces 0x05 and use of IUSBCOMP to enable/disable ingan‘aces. ?
(Index 0x00) bConfigurationValue [0x01
iConfiguration 0x00
) Bus powered—remote wakeup (Default)

bmAttributes OxA0 (or 0x80 if remote wakeup is disabled)
MaxPower OxFA |500 mA
bLength 0x09
bDescriptorType 0x04
binterfaceNumber |0x00

Interface Descriptor bAlternateSetting 0x00

(Interface # 0x00) bNumEndpoints 0x02

DIAG/DM binterfaceClass OxFF |Vendor-specific device class
binterfaceSubClass |OxFF |Vendor-specific device class
binterfaceProtocol |OxFF |Vendor-specific
ilnterface 0x00
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Table 2-3: USB descriptors—Legacy Configuration (MBIM Enabled) (Continued)

Descriptor Field identifier Value |Description/Notes
bLength 0x07
bDescriptorType 0x05
Endpoint ID (1); Direction (IN)
I%E :3;:;::1 tD :jg:;pst: " |bEndpointAddress |0x81  |Note: Dynamically allocated. Actual endpoint addresses will
0x81) vary depending on enabled/disabled interfaces.
bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 |Max 512 bytes; Must be high speed device
binterval 0x00
bLength 0x07
bDescriptorType 0x05
Endpoint ID (1); Direction (OUT)
EE gs::::‘tD ::g:;;;tso " |bEndpointAddress |0x01 | Note: Dynamically allocated. Actual endpoint addresses will
0x01) vary depending on enabled/disabled interfaces.
bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 |Max 512 bytes; Must be high speed device
binterval 0x00
bLength 0x09
bDescriptorType 0x04
binterfaceNumber |0x02
Interface Descriptor |PAlternateSetting  |0x00
(Interface # 0x02) bNumEndpoints 0x03
NMEA binterfaceClass OxFF | Vendor-specific device class
binterfaceSubClass |0x00
binterfaceProtocol |0x00
ilnterface 0x00
bLength 0x07
bDescriptorType 0x05
Endpoint ID (3); Direction (IN)
I%E :3;:;::] tD ae:g:g;tso " |bEndpointAddress |0x83 | Note: Dynamically allocated. Actual endpoint addresses will
0x83) vary depending on enabled/disabled interfaces.
bmAttributes 0x03 |Transfer type: Interrupt
wMaxPacketSize 0x000A |1 transaction per microframe, max 10 bytes
binterval 0x09
bLength 0x07
bDescriptorType 0x05
Endpoint ID (2); Direction (IN)
I%E :3;:;::] tD ::g:;pst: " |bEndpointAddress |0x82  |Note: Dynamically allocated. Actual endpoint addresses will
0x82) vary depending on enabled/disabled interfaces.
bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 |Max 512 bytes; Must be high speed device
binterval 0x00
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Table 2-3: USB descriptors—Legacy Configuration (MBIM Enabled) (Continued)

Descriptor Field identifier Value |Description/Notes
bLength 0x07
bDescriptorType 0x05
Endpoint ID (2); Direction (OUT)
I%E :3;:;::1 tD ::g:;pstso " |bEndpointAddress |0x02  |Note: Dynamically allocated. Actual endpoint addresses will
0x02) vary depending on enabled/disabled interfaces.
bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 |Max 512 bytes; Must be high speed device
binterval 0x00
bLength 0x09
bDescriptorType 0x04
binterfaceNumber |0x03
Interface Descriptor |PAlternateSetting | 0x00
(Interface # 0x03) bNumEndpoints 0x03
Modem binterfaceClass OxFF  [Vendor-specific device class
binterfaceSubClass |0x00
binterfaceProtocol |0x00
ilnterface 0x00
bLength 0x07
bDescriptorType 0x05
Endpoint ID (5); Direction (IN)
?E:dp:::;t[) ::g:;ztsor bEndpointAddress |0x85 | Note: Dynamically allocated. Actual endpoint addresses will
0x85) vary depending on enabled/disabled interfaces.
bmAttributes 0x03 |Transfer type: Interrupt
wMaxPacketSize 0x000A |1 transaction per microframe, max 10 bytes
binterval 0x09
bLength 0x07
bDescriptorType 0x05
Endpoint ID (4); Direction (IN)
EE: SSL'::,P :jg:;pst: " |bEndpointAddress |0x84 | note: Dynamically allocated. Actual endpoint addresses will
0x84) vary depending on enabled/disabled interfaces.
bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 |Max 512 bytes; Must be high speed device
binterval 0x00
bLength 0x07
bDescriptorType 0x05
Endpoint ID (3); Direction (OUT)
I%E :g;:;::‘ tD :jg:;pst: " |bEndpointAddress |0x03  |Note: Dynamically allocated. Actual endpoint addresses will
0x03) vary depending on enabled/disabled interfaces.
bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 |Max 512 bytes; Must be high speed device
binterval 0x00
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Table 2-3: USB descriptors—Legacy Configuration (MBIM Enabled) (Continued)

Descriptor Field identifier Value |Description/Notes
bLength 0x09
bDescriptorType 0x04
binterfaceNumber |0x0C
Interface Descriptor |PAlternateSetting  |0x00
(Interface # 0x0C) bNumEndpoints 0x01
MBIM binterfaceClass 0x02 |Communications (CDC Control) USB Device Interface Class
binterfaceSubClass |0x0E
binterfaceProtocol |0x00
ilnterface 0x00
bLength 0x07
bDescriptorType 0x05
Endpoint ID (6); Direction (IN)
Endpoint Descriptor |PEndpointAddress |0x86 | Note: Dynamically allocated. Actual endpoint addresses will
(Endpoint address vary depending on enabled/disabled interfaces.
0x86) bmAttributes 0x03 |Transfer type: Interrupt
wMaxPacketSize 0x0040 |1 transaction per microframe, max 64 bytes
winterval 0x0009
bEymelddiess 6x08 |NO SYNC ADDRESS SHOWN IN USB VIEWER
bLength 0x09
bDescriptorType 0x04
binterfaceNumber |0x0D
Interface Descriptor |PAlternateSetting | 0x01
(Interface # 0x0D) bNumEndpoints 0x02
MBIM binterfaceClass 0x0A |Communications (CDC Control) USB Device Interface Class
binterfaceSubClass |0x00
binterfaceProtocol |0x02
ilnterface 0x00
bLength 0x07
bDescriptorType 0x05
Endpoint ID (14); Direction (IN)
Endpoint Descriptor bEndpointAddress |0X8E | note: Dynamically allocated. Actual endpoint addresses will
(Endpoint address vary depending on enabled/disabled interfaces.
Ox8E) bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 '/max 512 bytes
winterval 0x0000
bSymelddiess 0x08 |NO SYNC ADDRESS SHOWN IN USB VIEWER
bLength 0x07
bDescriptorType 0x05
Endpoint ID (15); Direction (OUT)
Endpoint Descriptor bEndpointAddress |0X0F | note: Dynamically allocated. Actual endpoint addresses will
(Endpoint address vary depending on enabled/disabled interfaces.
RS bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 'max 512 bytes
winterval 0x0000
bSymelddiess 0x08 |NO SYNC ADDRESS SHOWN IN USB VIEWER
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Table 2-4: USB descriptors —MBIM USB-IF Configuration (RMNET enabled)

Descriptor Field identifier Value |Description/Notes
bLength 0x12
bDescriptorType 0x01
bcdUSB 0x0200 |USB spec version 2
bDeviceClass 0x00
bDeviceSubClass  |0x00
bDeviceProtocol 0x00
bMaxPacketSizeO |0x40 |Max packet size for endpoint 0=64 bytes
idVendor 0x1199 |VID (Sierra Wireless Inc.)
Device Descriptor idProduct 0x90B1 PID (II\E/II\C/:I;Z;1 Iiﬂhé?i%ﬁ,)EMMﬂ, EM7421, EM7431, MC7411,
bcdDevice 0x0006 |Module variant
iManufacturer 0x01 "Sierra Wireless, Incorporated"”
. Product name
IProduct 0x02 1 o “EM7565, "EM7411", "MCT7421", etc.
iSerialNumber 0x00 Note: Value contained in USBSERIALENABLE customi-
zation (accesible via ICUSTOM AT command).
bNumConfigurations | 0x01 1 configuration
bLength 0x09
bDescriptorType 0x02
wiotalllength 0x00A0 Note: .Length varies depending on number of interfaces and
endpoints.
i ; Note: Number of interfaces varies depending on provisioning,
%c;r;fé?i:l;zt;on bNumlnterfaces 0x04 and use of IUSBCOMP to enable/disable ingan‘aces. ?
(Index 0x00) bConfigurationValue [0x01
iConfiguration 0x00
) Bus powered—remote wakeup (Default)

bmAttributes OxA0 (or 0x80 if remote wakeup is disabled)
MaxPower OxFA |500 mA
bLength 0x09
bDescriptorType 0x04
binterfaceNumber |0x02

Interface Descriptor bAlternateSetting 0x00

(Interface # 0x02) bNumEndpoints 0x03

Modem binterfaceClass OxFF  [Vendor-specific device class
binterfaceSubClass |0x00
binterfaceProtocol |0x00
ilnterface 0x00
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Table 2-4: USB descriptors—MBIM USB-IF Configuration (RMNET enabled) (Continued)

Descriptor Field identifier Value |Description/Notes
bLength 0x07
bDescriptorType 0x05
Endpoint ID (2); Direction (IN)
I%E :g;:;::‘ tD :jg:;pst: " |bEndpointAddress |0x82  |Note: Dynamically allocated. Actual endpoint addresses will
0x82) vary depending on enabled/disabled interfaces.
bmAttributes 0x03  |Transfer type: Interrupt
wMaxPacketSize 0x000A |1 transaction per microframe, max 10 bytes
binterval 0x09
bLength 0x07
bDescriptorType 0x05
Endpoint ID (1); Direction (IN)
EE gs;::;tD :jg:;'itf " |bEndpointAddress |0x81 | Note: Dynamically allocated. Actual endpoint addresses will
0x81) vary depending on enabled/disabled interfaces.
bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 |Max 512 bytes; Must be high speed device
binterval 0x00
bLength 0x07
bDescriptorType 0x05
Endpoint ID (1); Direction (OUT)
EE: 3321':‘:3 :jg:;gt: " |bEndpointAddress |0x01 | note: Dynamically allocated. Actual endpoint addresses will
0x01) vary depending on enabled/disabled interfaces.
bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 |Max 512 bytes; Must be high speed device
binterval 0x00
bLength 0x09
bDescriptorType 0x04
binterfaceNumber |0x03
Interface Descriptor bAlternateSetting 0x00
(Interface # 0x03) bNumEndpoints 0x03
NMEA binterfaceClass O0xFF | Vendor-specific device class
binterfaceSubClass |0x00
binterfaceProtocol |0x00
ilnterface 0x00
bLength 0x07
bDescriptorType 0x05
Endpoint ID (4); Direction (IN)
I%E :3;:;::] tD ::g:;pst: " |bEndpointAddress |0x84  |Note: Dynamically allocated. Actual endpoint addresses will
0x84) vary depending on enabled/disabled interfaces.
bmAttributes 0x03 |Transfer type: Interrupt
wMaxPacketSize 0x000A |1 transaction per microframe, max 10 bytes
binterval 0x09
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Table 2-4: USB descriptors—MBIM USB-IF Configuration (RMNET enabled) (Continued)

Descriptor Field identifier Value |Description/Notes
bLength 0x07
bDescriptorType 0x05
Endpoint ID (3); Direction (IN)
I%E :3;:;::] tD ::g:;pst: " |bEndpointAddress |0x83  |Note: Dynamically allocated. Actual endpoint addresses will
0x83) vary depending on enabled/disabled interfaces.
bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 |Max 512 bytes; Must be high speed device
binterval 0x00
bLength 0x07
bDescriptorType 0x05
Endpoint ID (2); Direction (OUT)
EE ﬂg;{,",:,? :jg:g;t: " |bEndpointAddress |0x02 | Note: Dynamically allocated. Actual endpoint addresses will
0x02) vary depending on enabled/disabled interfaces.
bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 |Max 512 bytes; Must be high speed device
binterval 0x00
bLength 0x09
bDescriptorType 0x04
binterfaceNumber |0x04
Interface Descriptor |PAlternateSetting  |0x00
(Interface # 0x04) bNumEndpoints 0x02
DIAG/DM binterfaceClass O0xFF |Vendor-specific device class
binterfaceSubClass |OxFF |Vendor-specific device class
binterfaceProtocol |OxFF |Vendor-specific
ilnterface 0x00
bLength 0x07
bDescriptorType 0x05
Endpoint ID (5); Direction (IN)
I?E :3;:;::1 tD :jg:;pst; " |bEndpointAddress |0x85 | Note: Dynamically allocated. Actual endpoint addresses will
0x85) vary depending on enabled/disabled interfaces.
bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 |Max 512 bytes; Must be high speed device
binterval 0x00
bLength 0x07
bDescriptorType 0x05
Endpoint ID (3); Direction (OUT)
I%E :g;:;::‘ tD :jg:;pst: " |bEndpointAddress |0x03  |Note: Dynamically allocated. Actual endpoint addresses will
0x03) vary depending on enabled/disabled interfaces.
bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 |Max 512 bytes; Must be high speed device
binterval 0x00
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Table 2-4: USB descriptors—MBIM USB-IF Configuration (RMNET enabled) (Continued)

Descriptor Field identifier Value |Description/Notes
bLength 0x09
bDescriptorType 0x04
binterfaceNumber |0x08
Interface Descriptor |PAlternateSetting | 0x00
(Interface # 0x08) bNumEndpoints 0x03
RMNETO binterfaceClass OxFF |Vendor-specific device class
binterfaceSubClass |OxFF
binterfaceProtocol |OxFF
ilnterface 0x07  |“rmnet-gmap-1”
bLength 0x07
bDescriptorType 0x05
Endpoint ID (6); Direction (IN)
EE :g:g::‘ tD ae:g:;gtsor bEndpointAddress |0x86 | Note: Dynamically allocated. Actual endpoint addresses will
0x86) vary depending on enabled/disabled interfaces.
bmAttributes 0x03 |Transfer type: Interrupt
wMaxPacketSize 0x0008 |1 transaction per microframe, max 10 bytes
binterval 0x09
bLength 0x07
bDescriptorType 0x05
Endpoint ID (E); Direction (IN)
I%E gg;:::‘ tD ::g:g;t:r bEndpointAddress |Ox8E | Note: Dynamically allocated. Actual endpoint addresses will
0x8E) vary depending on enabled/disabled interfaces.
bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 |Max 512 bytes; Must be high speed device
binterval 0x00
bLength 0x07
bDescriptorType 0x05
Endpoint ID (F); Direction (OUT)
?E: 3;:;::1? ae:g:g:: " |bEndpointAddress |OXOF | note: Dynamically allocated. Actual endpoint addresses will
0xOF) vary depending on enabled/disabled interfaces.
bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 |Max 512 bytes; Must be high speed device
binterval 0x00
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Table 2-5: USB descriptors—MBIM USB-IF Configuration (MBIM enabled)

Descriptor Field identifier Value |Description/Notes
bLength 0x12
bDescriptorType 0x01
bcdUSB 0x0200 |USB spec version 2
bDeviceClass OxEF
bDeviceSubClass |0x02
bDeviceProtocol 0x01
bMaxPacketSize0 |0x40 |Max packet size for endpoint 0=64 bytes
idVendor 0x1199 |VID (Sierra Wireless Inc.)
Device Descriptor dProduct 0xo0B1 | P1D (EM7511, EM7565, EM7411, EM7421, EM7431, MC7411,
MC7421, MC7431)
bcdDevice 0x0006 |Module variant
iManufacturer 0x01 "Sierra Wireless, Incorporated"”
) Product name
iProduct 0x02 1 o “EM7565", "EM7411", "MCT7421", etc.
iSerialNumber 0x00 Note: Value contained in USBSERIALENABLE customi-
zation (accesible via ICUSTOM AT command).
bNumConfigurations | 0x01 1 configuration
bLength 0x09
bDescriptorType 0x02
sl 0x00D8 Note: .Length varies depending on number of interfaces and
endpoints.
; ; Note: Number of interfaces varies depending on provisioning,
%:Zggi::?rwn bNuminterfaces 10x05 |/ use of IUSBCOMP to enable/disable interfaces.
(Index 0x00) bConfigurationValue [0x01
iConfiguration 0x00
bmAttributes 0xAO Bus pow§red—remote walfeup (Default)
(or 0x80 if remote wakeup is disabled)
MaxPower OxFA |500 mA
bLength 0x09
bDescriptorType 0x04
binterfaceNumber |0x00
Interface Descriptor |PAlternateSetting  |0x00
(Interface # 0x00) bNumEndpoints 0x01
MBIM binterfaceClass 0x02 |Communications (CDC Control) USB Device Interface Class
binterfaceSubClass |0x0E
binterfaceProtocol |0x00
ilnterface 0x00
bLength 0x07
bDescriptorType 0x05
Endpoint ID (1); Direction (IN)
Endpoint Descriptor |PEndpointAddress |0x81 | Note: Dynamically allocated. Actual endpoint addresses will
(Endpoint address vary depending on enabled/disabled interfaces.
0x81) bmAttributes 0x03 |Transfer type: Interrupt
wMaxPacketSize 0x0040 |1 transaction per microframe, max 64 bytes
winterval 0x0009
ESymelddiess 6x08 |NO SYNC ADDRESS SHOWN IN USB VIEWER
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Table 2-5: USB descriptors—MBIM USB-IF Configuration (MBIM enabled) (Continued)

Descriptor Field identifier Value |Description/Notes
bLength 0x09
bDescriptorType 0x04
binterfaceNumber |0x01
Interface Descriptor |PAlternateSetting | 0x01
(Interface # 0x01) bNumEndpoints 0x02
MBIM binterfaceClass 0x0A |Communications (CDC Control) USB Device Interface Class
binterfaceSubClass |0x00
binterfaceProtocol |0x02
ilnterface 0x00
bLength 0x07
bDescriptorType 0x05
Endpoint ID (14); Direction (IN)
Endpoint Descriptor |PEndpointAddress |OX8E | Note: Dynamically allocated. Actual endpoint addresses will
(Endpoint address vary depending on enabled/disabled interfaces.
L) bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 'max 512 bytes
winterval 0x0000
bSynrehddress 0x886 |NO SYNC ADDRESS SHOWN IN USB VIEWER
bLength 0x07
bDescriptorType 0x05
Endpoint ID (15); Direction (OUT)
Endpoint Descriptor |PEndpointAddress |0XOF | Note: Dynamically allocated. Actual endpoint addresses will
(Endpoint address vary depending on enabled/disabled interfaces.
Learls) bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 'max 512 bytes
winterval 0x0000
bSynrehddress 0x88 |NO SYNC ADDRESS SHOWN IN USB VIEWER
bLength 0x09
bDescriptorType 0x04
binterfaceNumber |0x02
Interface Descriptor |PAlternateSetting  |0x00
(Interface # 0x02) bNumEndpoints 0x03
Modem binterfaceClass OxFF  [Vendor-specific device class
binterfaceSubClass |0x00
binterfaceProtocol |0x00
ilnterface 0x00
bLength 0x07
bDescriptorType 0x05
Endpoint ID (3); Direction (IN)
I%E :3;:;::] tD ::g:;pst: " |bEndpointAddress |0x83  |Note: Dynamically allocated. Actual endpoint addresses will
0x83) vary depending on enabled/disabled interfaces.
bmAttributes 0x03 |Transfer type: Interrupt
wMaxPacketSize 0x000A |1 transaction per microframe, max 10 bytes
binterval 0x09
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Table 2-5: USB descriptors—MBIM USB-IF Configuration (MBIM enabled) (Continued)

Descriptor Field identifier Value |Description/Notes
bLength 0x07
bDescriptorType 0x05
Endpoint ID (2); Direction (IN)
I%E :3;:;::] tD ::g:;pst: " |bEndpointAddress |0x82  |Note: Dynamically allocated. Actual endpoint addresses will
0x82) vary depending on enabled/disabled interfaces.
bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 |Max 512 bytes; Must be high speed device
binterval 0x00
bLength 0x07
bDescriptorType 0x05
Endpoint ID (1); Direction (OUT)
EE ﬂg;{,",:,? :jg:g;t: " |bEndpointAddress |0x01 | Note: Dynamically allocated. Actual endpoint addresses will
0x01) vary depending on enabled/disabled interfaces.
bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 |Max 512 bytes; Must be high speed device
binterval 0x00
bLength 0x09
bDescriptorType 0x04
binterfaceNumber |0x03
Interface Descriptor |PAlternateSetting  |0x00
(Interface # 0x03) bNumEndpoints 0x03
NMEA binterfaceClass O0xFF |Vendor-specific device class
binterfaceSubClass |0x00
binterfaceProtocol |0x00
ilnterface 0x00
bLength 0x07
bDescriptorType 0x05
Endpoint ID (5); Direction (IN)
I?E :3;:;::1 tD :jg:;pst; " |bEndpointAddress |0x85 | Note: Dynamically allocated. Actual endpoint addresses will
0x85) vary depending on enabled/disabled interfaces.
bmAttributes 0x03 |Transfer type: Interrupt
wMaxPacketSize 0x000A |1 transaction per microframe, max 10 bytes
binterval 0x09
bLength 0x07
bDescriptorType 0x05
Endpoint ID (4); Direction (IN)
I%E :g;:;::‘ tD :jg:;pst: " |bEndpointAddress |0x84  |Note: Dynamically allocated. Actual endpoint addresses will
0x84) vary depending on enabled/disabled interfaces.
bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 |Max 512 bytes; Must be high speed device
binterval 0x00
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Table 2-5: USB descriptors—MBIM USB-IF Configuration (MBIM enabled) (Continued)

Descriptor Field identifier Value |Description/Notes
bLength 0x07
bDescriptorType 0x05
Endpoint ID (2); Direction (OUT)
I%E :g;:;::‘ tD :jg:;pst: " |bEndpointAddress |0x02  |Note: Dynamically allocated. Actual endpoint addresses will
0x02) vary depending on enabled/disabled interfaces.
bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 |Max 512 bytes; Must be high speed device
binterval 0x00
bLength 0x09
bDescriptorType 0x04
binterfaceNumber  |0x04
Interface Descriptor |PAlternateSetting | 0x00
(Interface # 0x04) bNumEndpoints 0x02
DIAG/DM binterfaceClass OxFF |Vendor-specific device class
binterfaceSubClass |OxFF |Vendor-specific device class
binterfaceProtocol |OxFF |Vendor-specific
ilnterface 0x00
bLength 0x07
bDescriptorType 0x05
Endpoint ID (6); Direction (IN)
I%E gs;:::‘ tD ::g:;ztsor bEndpointAddress |0x86 | Note: Dynamically allocated. Actual endpoint addresses will
0x86) vary depending on enabled/disabled interfaces.
bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 |Max 512 bytes; Must be high speed device
binterval 0x00
bLength 0x07
bDescriptorType 0x05
Endpoint ID (3); Direction (OUT)
I%E :3;:;::] tD ae:g:g;tso " |bEndpointAddress |0x03 | Note: Dynamically allocated. Actual endpoint addresses will
0x03) vary depending on enabled/disabled interfaces.
bmAttributes 0x02 |Transfer type: Bulk
wMaxPacketSize 0x0200 |Max 512 bytes; Must be high speed device
binterval 0x00
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USB Enumeration Examples

As noted earlier, endpoint addresses are dynamically allocated as each USB interface
enumerates.

The following table shows the endpoint allocations for a module using Legacy
configuration that has DIAG, NMEA, Modem, and MBIM USB interfaces enabled, and for
a module that does not have NMEA enabled.

Table 2-6: Endpoint Allocation Examples

Direction: IN

Direction: OUT

Interfaces (0x##)

0x00 (DIAG)
0x02 (NMEA)

0x00 (DIAG)

Interfaces (0x##)

0x00 (DIAG)
0x02 (NMEA)

0x00 (DIAG)

Endpoint 0x03 (Modem) 0x03 (Modem) Endpoint 0x03 (Modem) 0x03 (Modem)
Address | 0x0C/0x0D (MBIM) | 0x0C/0x0D (MBIM) Address | 0x0C/0x0D (MBIM) | 0x0C/0x0D (MBIM)
x81 DIAG Interrupt DIAG Interrupt x01 DIAG Bulk DIAG Bulk
x82 NMEA Bulk Modem Bulk x02 NMEA Bulk Modem Bulk
x83 NMEA Interrupt Modem Interrupt x03 Modem Bulk
x84 Modem Bulk MBIM Interrupt x04
x85 Modem Interrupt x05
x86 MBIM Interrupt x06
x8E MBIM Bulk MBIM Bulk x0E
x8F xOF MBIM Bulk MBIM Bulk
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3: References

Sierra Wireless Documents

The Sierra Wireless document listed below is available from source.sierrawireless.com.
[1] AirPrime EM75xx and EM/MC74x1 AT Command Reference (Doc# 41111748)

Industry/Other Documents

Related and supporting documents include:

[2] Terminal Equipment to User Equipment (TE-UE) multiplexer protocol (Release 6)
Website: www.3gpp.org

[3] Universal Serial Bus Class Definitions for Communication Devices, Version 1.1
Website: www.usb.org

[4] Universal Serial Bus Specification, Rev 3.0
Website: www.usb.org

[5] Universal Serial Bus Communications Class Subclass Specification for Mobile
Broadband Interface Model

Website: www.usb.org
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A: Acronyms

Table A-1: Acronyms and Definitions

Acronym or term Definition
UsSB Universal Serial Bus
ACM Abstract Control Model
VID Vendor ID (assigned by usb.org to Sierra Wireless)
PID Product ID (assigned by Sierra Wireless)
MBIM Mobile Broadband Interface Model
NMEA National Marine Electronics Association
DIAG Diagnostic interface (a.k.a. DM)
DM Diagnostic Interface (a.k.a DIAG)
Qmi Qualcomm MSM Interface
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