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1 Version

Application Notes may be updated over their lifetime. To ensure you design with the correct version, please check the
application notes page in www.sierrawireless.com for latest versions.

2 Introduction

This Application Note (APN) is provided to Sierra Wireless distributors and clients to aid more rapid development of embedded
applications using the Sierra Wireless portfolio of cellular solutions. To request a new application note, contact your regional
Sierra Wireless Product Marketing Manager.

3 Overview

The OpenSSL Project is a robust, commercial-grade, full-featured, and Open-Source toolkit implementing the Secure Sockets
Layer protocols as well as a full-strength general purpose cryptography library. Detailed explanation about OpenSSL is present
at http://www.openssl.org.

OpenSSL is used in the Internet & TCP/IP Libraries provided by Sierra Wireless to establish secure communication. The
OpenSSL version used in the Libraries is v0.9.6c¢.

Screenshots have been added to help you relate to the steps that are explained.

4 Glossary

Initials Definition

GSM Global System for Mobile Communication
HTTP Hyper Text Transfer Protocol

PPP Point to Point Protocol

TMT Target Monitoring Tool

UART Universal Asynchronous Receiver/Transmitter

5 Apache Server Installation and Configuration

Apache HTTP Server Project is a HTTP web server for modern operating systems including UNIX and Windows NT. This
project provides a secure, efficient and extensible server that provides HTTP services in sync with the current HTTP
standards. Information regarding the Apache HTTP web server installation and configuration is available at
http://httpd.apache.org/docs/2.2/.
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With respect to the sample application “wipssl_https_client”; the following changes will be required in the httpd.conf file:
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5.1.1 Modification 1

Listen to IP 192.168.1.5 and PORT 4433, which is assigned by the application running on the AirPrime module.

#Listen 80 /* This Line is commented */

Listen 192.168.1.5:4433
Keepalive off

Timeout 10

5.1.2 Maodificaiton 2

The server is running on 192.168.1.5, which is assigned by the AirPrime module.

#ServerName BLRKEC216936D.ad.infosys.com:80 /* This Line is commented */

ServerName 192.168.1.5

6 Setting Up SSL Secured Communication Channels Using Apache Server

In the application note, Open AT Framework Sample Application “wipss|_https_client” is used to explain the steps to set up a
SSL-Secured Communication channels using Apache server over UART PPP and the OS used is Windows. Please note that
the Open AT Framework Sample Application “wipss|_https_client” can be used to set up secured communication over GSM
PPP or GPRS. In order to communicate over GSM or GPRS; uncomment one of the followings according to the requirement,
which is available in the “appli.c” file of the Open AT Framework Sample Application “wipssl_https_client”.

/I#define OVER_UART_PPP_SERV
/I#tdefine OVER_UART_PPP_CLIENT

/Ittdefine OVER_GSM_PPP_SERV

/Idefine OVER_GSM_PPP_CLIENT

/l#define OVER_GPRS
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This application establishes a connection with an HTTPS server. When the negotiation is complete, the application displays
the page (source code in HTML) of the root page of the server.

With respect to the sample application “wipssl|_https_client”, use the option “OVER_UART_PPP_SERV".
6.1 Setting-Up Apache Server
6.1.1 Cryptographic Keys and Certificates

When two parties want to communicate over an insecure channel, they might use cryptographic keys as follows. Both parties
agree to use one particular algorithm with a particular key. The first party composes a message and creates a network stream
on which to send the message. Then the text is encrypted using the key, and is sent across the Internet to the second party.
Please note that the key is not sent across with the encrypted text. The second party receives the encrypted text and decrypts
it using the previously agreed upon key. However, if the transmission is intercepted, the interceptor cannot recover the original
message because the interceptor does not know the key. Thus cryptographic keys are used for authentication (e.g. through
Secure Shell) or signing (e.g. web server certificates).

Thus, the key and certificate files, which are included in the source directory of the Open AT Framework Sample Application
“wipssl_https_client” (path: C:\OpenAT\Plug-ins\Security\1.00.2030\Security\samples\wipssl_https_client\ src) has to be
copied to the Apache Software.

Foundation (Path: C:\Program Files\Apache Software Foundation\Apache2.2\bin). The key and certificate files are:
a. ca-cert.pem
b. client-cert.pem
c. client-key.pem
d. server-cert.pem

e. server-key.pem

6.2 Run OpenSSL as Server

In order to run the OpenSSL as server, open the command prompt. Command prompt can be opened by typing “cmd” in the
run window (Start->Run). The appropriate command to run it is:

s _server -accept 4433 -cert server-cert.pem -key server-key.pem -CAfile ca-cert.pem -www

The key and certificate files are included in the source directory of the sample application as mentioned earlier.

cv C:ASYSROOT \system32\cmd.exe - openssl.exe = [=] B3

Microsoft Windows XP [Uersion 5.1.26681]
(C> Copyright 1985-28081 Microsoft Corp.

C:\Documents and Settings\kumar_rahul®l>cd ""c:\Program Files\Apache Software Fou
ndation\Apache2 .2\bin"

C:\Program Files\Apache Software Foundation\Apache2Z.2\bin>openssl.exe
OpenSSL> s_server —accept 4433 -cert server-cert.pem —key server—key.pem —CAfile

ca—cert.pem

Loading ’screen’ into random state — done

Using default temp DH parameters
Using default temp ECDH parameters
ACCEPT

6.3 Setting Up Windows PPP Server
6.3.1 Step1l

PC dial-up connection is used to connect to a network such as your workplace network. Steps to create a dial up connection
(serial computer to computer) are given below:
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6.3.2 Step 2

Run the “New Connection” wizard and click on “Next” button.

New Connection Wizard

Welcome to the New Connection
@ Wizard

This wizard helps you:
¢ Connect to the Interet.

* Connect to a private network, such as your workplace
network.

To continue, click Next.

< Back I Next > I Cancel

6.3.3 Step 3

Select “Set up an advanced connection” and click “Next”.

New Connection Wizard
Network Connection Type
‘What do you want to do?

" Connect to the Internet
Connect to the Intemet so you can browse the Web and read email.

C Ci to the k at my workpl

Connect to a business netwark [using dial-up or ¥PN] so you can work from home,
a field office, or another location.

¢ Set up an advanced connection

Connect directly to another computer using your serial, parallel, or infrared port, or
set up this computer so that other computers can connect to it.

< Back l Next > I Cancel I

6.34 Step 4

Select “Connect directly to another computer” and click “Next”.

New Connection Wizard
Advanced Connection Options
‘Which type of connection do you want to set up?

Select the connection type you want:

" Accept incoming connections
Allow other computers to connect to this computer through the Interet, a phone
line, or & direct cable connection.

{;‘ Ci t di u‘ to th p
Connect to another computer using your serial, parallel, or infrared port.

< Back I Next > I Cancel
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6.3.5 Step5
Select “Anyone’s use” and click “Next”.

New Connection Wizard

Connection Availability
You can make the new connection available to any user or only to yourself.

A connection that is created for your use only is saved in your user account and is not
available unless you are logged on.

Create this connection for:
' Anyone's use

' My use only

< Back I Next > I Cancel

6.3.6 Step6
Type the Computer Name and click “Next”.

New Connection Wizard

Connection Name
What is the name of the other computer you are connecting to?

Type the name of the other computer in the following box.

Computer Name

=

The name you type here will be the name of the connection you are creating.

< Back I Next > I Cancel

6.3.7 Step7

SSL Communication with Apache Server

Select “Communication cable between two computers (COM1)” as device and click “Next”.

New Connection Wizard
Select a Device
This is the device that will be used to make the connection.

Select a device:

Communical

< Back I Next> I Cancel
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6.3.8 Step 8

Create the connection as per the requirement and click “Next”.

New Connection Wizard

Connection Availability
‘You can make the new connection available to any user or only to yourself.

A connection that is created for your use only is saved in your user account and is not
available unless you are logged on.

Create this connection for:
& Anyone's use

' My use only

< Back Next > Cancel

6.3.9 Step9

The new connection is created. Click “Finish” to complete the set-up.

New Connection Wizard

Completing the New Connection
Wizard

You have successfully completed the steps needed to
create the following connection:

SSL
* Share with all users of this computer

The connection will be saved in the Network
Connections folder.

[ Add a shortcut to this connection to my desktop

To create the connection and close this wizard, click Finish.

<Back [ Fnsh | Cancel |

6.3.10 Step 10

Once the “Finish” button is clicked, the following window will appear where username and password have to be provided for
dial-up connection. Access point parameters are provided in the Open AT Framework Sample Application
“wipssl_https_client”. Username and password for the PPP connection are “wipuser” and “WU#passwd” respectively.

Connect SSL 2 ‘

User name: IWiDuSet

Password: Iooooooooo

" Save this user name and password for the following users:
& e only

€ Srynhie wWho Uses s computer

Connect I Cancel Properties Help
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6.4 Setting Up Client Connection
6.4.1 Step1l

Now a client needs to be created to attach to the server. Hence, after the set up of Apache server and Windows PPP server
above, run the Open AT Framework Sample Application “wipssl|_https_client” from UART1 using “AT+WOPEN=1" command
as this application establishes a connection with an HTTPS server.

Make sure that the clock is properly set before running the application. The command to set the clock is “AT+CCLK”

HTTPS server Client
(Computerl) (Embedded Module)
UART 1
v
TMT/TE or

Hyper-Terminal

(Computer2)

6.4.2 Step?2
Run the Apache server (Start=> All Programs-> Apache HTTP Server-> Control Apache Server-> Start)

With respect to the sample application “wipssl_https_client”; there is the chance that the Apache server will NOT start on the IP
on which it is listing. So,

a. Start the application “wipssl_https_client”.

b. Start the PPP over UART connection. This will assign the IP address to the peer.

c. Now start the Apache server.

After this we can CLOSE(dis-connect) the PPP and reset the Airprime Moodule.
6.4.3 Step3

Next is setting-up a PPP over UART. Enter access point parameter and click “Connect”. Once this is done, the client
connects to the Apache server which is in the listing stage.

6.44 Step 4

The sample application establishes a connection between the client (embedded module) and the HTTPS server. When the
negotiation is complete, the application shows us the page of the root page of the server as shown in figure below.
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‘e as - HyperTerminal Q@@

File Edit WYiew Call Transfer Help

D @3 0B

[UART21: PPP event IP_UP: -> PPP CONNECTED
[UART2]1: -> CONNECTED

HTTPS Client Service test application : Init

ccleleclelelclelelelelelelelelelelelelelelelelelclelelcleleiclelelclelelelelelelelelelelelelClelelClelclCIele)
CIC] WARNING! NO RANDOM SEED CIC]
celeleclelelclelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelClelclCIelC]

You haven’t provided a proper random seed with WIP_COPT_SEED.
This is OK for tests, but it makes your key generation proccess
guessable by opponents. Don’t release software without a truly
random seed!

Bad seed[HTTP] new request GET https://192.168.1.5:4433 HTTP/1.1 @ 188cb6d8
IE%TlPERSE_URLPHRSE_URL HTTPS ? 1PARSE_URL STEP3I[HTTP] req parsed URL: / at 192.
[HTTPS] connect to host: 192.168.1.5:4433

[WIP] new TCPCLIENT 0x188c8618

[SSL] subevh_handshake function

[SSL] subevh_handshake function

[SSL] subevh_handshake: WIP_CEY_OPEN

[SSL]1 ==> NG_EWOULDBLOCK state 2 state(0)

L

Connected 6:53:12 Auto detect 115200 8-N-1 UM

6.45 Step5
On PC side you can open the Internet Explorer and enter the HTTPS address (https://192.168.1.5:4433/) to view the page.

7 Software Compatibility Matrix

FW Open AT Framework/SDK Open AT Framework Libraries

R7.x Open AT Application Framework v2.x Internet Library

8 Reference Documents

Document Name Comment

This document describes the Internet Library SSL Security
[1] Security Library User Manual-Internet Library SSL Library, which provides SSL-secured communication channels to
Internet Library.

9 Support
For direct clients: contact your Sierra Wireless FAE
For distributor clients: contact your distributor FAE

For distributors: contact your Sierra Wireless FAE

10 Document History

Level | Date History
001 October 9, 2009 Creation
002 February 18, 2010 Update
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Level | Date History

Updated legal boilerplate contents

3.0 January 13, 2012 New reference: 2170030
Old reference: WM_DEV_OAT_APN_018
4.0 August 1, 2013 Updated Apache settings with respect to “wipssl_https_client” application.

11 Legal Notice

Important Notice

Due to the nature of wireless communications, transmission and reception of data can never be guaranteed. Data may be delayed, corrupted (i.e., have errors) or be totally lost. Although significant delays or losses of data are
rare when wireless devices such as the Sierra Wireless modem are used in a normal manner with a well-constructed network, the Sierra Wireless modem should not be used in situations where failure to transmit or receive data
could result in damage of any kind to the user or any other party, including but not limited to personal injury, death, or loss of property. Sierra Wireless accepts no responsibility for damages of any kind resulting from delays or
errors in data transmitted or received using the Sierra Wireless modem, or for failure of the Sierra Wireless modem to transmit or receive such data.

Safety and Hazards

Do not operate the Sierra Wireless modem in areas where cellular modems are not advised without proper device certifications. These areas include environments where cellular radio can interfere such as explosive
atmospheres, medical equipment, or any other equipment which may be susceptible to any form of radio interference. The Sierra Wireless modem can transmit signals that could interfere with this equipment. Do not operate the
Sierra Wireless modem in any aircraft, whether the aircraft is on the ground or in flight. In aircraft, the Sierra Wireless modem MUST BE POWERED OFF. When operating, the Sierra Wireless modem can transmit signals that
could interfere with various onboard systems.

Note: Some airlines may permit the use of cellular phones while the aircraft is on the ground and the door is open. Sierra Wireless modems may be used at this time.

The driver or operator of any vehicle should not operate the Sierra Wireless modem while in control of a vehicle. Doing so will detract from the driver or operator’s control and operation of that vehicle. In some states and
provinces, operating such communications devices while in control of a vehicle is an offence.

Limitations of Liability

This manual is provided “as is”. Sierra Wireless makes no warranties of any kind, either expressed or implied, including any implied warranties of merchantability, fitness for a particular purpose, or noninfringement. The recipient
of the manual shall endorse all risks arising from its use.

The information in this manual is subject to change without notice and does not represent a commitment on the part of Sierra Wireless. SIERRA WIRELESS AND ITS AFFILIATES SPECIFICALLY DISCLAIM LIABILITY FOR
ANY AND ALL DIRECT, INDIRECT, SPECIAL, GENERAL, INCIDENTAL, CONSEQUENTIAL, PUNITIVE OR EXEMPLARY DAMAGES INCLUDING, BUT NOT LIMITED TO, LOSS OF PROFITS OR REVENUE OR
ANTICIPATED PROFITS OR REVENUE ARISING OUT OF THE USE OR INABILITY TO USE ANY SIERRA WIRELESS PRODUCT, EVEN IF SIERRA WIRELESS AND/OR ITS AFFILIATES HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES OR THEY ARE FORESEEABLE OR FOR CLAIMS BY ANY THIRD PARTY.

Notwithstanding the foregoing, in no event shall Sierra Wireless and/or its affiliates aggregate liability arising under or in connection with the Sierra Wireless product, regardless of the number of events, occurrences, or claims,
giving rise to liability, be in excess of the price paid by the purchaser for the Sierra Wireless product.

Customer understands that Sierra Wireless is not providing cellular or GPS (including A-GPS) services. These services are provided by a third party and should be purchased directly by the Customer.

SPECIFIC DISCLAIMERS OF LIABILITY: CUSTOMER RECOGNIZES AND ACKNOWLEDGES SIERRA WIRELESS IS NOT RESPONSIBLE FOR AND SHALL NOT BE HELD LIABLE FOR ANY DEFECT OR DEFICIENCY OF
ANY KIND OF CELLULAR OR GPS (INCLUDING A-GPS) SERVICES.

Patents

This product may contain technology developed by or for Sierra Wireless Inc.

This product includes technology licensed from QUALCOMM®.

This product is manufactured or sold by Sierra Wireless Inc. or its affiliates under one or more patents licensed from InterDigital Group and MMP Portfolio Licensing.
Copyright

© 2013 Sierra Wireless. All rights reserved.

Trademarks

Sierra Wireless®, AirPrime”, AirLink®, Airvantage® and the Sierra Wireless logo are registered trademarks of Sierra Wireless.
Watcher” is a registered trademark of Netgear, Inc., used under license.

Windows® and Windows Vista® are registered trademarks of Microsoft Corporation.

Macintosh” and Mac OS X* are registered trademarks of Apple Inc., registered in the U.S. and other countries.
QUALCOMM?® is a registered trademark of QUALCOMM Incorporated. Used under license.

Other trademarks are the property of their respective owners.
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#

# This is the main Apache HTTP server configuration file.  It contains the

# configuration directives that give the server its instructions.

# See <URL:http://httpd.apache.org/docs/2.2> for detailed information.

# In particular, see 

# <URL:http://httpd.apache.org/docs/2.2/mod/directives.html>

# for a discussion of each configuration directive.

#

# Do NOT simply read the instructions in here without understanding

# what they do.  They're here only as hints or reminders.  If you are unsure

# consult the online docs. You have been warned.  

#

# Configuration and logfile names: If the filenames you specify for many

# of the server's control files begin with "/" (or "drive:/" for Win32), the

# server will use that explicit path.  If the filenames do *not* begin

# with "/", the value of ServerRoot is prepended -- so "logs/foo.log"

# with ServerRoot set to "C:/Program Files/Apache Software Foundation/Apache2.2" will be interpreted by the

# server as "C:/Program Files/Apache Software Foundation/Apache2.2/logs/foo.log".

#

# NOTE: Where filenames are specified, you must use forward slashes

# instead of backslashes (e.g., "c:/apache" instead of "c:\apache").

# If a drive letter is omitted, the drive on which httpd.exe is located

# will be used by default.  It is recommended that you always supply

# an explicit drive letter in absolute paths to avoid confusion.



#

# ServerRoot: The top of the directory tree under which the server's

# configuration, error, and log files are kept.

#

# Do not add a slash at the end of the directory path.  If you point

# ServerRoot at a non-local disk, be sure to point the LockFile directive

# at a local disk.  If you wish to share the same ServerRoot for multiple

# httpd daemons, you will need to change at least LockFile and PidFile.

#

ServerRoot "C:/Program Files/Apache Software Foundation/Apache2.2"



#

# Listen: Allows you to bind Apache to specific IP addresses and/or

# ports, instead of the default. See also the <VirtualHost>

# directive.

#

# Change this to Listen on specific IP addresses as shown below to 

# prevent Apache from glomming onto all bound IP addresses.

#

#Listen 12.34.56.78:80

#Listen 192.168.111.111:80

#Listen 80

#Listen 192.168.1.5:4433

#Listen 192.168.1.5:4433



Listen 192.168.1.5:443

Keepalive off

Timeout 10



#

# Dynamic Shared Object (DSO) Support

#

# To be able to use the functionality of a module which was built as a DSO you

# have to place corresponding `LoadModule' lines at this location so the

# directives contained in it are actually available _before_ they are used.

# Statically compiled modules (those listed by `httpd -l') do not need

# to be loaded here.

#

# Example:

# LoadModule foo_module modules/mod_foo.so

#

LoadModule actions_module modules/mod_actions.so

LoadModule alias_module modules/mod_alias.so

LoadModule asis_module modules/mod_asis.so

LoadModule auth_basic_module modules/mod_auth_basic.so

#LoadModule auth_digest_module modules/mod_auth_digest.so

#LoadModule authn_alias_module modules/mod_authn_alias.so

#LoadModule authn_anon_module modules/mod_authn_anon.so

#LoadModule authn_dbd_module modules/mod_authn_dbd.so

#LoadModule authn_dbm_module modules/mod_authn_dbm.so

LoadModule authn_default_module modules/mod_authn_default.so

LoadModule authn_file_module modules/mod_authn_file.so

#LoadModule authnz_ldap_module modules/mod_authnz_ldap.so

#LoadModule authz_dbm_module modules/mod_authz_dbm.so

LoadModule authz_default_module modules/mod_authz_default.so

LoadModule authz_groupfile_module modules/mod_authz_groupfile.so

LoadModule authz_host_module modules/mod_authz_host.so

#LoadModule authz_owner_module modules/mod_authz_owner.so

LoadModule authz_user_module modules/mod_authz_user.so

LoadModule autoindex_module modules/mod_autoindex.so

#LoadModule cache_module modules/mod_cache.so

#LoadModule cern_meta_module modules/mod_cern_meta.so

LoadModule cgi_module modules/mod_cgi.so

#LoadModule charset_lite_module modules/mod_charset_lite.so

#LoadModule dav_module modules/mod_dav.so

#LoadModule dav_fs_module modules/mod_dav_fs.so

#LoadModule dav_lock_module modules/mod_dav_lock.so

#LoadModule dbd_module modules/mod_dbd.so

#LoadModule deflate_module modules/mod_deflate.so

LoadModule dir_module modules/mod_dir.so

#LoadModule disk_cache_module modules/mod_disk_cache.so

#LoadModule dumpio_module modules/mod_dumpio.so

LoadModule env_module modules/mod_env.so

#LoadModule expires_module modules/mod_expires.so

#LoadModule ext_filter_module modules/mod_ext_filter.so

#LoadModule file_cache_module modules/mod_file_cache.so

#LoadModule filter_module modules/mod_filter.so

#LoadModule headers_module modules/mod_headers.so

#LoadModule ident_module modules/mod_ident.so

#LoadModule imagemap_module modules/mod_imagemap.so

LoadModule include_module modules/mod_include.so

#LoadModule info_module modules/mod_info.so

LoadModule isapi_module modules/mod_isapi.so

#LoadModule ldap_module modules/mod_ldap.so

#LoadModule logio_module modules/mod_logio.so

LoadModule log_config_module modules/mod_log_config.so

#LoadModule log_forensic_module modules/mod_log_forensic.so

#LoadModule mem_cache_module modules/mod_mem_cache.so

LoadModule mime_module modules/mod_mime.so

#LoadModule mime_magic_module modules/mod_mime_magic.so

LoadModule negotiation_module modules/mod_negotiation.so

#LoadModule proxy_module modules/mod_proxy.so

#LoadModule proxy_ajp_module modules/mod_proxy_ajp.so

#LoadModule proxy_balancer_module modules/mod_proxy_balancer.so

#LoadModule proxy_connect_module modules/mod_proxy_connect.so

#LoadModule proxy_ftp_module modules/mod_proxy_ftp.so

#LoadModule proxy_http_module modules/mod_proxy_http.so

#LoadModule rewrite_module modules/mod_rewrite.so

LoadModule setenvif_module modules/mod_setenvif.so

#LoadModule speling_module modules/mod_speling.so

#LoadModule ssl_module modules/mod_ssl.so

#LoadModule status_module modules/mod_status.so

#LoadModule substitute_module modules/mod_substitute.so

#LoadModule unique_id_module modules/mod_unique_id.so

#LoadModule userdir_module modules/mod_userdir.so

#LoadModule usertrack_module modules/mod_usertrack.so

#LoadModule version_module modules/mod_version.so

#LoadModule vhost_alias_module modules/mod_vhost_alias.so



<IfModule !mpm_netware_module>

<IfModule !mpm_winnt_module>

#

# If you wish httpd to run as a different user or group, you must run

# httpd as root initially and it will switch.  

#

# User/Group: The name (or #number) of the user/group to run httpd as.

# It is usually good practice to create a dedicated user and group for

# running httpd, as with most system services.

#

User daemon

Group daemon



</IfModule>

</IfModule>



# 'Main' server configuration

#

# The directives in this section set up the values used by the 'main'

# server, which responds to any requests that aren't handled by a

# <VirtualHost> definition.  These values also provide defaults for

# any <VirtualHost> containers you may define later in the file.

#

# All of these directives may appear inside <VirtualHost> containers,

# in which case these default settings will be overridden for the

# virtual host being defined.

#



#

# ServerAdmin: Your address, where problems with the server should be

# e-mailed.  This address appears on some server-generated pages, such

# as error documents.  e.g. admin@your-domain.com

#

ServerAdmin admin@ad.infosys.com



#

# ServerName gives the name and port that the server uses to identify itself.

# This can often be determined automatically, but we recommend you specify

# it explicitly to prevent problems during startup.

#

# If your host doesn't have a registered DNS name, enter its IP address here.

#

#ServerName BLRKEC216936D.ad.infosys.com:80

ServerName 192.168.1.5



#

# DocumentRoot: The directory out of which you will serve your

# documents. By default, all requests are taken from this directory, but

# symbolic links and aliases may be used to point to other locations.

#

DocumentRoot "C:/Program Files/Apache Software Foundation/Apache2.2/htdocs"



#

# Each directory to which Apache has access can be configured with respect

# to which services and features are allowed and/or disabled in that

# directory (and its subdirectories). 

#

# First, we configure the "default" to be a very restrictive set of 

# features.  

#

<Directory />

    Options FollowSymLinks

    AllowOverride None

    Order deny,allow

    Deny from all

</Directory>



#

# Note that from this point forward you must specifically allow

# particular features to be enabled - so if something's not working as

# you might expect, make sure that you have specifically enabled it

# below.

#



#

# This should be changed to whatever you set DocumentRoot to.

#

<Directory "C:/Program Files/Apache Software Foundation/Apache2.2/htdocs">

    #

    # Possible values for the Options directive are "None", "All",

    # or any combination of:

    #   Indexes Includes FollowSymLinks SymLinksifOwnerMatch ExecCGI MultiViews

    #

    # Note that "MultiViews" must be named *explicitly* --- "Options All"

    # doesn't give it to you.

    #

    # The Options directive is both complicated and important.  Please see

    # http://httpd.apache.org/docs/2.2/mod/core.html#options

    # for more information.

    #

    Options Indexes FollowSymLinks



    #

    # AllowOverride controls what directives may be placed in .htaccess files.

    # It can be "All", "None", or any combination of the keywords:

    #   Options FileInfo AuthConfig Limit

    #

    AllowOverride None



    #

    # Controls who can get stuff from this server.

    #

    Order allow,deny

    Allow from all



</Directory>



#

# DirectoryIndex: sets the file that Apache will serve if a directory

# is requested.

#

<IfModule dir_module>

    DirectoryIndex index.html

</IfModule>



#

# The following lines prevent .htaccess and .htpasswd files from being 

# viewed by Web clients. 

#

<FilesMatch "^\.ht">

    Order allow,deny

    Deny from all

    Satisfy All

</FilesMatch>



#

# ErrorLog: The location of the error log file.

# If you do not specify an ErrorLog directive within a <VirtualHost>

# container, error messages relating to that virtual host will be

# logged here.  If you *do* define an error logfile for a <VirtualHost>

# container, that host's errors will be logged there and not here.

#

ErrorLog "logs/error.log"



#

# LogLevel: Control the number of messages logged to the error_log.

# Possible values include: debug, info, notice, warn, error, crit,

# alert, emerg.

#

LogLevel warn



<IfModule log_config_module>

    #

    # The following directives define some format nicknames for use with

    # a CustomLog directive (see below).

    #

    LogFormat "%h %l %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined

    LogFormat "%h %l %u %t \"%r\" %>s %b" common



    <IfModule logio_module>

      # You need to enable mod_logio.c to use %I and %O

      LogFormat "%h %l %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\" %I %O" combinedio

    </IfModule>



    #

    # The location and format of the access logfile (Common Logfile Format).

    # If you do not define any access logfiles within a <VirtualHost>

    # container, they will be logged here.  Contrariwise, if you *do*

    # define per-<VirtualHost> access logfiles, transactions will be

    # logged therein and *not* in this file.

    #

    CustomLog "logs/access.log" common



    #

    # If you prefer a logfile with access, agent, and referer information

    # (Combined Logfile Format) you can use the following directive.

    #

    #CustomLog "logs/access.log" combined

</IfModule>



<IfModule alias_module>

    #

    # Redirect: Allows you to tell clients about documents that used to 

    # exist in your server's namespace, but do not anymore. The client 

    # will make a new request for the document at its new location.

    # Example:

    # Redirect permanent /foo http://BLRKEC216936D.ad.infosys.com/bar



    #

    # Alias: Maps web paths into filesystem paths and is used to

    # access content that does not live under the DocumentRoot.

    # Example:

    # Alias /webpath /full/filesystem/path

    #

    # If you include a trailing / on /webpath then the server will

    # require it to be present in the URL.  You will also likely

    # need to provide a <Directory> section to allow access to

    # the filesystem path.



    #

    # ScriptAlias: This controls which directories contain server scripts. 

    # ScriptAliases are essentially the same as Aliases, except that

    # documents in the target directory are treated as applications and

    # run by the server when requested rather than as documents sent to the

    # client.  The same rules about trailing "/" apply to ScriptAlias

    # directives as to Alias.

    #

    ScriptAlias /cgi-bin/ "C:/Program Files/Apache Software Foundation/Apache2.2/cgi-bin/"



</IfModule>



<IfModule cgid_module>

    #

    # ScriptSock: On threaded servers, designate the path to the UNIX

    # socket used to communicate with the CGI daemon of mod_cgid.

    #

    #Scriptsock logs/cgisock

</IfModule>



#

# "C:/Program Files/Apache Software Foundation/Apache2.2/cgi-bin" should be changed to whatever your ScriptAliased

# CGI directory exists, if you have that configured.

#

<Directory "C:/Program Files/Apache Software Foundation/Apache2.2/cgi-bin">

    AllowOverride None

    Options None

    Order allow,deny

    Allow from all

</Directory>



#

# DefaultType: the default MIME type the server will use for a document

# if it cannot otherwise determine one, such as from filename extensions.

# If your server contains mostly text or HTML documents, "text/plain" is

# a good value.  If most of your content is binary, such as applications

# or images, you may want to use "application/octet-stream" instead to

# keep browsers from trying to display binary files as though they are

# text.

#

DefaultType text/plain



<IfModule mime_module>

    #

    # TypesConfig points to the file containing the list of mappings from

    # filename extension to MIME-type.

    #

    TypesConfig conf/mime.types



    #

    # AddType allows you to add to or override the MIME configuration

    # file specified in TypesConfig for specific file types.

    #

    #AddType application/x-gzip .tgz

    #

    # AddEncoding allows you to have certain browsers uncompress

    # information on the fly. Note: Not all browsers support this.

    #

    #AddEncoding x-compress .Z

    #AddEncoding x-gzip .gz .tgz

    #

    # If the AddEncoding directives above are commented-out, then you

    # probably should define those extensions to indicate media types:

    #

    AddType application/x-compress .Z

    AddType application/x-gzip .gz .tgz



    #

    # AddHandler allows you to map certain file extensions to "handlers":

    # actions unrelated to filetype. These can be either built into the server

    # or added with the Action directive (see below)

    #

    # To use CGI scripts outside of ScriptAliased directories:

    # (You will also need to add "ExecCGI" to the "Options" directive.)

    #

    #AddHandler cgi-script .cgi



    # For type maps (negotiated resources):

    #AddHandler type-map var



    #

    # Filters allow you to process content before it is sent to the client.

    #

    # To parse .shtml files for server-side includes (SSI):

    # (You will also need to add "Includes" to the "Options" directive.)

    #

    #AddType text/html .shtml

    #AddOutputFilter INCLUDES .shtml

</IfModule>



#

# The mod_mime_magic module allows the server to use various hints from the

# contents of the file itself to determine its type.  The MIMEMagicFile

# directive tells the module where the hint definitions are located.

#

#MIMEMagicFile conf/magic



#

# Customizable error responses come in three flavors:

# 1) plain text 2) local redirects 3) external redirects

#

# Some examples:

#ErrorDocument 500 "The server made a boo boo."

#ErrorDocument 404 /missing.html

#ErrorDocument 404 "/cgi-bin/missing_handler.pl"

#ErrorDocument 402 http://BLRKEC216936D.ad.infosys.com/subscription_info.html

#



#

# EnableMMAP and EnableSendfile: On systems that support it, 

# memory-mapping or the sendfile syscall is used to deliver

# files.  This usually improves server performance, but must

# be turned off when serving from networked-mounted 

# filesystems or if support for these functions is otherwise

# broken on your system.

#

#EnableMMAP off

#EnableSendfile off



# Supplemental configuration

#

# The configuration files in the conf/extra/ directory can be 

# included to add extra features or to modify the default configuration of 

# the server, or you may simply copy their contents here and change as 

# necessary.



# Server-pool management (MPM specific)

#Include conf/extra/httpd-mpm.conf



# Multi-language error messages

#Include conf/extra/httpd-multilang-errordoc.conf



# Fancy directory listings

#Include conf/extra/httpd-autoindex.conf



# Language settings

#Include conf/extra/httpd-languages.conf



# User home directories

#Include conf/extra/httpd-userdir.conf



# Real-time info on requests and configuration

#Include conf/extra/httpd-info.conf



# Virtual hosts

#Include conf/extra/httpd-vhosts.conf



# Local access to the Apache HTTP Server Manual

#Include conf/extra/httpd-manual.conf



# Distributed authoring and versioning (WebDAV)

#Include conf/extra/httpd-dav.conf



# Various default settings

#Include conf/extra/httpd-default.conf



# Secure (SSL/TLS) connections

#Include conf/extra/httpd-ssl.conf

#

# Note: The following must must be present to support

#       starting without SSL on platforms with no /dev/random equivalent

#       but a statically compiled-in mod_ssl.

#

<IfModule ssl_module>

SSLRandomSeed startup builtin

SSLRandomSeed connect builtin

</IfModule>



