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OVERVIEW  
 

DATE ISSUED: 10-Oct-2023 

ISSUED BY: Sierra Wireless Product Management 

PRODUCTS AFFECTED: AirLink® ALEOS Routers: 
• LX40, LX60, RV50X, RV55, MP70 

FOR DISTRIBUTION TO: All AirLink® ALEOS Customers 

 ALEOS 4.17 is Generally Available and is a major release that 
supersedes ALEOS 4.16.x releases and includes: 

• Security improvements 

• Updated radio module firmware 

• Removed support for WEP authentication 

• Commenced Sierra Wireless IP Manager Dynamic DNS 
service shutdown 

• Networking improvements 

• Additional AT commands 

• Additional debug features 

• Bug fixes 
For the complete list of changes refer to the ALEOS 4.17 release 
notes on The Source. 
Important Note: When upgrading ALEOS routers to ALEOS 4.17 from 
ALEOS versions earlier than 4.16, you must first upgrade to ALEOS 
4.16 before upgrading to ALEOS 4.17.  
This release is recommended for all in-production ALEOS powered 
routers. The benefits are security improvements, feature 
enhancements, bug fixes and radio module firmware improvements. 
This release will be introduced to the factory and will be available on 
The Source and ALMS shortly. 
 

      AirLink® ALEOS 4.17 General Availability 

https://source.sierrawireless.com/resources/airlink/software_reference_docs/release-notes/aleos
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Update your ALEOS powered routers using ALMS or ACEmanager: 
• Customers using Sierra’s AirLink Management Service 

(ALMS), AirLink Mobility Manager (AMM) or AirLink Manager 
(AM) are encouraged to upgrade to this release remotely/over-
the-air. For customers not using ALMS today, this is a great 
opportunity to realize the benefits of managing ALEOS devices 
remotely. ALMS greatly simplifies managing AirLink devices, 
can save the cost of a truck-roll, and keeps ALEOS devices up 
to date with the latest ALEOS firmware and security updates.  

• Customers may wish to manually update their affected routers 
using ACEmanager.  

 
 
 
PRODUCT SUPPORT 

WHEN IS THIS UPDATE 
AVAILABLE: 

ALEOS 4.17 will be available from ALMS/AM/AMM and The Source on 
or before 18-Oct-2023. 

 

https://source.sierrawireless.com/
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CONTACT 
 

SUPPORT: 

Ask for support here: 
• www.sierrawireless.com/support 

 
Sign up to the Source for product resources and subscribe to product 
bulletins here: 

• https://sierrawireless.com/sso/signup  
 
Sign up for Sierra Wireless Security Bulletins here: 

• www.sierrawireless.com/company/iot-device-security/security-
bulletins 

 
REVISION HISTORY 
 

13-Sep-2023 Initial Release 

10-Oct-2023 

• Updated release to address the Access Point Name (APN) 
mishandling on select regional carriers. 
• See the update release notes for the details. 
• Note that the full version identification of this release is ALEOS 
4.17.0.012 where the release ALEOS 4.17.0.010 was deprecated. 

 

http://www.sierrawireless.com/support
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fs1799992300.t.en25.com%2Fe%2Fer%3Fs%3D1799992300%26lid%3D10092%26elqTrackId%3D79c185143c334c52bf772d284ddf556e%26elq%3Da8985e1b16d94b388f9caaf0addd1a15%26elqaid%3D4710%26elqat%3D1&data=05%7C01%7Csuspark%40sierrawireless.com%7C3c1365a719394101da8608db4749dcbf%7C08059a4c248643dd89e33a747e0dcbe8%7C0%7C0%7C638182154803755923%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=E2N6PeWhsvj67ieWu7KhZAN8DdcktWcOHfY0%2B9OGVjg%3D&reserved=0
http://www.sierrawireless.com/company/iot-device-security/security-bulletins
http://www.sierrawireless.com/company/iot-device-security/security-bulletins

	OVERVIEW
	CONTACT
	REVISION HISTORY

