Tutorial:
Software download on the WMP100 Development kit

11-February-2009
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1. Introduction

To operate the WMP100 development kit, the user has to load the relevant firmware into the flash
memory connected to the WMP100 Wireless Microprocessor®.

The tutorial lists the different steps required to:
- Download into a blank flash (empty flash)
- Update a flash content with software already loaded
- Generate a flash image used for "pre-programmed flash'



2. Hardware and Software requirements

The material required includes:

- aPersonal Computer

- the WMP100/WMP50 Development kit including:
o the Wireless Microprocessor® motherboard
o the WMP100 socket-up (or WMP50 depending on the Wireless CPU used)
o the memory board with combo Flash/RAM memory (32/16, 64/16 for e.g.)
o the serial cable to connect on the COM interface of the PC (and supporting the

Hardware flow control)

0 the dongle (Secured key looking like a USB key to allow the download)

The software required should be downloaded from the wavecom web site at: www.wavecom.com
http://lwww.wavecom.com/modules/movie/scenes/products/index.php?fuseAction=downloads&productName=WMP100

It includes:

- The firmware package with the extension file .wpk'. to be saved on your working directory.

Note: in case the file nhame extension is added with the .zip extension (ex: R7[1].3_00-cus-wmp-
01.wpk.zip) , please remove the '.zip' extension to be recognised by the DWLWIN software (ex:
R7[1].3_00-cus-wmp-01.wpk)
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- The downloader program : DWLWIN (DWLWIN v4.1.6.9.exe)
Note: Use always the latest version uploaded on the www.wavecom.com web site (Toll section)

- The driver for the Dongle (Sentinel_Protection_Installer 7 1 .4.0 Drivers_Only.zip)
The Dongle is a secured key (looks like a USB key), that should be connected to the PC in order to
allow the download of the firmware into the flash memory
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3. Development kit and PC Set-up

1 - Connect the serial cable on UART1 (left connector) from the development kit mother board
2 - Connect WMP100 socket-up and the memory board on the development kit motherboard
Note: the memory board is usually delivered pre-load with the development kit

3 - Antenna connection and SIM card are not required

Default Development kit switch configuration:

Switch name Setup  |Switch function

ON/OFF ON Activate the ON/OFF mode

BOOT OFF Select the boot mode from the WMP100. For normal operation, it
should be OFF.

Ring indicator OFF

UART1 ON Select UART1 output on SUB9-D connector (if OFF , output is on
J1100 connector)

UART2 N/A Select UART2 output on SUB9-D connector

Set-up the Hyper Terminal as follows:

- Configuration: 115200-8-N-1

- PORT: COM1

- Speed: 115200 bps (default value from Wavecom firmware package)

- Parity: No

- Stop hit: 1

- Hardware Flow Control: Enable (Required for download through UART1 interface of the WMP100)
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Different behaviours can be seen on the development kit depending of the software.

Status Flash-LED CHARGER LED Comment

blank flash ON (green) ON (green) No firmware starts inside the WMP100.

(no firmware in the memory) Nothing happens. No AT prompt

Incorrect pairing between WMP100 | blinking blinking (green) Terminal prompt: 'BAD SOFTWARE' display.

and flash memory (green) The software starts then reboots due to
incorrect CRC content

Flashed loaded with firmware and | ON (green) ON (green) The firmware starts inside the WMP100 and

correctly paired with the WMP100 AT commands are accessible. AT prompt
answer ok (>AT -> OK)




4. Download into a blank flash (empty flash)

The download should be done with the DWLWIN downloader to activate the pairing process.

Pairing process

The download process on a blank flash pairs the Wireless Microprocessor® ID with the flash ID to
generate a unique firmware signature. As a result the flash image created will only work with the
associated Wireless Microprocessor®.

The dongle provides the secrete key to DWLWIN to authorize this process.

Once the pairing process is done, the dongle is not anymore required.

Follow the following procedure

Start DWLWIN

Setup of the 'Download' tab

i#: DWLWin ¥. 4.1.6.9 =101 x|

Dovnload | Generall advanced
Whorking Diir ;

[C:AwORK =]

(W] R[] 3 _00-cuz-wmmp-l

—Senal Port Settings————— Eraze :

Port Mumber : IEEIM‘I vI v Objects

[™ Customization Files
Fate : ¥ OpentT application

Wirelesz CPU Type I.-'l'-.utc'Deten:t j

— Monitoring
Start | |

Elapzed Time: 220z
Rate

Rak Size . 16384 Ko
Flazh Size : 4036 Ko
Flazh Type: ST 32Mib M5EWH
Statuz :  Process successful
Download completed on Thursday, January 15, 2009 11:55:43

Help | Hide | E wit |

Point to the 'working' directory where the wpk package has been loaded (as mentioned
previously). You should see the wpk package in the left area.




Select the wpk file

In the Serial Port Setting area
Select: Port number at COM1 (Port selected is depending on your PC configuration)
Select: Rate at 115200. (you can select 921600 to have the fastest download speed) with WMP

In Erase area:

Select: Objects

Do NOT Select: Customisation Files
Select: OpenAT application

Notes:

'Erase’ area represents the software structure of the memory including:

Objects: represents the Wavecom firmware part. If not selected, the firmware part is not updated
(e.g.: not selected when customer just need to update his own OpenAT application wihout
changing the firmware version)

Customization files: represents set-up files acting on the configuration options of the WMP and his
firmware.

OpenAT application: represents the customer application (binary with wpb extension) (ex:
gcc_Hello_World_256KB.wpb). It should be selected if OpenAT application from customer has to
be loaded or updated. Note: OpenAT application (wpb) is optional when the user only require
firmware functions

In Wireless CPU Type area:
Select: AutoDetect or WMP1x0/WMP50

Setup the 'General' tab

#: DWLWin ¥. 4.1.6.9

= [ .

Download  General | Advanced

& Dizplay On Startup
& Marmal
[~ AutoGuit
" Minimize
[ Do not display startup banner £ Hide

[~ TMT awareness

File extengsion azzociations Wi slaes) i G
i ™ Play a beep
WL [ Flash windaow
Llee [ Raize window
[ cus

~ Monitoring
Start | |
Elapsed Time : RAM Size
Flazh Size :
Rate
Flazh Type :
Status

Help |

Hide | E st |




Set-up the 'Advanced' Tab

- DWLWin ¥. 4.1

Du:uwnlu:uau:ll General Advanced |

Download in ;
= FLASH

{” Extemal Fahd
' Internal Rk

Download Start Address [ bin files only] : IEI:-:EIEIEIEIEIEIEIEI Mo dongle detected

=101 %

[ Do not send terminal data

— Monitoning

Start | |

Elapzed Time :
Rate

Statuz ;

Rak Size :
Flazh Size :
Flazh Type :

Help | Hide | Exit |

In the 'Download in' area: select FLASH

In the 'Starting address' area:

- Select 0x00000000 for the starting address.

Note: This field is the starting address from where a .bin file is loaded

Keep the field 'Do not check the terminal data' empty

Note: By keeping this field empty, the DWLWIN will generate and load the secured boot package for
blank flash download. This package is part of the pairing process as explain earlier on. This field
should be activated when the pairing process is not required (ex: when loading raw image into the

flash for the pre-programmed flash process)

On the right of the 'address field', you should see the text 'No dongle detected'

For the first download of firmware into a blank fla

sh, the pairing process requires the dongle to

be connected on the PC and recognised by DWLWIN.



Connect the Dongle

- Connect the Dongle (USB key delivered with the WMP development Kit)
o install the dongle driver (previously downloaded from the www.wavecom.com web site)

Note that the driver for the dongle should be installed on your PC otherwise the dongle may not be
recognised and the message 'No dongle detected' will still be displayed.

Also if not recognised, the message "Dongle exhausted may also appear " during the firmware
download.

o ‘'exit DWLWIN
o Relaunch DWLWIN

You should now see the message 'local Dongle'

i: DWLWin ¥. 4.1.6.9 =10] x|

Dl:uwnll:uadl General  Advanced I

D;wnl__liidsﬁz [™ Do not zend terminal data
™ Estermal BAM [™ Erase whole FLASH
© Intermnal Fak
Dovnload Start Addrezz [Lbin files only] ; IEI:-:EIEIEIEIEIEIEIEI Local dongle
I itlack, File
[T Enahble I J

~ Monitaring
Start | |
Elapzed Time RAM Size
Flazh Size :
Rate
Flazh Type :
Status :

Help | Hide | E st |

Now the two following options should appear
- The option 'erase all flash' should not be selected

Note: when selected it allows to erase the complete flash (as described later on)
Note: if the checkbox ‘erase whole flash' does not appear, your dongle may be faulty. Please contact
your Wavecom representative for immediate exchange

- The Init lock file message also appears and should not be selected



Start the download
Now everything is ready for the download of the Wpk file into the memory

On the devkit:

- Select the switch BOOT to ON
This allows the WMP100 to start from his own boot mode at the next reset

- Click on the start button on the DWLWIN

- Press the reset button on the development kit

When reset is pressed, the DWLWIN is loading the downloader into the RAM memory.

few seconds.

i: DWLWin ¥. 4.1.6.9 =10] x|

Download | Generall Advanced
“wfarking Diir

[C:vwORK =L

[w]FA7[1].3_00-cus-wrnp-

— Serial Part Settings———— Eraze

Part Mumber ; II:I:IM1 vI ¥ Objects

[ Customization Files

Rate : |1152|:":| 'I ¥ OpenaT application

‘wirglesz CPU Type : I-"-"-UtDDetect j
~ Monitaring
|
Elapzed Time: 11 2 RAM Size -
Flazh Size :
Rate . DBytes/s 5 2128
Flazh Type :

Statuz :  Inztaling the downloader in the wireless CPU's memaony...

Help | Hide | Ewit |

At this time the RAM size, Flash size and flash type should be displayed.
A sequence of different pop-up configuration windows will appear.
The FLASH-LED light is off on the development kit.

Set-up the pop-up configuration windows

It shoud take
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Select the configuration file (e2p file) in the pop-up windows corresponding to the WMP used and
click on OK

f:DWLWiIn ¥. 4.1.6.9 - 0] x|

String value selection x|

Fleaze zelect the 'Wirglesz CPU type

wrpl100.e2p j
wmpl 20.e2p
varnp150.e2p
wrpbl.ezp
—Serial Part Settings———————————— Eraze:
Part Mumber ; IEEIM'I *I 4 DbIECtS_ ; ;
[ Customization Files
Fiate |'|152':":| "I ¥ OpendT application

Wirglesz CPU Type : I.-'l'-.utuDetect j

— kM aonitaring

o | [
Rak Size . 16384 Ko
Flazh Size : 4036 Ko
Flazh Type: 5T 32kib MEEWE

Elapzed Time: 462
Rate . OBytess

Statuz ;

Setting up securnty data

Help | Hide | it |

- Set/Enable the security features (optional)

If selected, this option allows the user to load a secured key into the firmware (SDS Secured Data
Storage). Refer to the customer release note for more details.

Boolean value input x|

Do you want to setlenable zecurity features?

o | s |

- Resize the A&D area (optional)

The AD&D area is an area in the flash that can be used to store data. It is accessible through an
OpenAt application.

Please select 'No' if you do not need to resize the AD&D area. Please refer to the Firmware release
note to know the default value of the area.
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If selected, you should enter the size of the AD&D chosen in kBytes. Note: if the size entered does is
not compatible with the real size available in the memory, the system may not work. The WMP
PTS/CDG gives the memory mapping between the different memory area (firwware, A&D area, IDS
Area, OpenAT Area,etc...)

Boolean value input x|

Do pou want to rezize the AD Dota volume 7

pou_|

- Similar option is available for the Flash Object area
The flash Object area is a specific memory area formatted to access object format

Boolean value input x|

Lo pou want ko customize the flazh objects area [ADL Flash AP 2

|

- Ok to download the firmware
Select yes
Note: Clicking on 'No' allows to only pairing the flash with the WMP without loading the firmware

Boolean value input x|

Do pou want o download the firmware 7

pou_|

- Select the EMEI number

Click no.

If yes you will be requested to enter a new EMEI number
Refer to the customer release note for more details

Boolean value input x|

Do you want ta program the [ME| 7

|

- Configuration of the 'firmware features'
This option allows the use to modify the default 'non commercial' features of the Wireless
Microprocessor®. For example, this field is used to select the US bands by Default

12



Boolean yalue input x|

Do pou want o configure the firmware's features 7

|

The associated crypted vector is requested in the below pop-up

String value input x|

Enter the features configuration code

&bort |

Once selected the download of the firmware is starting
The downloading time depends on the COM speed selected (the fastest speed is at 921600 bps)
Once finalised, you should see the status message: 'Process successful’

13



i: DWLWIn ¥. 4.1.6.9

Download | Generall &dvanced
whorking Diir ;

=101 x|

||::xwuHK

= |

R7[1].2_00-cuz-wmp-

Poart Murnber ; IEEIh-H "I
Fate : I'I'IEEEIEI "I

~ Senal Port Settings——————

Eraze:
v Objects
[ Customization Files
¥ OpenAT application

wirglezs CPU Type I.E'-.utl:uDetect j

~ kanitaring

Start I |

Elapged Time : 441 =
Fate

Statuz: Process successful

Rak Size : 2043 Ko
Flazh Size : 8192 Ko
Flazh Type: 5T MEEWHROG4

Download completed on Thursday, Januare 15, 2009 12:40:04

Help |

The WMP100 is resetting itself and restarts again
The Flash-LED is ON

Hide |

E st |

Check that the firmware is correctly working

- Set the BOOT switch to OFF
- Open the Hyper terminal

- -Type
0 >AT (you should see ok)

o >ati3 (give the WMP version) you should see the answer as indicating below

14



& debug - HyperTerminal

Fichier Edition Affichage Appeler  Transfert  ?

~=loix|

D[z ®[5] 0|5

BAD SOFTYARE

ati3
R73_00gg.YHP100 2087432 121208 15:34

0K

< |
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5. Update the flash content with Software already| oaded

If the user wants to update the flash content in his memory where the pairing is already done, the
option Erase customisation files should be activated.

The usage of the dongle is not required anymore in this case

Only the binary files and configuration files (E2P files) are loaded, similar to the pro-lib.dwl in xmodem
download mode.

Note: if this mode is selected but the memory is empty (blank flash), the download process will be
blocked in download mode.
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6. Generate a flash image used for "pre-programmed flash’

This process explains the way to create a flash image that can be provided to a third party capable of
preloading the flash. Pre-programmed flash allows to skip the download/pairing process part during
the manufacturing.

The pairing process is done on the target system on the first boot.

The concept for getting the flash image (raw data in binary format) is to download only once the wpk
files into the memory of the target system (the development kit in this case) and upload the generated
image from the target.

For verification, we download again this image on a 'blank’ flash from the development kit but without
the dongle this time.

The additional requirements are:
- A wpk file supporting the pre-programmed flash option (available from OASiIS2.20 onward). We

use the file called R7xx-cus-wmp-preprog.wpk
- The target used to generate the binary file should support the same flash as on the final system

Download the firmware
Repeat the steps from the previous chapter (Download into a blank flash (empty flash))

Upload the binary image

At the end of the download, you will get the option to upload the generated image present in flash of
the the development kit. Select yes

17



i': DWLWin ¥. 4.1.6.9 - 0] x|
Boolean yalue input x|

Setup flazh memary imaage far pre-programmed devices [wery slow]?

|

— Serial Part Settings Eraze:

Port Mumber : II:EIM‘I vI v Objects

[ Customization Files

Rate: IHEEUU 'I ¥ OpentT application

whreless CPU Type I.-’-'-.utu::Deteu:t j

~ Manitaring
o | |
Rak Size © 2048 Ko
Flazh Size : 8192 Ko
Flazh Type : 5T MEEWHROGL

Statuz :  Commiting the changes in flazh memony

Elapzed Time : 210z
Rate . OBytesis

Completing the download

Help | Hide | Ewit |

Then provide the full path and name of the binary flash image that will be uploaded.
Remember to use the .bin extension to be recognised by the DWLWIN tool.

String value input x|

Enter the full [with path] file name af the image:

IE:HWDHKHfIash_image.bir]

|

Click OK.

The retrieving of the binary image is starting.
As the uplink speed is low, the upload process could take several minutes. Be patient.

At the end of the upload you should see the new file appearing in your directory.
The binary file should have the size of the memory flash size used.

18
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P y = X B L
O Précédente - => B ﬁ- 7 Rechercher Dossiers =5 |3 x n | E\ -
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| Taille | Tvpe | Date de modification |
1543 Ko Fichier WPE 15/01/2003 03:19

flash_image.bin G192 ko Fichier BIN 1510112009 13112

Twpe : Fichier WPK Date de modification : 1501 /2009 02:19 Taile : 1,50 Ma 1,50 Mo | -_e Poste de travail A

Option behaviours on pre-programmed flash image

- Security features

You can't configure the security features (i.e. Secured Data Storage) using a pre-programmed image.
The use of the dongle is mandatory because this feature requires a modification of the internal
EEPROM through DWLWin.

- AD Dota and flash objects

The WPK allows to resize the flash memory partitioning to increase the size of the DOTA volume or
the size of the flash objects area. This settings are set in the flash memory during the download of the
WPK. The pre-programmed image therefore contains those settings

Note: the pre-programmed image carries the same flash objects as the module the WPK is download
into. This is a good way to get customer data pre-set in the flash objects in factory.

- IMEI

If there is 'no IMEI' in the WMP (ordered without IMEI order code),
- the same IMEI entered by the user at WPK download time will be set in all the modules
programmed with the image. (which is not recommended)
- We recommend to set the IMEI using AT+WIMEI at 1st startup

- Firmware features / crypted vector (ex: US band by default)
The features set by the vector will be replicated in all the modules using the image (those features are
stored in the virtual EEPROM).

- Commercial features (feature lock corresponding to the WMP order code)

The commercial features are always copied from the internal EEPROM of the WMP to the flash image.
As a result, the image's do not matter.

19



7. Verify that the image is correctly generated

Erase the flash completely

- Connect the dongle
- Select erase all flash in the advanced tab

ifl: DWLWIn ¥. 4.1.6.9 =01 x|

Du:nwnln:nadl General Advanced |

DF;.W”;E%E : [ Do not zend terminal data
 Estemal Pk V¥ Eraze whole FLASH
" Irternal Fidd
Diownload Start Address [ bin filez only] : IEI:-:DEIEIDDEIEIEI Local dongle
Initlock, File
[~ Enable I J

— M onitaring
Start | |

Elapzed Time: 33z
Rate

Rakd Size © 2048 Ko
Flazh Size : 8192 Ko
Flazh Type: ST MEEWR0EL

Status : Process successful
Dawnload completed on Thursday, Januar 15, 2009 13:34:19

Help | Hide | E st |

Note: if the checkbox 'erase whole flash' does not appear, your dongle may be faulty. If this is the
case, please contact your Wavecom representative for immediate exchange.

- launch start
This will remove all the pairing configuration data

A warning will appear, as the process erases the complete content of the flash. The calibration

parameter of the WMP100 in the flash will also be erased but reloaded from an internal EEPROM in
the WMP100 at the next boot process (This is not true for Q26 for example)

20
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Once yes selected, the erase process starting.

= DWLWIn ¥. 4.1.6.9 = 0] x|

Dawnload I General | Advanced |
Whorking Diir :

[C:vwORK =

[Iflash_irmaage.bin
[ 1R Ps-cus-wmp-preprg

—Senal Part Settings————————— Eraze:

Port Mumber : IEEIM‘I vI ¥ | Dbjects

[ Customization Files

Rate: |'|'|52|:":| ""I ¥ OpentT application

Wirelesz CPU Type I.-'-‘-.utu::Deteu:t j

— Manitaring
o | N

Rét Size : 20458 Ko

Flazh Size : 8192 Ko

Flazh Type: ST M53WwWHR0E4

Statuz :  Erazing the whole flash mermorny

Elapzed Time: 15z
Rate . O Bytests

Help | Hide | Ewit |
At the end of the process the flash is completely blank

Verify that the uploaded binary image is correct

To download a binary image in the development kit, you do not use anymore the dongle and the
pairing process.

- Remove the dongle
- Activate the 'Do not send terminal data' in the advanced tab of DWLWIN

21



This option allow to send raw data (.bin file typically) without activating the pairing process

DYWLYWin ¥. 4.1.6.9

0=00000000

Select the binary image

22



i DWLWiIn ¥. 4.1.6.9

Download | Generall Advanced
Working Diir

C:hwfORE,

[ Custornization Files

[wFlazh_imaage. bin
[ ]R ¥wR-cLz-wmp-preprg
—Serial Part Settings Eraze:
Faort Humnber : IEEII'vH TI I Objects
Rate : IHEEI:":I j' W OpenAT application

Wirelesz CPU Tupe I.-’-'-.utu::Deteu:t

=~

— Monitaring
Start | |
Elapzed Time RaM Size
Flazh Size :
Rate
Flash Type :
Status :

Help | Hide |

Click yes to validate sending the .bin file

The option ‘Do not send terminal data' is checked:
You cannok downlaad amything but uploaded Files,

I Sure you want ko proceed?

' Qi Mari

E xit |

P

The downloading process is now starting
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il DWLWIn ¥. 4.1.6.9 =0l x|

Download | Generall Advanced
Ywhorking Diir

[C:AWORK =]

[w]flazh_image. bin
[ R ¥ m-cus-wmp-preprg

—Senal Port Settings———————— Eraze

Part Mumber : IEEIM‘I vI v Objects

[T Customization Files

Bate |1'|52|:“:| "I ¥ OperAT application

wirglezs CPU Type I.&.utuDetect j

— M onitaring
—

Elapzed Time: 235z
Fate : 11244 Bytesds

Rabd Size : 2048 Ko
Flazh Size : 8192 Ko
Flazh Type: ST M5EwWHEOES

Statuzs ;.  Downloading binary file flazh_image. bin

Sending contents...
Help | Hide | Ewit |

Once finalized, should see the following message: Process successful

- Put the BOOT Switch to OFF

- Reset the development kit (automatic pairing will happen)
- Start terminal

- Confirm the target is answering to ATI3 command

wavecoM”

Smart wireless. Smart business.




