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Using ACEmanager to Upgrade

Radio Module Firmware

APPLICATION NOTE

This application note, intended for Sierra Wireless customers and channel partners,
describes how to update the radio module firmware (RMFW) manually as part of an
ALEOS upgrade using ACEmanager. If you need to upgrade an existing inventory or
prepare AirLink routers for deployment—without SIM cards installed—the necessary
RMFW may not be automatically upgraded. After deployment, routers can be registered
with ALMS and receive upgrades automatically.

Manual RMFW upgrades are especially important when new functionality is introduced,
such as with the AT&T B14 Carrier Aggregation RMFW released in conjunction with
ALEOS 4.14.0.

Important: The radio module firmware upgrade must be performed using ACEmanager.

The upgrade process includes the following steps:

1. Downloading new ALEOS software and RMFW firmware (see Before You Begin on
page 1)

Upgrade ALEOS (see Updating ALEOS and the Radio Module Firmware on page 2)
Upgrade your existing radio module firmware (see page 3)

If required, upgrade any radio module firmware stored on the router (see page 4)

o eN

If required, install any new radio module firmware on the AirLink router (see Installing
New Radio Module Firmware on page 6)

6. If required, enable radio firmware/network operator switching (see page 7).

Before You Begin

Note: If you are new to configuring and updating AirLink routers, see “Planning Your Update” and
“Recommendations” in the applicable ALEOS Software Configuration User Guide, available on the
Source.

Download the latest ALEOS software:

1. Download the ALEOS software and required RMFW from the Source:
- MP70 software downloads page
- LX60 and LX40 software downloads page
- RV50 software downloads page
- RV55 software downloads page
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https://source.sierrawireless.com/resources/airlink/software_downloads/mp70/mp70-firmware-list/
https://source.sierrawireless.com/
https://source.sierrawireless.com/
https://source.sierrawireless.com/resources/airlink/software_downloads/lx/lx-firmware-list/
https://source.sierrawireless.com/resources/airlink/software_downloads/rv50/rv50-firmware-list/
https://source.sierrawireless.com/resources/airlink/software_downloads/rv55/rv55-firmware-list/

Upgrading Radio Module Firmware

Updating ALEOS and the Radio Module
Firmware

This procedure shows you how to update your AirLink router’s operating system (ALEOS)
and how to update the current radio module firmware. If necessary, after completing this
update, you can then add new RMFW for the radio module, as described in Installing New
Radio Module Firmware on page 6.

Using ACEmanager to Update an AirLink Router

Note: For complete information, see the Configuration chapter in the ALEOS Software Configu-
ration User Guide.

To update the ALEOS software and current RMFW:

1. Connect the AirLink router you want to update to your laptop, and log in to ACEma-
nager.

2. Click the Software and Firmware button.
The Software and Firmware update window opens.

Software and Firmware Close

Currently Instaled System Information
ALEOS Software Version: 4.11.0 ALEOS Build number o
Device Model- MPT0

~ Radio Module Type: EM7511  Radio Module Identifier: GENERIC
Radio Firmware Version: SWISX50C_01.07.00.00 33958b jenkins 2018/05/12 15:46:52 1

Select: ®/ ALEOS Software ) Radio Module Fimware
Browse... ' No file selected.

1. Initialization

2. Uploading

3. Applying

4. Rebooting

Figure 1: Software and Firmware update window

3. Click Select ALEOS software (which updates ALEOS and prompts you to update the
RMFW if a newer version is available for your router).

4. Click Browse... and navigate to the ALEOS software you downloaded from the Sierra
Wireless Web site. This is a .bin file named for the device and the ALEOS software
version. For example, MP70_4.14.0.014.bin.

5. Click Update.

Rev. 1 February 2021 2 41114171



Application Note

The ALEOS software update runs automatically and green check marks appear
beside each step as it is completed.

Important: Do not disconnect the router from the computer, and do not power cycle or reset the
router during the update.

You may be prompted to update the current RMFW.

1
3. Applying

No file selected.

-

Upload Radio Firmware m

Figure 2: Prompt for Radio Module Firmware

6. Under Applying, click Browse... and navigate to the RMFW file you downloaded. This
is an .iso file named for the gateway’s radio module and the operator’s network. For
example, EM7511_01.14.02.00_GENERIC_002.035_000.iso.

Note: To use FirstNet Carrier aggregation on the AT&T network, upload
EM7511_01.14.02.00_ATT_002.047_000.

7. Click Upload Radio Firmware.

A message appears on the window indicating that the firmware has been successfully
uploaded. Once the radio module firmware is uploaded, the router begins applying the
firmware upgrade.

Important: Do not disconnect the AirLink router from the computer or reboot the device while the
firmware update is in progress. During the RMFW update, the router LEDs flash rapidly in sequence
(an LED chase or caterpillar). When the RMFW update is complete, the router reboots automati-
cally.

8. When the update is complete, the AirLink router reboots. The Software Update
progress window appears.

SOFTWARE UPDATE

= Update in progress ...
"

Do not shut down the device until the process is complete!

When the reboot is complete, you are returned to the Login screen.
9. After you log in, go to Status > About (see Figure 3).
10. Click Refresh.

11. Check the ALEOS Software Version, Radio Firmware Version and Carrier PRI ID
fields to confirm that the ALEOS software and the RMFW have been updated.
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Note: The Carrier PRI ID is often the most important update indicator. With some updates, the
Radio Firmware Version may not change.

If you intend to deploy the router with the RMFW and carrier shown on the Status > About
screen, no further action is required. If you need to add RMFW for a different carrier,
please see the next section.

Status | WAN/Cellular  Dual Wi-Fi ~ LAN VPN Security Services Location Events Reporting Dual Serial  Applications = /O Admin
Lastupdated time : 1/28/2021 4.44.:20 PM
L Device Model RVS5
Cellular Radio Module Type EM7511
Radio Module Identifier GENERIC
Ethernet | Radio Firmware Version SWISXS0C_01.14.02.00 262100 jenking 2020/08/19 14.18:33 |
Dual Wi-Fi Radio Hardware Version 10
SKUPRIID 9908373, 002.004
LAN IP/MAC Table
Carrier PRI ID 9907259, GENERIC_002.035_000
VPN AT Serial Number 2R90240015010307
AT |ocation/RAP Device 1D Device ID Disabled
Security
AT Ethernet Mac Address 00:14:3E:48:98:FB
Services
AT ALEOS Software Version 4.14.0
koerion ALEOS Build number 014
. Device Hardware Configuration 212B1000000000000000000000000000
Dual Serial
Boot Version 413
Appcaions AT Recovery Version 2.0- 024302235907 46517
Policy Routing MCU Firmware Version 02.08
MSCI Version 51

RSR

About

AceManager Template Name

Reset Configuration Name

Figure 3: ACEmanager: Status > About

Updating Radio Module Firmware Stored on
the Router

After an ALEOS update, you may need to update RMFW that is already stored on the
router, but is not currently in use. You might use this stored RMFW for another carrier’s
SIM card when the router is eventually deployed.

To update RMFW stored on the router:
1. In ACEmanager, go to Admin > Radio Module Firmware.

2. Under Firmware, check the list of firmware stored on the router. In the example shown
in Figure 4, we are interested in AT&T RMFW.
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WAN/Cellular ~ Wi-Fi LAN

Status VPN

Security ~ Services Location Events Reporting  Serial ~ Applications

Application Note

110 JAdmin |

Last updated time : 2/10/2021 12:22.09 PM

Change Password

DD ED

[-] Current Information

Advanced

Type
Reset Network Operator
Radio Tools Firmware Version

2KU PRI D and Version
Log

Carrier PRI D and Version

Configure Logging

MC7455

GENERIC

SWI9X30C_02.33.03.00 r3209 CARMD-EV-FRMWR2 2019/08/28 20:53:30
9904514, 001.000

9904609, GENERIC_002.072_000

Figure 4: Radio Module Firmware List

[ Firmware ‘
Remote Logging
Active? Network Operator Version Up to date? Actions
View Log ATT "02.20.03.00_ATT_002.020_000" No | Update |
. GENERIC "02.33.03.00_GENERIC_002.072_000" Yes | Update |
Radio Module Firmware

SPRINT "02.20.03.22_SPRINT_002.020_000" No
VERIZON "02.20.03.22_VERIZON_002.026_000" No | Update |

3. If you see the desired Network Operator, check the Up to date? column.
a. If you don’t see the desired Network Operator, see Installing New Radio Module
Firmware on page 6.
b. If the Up to date? status is No for the desired RMFW, proceed to Step 4.
4. If you have not already done so, download the latest RMFW for the radio module and
Network Operator. See Before You Begin on page 1.
5. Click Update for the desired Network Operator.
A file upload window appears.
|
| Please select firmware for ATT
No file selected. | update |
i
6. Click Browse... and navigate to the desired RMFW file, and then click Update.

Configure Logging

Remote Logging

View Log

Rev. 1 February 2021

Radio Module Firmware

The RMFW and the Up to date? status are updated.

| [-] Firmware
Active? Network Operator Version Up to date? Actions
ATT "02.32.11.00_ATT_002.070_002" Yes Remove:
O GENERIC "02.33.03.00_GENERIC_002.072_000" Yes Activate
SPRINT "02.20.03.22_SPRINT_002.020_000" No | update |
VERIZON "02.20 03 22_VERIZON_002.026_000" No | Update |
[instal
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Installing New Radio Module Firmware

To install new RMFW on the AirLink router:

1.

In ACEmanager, go to Admin > Radio Module Firmware.

Status ~ WAN/Cellular =~ Wi-Fi LAN VPN Security  Services Location  Events Reporting = Serial Applications =~ 11O |Admin

Change Password

Advanced

Reset

Radio Tools

Log

Remote Logging

View Log

Configure Logging

Radio Module Firmware

[-] Current Information |

Type EM7511
Metwork Operator GENERIC
Firmware Version SWI9X50C_01.07.02.00 6c91be jenkins 2018/06M13 23:08:16
SKU PRIID and Version 9908245, 001.001
Carrier PRI ID and Version 9907259, GENERIC_002.004_001
[l Firmware |
Active?  Metwork Operator Version Up to date? Actions
ATT "01.07.02.00_ATT_002 008_002" Yes
. GENERIC "01.07.02.00_GENERIC_002.004_001" Yes

Click Install to add new radio > =0
module firmware to the router

[ Options |
Metwark Operator Switching
ALMS Radio Module Firmware Update

Figure 5: ACEmanager: Admin > Radio Module Firmware

2,
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Click Install to add new RMFW image to the router storage.
The “Please select a new firmware” window appears.

Please select a new firmware

No file selected. =0 }

Click Browse... and navigate to the desired RMFW file that you downloaded earlier
(see Before You Begin on page 1).

Click Install.

Note: When the maximum number of radio module firmware versions are stored on the router,
the Install button is not available. To free up space to add another version, remove one of the
firmware versions on the router.

After installing the new firmware, you can confirm that it has been added to the firm-
ware list as shown in Figure 6.
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Status =~ WAN/Cellular

Dual Wi-Fi ~ LAN VPN

Security

Services

Application Note

Events Reporting  Dual Serial = Applications /O Admin
Change Password
[H Current Information
Advanced
Type EM7511
s Network Operator GENERIC
Radio Tools Firmware Version SWI9X50C_01.14.02.00 2e210b jenkins 2020/08/19 14:18:39
SKU PRI ID and Version 9908373, 002.004
Log Carrier PRI D and Version 9907259, GENERIC_002.035_000
Configure Logging
[-] Firmware
Remote Logging
Active? Network Operator Up to date? Actions
View Log ATT "01.14.02.00_ATT_002.047_000" Yes
. GENERIC "01.14.02.00_GENERIC_002.035_000" Yes
Radio Module Firmware
VERIZON "01.08.04.00_VERIZON_002.015_001" Yes
[] Options

Network Operator Switching

ALMS Radio Module Firmware Update

Figure 6: ACEmanager: Admin > Radio Module Firmware

Enable

Update Current only v

5. Under Options, enable Network Operator Switching. When Network Operator
Switching is enabled, the router automatically selects and uses the appropriate
RMFW for the installed SIM card. For multi-SIM routers, if there is no SIM card
installed in the primary SIM card slot, the router switches to the SIM card in the

secondary SIM card slot.

Document History

Revision | Release date | Changes
number
1 February 2021 First release

Legal Notice

Limitation of The information in this document is subject to change without notice and does not
represent a commitment on the part of Sierra Wireless. SIERRA WIRELESS AND ITS
AFFILIATES SPECIFICALLY DISCLAIM LIABILITY FOR ANY AND ALL DIRECT,
INDIRECT, SPECIAL, GENERAL, INCIDENTAL, CONSEQUENTIAL, PUNITIVE OR
EXEMPLARY DAMAGES INCLUDING, BUT NOT LIMITED TO, LOSS OF PROFITS OR
REVENUE OR ANTICIPATED PROFITS OR REVENUE ARISING OUT OF THE USE OR

Liability
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Patents

Copyright

Trademarks

Contact
Information

INABILITY TO USE ANY SIERRA WIRELESS PRODUCT, EVEN IF SIERRA WIRELESS
AND/OR ITS AFFILIATES HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES OR THEY ARE FORESEEABLE OR FOR CLAIMS BY ANY THIRD PARTY.

Notwithstanding the foregoing, in no event shall Sierra Wireless and/or its affiliates
aggregate liability arising under or in connection with the Sierra Wireless product,
regardless of the number of events, occurrences, or claims giving rise to liability, be in
excess of the price paid by the purchaser for the Sierra Wireless product.

This product may contain technology developed by or for Sierra Wireless Inc. This product
is manufactured or sold by Sierra Wireless Inc. or its affiliates under one or more patents
licensed from MMP Portfolio Licensing.

© 2021 Sierra Wireless. All rights reserved.

Sierra Wireless®, AirLink®, AirVantage® and the Sierra Wireless logo are registered
trademarks of Sierra Wireless.

Windows® and Windows Vista® are registered trademarks of Microsoft Corporation.

Macintosh® and Mac OS X® are registered trademarks of Apple Inc., registered in the
U.S. and other countries.

Other trademarks are the property of their respective owners.

Sales information and technical Web: sierrawireless.com/company/contact-us/
support, including warranty and returns | Gjobal toll-free number: 1-877-687-7795
6:00 am to 5:00 pm PST

Corporate and product information Web: sierrawireless.com
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