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Introduction

To increase system security, with the release of ALEOS 4.14.0, ACEmanager access 
changes to use HTTPS and the default port changes to 9443. After upgrading your router 
to ALEOS 4.14.0, the previous IP address and port that you used remain valid. However, 
if your router is reset to factory default settings after upgrading to ALEOS 4.14.0, you must 
use HTTPS.

• For devices with ALEOS 4.14.0 installed at the factory, or devices upgraded to 4.14.0 
and reset to factory default, the new protocol and port must be used: 
https://192.168.13.31:9443

• For devices upgraded to ALEOS 4.14.0 or previous (and not reset to factory defaults) 
the http log-in persists: http://192.168.13.31:9191

Using ACEmanager with HTTPS

When you first log in using HTTPS, your browser may display warnings related to the self-
signed certificate (see Figure 1). Please accept any warnings and continue. Depending 
on your browser, the warnings may not appear on subsequent log ins.

Note: HTTPS log in does not apply to devices in Recovery Mode. When a device is in Recovery 
Mode, use http://192.168.13.31:9191 to log in to ACEmanager.

Figure 1: HTTPS browser warning

Application Note

Accessing ACEmanager using 
HTTPS

Applies to:

• ALEOS 4.14.0

• ACEmanager
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Adding Legato Applications Using Leaf
Reverting to HTTP

To configure your device to use HTTP for local ACEmanager access again, go to 
Services > ACEmanager > Local Access and select Both HTTP and HTTPS.

Figure 2: ACEmanager > Services > ACEmanager
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Legal Notice

Limitation of 
Liability

The information in this document is subject to change without notice and does not 
represent a commitment on the part of Sierra Wireless. SIERRA WIRELESS AND ITS 
AFFILIATES SPECIFICALLY DISCLAIM LIABILITY FOR ANY AND ALL DIRECT, 
INDIRECT, SPECIAL, GENERAL, INCIDENTAL, CONSEQUENTIAL, PUNITIVE OR 
EXEMPLARY DAMAGES INCLUDING, BUT NOT LIMITED TO, LOSS OF PROFITS OR 
REVENUE OR ANTICIPATED PROFITS OR REVENUE ARISING OUT OF THE USE OR 
INABILITY TO USE ANY SIERRA WIRELESS PRODUCT, EVEN IF SIERRA WIRELESS 
AND/OR ITS AFFILIATES HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH 
DAMAGES OR THEY ARE FORESEEABLE OR FOR CLAIMS BY ANY THIRD PARTY.

Revision 
number

Release date Changes

1 Sept. 2020 First release
Rev. 1  September 2020 2 41114057



Application Note
Notwithstanding the foregoing, in no event shall Sierra Wireless and/or its affiliates 
aggregate liability arising under or in connection with the Sierra Wireless product, 
regardless of the number of events, occurrences, or claims giving rise to liability, be in 
excess of the price paid by the purchaser for the Sierra Wireless product.

Copyright © 2020 Sierra Wireless. All rights reserved.

Trademarks Sierra Wireless®, AirLink®, AirVantage® and the Sierra Wireless logo are registered 
trademarks of Sierra Wireless. 

Windows® and Windows Vista® are registered trademarks of Microsoft Corporation.

Macintosh® and Mac OS X® are registered trademarks of Apple Inc., registered in the 
U.S. and other countries.

Other trademarks are the property of their respective owners.

Contact 
Information

Sales information and technical 
support, including warranty and returns

Web: sierrawireless.com/company/contact-us/

Global toll-free number: 1-877-687-7795

6:00 am to 5:00 pm PST

Corporate and product information Web: sierrawireless.com
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