
Converge security & networking now
To reduce IT complexity and regain control, 88% of IT 
leaders are already consolidating and optimizing their 
technology stack. A key architectural trend, SASE 
converges security and networking to provide simple, 
secure access alongside improved business agility. 

Simply and securely connect any user to any 
resource without VPNs or MPLS backhauling 

Ready to accelerate your journey to Zero Trust and 
enhance Internet traffic acceleration? Leverage the 
same connectivity cloud that connects and protects 
your web applications, to also connect and protect 
corporate apps and web browsing. Cloudflare One is 
our single-vendor Secure Access Service Edge SASE 
platform enabling composable on-ramps and services 
to be adopted in any order. Many start with our Zero 
Trust Security Service Edge SSE to reduce their 
attack surface, stop phishing or ransomware, prevent 
lateral movement, and secure data.

The fastest path to a Zero Trust architecture

Stop implicitly trusting users with excessive access 
once theyʼre on the corporate network. Use a proxy to 
authenticate and authorize every request into, out of, 
and between entities on your network that explicitly 
verifies identity, device posture, and business context.

SASE & SSE Platform
Extend the power of Cloudflareʼs connectivity cloud — 
reduce cyber risk and modernize your network with 
composable Zero Trust networking

PLATFORM BRIEF

Improve operational efficiency

Simplify policy management, 
troubleshoot issues faster, and 
improve the user experience — 
reducing up to 80% of 
connectivity-related IT tickets.

Reduce cyber risk

Harness the broadest range of 
intelligence sources from 20% 
of the Web — DNS, email, apps, 
APIs, and more — for real-time 
threat insights and enforcement.

Enable your business

Accelerate digital maturity, 
reduce hardware capex, and 
consolidate point products with 
composable, in-line security 
services that provide holistic 
visibility into network traffic.

Everywhere security

All services are designed to run 
in 330 cities, so all traffic is 
inspected closest to its source, 
which delivers consistent speed 
and scale everywhere.

Every 
server

Every 
data center

Every 
service
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How Cloudflare One works

Priority use cases and where to start

Zero Trust 
Security

Network 
Connectivity

Cloudflare One 
Services

Cloudflare 
On-ramps

Cloudflareʼs
Connectivity Cloud

Clientless Access

One Control Plane & Interface

Zero Trust
Network 
Access

Secure Web
Gateway

✓ Identity Proxy   ✓ Device Posture 
✓ Browser Isolation   ✓ DLP

✓ Email Security   ✓ DNS Filtering

Cloud Access
Security Broker

Firewall as 
a Service

WAN as 
a Service

One Network 
w/ Security Built-in

✓ DDoS Protection   ✓ Analytics
✓ Digital Experience Monitoring

✓ VPN Routing   ✓ Load Balancing 

App Connector Device Client WAN Connector IP Tunnel Direct Connection

Control operational costs 
amidst innovation and AI 

Stop phishing & BEC

Protect distributed offices

Protect remote workers

Secure WAN

Simplify branch

Reduce DMZ

Eliminate LAN trust

Accelerate M&A

Secure app access

Secure privileged access

Protect developer code

Secure DevOps workflows

Simplify compliance

Manage shadow IT

Safely use genAI

Protect sensitive data

Eliminate VPN pains

Secure contractors/BYOD

Mitigate ransomware

View data exposure

Reduce cyber risk 
amidst digital transformation

Secure, automate, and be more agile 
with CrowdStrike, Microsoft, and other partners

Integrate CrowdStrike XDR

Secure M365 inboxes 

Migrate apps to Azure

Migrate AD to Entra ID 

Integrate CrowdStrike ZTA 

Common first 
use case

Next step 
use case

Protect attack surface to… Modernize networks to… Modernize apps to… Protect data anywhere to…Adopt Zero Trust to…

Integrate M365 suite

Integrate Purview IP

Faster time to setup any-to-any connectivity
with flexible on-ramps for any team
● IT and security teams: Protect all user-to-app flows 

and secure bidirectional and site-to-site traffic.

● Networking teams: Simplify site-to-site connectivity 
and improve TCO with a modern architecture.

● DevOps teams: Secure modern service-to-service 
workflows and simplify mesh/P2P connectivity.

Integrated services beyond SASE
with a connectivity cloud
Cloudflare One converges security and performance 
capabilities not typically built into a SASE platform 
that further reduce complexity. For example:

● Cloud email security: Block email-borne threats.

● Auth DNS, load balancing, and DDoS protection: 
Our reverse proxy and network services are 
built into all application access controls.


