Preface
Acknowledgments

CHAPTER ONE

THE “IDEAL” ORGANIZATION

How organizations are supposed to run (in theory)

Chapter Objectives

Key Terms

Introduction
Max Weber and Bureaucracy
Characteristics of Bureaucracy

Law in the Real World: The Blockbuster Movie
Jobs vs. Careers

Law in the Real World: Steve Jobs and Apple, Inc.
Professional Associations and Organizations
Control of Workers and Management Styles
McDonaldization of Organizations

Law in the Real World: Southwest Airlines
Labor Markets
Laws and Regulation in Organizations

Law in the Real World: California’s SB 1342

Summary
Case Study: Keeping Employees Happy: Twitter®
Glossary

References and Suggested Readings

CONTENTS

XXiii

XXVii

[EEN

[NSI \)

18
19
21
23



Contents

CHAPTER TWO

HOW ORGANIZATIONS REALLY RUN 25

What can go wrong that can lead to white collar or corporate crime

Chapter Objectives 25
Key Terms 25
Introduction 26
Defining Malfeasance and White Collar Crime 27
Fear and Greed 28
Iron Cage of Bureaucracy 29
Chain of Command Issues 31
Innovation 32
Law in the Real World: Challenger Shuttle Disaster 32
Bounded Rationality 33
Ceremonial Evaluations 34
Leadership Gone Haywire: The Autocrat and Micromanager 35
Alienated Workers 36
Law in the Real World: The U.S. Postal Strike, 1970 37
Irrationality of McDonaldization 39
Gender Politics 40
Whistleblowers 40
Law in the Real World: Jeffrey Wigand and Big Tobacco 42
Unforeseen Disasters 44
Law in the Real World: Pacific Gas and Electric (PG&E) Bankruptcy 46
Corporate Violence 47
Organizational Death 43
Summary 49
Case Study: What Happens in Hollywood (and New York) Doesn’t
Necessarily Stay in Hollywood: The Weinstein Scandal 50
Glossary 55
References and Suggested Readings 57



Contents

CHAPTER THREE

WHAT YOU KNOW vs. WHO YOU KNOW

The role of social networks in white collar crimes

Chapter Objectives

Key Terms

Introduction
Basic Social Network Terms
Law in the Real World: GoFundMe Crowdsourcing
Formal Social Networks
Informal Social Networks
Peer Pressure and Influence in Social Networks
Power in Social Networks
Law in the Real World: George Steinbrenner, New York Yankees Owner
Trust in Social Networks
Brokers in Criminal Networks
Conflicts of Interest: Overlapping Networks
Criminal Social Networks

Law in the Real World: Post-Communist Russia, White Collar and
Organized Crime

Crime, Secrecy, and Social Networks

Summary

Case Study: The Dominos Fall— The Informal, Criminal Network of

Dennis Levine
Glossary

References and Suggested Readings

CHAPTER FOUR

FINANCIAL CRIME
The bad boys (and girls) of Wall Street

Chapter Objectives

Key Terms

59

60
60
63
65
63
63
70

vl
{

73
74
75
76

80

80

KS]
87
89

91

91
91

Xi



Contents

Introduction 92
The “Functioning” of Markets and Regulation 92
The Role of International Markets in Financial Crime 93
Law in the Real World: Jho Low and IMDB Scandal 95
Embezzlement 97
Law in the Real World: Patricia Cascione and Girl Scout Cookies 99
Money Laundering 100
Mail and Wire Fraud 101
Income Tax Evasion 101
Bank Fraud 102
Racketeering 103
2008 “Deep Recession” and White Collar Crime 103
Ponzi Schemes 105
Law in the Real World: Bernie Madoff 106
Insider Trading and Tipping 107
Law in the Real World: Martha Stewart 109
Junk Bond Market, Savings and Loans, and Control Fraud 111
Law in the Real World: Lincoln Savings and Loan 112
Summary 114
Case Study: Iceland Financial Meltdown 115
Glossary 118
References and Suggested Readings 120
CHAPTER FIVE
CORPORATE CRIME AND SCANDALS 123
When the whole barrel is rotten
Chapter Objectives 123
Key Terms 123
Introduction 124
Indentifying Corporate Crime 125
Controlling Corporate Crime 126
Bank Fraud 127

Xii



Contents

Law in the Real World: Wells Fargo & Co. (U.S., 2016-2017) 127
Global Banking Sector Crimes 129
Law in the Real World: Barings Bank (U.K., 1990s) 130
Energy Sector Crimes 132
Law in the Real World: Enron and Arthur Andersen (U.S., 2001) 132
Accounting Scandals 135
Law in the Real World: WorldCom (U.S., 1999-2002) 136
Law in the Real World: Tyco International (U.S. 2002) 138
Malfeasance in the Automotive Industry 139
Law in the Real World: Ford Pinto “Leaving You with that Warm
Feeling” 140
Monopolies and Antitrust Laws 142
Multinational Corporations 142
Law in the Real World: Parmalat (Italy, 2002-2005) 143
Corporate Social Responsibility 145
Summary 145
Case Study: Garbage Loans, Deceit, and Suicide in Urban Bank
(Philippines, 2000) 146
Glossary 150
References and Suggested Readings 151
CHAPTER SIX
CYBER WHITE COLLAR CRIME 153
What's my password?
Chapter Objectives 153
Key Terms 153
Introduction 153
The Morality of Cybercrimes and the Narcissistic Criminal 154
Law in the Real World: Julian Assange 155
The Role of Social Networks 158
The Dark Web 159
Computer Hacking 159
The Lone Hacker vs. the Social Hacker 161

xiii



Contents

Law in the Real World: Ashley Madison Database Hack
Corporate Espionage
Law in the Real World: Chinese Espionage
Healthcare and Medical Records Hacking
Cyber I'raud
Covid-19 Cyberscams
Cybercrime Prevention and Regulation
Computer Fraud and Abuse Act, 1986
Electronic Crime Task Force, 2001

Summary
Case Study: Massachusetts Teenager Running Amok in Cyberspace
Glossary

References and Suggested Readings

CHAPTER SEVEN

FRAUD AGAINST CONSUMERS

Caveat emptor (buyer beware)

Chapter Objectives

Key Terms

Introduction
Likely Victims of Consumer Fraud
Telemarketing Fraud
Advance Fee Schemes

Law in the Real World: Instant Tax Service
Cashier’s Check and Money Order Scams
Online Consumer Fraud

Law in the Real World: Amazon in-App Purchases
Art(isan) and Antiquities Forgery

Law in the Real World: H.H. Tammen Company, Denver, Co.
Food Fraud and Safety

Law in the Real World: Fake Extra-Virgin Olive Oil

Consumer Protection and Education

Xiv

162
163
164
1606
167
169
170
171
171

172
173
178
179

181

181
181

182
182
133
184
185
187
188
159
191
192
195
196
198



Summary

Case Study: You Have a Virus! Fleecing the Elderly in Tech Service

Schemes
Glossary

References and Suggested Readings

CHAPTER EIGHT

HEALTH CARE FRAUD AND CRIMES

Tell me where it hurts

Chapter Objectives

Key Terms

Introduction
Malpractice
Law in the Real World: Wrongful Pregnancies
Law in the Real World: Donald Cline, Baby Maker
Medical Experimentation
Addiction and Health Care Professionals
Prescription Drug Abuses and Theft
Law in the Real World: The Death of Michael Jackson
The Opioid Crisis
Law in the Real World: “Dr. Johnny”
“Big Pharma”
Lauw in the Real World: Purdue Pharma
Faulty Medical Devices
Medicare and Medicaid Fraud
Mental Health Abuses

Summary
Case Study: “Pharma Bro”
Glossary

References and Suggested Readings

Contents

199

200
204
205

207

XV



Contents

CHAPTER NINE

RELIGION, CRIME, AND MISCONDUCT
Preying on the faithful

Chapter Objectives

Key Terms

Introduction
1st Amendment, United States Constitution
Likely Vietims
Law in the Real World: Heaven’s Gate
Predatory Religion
Affinity Fraud
Law in the Real World: Ephren Taylor Il and Wendy Connor
Misappropriation of Funds or Assets
Embezzlement
Law in the Real World: Rev. Jonathan Wehrle
Income Tax Evasion
Seducing the Flock
Law in the Real World: Keith Raniere, NXIVM Leader

Sex, Lies, and IHush Money

Case Study: Jim and Tammy Faye Bakker
Religious Fraudsters

Religion-Based Employment Discrimination

Law in the Real World: Cheryl Perich v. Hosanna-Tabor Evangelical

Lutheran Church and School

Guerilla Religious Warfare

Summary
Case Study: The Cult that Created a Town—Rajneeshpuram
Glossary

References and Suggested Readings

XVi

241

241
241

241
242
243
243
248
248
249
251
251
252
253
254
254
257

257
259
259

260
2062

202
263
270
271



CHAPTER TEN

ENVIRONMENTAL CRIME
What harm is a little dumping?

Chapter Objectives

Key Terms

Introduction
The Progressive Conservation Movement
1970s Environmental Protection Movement
Environmental Protection Agency (EPA)
International Efforts

Law in the Real World: lllegal Deforestation in the Amazon
Water Quality Violations

Law in the Real World: Woburn, Massachusetts Cancer Clusters
Air Quality Violations
Waste Removal and Disposal

Law in the Real World: Waste Trafficking, the Republic of Slovenia
E-Waste

Law in the Real World: Brian Brundage, Recycling Executive
Eco-Terrorism

Ecocide

Summary
Case Study: Volkswagen— Liar, Liar, Pants on Fire
Glossary

References and Suggested Readings

CHAPTER ELEVEN

POLITICAL WHITE COLLAR CRIME
When clever people do stupid things

Chapter Objectives

Key Terms

Contents

275

275
275

276
279
280
280
282
284
285
2856
289
290
290
201
292
293
294

294
295
300
301

305

XVii



Contents

Introduction
Defining Political White Collar Crime
Early History of Political Crime in the United States

Power, Politics, and White Collar Crime

Case Study: Prime Minister Najib Razak, Malaysia
Land Speculation and Politics

Law in the Real World: Santa Fe Ring Land Grab
Financial Crimes in Politics

Election Scandals

Law in the Real World: Watergate Office Building Break-in, Democratic

National Committee Headquarters
Political and Economic Crisis
Law in the Real World: Nicolas Maduro, Venezuela
Violence in Political Crimes
Law in the Real World: Daphne Caruana Galizia, Journalist

State-Organized Political Crimes

Law in the Real World: Iran-Contra Affair

Summary

Case Study: “Bad Boys” in the “Windy City™—Rod Blagojevich,
Governor of lllinois

Glossary

References and Suggested Readings

CHAPTER TWELVE

WHITE COLLAR CRIME AND TERRORISM

Follow the money

Chapter Objectives

Key Terms

Introduction
Characteristics of Terrorists
The Cost of a Terrorist Operation

Role of Propaganda in Terrorist Organizations

XViii

300
307
308
310

313
317
317
319
319

319
325
326
327
328
329
329

334
338
340

343



Contents

Charities 349
Law in the Real World: Benevolence International Foundation (BIF) 349
Front, Shelf, and Shell Companies 350
Identity Theft 352
Credit Fraud 354
Smuggling Operations 355
Law in the Real World: Selling Antiquities on F acebook® 357
Cyberterrorism 358
Law in the Real World: Ardit Ferizi, Cyberterrorist Suspect 359
Economic Terrorism 361
Financial War on Terrorism 362
Summary 362
Case Study: London Transit Bombing, 2005 364
Glossary 3638
References and Suggested Readings 370
CHAPTER THIRTEEN
THE MEDIA AND WHITE COLLAR CRIME 373
Nothing like a juicy scandal to sell ad space
Chapter Objectives 373
Key Terms 373
Introduction 374
Defining Media 375
Media and the Birth of 24-Hour News Cycles 377
Law in the Real World: Operation Varsity Blues 377
21st Century Media Sources 379
Media Influences on Juries in White Collar Crime Cases 332
Women, the Media, and White Collar Crimes 383
The “Perp Walk” 334
Collateral Damage to the Innocent 335
Public Relations Nightmares 336
Law in the Real World: BP Deepwater Horizon Oil Spill 387

Xix



Contents

Legal Rights and Responsibilities of Journalists 388
Law in the Real World: Judith Miller, New York Times Reporter and the
CIA Leak Scandal 389
Ethics and Censorship in Journalism 391
Media as a White Collar Crime Research Tool 392
Summary 393
Case Study: To Perp Walk or Not to Perp Walk? That is the Question — 394
Glossary 398
References and Suggested Reading 399
CHAPTER FOURTEEN
INVESTIGATING AND PROSECUTING WHITE COLLAR
CRIME 401
When it pays to have a good defense attorney on retainer
Chapter Objectives 401
Key Terms 401
Introduction 402
Compliance 403
The Regulators 403
Law in the Real World: OSHA and Material Handling Systems/MHS
Technical 4006
The Investigators 408
Forensic Accounting 409
Law in the Real World: Fraud in Toshiba 410
Cyber Investigators 412
Law in the Real World: First Cyber Bank Robbery 413
White Collar Crime Defense Attorneys 415
Criminal Intent in White Collar Crime Cases 416
Evidence in White Collar Criminal Cases 417
Digital Evidence 418
Wiretapping in White Collar Crime Investigations 419
Law in the Real World: Raj Rajaratnam Wiretaps 20
Cooperative Witnesses 421

XX



Contents

White Collar Crime and the Civil Court System 422
White Collar Crime and the Criminal Court System 422
White Collar Criminals in the Prison System 423
Corruption within the Criminal Justice System 425
Summary 425

Case Study: People v. Lomma et al., 2012 427
Glossary 431
References and Suggested Readings 433

CHAPTER FIFTEEN

DIAGNOSIS AND TREATMENT OF WHITE COLLAR AND
CORPORATE CRIME 437

Eating the elephant one bite at a time

Chapter Objectives 437
Key Terms 437
Introduction 438
Diagnosing Individual White Collar Crime and Malfeasance 440
Identifying Rogue Employees 443

Law in the Real World: Bruce Bagley, Money-Laundering Expert 444
Diagnosing White Collar Crime and Malfeasance Committed by Groups 447

Law in the Real World: HealthSouth 449
Looking for the Informal Structure 452
The Drug and Alcohol Addiction Connection 452
Financial Compensation and Incentives 455
Watching Out for Wall Street Predators 450
Moral Appeals 4560
Corporate Social Responsibility (CSR) 457
Summary 458

Case Study: The Wolf of Wall Street, Jordan Belfort 459
Glossary 464
References and Suggested Readings 465

XXi



Contents

Glossary 469
Table of References 489
Index 513

XXii



