
ix

Contents

Preface� xxi

CHAPTER 1

Separation of Powers and the Original Understanding  
of the Constitution

	I.	 The Framers’ Concerns� 1
	II.	 The Constitution’s Text and Structure� 3
	III.	 The Original Understanding of the Roles of Congress and  

the President� 4
	IV.	 Presidential Power to Rescue U.S. Citizens: Early History� 6
	V.	 Presidential Power and the Vesting Clause: A Bridge Too Far?� 7
	VI.	 Presidential Power and George Washington� 8
	VII.	 Individual Rights� 10
	VIII.	 Judicial Review� 11

CHAPTER 2

Modern Separation of Powers: The Framework Cases

	I.	 Introduction� 13
	II.	 The Steel Seizure Case� 14
	III.	 Conjunction or Disjunction with Foreign Affairs Interests� 25
	 A.	 Curtiss-​Wright� 25



﻿Contents

x

	 B.	 Dames & Moore� 34
	IV.	 National Security Deference and Executive Action� 38
	V.	 Executive Power, Domestic Crises, and Statutory Interpretation� 41
	VI.	 Putting It All Together� 43

CHAPTER 3

War Powers in U.S. History and Practice

	I.	 Overlapping Powers of Congress and the President� 48
	II.	 Role of the Judiciary� 50
	 A.	 Political Question� 52
	 B.	 Ripeness� 54
	 C.	 Standing� 55
	III.	 Authorizing War� 57
	 A.	 Perfect and Imperfect War� 57
	 B.	 Defensive or Responsive War� 59
	 C.	 September 11 and Congress’s Authorization of Military Force� 62
	 D.	 Rescue� 65
	 E.	 An Emerging Theory of “Below War” Authority� 68
	 F.	 “Twilight Zone” War� 69
	 G.	 The War Powers Resolution� 74
	 1.	 The Authority Provisions: What Does and Does Not  

Qualify as War Powers Authorization� 77
	 2.	 The Consultation Provision� 80
	 3.	 The Notification Provision� 83
	 4.	 The 60-​Day Clock� 88
	 5.	 The Concurrent Resolution Termination Provision� 91
	 6.	 “No Boots on the Ground”: War Powers Resolution  

Gamesmanship?� 93
	 7.	 The Future� 95
	 8.	 Ending War� 96
	IV.	 Conclusion� 99

CHAPTER 4

National Security Law and the Use of Military Force

	I.	 The Use of Military Force Paradigm� 102
	 A.	 The Jus ad Bellum� 102
	 1.	 Prohibition� 104



xi

﻿Contents

	 a.	 Article 2� 104
	 b.	 Security Council Role� 105
	 2.	 Exceptions� 105
	 a.	 UNSC Authorization� 105
	 b.	 Consent� 106
	 c.	 Self-​Defense� 106
	 i.	 Article 51� 107
	 ii.	 Anticipatory� 108
	 iii.	 Interceptive� 108
	 iv.	 Preemptive/​Preventive� 109
	 d.	 Protection of Nationals� 110
	 e.	 Humanitarian Intervention/​Responsibility to Protect� 111
	 f.	 Emerging Technologies� 112
	 B.	 The Jus in Bello� 113
	 1.	 General Principles� 114
	 2.	 History and Evolution of the LOAC� 115
	 3.	 Hague� 116
	 a.	 1899/​1907 Hague Rules� 116
	 b.	 Weapons Control Agreements� 118
	 c.	 Limitation on Methods of Warfare� 118
	 4.	 Geneva� 119
	 a.	 1949 Conventions� 120
	 b.	 1977 Protocols� 121
	 5.	 Classifying an Armed Conflict as a NIAC� 124
	II.	 The Federal Government� 125
	III.	 The Federal and State Governments� 127
	IV.	 The Federal Government and Individuals� 128
	V.	 Conclusion� 128

CHAPTER 5

National Security Law and International Law

	I.	 International Law� 133
	 A.	 Treaties� 133
	 B.	 Custom� 134
	 C.	 U.S. Approach� 135
	II.	 International Law Is Part of Our Law� 136
	III.	 The Federal Government� 137
	 A.	 Recognizing Foreign Governments� 137
	 B.	 International Agreements� 139
	 1.	 Treaties� 140
	 a.	 Treaty Priority List� 140



﻿Contents

xii

	 b.	 Self-​Execution� 141
	 2.	 Executive and Other Agreements� 142
	 a.	 Executive Agreements� 143
	 b.	 Congressional-​Executive Agreements� 144
	 c.	 Sole Executive Agreements� 145
	 3.	 Last-​in-​Time Rule� 145
	 a.	 Treaties� 146
	 b.	 Customary International Law� 146
	 4.	 Charming Betsy Canon� 147
	 5.	 Espionage� 147
	 6.	 Covert Action� 148
	 7.	 Foreign Sovereign Immunity� 149
	 8.	 Act of State Doctrine� 149
	 9.	 Conclusion� 150
	 C.	 The Congress and the Courts� 150
	 1.	 Invalidating Statutes� 151
	 2.	 Standing and Ripeness� 151
	 a.	 Standing� 151
	 b.	 Ripeness� 152
	 3.	 Conclusion� 152
	 D.	 The Executive Branch� 152
	 1.	 Case-​Zablocki Act� 153
	 2.	 Army Regulation 550-​51� 153
	 E.	 Conclusion� 153
	IV.	 The Federal and State Governments� 154
	 A.	 International Agreements� 154
	 1.	 Exclusivity� 154
	 2.	 Supremacy� 155
	 B.	 Foreign Policy� 156
	 C.	 Conclusion� 157
	V.	 The Federal Government and Individuals� 157
	 A.	 Sovereignty� 157
	 1.	 Sovereign Immunity� 158
	 2.	 Act of State Doctrine� 159
	 B.	 Human Rights� 159
	 1.	 Alien Tort Statute� 159
	 2.	 Torture Victims Protection Act� 161
	 3.	 Extraterritoriality� 162
	 4.	 Rendition� 163
	 C.	 Conclusion� 163
	VI.	 Conclusion� 164



xiii

﻿Contents

CHAPTER 6

Criminal Process and National Security

	I.	 Introduction� 166
	II.	 Treason and Seditious Conspiracy� 166
	A.	 Treason� 166
	B.	 Seditious Conspiracy� 167
	III.	 The Federal Material Support Statute� 168
	 A.	 Prosecutions for Aiding Terrorist Activity Under § 2339A� 169
	 B.	 Prosecutions for Aiding a Designated Foreign Terrorist  

Organization� 171
	 C.	 Material Support and Speech� 173
	IV.	 Federal Criminal Jurisdiction Both Inside and Outside the  

United States� 176
	V.	 Constitutional Limits on Investigatory Powers� 181
	 A.	 Overview of the Fourth Amendment� 181
	 B.	 Who Is Excluded from the Protection of the Fourth Amendment?� 182
	 C.	 Who is Bound by the Fourth Amendment?� 182
	 D.	 What Type of Surveillance Falls Within the Scope of the Fourth 

Amendment?� 183
	 E.	 Complying with the Fourth Amendment� 185
	VI.	 National Security Surveillance and the Warrant Requirement� 186
	VII.	 Border Searches and Special Needs Checkpoints� 188
	VIII.	 Constitutional Limits on Interrogations� 190
	 A.	 Due Process� 190
	 B.	 Miranda and the Public Safety Exception� 191
	 C.	 Interrogation by Foreign Agents� 195
	IX.	 Jurisdiction and Public Trial� 196
	X.	 Limiting the Right to Public Trial� 197
	XI.	 Conclusion� 200

CHAPTER 7

Intelligence Exploitation

	I.	 Foreign Intelligence Surveillance Act, 50 U.S.C. §§ 1801 et seq.� 202
	 A.	 Statutory Framework� 202
	 1.	 General Overview� 202
	 2.	 The FISA Court� 204
	 3.	 FISA’s Scope and Application� 206



﻿Contents

xiv

	 a.	 A “Significant Purpose” to Obtain “Foreign Intelligence 
Information”� 206

	 b.	 Foreign Power or Agent of a Foreign Power� 209
	 4.	 Application for Court Orders, 50 U.S.C. § 1804� 211
	 5.	 Issuance of FISA Electronic Surveillance and Physical  

Search Orders� 213
	 6.	 Access to “Tangible Things,” 50 U.S.C. §§ 1861-​62� 217
	 7.	 Nondisclosure Orders� 222
	 8.	 Electronic Surveillance Without a Court Order� 223
	 9.	 Targeting Non-​U.S. Persons Outside the United States� 225
	 a.	 The Application Process� 226
	 b.	 Issuance of an Order� 228
	 B.	 Legal Challenges to FISA� 232
	 1.	 Standing� 232
	 2.	 Fourth Amendment Challenges� 236
	 3.	 Fourth Amendment Challenges to the Incidental Collection  

of Communications Under § 702� 250
	 4.	 Suppression of FISA Evidence in Criminal Prosecutions� 252
	 C.	 National Security Letters� 255
	 1.	 NSL Statutes� 255
	 2.	 Statutory Framework� 259
	 3.	 Legal Challenges� 261
	II.	 The Terrorist Financing Tracking Program� 264
	 A.	 Society for Worldwide Interbank Financial Telecommunication� 265
	 1.	 SWIFT Overview� 265
	 2.	 TFTP� 266

CHAPTER 8

The Power to Detain: From the Framers to Guantanamo

	I.	 Detention in the American Experience� 271
	II.	 Celebrating the Great Writ of Habeas Corpus: What Does  

Habeas Corpus Mean, Anyway?� 271
	 A.	 The Civil War and Habeas Corpus� 272
	 1.	 Suspending Habeas in the War’s Early Days� 272
	 2.	 The 1863 Habeas Corpus Act� 274
	 3.	 Explaining Ex parte Milligan� 275
	 B.	 Detention, Due Process, and Equal Protection:  

The World War II Experience� 276
	 1.	 Separation of Powers and the Japanese-​American Internment� 277
	 2.	 Suspension and Internment� 278
	 C.	 Equal Protection and Due Process� 279



xv

﻿Contents

	 1.	 Equal Protection Did Not Bar the Internment� 279
	 2.	 Due Process Helped Limit the Internment’s Duration� 280
	III.	 Detention After September 11� 281
	 A.	 Detaining Suspected Terrorists Arrested in the United States  

and U.S. Citizens Seized Anywhere� 281
	 1.	 Hamdi and the Suspension Clause� 282
	 2.	 Due Process and Hamdi’s Detention� 283
	 3.	 Subsequent Cases on Due Process and Post-​9/​11 Detention  

of U.S. Citizens and Persons Captured in the United States� 283
	 a.	 Padilla v. Rumsfeld� 283
	 b.	 Al-​Marri v. Pucciarelli� 284
	 B.	 Detentions at Guantanamo� 286
	 1.	 Establishing Guantanamo Detainees’ Access to Habeas:  

Boumediene v. Bush� 287
	 2.	 Post-​Boumediene Developments: Substantive Standards for 

Guantanamo Detention� 289
	 3.	 Detention and the “Forever War”� 290
	 4.	 Congressional Restrictions on Release of Detainees� 293
	IV.	 Interrogation of Detainees and Other Conditions of Confinement� 294
	 A.	 Interrogation Practices After 9/​11� 295
	 B.	 Remedies for Abusive Conditions of Confinement� 297
	V.	 Extraordinary Rendition� 299
	VI.	 Material Witnesses� 300
	VII.	 Immigration After September 11� 302
	VIII.	 Suits for Damages Based on Unlawful Detention� 304
	IX.	 Conclusion� 307

CHAPTER 9

Military Commissions and the Constitution: From the 
Revolutionary War to the Aftermath of September 11

	I.	 Military Commissions and the Separation of Powers� 310
	II.	 Commissions Trying U.S. Citizens: Managing the Threat to  

Individual Rights� 313
	III.	 When Does an Armed Conflict Start?� 314
	IV.	 War Crimes and Military Commission Jurisdiction� 316
	 A.	 The Constitutional Objectives and International Law Origins  

of the Ex Post Facto Clause� 317
	 B.	 The Ex Post Facto Clause and Material Support of Terrorism� 319
	 C.	 Conspiracy and the Law of War� 321
	 1.	 International Tribunals on Conspiracy as a Form of Liability� 321
	 2.	 Conspiracy and al Bahlul v. United States� 322



﻿Contents

xvi

	 D.	 Conspiracy and Article III� 324
	 E.	 Prospective Efforts to Establish Military Commission Jurisdiction� 326
	V.	 Torture and Evidence in Military Commissions� 328
	 A.	 Defining the Term “Military Commissions” in the MCA� 329
	 B.	 Attenuating the Effect of Coercion on Defendants’ Statements� 329
	 C.	 Beyond Statements: Derivative Evidence Such as Documents or  

Other Tangible Items� 330
	 1.	 Derivative Evidence and the MCA� 330
	 2.	 Derivative Evidence and the Constitution� 332
	VI.	 Military Justice: Courts-​Martial and Civilian Defendants� 333
	VII.	 Conclusion� 336

CHAPTER 10

Classification and Protecting Vital National Security  
Information

	I.	 Introduction� 338
	II.	 The U.S. Government Classification System� 339
	 A.	 Executive Order 13526� 339
	 B.	 Declassification� 341
	 1.	 Mandatory Declassification Review� 342
	 2.	 Presidential Declassification� 342
	 C.	 FOIA and Access to Government Information� 343
	 1.	 Official Acknowledgment Doctrine� 347
	 D.	 Safeguarding Classified Information� 348
	 1.	 Oversight of Classified Information Policies� 349
	 a.	 Information Security Oversight Office� 349
	 b.	 Interagency Security Classification Appeals Panel� 350
	 c.	 Public Interest Declassification Board� 350
	 d.	 National Declassification Center� 351
	III.	 Criminal Prohibitions on the Disclosure of Classified Information� 352
	 A.	 The Espionage Act� 352
	 B.	 Intelligence Identities Protection Act� 361
	 C.	 Other Statutes Prohibiting the Disclosure of Classified  

Information� 363
	 D.	 The First Amendment and Media Disclosure of National  

Security Information� 364
	IV.	 Preventing the Disclosure of National Security Information  

in Litigation� 367
	 A.	 Preventing Disclosure in Civil Litigation� 367
	 B.	 Preventing Disclosure in Criminal Litigation� 381
	 1.	 Classified Information Procedures Act� 381



xvii

﻿Contents

	 a.	 Discovery of Classified Information� 382
	 b.	 Use of Classified Information During Pretrial or Trial 

Proceedings� 387

CHAPTER 11

Economic Sanctions and Terrorist Financing

	I.	 International Emergency Economic Powers Act� 390
	II.	 Economic Sanctions Against Nation-​States� 398
	 A.	 Iranian Sanctions� 398
	 1.	 Early Executive Orders� 399
	 2.	 Iran and Libya Sanctions Act of 1996� 403
	 3.	 Comprehensive Iran Sanctions, Accountability, and  

Divestment Act of 2010� 404
	 4.	 Iran Threat Reduction and Syria Human Rights Act of 2012� 406
	 B.	 Sanctions to Prevent the Development of Weapons of Mass  

Destruction� 408
	 1.	 Executive Orders Under the Bush Administration� 408
	 2.	 Executive Orders Under the Obama Administration� 410
	 3.	 Revoking and Reinstating Iranian Sanctions� 413
	 4.	 Legislative Efforts� 414
	 5.	 UN Security Council Resolutions� 416
	 C.	 Russia Sanctions� 417
	 1.	 2014 Invasion of Crimea� 417
	 2.	 Interference in the 2016 Presidential Election and  

Destructive Cyber-​Attacks� 419
	 3.	 2022 Invasion of Ukraine� 421
	 4.	 Human Rights� 424
	 D.	 Enforcement of Sanctions� 424
	 1.	 Financial Institutions� 424
	 2.	 Individuals� 425
	 3.	 Legal Challenges� 426
	 E.	 State Sponsors of Terrorism� 427
	III.	 Economic Sanctions Against Suspected Terrorists� 428
	 A.	 Specially Designated Global Terrorists� 428
	 1.	 Executive Order 13224� 429
	 2.	 Licensing� 431
	 3.	 Delisting Process� 432
	 B.	 Legal Challenges to Designation� 433
	 1.	 Administrative Procedure Act� 433
	 2.	 First Amendment Claims� 434
	 3.	 Fourth Amendment Claims� 436



﻿Contents

xviii

	 4.	 Fifth Amendment Due Process Challenges� 439
	 a.	 Notice and Opportunity to Respond� 440
	 b.	 OFAC’s Use of Classified Information� 443
	 c.	 Unconstitutional Vagueness� 444
	 5.	 Fifth Amendment Takings Claim� 445
	 C.	 Utilizing Secondary Sanctions� 445
	 D.	 International Asset Freeze� 446
	IV.	 Foreign Terrorist Organizations� 449
	V.	 Conclusion� 450

CHAPTER 12

National Security Law and Emerging Technologies

	I.	 Encouragement and Regulation� 452
	 A.	 Encouraging the Defense Industry� 452
	 B.	 Regulating the Defense Industry� 453
	 C.	 Arms Export Controls� 455
	II.	 The Emerging Threat� 456
	 A.	 Technologies� 456
	 1.	 Cyber� 457
	 2.	 Drones� 462
	 3.	 Robots� 464
	 4.	 Autonomous Systems� 465
	 5.	 Artificial Intelligence� 466
	 6.	 Virology and Genomics� 467
	 7.	 Miniaturization and Nanotechnology� 468
	III.	 Protections� 468
	 A.	 Government Initiatives� 469
	 1.	 Critical Infrastructure Protection� 469
	 2.	 Defense Industrial Base� 472
	 B.	 Public Private Partnership� 472
	 1.	 Carrots and Sticks� 473
	 2.	 Information Protection� 473
	 C.	 Other Emerging Technologies� 474
	IV.	 Offensive Actions� 474
	 A.	 Encouraging Weapons Development� 474
	 B.	 Offensive Use of Emerging Technologies� 475
	 1.	 Cyber Weapons� 475
	 2.	 Drones� 479
	 3.	 Robots� 479
	 4.	 Autonomous Systems� 479
	 5.	 Artificial Intelligence� 480



xix

﻿Contents

	 C.	 Constraints� 481
	 1.	 Weapons Reviews� 481
	 2.	 War Powers Resolution� 482
	V.	 Conclusion� 483

CHAPTER 13

Law and Domestic Security Operations

	I.	 Overview� 485
	II.	 Local and State Police Authority and First Response� 490
	III.	 Support from State Military: National Guard Authority� 492
	IV.	 Federal Emergency Response Support� 494
	 A.	 The Federal Emergency Management Agency� 494
	 B.	 CBRNE Response� 496
	V.	 Posse Comitatus and the General Prohibition Against Federal  

Military Intervention in Domestic Affairs� 498
	VI.	 Federal Military Humanitarian Support and the Stafford Act� 502
	VII.	 Federal Military Law Enforcement Support and the Insurrection Act� 503
	VIII.	 Other Emergency Response Authorities� 510
	 A.	 Martial Law� 510
	 B.	 A Military Commander’s Immediate Response Authority� 512
	 C.	 Public Health Emergencies� 515
	IX.	 Conclusion� 516

Table of Cases� 519
Index� 531






