
CONTENTS

Preface xxxiii
Acknowledgments xxxv
Editors’ Note xxxvii

CHAPTER 1 ■ INTRODUCTION 1

A. Purposes 1

B. Organization 4

PART I FRAMEWORK 5

CHAPTER 2 ■ PROVIDING FOR THE “COMMON DEFENCE”:
THE ORIGINAL UNDERSTANDING 7

A. The Constitutional Text 7

B. Pre-Constitutional History and Political Theory in Europe 10

C. The American Experience Prior to 1787 14

D. The Framers’ View 16
1. The Convention 17
2. Ratification 19

Notes and Questions 22

CHAPTER 3 ■ THE PRESIDENT’S NATIONAL SECURITY
POWERS 25

A. The Spectrum of Presidential Power 26
1. When the President Acts Pursuant to Delegated Authority in Foreign

Relations 27
United States v. Curtiss-Wright Export Corp. 29
Notes and Questions 33

xi



2. When the President Acts in the “Zone of Twilight” in Foreign Relations 36
Dames & Moore v. Regan 38
Notes and Questions 43

3. When the President Takes Measures Incompatible with the Expressed or
Implied Will of Congress in Foreign Relations 44

Zivotofsky ex rel. Zivotofsky v. Kerry (Zivotofsky II) 46
Notes and Questions 53

B. The Commander in Chief’s War Powers 55
1. Defensive War Power 55

The Prize Cases 55
Notes and Questions 58

2. Customary War Power 60
Notes and Questions 61

3. “Core” Presidential War Power and Statutory Limits 62
Little v. Barreme 63
Notes and Questions 65

C. The President’s Emergency Powers 68
Presidential Proclamation No. 9844, Declaring a National Emergency
Concerning the Southern Border of the United States 70
Notes and Questions 72
a. The National Emergencies Act and Standby Emergency Legislation 72
b. Independent Executive Emergency Authority? 75

CHAPTER 4 ■ CONGRESS’S NATIONAL SECURITY POWERS 81

A. Congressional Authorizations for War 81
1. Formal Declaration of War 82

Joint Resolution Declaring That a State of War Exists Between the
Government of Germany and the Government and the People of the
United States and Making Provisions to Prosecute the Same 82
Notes and Questions 82

2. Authorizing War by Statute 84
Bas v. Tingy 85
Notes and Questions 87
Authorization for Use of Military Force (Sept. 18, 2001) 88
Notes and Questions 89

3. Limiting War Power? The War Powers Resolution 89
War Powers Resolution, 50 U.S.C. §§1541-1548 90
Richard M. Nixon, Veto of the War Powers Resolution 92
Notes and Questions 94
a. The Recital of Presidential War Powers 94
b. Consultation 95
c. Triggers and the Reporting Requirements 96
d. The 60-Day Clock 97
e. The Concurrent Resolution 98
f. The Rule of Construction 99

xii Contents



B. Delegations and Appropriations for National Security 99
Greene v. McElroy 101
Notes and Questions 103
a. Delegations of National Security Authority 103
b. Implied Authorization by Defense Appropriation 105
c. Wielding the Appropriations Power 106
The Appropriations Clause 106
Sierra Club v. Trump 110
Notes and Questions 120

C. Limitations on Congressional War Powers 123
1. The Nondelegation Principle 123
2. The Lovett Principle 123
3. The Chadha Principle 124

Notes and Questions 124

CHAPTER 5 ■ THE COURTS’ NATIONAL SECURITY
POWERS 129

A. The Federal Judicial Power Generally 130

B. A Self-Defining Role for Courts: The Justiciability Doctrines 130
1. Standing to Sue 132

Smith v. Obama 132
Notes and Questions 137

2. The Political Question Doctrine 140
Smith v. Obama 142
Notes and Questions 145

3. Ripeness 148

C. Substantive Hurdles: Bivens and Qualified Immunity 149
1. A Cause of Action? 149
2. Qualified Immunity 152

D. Evidentiary Hurdles: The State Secrets Privilege 154
El-Masri v. United States 155
Notes and Questions 161

PART II INTERNATIONAL LAW AND “OUR LAW” 167

CHAPTER 6 ■ THE DOMESTIC EFFECT OF
INTERNATIONAL LAW 169

A. The Making and Interpretation of Treaties 170
Notes and Questions 170

Contents xiii



B. Executive and Other Agreements 174
Dames & Moore v. Regan 175
Notes and Questions 175

C. The Domestic Legal Effect of Treaties and Executive Agreements 179
Reid v. Covert 180
Committee of U.S. Citizens Living in Nicaragua v. Reagan 182
Notes and Questions 185

D. Statutory Incorporation of International Law 187

E. The Domestic Legal Effect of Customary International Law and Jus Cogens 188
Al-Bihani v. Obama 189
Al Shimari v. CACI Premier Technology, Inc. 196
Notes and Questions 202
a. The Making and Incorporation of Customary
International Law 202

b. “Controlling” Executive and Legislative Acts and Judicial
Decisions 205

CHAPTER 7 ■ THE EXTRATERRITORIAL REACH
OF U.S. LAW 209

A. Extraterritorial Reach of Constitutional Rights 209
Reid v. Covert 210
United States v. Verdugo-Urquidez 213
Notes and Questions 219
Hernandez v. United States (Hernández I) 223
Notes and Questions 226

B. Extraterritorial Effect of U.S. Statutes 228
Kiobel v. Royal Dutch Petroleum Co. 229
Notes and Questions 235

CHAPTER 8 ■ THE RIGHT TO WAGE WAR
(JUS AD BELLUM) 241

A. Law Regarding Resort to the Use of Force: The Basic Elements 242
1. The United Nations Charter: Making War to Preserve or Restore Peace 242

Charter of the United Nations 243
Notes and Questions 244

2. The Role of the United States Under Chapter VII 246
United Nations Participation Act, 22 U.S.C. §287d 247
Notes and Questions 247

B. Content of Jus ad Bellum 248
Military and Paramilitary Activities in and Against Nicaragua
(Nicaragua v. United States of America) 249
Notes and Questions 257

xiv Contents



CHAPTER 9 ■ INTERNATIONAL HUMANITARIAN
LAW (JUS IN BELLO) 265

A. Authorities for Jus in Bello 267
1. When Does IHL Apply? 267

Common Article 2 267
Common Article 3 268
Notes and Questions 269

2. IHL for the Victims of War— The 1949 Geneva
Conventions 269

Geneva Convention Relative to the Treatment of
Prisoners of War (Geneva III) 270
Geneva Convention Relative to the Protection of Civilian Persons
in Time of War (Geneva IV) 272

3. IHL Revised: The Geneva Protocols Additional 273
Protocol Additional to the Geneva Conventions of August 12, 1949,
and Relating to the Protection of Victims of International
Armed Conflicts (Additional Protocol I) 274

4. The International Criminal Court 283
Rome Statute of the International Criminal Court 283
Notes and Questions 285

B. Applying IHL—Conflict Classification and Combatant Immunity 286
United States v. Hamidullin 287
Notes and Questions 291

PART III USING FORCE ABROAD 297

CHAPTER 10 ■ HOW WE GO TO WAR: LESSONS FROM
VIETNAM 299

A. Going to War in Vietnam 299
1. How the War Began: A Very Brief History 300

Tonkin Gulf Resolution 303
2. Legal Foundations for the Commitment of U.S. Forces 305

Leonard C. Meeker, The Legality of United States Participation
in the Defense of Viet Nam 306
Notes and Questions 309

3. Testing the Legitimacy of the War in Court 313
Orlando v. Laird 314
Notes and Questions 316

B. Limiting the Scope of the Vietnam War 320
Notes and Questions 322

Contents xv



C. Ending the Vietnam War 323
1. Repeal of the Gulf of Tonkin Resolution 323

Notes and Questions 323
2. Winding Up to Wind Down 324
3. Cutting off Funding for the War 325

Joint Resolution Making Continuing Appropriations for Fiscal
Year 1974 326
Notes and Questions 327

CHAPTER 11 ■ COLLECTIVE USE OF FORCE 329

A. The Korean “Police Action” 330
1. The Outbreak of War 330
2. The President’s Response 330

Notes and Questions 331

B. The 1991 Persian Gulf War 333
1. The Invasion of Kuwait 333
2. Operation Desert Shield 333
3. The Buildup 335

United Nations Security Council Resolution 678 335
4. Operation Desert Storm 336

Letter to Congressional Leaders on the Persian Gulf Crisis (Jan. 8, 1991) 336
Authorization for Use of Military Force Against Iraq (Jan. 14, 1991) 337
Notes and Questions 338

C. Afghanistan 338
1. The U.S. Response to 9/11 in Afghanistan 338
2. The United Nations’ Role 340
3. A New Role for NATO 341
4. A Plan for Transition to Peace 342

Notes and Questions 343

CHAPTER 12 ■ UNILATERAL USE OF FORCE 347

A. Self-Defense and Reprisal 348
Notes and Questions 349

B. Preemptive Self-Defense 351
1. Planning for Another War in Iraq 352
2. Authority for a New War in Iraq? 354

Authorization for Use of Military Force Against Iraq Resolution
of 2002 (Oct. 16, 2002) 354
United Nations Security Council Resolution 1441 355
Notes and Questions 357

3. Justifications for the War 358
Notes and Questions 360

xvi Contents



C. Addressing New Threats: Syria, the Islamic State, and Iran 361
1. Syria and the Islamic State 361

Notes and Questions 362
S.J. Res. 59, Authorization for Use of Military Force of 2018
(Apr. 16, 2018) 365

2. Iran 367
Notes and Questions 369

D. Rescue 369
Durand v. Hollins 370
Notes and Questions 371

CHAPTER 13 ■ TARGETING TERRORISTS 375

A. Targeted Killing by the United States After 9/11 375

B. Targeted Killing and Human Rights Law (HRL) 378
Convention for the Protection of Human Rights and
Fundamental Freedoms 378
Case Study: The Gibraltar Killings 379
Notes and Questions 380

C. Targeted Killing and International Humanitarian Law (IHL) 382
Public Committee Against Torture in Israel v. Israel 383
U.S. Policy Standards and Procedures for the Use of Force in
Counterterrorism Operations Outside the United States
and Areas of Active Hostilities 392
Notes and Questions 394

D. U.S. Law and the Targeting of U.S. Citizens 400
Executive Order No. 12,333, United States Intelligence Activities 400
Department of Justice, White Paper: Lawfulness of a Lethal Operation
Directed Against a U.S. Citizen Who Is a Senior Operational
Leader of Al-Qa’ida or an Associated Force 400
U.S. Department of Justice, Office of Legal Counsel, Applicability
of Federal Criminal Laws and the Constitution to Contemplated Lethal
Operations Against Shaykh Anwar al-Aulaqi 405
Notes and Questions 407

CHAPTER 14 ■ CYBER OPERATIONS 413

A. Assessing the Risk of Cyber Warfare 414
Whistling in the Dark: A Vision of Things to Come? 414

B. Applying International Law to Cyber Operations 416
1. Cyber Operations and Jus ad Bellum 416

Department of Defense, Law of War Manual— Chapter 16,
Cyber Operations 416
Notes and Questions 419

Contents xvii



2. Cyber Operations and Jus in Bello 424
Protocol Additional to the Geneva Conventions of August 12, 1949,
and Relating to the Protection of Victims of International
Armed Conflicts, June 8, 1977 (Protocol I) 424
Department of Defense, Law of War Manual— Chapter 16,
Cyber Operations 425
Notes and Questions 426

C. Applying Domestic Law to Cyber Operations 427
Dep’t of Defense, Summary: Department of Defense Cyber
Strategy 2018 428
Notes and Questions 429

D. Cyber War of Ideas 433

CHAPTER 15 ■ NUCLEAR WAR 437

A. The Nature and Effects of Nuclear Weapons 438
1. One City, One Bomb 438

Steven Starr, Lynn Eden & Theodore A. Postol, What Would Happen
If an 800-Kiloton Nuclear Warhead Detonated Above Midtown
Manhattan? 438

2. Current Nuclear Arsenals 440
3. Modernization 441
4. U.S. Nuclear Policy 442

B. International Law of Nuclear Weapons 442
1. Arms Control Treaties 442

a. Limits on Testing 443
b. Limits on Delivery Systems and Warheads 444
c. Limits on Missile Defenses 444
d. Other Measures 445

2. The International Court of Justice’s Advisory Opinion 446
Legality of the Threat or Use of Nuclear Weapons 446
Notes and Questions 452

3. A Treaty Banning Nuclear Weapons 454
Treaty on the Prohibition of Nuclear Weapons 454
Notes and Questions 455

C. Domestic Law of Nuclear Weapons 457
1. A Bolt from the Blue 458

Notes and Questions 459
2. First Use 460

H.R. 921, S. 272, The Policy of the United States Regarding the
No-First-Use of Nuclear Weapons (2019) 461
H.R. 669, S. 200, Restricting First Use of Nuclear Weapons
Act of 2019 461
Notes and Questions 462

xviii Contents



CHAPTER 16 ■ HUMANITARIAN AND PEACE OPERATIONS 467

A. Authority for Peaceful Deployments 469
1. International Authorities 469

Notes and Questions 470
2. Domestic Authorities 471

International Disaster Assistance, 22 U.S.C. §2292 472
Humanitarian and Other Assistance, 10 U.S.C. §§401-409 472
Detail of Personnel to International Organizations, 22 U.S.C. §2388 473
United Nations Participation Act, 22 U.S.C. §§287-287l 473
Notes and Questions 474

B. Crossing the Mogadishu Line: Good Intentions Gone Terribly Wrong 475
Notes and Questions 478

C. Humanitarian Intervention in Libya— 2011 478
United Nations Security Council Resolution 1973 482
Notes and Questions 483

PART IV
INTELLIGENCE OPERATIONS AND
COLLECTION 487

CHAPTER 17 ■ INTRODUCING INTELLIGENCE 489

A. The Intelligence Cycle 490
Select Committee to Study Governmental Operations with
Respect to Intelligence Activities (Church Committee),
Foreign and Military Intelligence 490
Notes and Questions 492

B. How Is Intelligence Collected?—The “INTS” 493
Marshall Curtis Erwin, Intelligence Issues for Congress 493
National Research Council, Bulk Collection of Signals Intelligence:
Technical Options 495
Notes and Questions 499

C. Covert Actions 499
Notes and Questions 502

CHAPTER 18 ■ THE INTELLIGENCE COMMUNITY:
ORGANIZATION AND AUTHORITY 505

A. Authority for Intelligence Activities 505
1. Statutory Authorities 505

a. The DNI 507
b. The CIA 508

Contents xix



c. The FBI 509
d. The NSA 509
e. The National Security Council 511

Notes and Questions 513
f. Rogue Operations 514

Halkin v. Helms 514
Select Committee to Study Governmental Operations
with Respect to Intelligence Activities (Church Committee),
Intelligence Activities and the Rights of Americans 516
Notes and Questions 518

2. Presidential Authority 519
Executive Order No. 12,333, United States Intelligence Activities 521
Notes and Questions 531
a. Authority for the Order 531
b. Deciding on Intelligence Operations 531
c. The Internal Executive Branch Process for Approving
Intelligence Operations 532

d. Conducting Intelligence Operations 533
e. Overseeing Intelligence Operation Decisions 534

B. Funding and Managing the Intelligence Community 535
Notes and Questions 536

C. Coordination and Sharing of Intelligence 538
Notes and Questions 540

CHAPTER 19 ■ COVERT OPERATIONS 543

A. Curtailing Private Actions 543
The Neutrality Act, 18 U.S.C. §960 544
Notes and Questions 545

B. Early CIA Covert Operations 545
Case Study: Covert Operations in Cuba 546
Notes and Questions 547

C. CIA Operations and Congressional Oversight 548
1. From the Cold War Through Vietnam 548

Central Intelligence Agency, CIA Activities in Chile 549
Note and Questions 550

2. The Hughes-Ryan Amendment of 1974 and the Intelligence Oversight
Act of 1980 550

Hughes-Ryan Amendment 550
Notes and Questions 551

3. Budget Oversight 552
Notes and Questions 553

D. The Iran-Contra Affair 554
Notes and Questions 555

xx Contents



E. Continuing Oversight Reforms 557
Intelligence Authorization Act, Fiscal Year 1991 557
Notes and Questions 562

F. Special Military Operations 563
Notes and Questions 564

G. Outsourcing Secret War 565
1. Employment of Foreign Paramilitary Forces 565

Case Study: The Armée Clandestine in Laos 565
Notes and Questions 566

2. Dirty Assets 567
Notes and Questions 568

3. Privatization 570
Case Study: Nisour Square 571
Notes and Questions 572

CHAPTER 20 ■ THE FOURTH AMENDMENT
AND NATIONAL SECURITY 577

A. The Fourth Amendment Framework 578

B. A National Security Exception? 581
Foreign Intelligence Surveillance Act of 1977 581
United States v. United States District Court (Keith) 583
Notes and Questions 589

C. A Foreign Intelligence Exception? 592
In re Directives to Yahoo! Inc., Pursuant to Section 105B
of the Foreign Intelligence Surveillance Act 593
Notes and Questions 596

D. Surveillance Abroad 600
In re Terrorist Bombings of U.S. Embassies in East Africa
(Fourth Amendment Challenges) 600
Notes and Questions 606

CHAPTER 21 ■ CONGRESSIONAL AUTHORITY
FOR FOREIGN INTELLIGENCE
SURVEILLANCE 611

A. The Foreign Intelligence Surveillance Act: Core Requirements
and Procedures 612

United States v. Rosen 614
Notes and Questions 621
a. Title III Warrants for Ordinary Criminal Investigations 621
b. The Scope of FISA Electronic Surveillance and

Physical Searches 621

Contents xxi



c. The FISA Application Process for Electronic Surveillance
or a Physical Search 624

d. Constitutional Concerns 630

B. FISA, Law Enforcement, and the Fourth Amendment 631
In re Sealed Case 633
Notes and Questions 637

C. FISA Trends 639

CHAPTER 22 ■ PROGRAMMATIC ELECTRONIC
SURVEILLANCE FOR FOREIGN
INTELLIGENCE 641

A. Case Study: The Terrorist Surveillance Program 642
Letter from William E. Moschella, Assistant Attorney General, to
the Honorable Pat Roberts, Chairman, Senate Select Committee
on Intelligence, et al. 643
Notes and Questions 646

B. The FISA Amendments Act and the Future of Programmatic Surveillance 650
1. The Statutory Framework of the FAA 651
2. How 702 Collection Has Worked 655

Privacy and Civil Liberties Oversight Board, Report on the Surveillance
Program Operated Pursuant to Section 702 of the Foreign Intelligence
Surveillance Act 655
NSA Director of Civil Liberties and Privacy Office, NSA’s
Implementation of Foreign Intelligence Surveillance Act
Section 702 657
Notes and Questions 660

3. Legal Analysis of 702 Collection 661
[Case Title Redacted] 662
Notes and Questions 672

CHAPTER 23 ■ THE THIRD-PARTY DOCTRINE:
ORIGINS AND APPLICATIONS 679

A. Origins of the Third-Party Doctrine 679
Smith v. Maryland 680
Carpenter v. United States 685
Notes and Questions 699

B. Applications of the Third-Party Doctrine 701
1. Telephone Conversations 701
2. E-mail Content 701
3. E-mail Headers, Addressing Information, and URLs 702
4. Text Messages 703
5. Telephony Metadata 704
6. Voiceprints and Voice Data Stored by Smart Speakers 704

xxii Contents



CHAPTER 24 ■ THE COLLECTION AND USE OF
THIRD-PARTY RECORDS 707

A. Targeted Collection of Third-Party Records 708
Doe v. Ashcroft (Doe I) 711
Carpenter v. United States 722
Notes and Questions 724

B. Bulk Collection of Third-Party Records 729
Notes and Questions 731
Access to Certain Business Records for Foreign
Intelligence and International Terrorism Investigations,
50 U.S.C. §1861 734
Notes and Questions 736

C. Data Mining 737
Notes and Questions 738

CHAPTER 25 ■ SCREENING FOR SECURITY 743

A. Checkpoint Searches 744
United States v. Saboonchi 745
Notes and Questions 753

B. Watch Listing 759
Ibrahim v. Department of Homeland Security 762
Notes and Questions 770

CHAPTER 26 ■ PROFILING AND TRAVEL
BANS 777

A. Profiling 777
Farag v. United States 778
Notes and Questions 785
a. Legal Analysis of Profiling 785
b. Practical Problems and Assessment of Profiling 788
c. National Origin and Religious Profiling 791
Case Study: Hassan v. City of New York 791
Notes and Questions 793

B. The Trump Administration Travel Bans 794
Immigration and Nationality Act, 8 U.S.C. §1101-1537 795
Trump v. Hawaii 798
Notes and Questions 814

Contents xxiii



PART V DETAINING TERRORIST SUSPECTS 821

CHAPTER 27 ■ HABEAS CORPUS: THE STRUCTURE
OF THE SUSPENSION CLAUSE 823

A. The Origins of the Suspension Clause 824

B. The Habeas Corpus Statute(s) 826
Habeas Corpus, 28 U.S.C. §§2241-2255 827
Notes and Questions 827

C. Suspending the Writ 829
Ex parte Milligan 830
Notes and Questions 835

D. The Effects of a Valid Suspension 836
Hamdi v. Rumsfeld 837
Notes and Questions 843

CHAPTER 28 ■ HABEAS CORPUS: THE SCOPE OF THE
SUSPENSION CLAUSE 847

A. Geographic Scope of the Suspension Clause 847
Boumediene v. Bush 850
Notes and Questions 861

B. Review Required by the Suspension Clause 863
Boumediene v. Bush 864
Notes and Questions 871

CHAPTER 29 ■ MILITARY DETENTION OF U.S.
PERSONS 875

A. The Internment Camps and the Non-Detention Act 875
Alien Enemy Act of 1798, 50 U.S.C. §21 875
Korematsu v. United States 876
Notes and Questions 881

B. Military Detention of U.S. Persons Captured Overseas 886
Hamdi v. Rumsfeld 887
Notes and Questions 898

C. Military Detention of U.S. Persons Captured in the United States 902
1. José Padilla 902

xxiv Contents



2. Ali Saleh Kahlah al-Marri 903
Notes and Questions 904

D. Codification of Military Detention 905
National Defense Authorization Act for Fiscal Year 2012 905
Notes and Questions 906

CHAPTER 30 ■ MILITARY DETENTION OF
NON-U.S. PERSONS 909

A. Substantive Authority to Detain Non-U.S. Persons 909
Al-Bihani v. Obama 910
Notes and Questions 915
Hedges v. Obama 918
Notes and Questions 920

B. The Process for Proving Detainability 920
1. The Burden of Proof and Role of Hearsay Evidence 921
2. The Relevance of “Conditional Probability Analysis” 922
3. The “Presumption of Regularity” 923

Notes and Questions 924

C. The Next Generation of Guantánamo Litigation 927
Aamer v. Obama 928
Notes and Questions 931

D. “Closing” Guantánamo 932
Notes and Questions 934

CHAPTER 31 ■ PREVENTIVE DETENTION 937

A. Constitutional Limits on Preventive Detention 938
Notes and Questions 939

B. “Spitting on the Sidewalk”: Pretextual(?) Criminal Detention 941
Notes and Questions 941

C. The Post-9/11 Roundup of “High Interest” Detainees 942
Turkmen v. Hasty 943
Notes and Questions 956

D. Material Witness Detentions 959
Release or Detention of a Material Witness, 18 U.S.C. §3144 959
Ashcroft v. al-Kidd 961
Notes and Questions 967

Contents xxv



PART VI
INTERROGATING TERRORIST
SUSPECTS 971

CHAPTER 32 ■ INTERROGATING TERRORIST
SUSPECTS 973

A. When Is Interrogation Torture? 974
Senate Select Committee on Intelligence, Committee
Study of the Central Intelligence Agency’s Detention
and Interrogation Program (SSCI Study) 976
Notes and Questions 978

B. The Legal Standards and their Application 980
United States v. Charles Emmanuel 980
Notes and Questions 987
a. The Convention Against Torture 987
Torture Act, 18 U.S.C. §2340 988
b. Incorporating the Geneva Conventions 989
War Crimes Act, 18 U.S.C. §2441 989
c. Domestic Law on Torture 991
Detainee Treatment Act, Pub. L. No. 109-148,
§§1001-1006 992

CHAPTER 33 ■ CASE STUDY OF COERCIVE
INTERROGATION OF DETAINEES
IN U.S. CUSTODY AFTER 9/11 997

A. The Evolving History of U.S. Interrogation of Suspected
Terrorists 997

B. Applying the Interrogation Laws 1002
Senate Select Committee on Intelligence, Committee Study of
the Central Intelligence Agency’s Detention and Interrogation
Program (SSCI Study) 1002
Notes and Questions 1012
a. The SSCI Study 1012
b. Legality Under International Law 1015
c. Domestic Law 1017
d. Responsibility for Abuse 1018
e. Criminal Liability 1019
f. Civil Liability 1021

xxvi Contents



PART VII
PROSECUTING THREATS TO
NATIONAL SECURITY 1029

CHAPTER 34 ■ CRIMINALIZING TERRORISM AND ITS
PRECURSORS 1031

A. “Boom” Terrorist Crimes 1032
Case Study: The 2017 Unite the Right “Rally” 1032
Notes and Questions 1033
Acts of Terrorism Transcending National Boundaries,
18 U.S.C. §2332b 1034

B. “Left of Boom” (Precursor) Crimes 1037
1. Conspiracy Crimes 1038

United States v. Rahman 1038
United States v. Stone 1043
Notes and Questions 1047

2. Material Support Crimes 1048
Holder v. Humanitarian Law Project 1052
Notes and Questions 1065

C. Treason 1068

D. The Long Arm of the Law: Extraterritorial Criminal Jurisdiction 1070
United States v. Bin Laden 1071
Notes and Questions 1076

CHAPTER 35 ■ TERRORISM TRIALS: PROCEDURE AND
EVIDENCE 1083

A. National Security Criminal Procedure: Miranda, Presentment, and
Speedy Trial 1084

U.S. Department of Justice, Federal Bureau of Investigation, Custodial
Interrogation for Public Safety and Intelligence-Gathering Purposes of
Operational Terrorists Inside the United States 1085
Notes and Questions 1086

B. Coerced Evidence 1090
United States v. Ghailani 1091
Notes and Questions 1094

C. Secret Evidence 1096
Classified Information Procedures Act, 18 U.S.C. app. III §§1-16 1097
United States v. Lee 1099
Notes and Questions 1103

Contents xxvii



D. Access to Secret Exculpatory Testimony 1107
United States v. Moussaoui 1108
Notes and Questions 1113

E. Do We Need a National Security Court? 1117
Notes and Questions 1118

CHAPTER 36 ■ TRIAL BY MILITARY COMMISSION 1123

A. Trial by Military Commission Before 9/11 1124
Ex parte Milligan 1124
Ex parte Quirin 1125
Notes and Questions 1128

B. Trial by Military Commission After 9/11: The First Phase 1130
Legality of the Use of Military Commissions to Try Terrorists 1130
Notes and Questions 1135

C. Military Commissions After Hamdan 1137
Al Bahlul v. United States (Al Bahlul II) 1139
Notes and Questions 1152

PART VIII HOMELAND SECURITY 1159

CHAPTER 37 ■ HOMELAND SECURITY 1161

A. Worst-Case Scenario: A Plague on Your City 1161
Thomas V. Inglesby, Rita Grossman & Tara O’Toole, A Plague on Your
City: Observations from TOPOFF 1161
Notes and Questions 1164

B. The Federal Response Role 1166
1. Stafford Act Authorities 1167
2. The Homeland Security Act and Related Directives 1168
3. DHS Response Plans 1169

Notes and Questions 1170

C. First Responders: State and Local Responses 1172
The 9/11 Commission Report: Final Report of the National Commission
on Terrorist Attacks Upon the United States 1173
Notes and Questions 1174

D. Responding to Biological Threats 1175
Case Study: The 2014 Ebola Virus Epidemic 1175

xxviii Contents



1. Balancing Freedom and Public Health 1176
Notes and Questions 1178

2. Federal Public Health Authorities 1179
Public Health Service Act, 42 U.S.C. §§201-300mm-61 1179
Interstate Quarantine Regulations, 42 C.F.R. pt. 70 1180
Notes and Questions 1181

CHAPTER 38 ■ THE MILITARY’S DOMESTIC ROLE 1185

A. The Traditional Role of the Military in American Society 1185
1. The Posse Comitatus Act as a Background Principle 1186

Bissonette v. Haig 1186
Notes and Questions 1189

2. Exceptions to the Posse Comitatus Act 1191
Insurrection Act, 10 U.S.C. §§251-255 1191
Military Cooperation with Civilian Law Enforcement Officials,
10 U.S.C. §§271-284 1192
Notes and Questions 1193

B. Domestic Military Intelligence Collection 1196
Laird v. Tatum 1197
Notes and Questions 1201

C. The Military’s Role in Responding to Domestic Emergencies 1203
1. Leading or Supporting Role? 1203
2. Organizing for a Response 1204
3. New Rules After 9/11? 1205
4. New Domestic Uses for the Military? 1206

Notes and Questions 1207

D. Martial Law: When Planning Fails 1208
Ex parte Milligan 1209
Notes and Questions 1210

PART IX
OBTAINING AND PROTECTING
NATIONAL SECURITY INFORMATION 1215

CHAPTER 39 ■ SAFEGUARDING NATIONAL SECURITY
INFORMATION 1217

A. Balancing Secrecy, Security, and Self-Determination 1217
1. Elements of the Bargain 1217
2. Balancing Secrecy and Transparency 1219

Contents xxix



B. Classification of National Security Information 1219
Executive Order No. 13,526, Classified
National Security Information 1219
Notes and Questions 1223

C. Restricting Access to Sensitive Information: Security Clearances 1225
1. Nondisclosure Agreements 1226

Classified Information Nondisclosure Agreement (SF 312) 1226
Sensitive Compartmented Information Nondisclosure Agreement
(SF 4414) 1227
Notes and Questions 1228

2. Enforcing Prepublication Review 1229
United States v. Marchetti 1230
Notes and Questions 1231

D. Criminal Prosecution of Leakers: The Espionage Act 1234
Espionage and Censorship, 18 U.S.C. §§793-798 1235
Public Money, Property, or Records, 18 U.S.C. §641 1236
United States v. Rosen 1237
Notes and Questions 1244

E. “Authorized” Leaks 1251

CHAPTER 40 ■ ACCESS TO NATIONAL SECURITY
INFORMATION 1255

A. The Freedom of Information Act 1255
A Citizen’s Guide on Using the Freedom of Information Act and
the Privacy Act of 1974 to Request Government Records 1256

1. The Statutory Text 1256
Freedom of Information Act, 5 U.S.C. §552 1256
Notes and Questions 1258

2. Litigating FOIA Requests 1261
American Civil Liberties Union v. United States Department
of Defense 1261
Notes and Questions 1266

B. Other Open Government Laws 1272
1. The Presidential Records Act 1272
2. The Privacy Act 1273
3. Open Meetings Laws 1274

C. Non-Statutory Rights of Access 1274
1. Common Law Right to Know 1274
2. Constitutional Right to Know 1275

Dhiab v. Trump 1277
Notes and Questions 1283

xxx Contents



D. Congress’s Right of Access 1287
McGrain v. Daugherty 1288
Notes and Questions 1290
Refusal of Witness to Testify or Produce Papers, 2 U.S.C. §192 1293

CHAPTER 41 ■ CENSORSHIP 1299

A. Fundamentals of Censorship: The Pentagon Papers Case 1299
New York Times Co. v. United States 1303
Notes and Questions 1308

B. Wikileaks: The New New York Times? 1313
Notes and Questions 1313

C. Publication as a Crime? 1314
Notes and Questions 1316

D. Shooting the Messenger’s Messenger? 1317
United States v. Sterling 1318
Notes and Questions 1321

Appendix — Constitution of the United States 1325
Table of Cases 1333
Index 1343

Contents xxxi


