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Facial recognition technology refers to the use of facial biometrics (e.g., the distance between the eyes, nose width, and cheekbone shape) to identify individuals. Facial recognition software gathers these unique metrics from photographs and recorded or live video—converted to digital data—to compare them against a database of facial images to find a match with identical biometrics.  
Facial recognition technology has been used in the US in criminal law enforcement and border control as a surveillance tool since the 1990s. Now, it is actively expanding into the commercial sector for use in banks, retail stores, airlines, and restaurants, among other areas.
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A face recognition vendor test (FRVT) conducted by the US National Institute of Standards and Technology (NIST) found that the accuracy of facial recognition software improved 50x between 2014 and 2020, while the failure rate of facial recognition fell to 0.08% in 2020 from 4% in 2014. Notable technological developments driving these improvements include the use of convolutional neural networks (CNN) and 3D sensing.
· CNN is a machine learning-based technique that allows software to extract a wide range of features from images to match a sample image. CNN-based facial recognition software has surpassed humans’ ability to recognize faces, especially when matching against multiple faces. The technology helped Google’s FaceNet achieve 99.63% accuracy in its facial recognition dataset. Advanced CNN techniques, such as generative adversarial networks (GANs), are recent developments in this technology, which allow the creation of datasets to remove the noise and restore missing parts of images, improving overall accuracy.
· 3D sensing captures texture and shape from facial depth maps and is more accurate than 2D-based methods. Facial depth maps can be created through dots cast on a person’s face with a mobile phone infrared camera. These maps can then be used for 3D modeling. Technology now exists for a standard 2D camera to create a 3D face map by generating and analyzing several video frames as rapidly as in two seconds (such as ZoOm by FaceTec).
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A facial recognition system requires rapid data processing and the capacity to store large amounts of information in an image database. Improvements in internet infrastructure, such as higher bandwidth and cloud-based storage and processing, have made facial recognition more economical. Cloud computing offers easy scalability for data storage and the convenience of accessing data from anywhere at any time. The close link between facial recognition and cloud computing is evident from Amazon Web Services (AWS, the cloud computing market leader) pairing with its facial recognition service, Amazon Rekognition.
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For more convenient tracking and identification, facial recognition is considered superior in usability to other metrics, such as fingerprint, voice, gait, iris, and DNA analysis, for the following reasons:
· Convenience, speed, and discretion: Capturing facial images is a straightforward alternative when compared to obtaining other forms of identification, such as fingerprints and voices, which is more difficult. Facial recognition technology can be discreet and can verify information in a fraction of the time manual verification takes.
· One-to-many searches: Facial recognition technology can perform one-to-many searches with large numbers of rapid authentications. Governments are partnering with software firms to develop models combined with video analytics to detect dangerous suspects, for general surveillance to detect criminal suspects in otherwise challenging situations, and for use in airports to identify unauthorized overstayers.
· Ease of integration with existing infrastructure: Facial recognition programs require little to no additional hardware, especially for access control. Unlike fingerprint scanning, for which a smartphone needs a scanner installed, facial recognition only requires software. Most facial recognition software used in security surveillance easily pairs with existing CCTV camera infrastructure.
Facial recognition’s high usability stems from its universality. It can be used on anyone, combining measurability (taking measurements easily) and acceptability (accepted for convenience). Despite these advantages, it ranks low in uniqueness (face biometrics are relatively non-distinctive) and medium in permanence (as metrics change over time), leading to lower accuracy than other biometric methods. Consequently, facial recognition is commonly used as a part of multi-factor authentication in conjunction with other methods of identity verification, such as fingerprint, password, and SMS validation. To expand product offerings, facial recognition companies such as Alcatraz AI have embedded two-factor and three-factor authentication capabilities into their facial recognition platform. In some instances, such as in hospitals and laboratories, facial recognition is also used asa one-factor authentication method as gloves and protective equipment make other verification techniques difficult. Improvements in accuracy should greatly expand its adoption and use.
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Apart from surveillance and theft avoidance, facial recognition technology offers a new value proposition for the commercial sector: enhanced customer experience. Use cases include identifying VIP clients and repeat customers for a more personalized service, fast payment options that obviate physical payments, and to provide a convenient authentication method. The table below shows early-stage examples from some sectors using facial recognition to improve customer experience.
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Criticism surrounding the use of facial recognition technology has slowed its adoption in the US. In contrast, China and Japan are seeing considerable growth in its adoption, driven by government support and many startups entering the market with aggressive funding. China’s highest-funded facial recognition startups, SenseTime and Megvii, had raised USD 5.2 billion and USD 1.4 billion, respectively (as of April 2023).
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The police and the FBI already use facial recognition technology to scan through millions of photographs of Americans, usually without their consent. Activists have raised concerns about the technology’s possible misuse by authorities, citing the potential to discriminate against minorities and trigger false accusations based on inaccuracies. The two main reasons for the backlash are:

The FBI’s continued use of facial recognition despite advocacy groups’ concerns: It came to light in March 2023 that academic researchers collaborated with defense officials and the FBI to enhance AI methods that could potentially identify or monitor US citizens without their knowledge or approval. The FBI is allowed to scan through databases of driver’s license photos. According to data as of June 2019, the FBI’s database included more than 640 million images that could be used without consent. More than 152,000 searches were conducted on its database from October 2017 to April 2019. The concerns are that 1) the FBI has discretion to use the technology without a warrant or an apparent cause, 2) statistics of the technology’s effectiveness (i.e., whether it truly enables the arrest of the offender) are not tracked, and 3) the FBI fails to comply with the constitutional obligation to notify people that facial recognition technology contributed to their arrest. In this regard, the American Civil Liberties Union (ACLU) filed a lawsuit against the FBI, Drug Enforcement Administration (DEA), and Department of Justice in October 2019 after they failed to fulfill a Freedom of Information Act request submitted in January 2019 regarding the use of facial recognition and biometric technologies.

Partnerships with private companies: Law enforcement agencies kept partnerships with private companies confidential until May 2018, when the ACLU disclosed information about Amazon’s sale of facial recognition technology to law enforcement. In early 2020, the general public learned of Clearview AI, a startup claiming that more than 600 law enforcement agencies used its services at that time. The company was later revealed to have used publicly available images scraped (extracted by web tools) from social media such as Facebook, Google, YouTube, and Twitter, which created further controversy. Regardless of criticism, these companies continued to provide products to law enforcement agencies until June 2020, when the death of George Floyd, a Black American, triggered protests against racism and biased policing. As a result, several tech giants that had developed facial recognition technology, including Amazon, announced their full withdrawal from the law enforcement market. Consequently, Amazon halted providing its facial recognition product, Amazon Rekognition, to law enforcement agencies until further notice. 

Partly driven by the backlash, some local governments have either passed new legislation or have altered existing regulations that completely ban their own use of facial recognition technology. Cities that have enacted such measures include Oakland and San Francisco, California; Jackson, Mississippi; Somerville and Boston, Massachusetts; and Portland, Oregon. In June 2021, Maine became the second state to impose a state-wide ban on the government use of the technology, following Washington state. 

Despite these restrictions and advocacy groups such as the ACLU continuing to demand a total ban, citing its use in discriminatory practices against Black and Indigenous populations, people of color, and other marginalized communities, several positive signs are also noticeable.
· A survey report reveals that 18 of the 24 federal agencies surveyed used facial recognition in 2020 mainly for digital access (16 agencies), law enforcement (6 agencies), and physical security (5 agencies). 10 agencies have reported plans to expand the use of facial recognition technology through 2023. Clearview AI also reported in 2022 that its technology was used by more than 3,100 police agencies, which suggests the federal use of facial recognition is expanding.
In November 2019, the Facial Recognition Technology Warrant Act was introduced with the intent to limit federal agencies’ use of the technology rather than completely ban it. The Commercial Facial Recognition Privacy Act was also introduced in March 2019 to prohibit the use of facial recognition technology in identifying or tracking an end user without consent (if prior consent is obtained, the technology is usable). In March 2020, the state of Washington signed a law that limits the use of facial recognition technology without completely banning it. This is a positive sign for the industry and sets an example for other states to consider adopting in the future when the technology becomes commonplace. 
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Face L H M H
Fingerprint H M H M
Voice L M L M
Iris H H H M
DNA H H H L

Note: H - High, M = Medium, L - Low
Note: Uniqueness — The metric's distinctiveness in each person, Universality — Can be used on anyone,
Measurability — Ease of measurement, Acceptability — Being convenient, Permanence — Change over time
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Description

Facial recognition technology recognizes
customers approaching kiosks and shows
their favorite past orders.

Customers can pay automatically using
facial recognition, without a physical/digital
wallet.

Self-service kiosk performs a facial scan and
asks whether the customer is placing a
repeat order; then provides details of
previous orders.

Uses facial recognition to let customers log
in to mobile banking apps.

Kiosks scan and identify guests’ faces, find
their reservations and help them check in
without human intervention. Currently used
in China.

SkyMiles members who opt into the Delta
Sync facial recognition platform can conduct
check-ins, bag drops, security and boarding,
and personalize content for the in-flight
entertainment system using facial
recognition.

Used at Dallas/Fort Worth International
Airport, Texas, to board passengers
(American Airlines AAdvantage members
who are enrolled in TSA PreCheck).

Identified repeat customers and offers
personalized recommendations.
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