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[bookmark: _kfdpmdwtjq0s]Auto Tech: Overview
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[bookmark: _45tqjzg9a5e5]Autonomous and connected technologies shape the future of the automotive industry
In recent years, the automotive industry has come under the pressure of evolving consumer demands, global climate change concerns, and the imperative to reimagine the future through innovation. In response, tech developers have launched next-generation technologies and tools, with a focus on road safety, fuel efficiency, driver convenience, and security. Collectively referred to as “Auto Tech,” these technologies comprise Light Detection and Ranging (LiDAR) and other sensors, safety and driving assist tools, autonomous and connected passenger vehicles, data capture and analytics platforms, infotainment, and Internet of Things (IoT)-enabled vehicle security. Notably, these auto technologies are synergistic and interdependent. Most have already been commercialized, except the autonomous passenger vehicles segment, which is still in the pre-commercial stages.

For more than a decade, the US has had the second-largest passenger vehicle market in the world, second only to China. In 2024, the US auto industry represented approximately 3% of the country’s gross domestic product (GDP). Within this sizable automotive market, consumer demands are constantly evolving. In recent years, priorities like fuel efficiency, safety, connectivity, and security have increasingly taken precedence. Global climate change concerns have also driven policy-making toward a zero-emission future. Collectively, these developments have spurred industry players to introduce next-generation technologies and tools (collectively referred to as “Auto Tech”), such as automotive Light Detection and Ranging (LiDAR) and other sensors, safety and driving assist tools, autonomous and connected passenger vehicles, data capture and analytics platforms, infotainment, and Internet of Things (IoT)-enabled vehicle security.
[bookmark: _cr5307z31z5c]

[bookmark: _cemba52eir57]The US: Second-largest passenger vehicle market in the world, 2023
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These tech solutions shape the future of the auto industry by improving road safety and fuel efficiency while enhancing driver convenience and security. Almost all the players in the LiDAR and other sensors, connected vehicles, data capture and analytics, IoT-enabled vehicle security, and infotainment segments have commercialized their product offerings. However, most of the autonomous vehicle tech developers and some safety and driving assist tools providers are still in the pre-commercial stages.

Notably, these segments are also synergistic and interdependent. For example, vehicle cybersecurity is a prerequisite to monetize vehicle data, as perceived privacy sensitivity levels are higher for some categories of vehicle data (e.g., personal data like emails and telephone details). Cybersecurity is also a must-have for connected and autonomous vehicles to prevent hacking into vehicle systems. In addition, connected car platforms and in-vehicle infotainment require a higher level of security and privacy, while autonomous vehicles rely heavily on LiDAR and other sensors as well as safety and driving assist tools for navigation.
[bookmark: _4mbo88q7eonj]
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[bookmark: _ehcz4j82cerb]Data privacy and security is a must for vehicle data and connected vehicle platforms
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[bookmark: _cxwcr9xm0lqd]Principal auto technologies
	Segment
	Description
	Companies

	LiDAR and other sensors
	Includes sensors installed in autonomous passenger vehicles to scan the environment, support navigation, and improve driver safety. Most commonly used sensors in autonomous vehicles include LiDAR, cameras, and radars.
	- Luminar 
Technologies
- Aeva
- Innoviz Technologies
-SiLC Technologies
-AEye

	Safety and driving assist tools
	Includes applications such as collision avoidance alerts, blind spot detection, automatic braking, and other advanced driver assistance systems that offer a degree of automation and can be fitted to existing vehicles.
	- Autobrains
- Nauto
- Cipia
- Tesla
- Continental


	Autonomous passenger vehicles
	Covers developers of self-driving or autonomous passenger vehicles, including cars, buses, and shuttles. Such vehicles can navigate between locations without the assistance or control of a human.

At their most advanced level (Society of Automotive Engineers [SAE] Level 5), autonomous vehicles are expected to traverse highways and city streets in various weather conditions without human intervention. However, most autonomous vehicles tested so far require remote operator assistance or a safety driver on board to take control if needed (SAE Level 3).
	- Pony.ai
- Aurora Innovation
- Waymo
- GM’s Cruise
- Amazon’s Zoox


	Connected car platforms
	Software solutions for managing devices and integrating external and internal systems for vehicles using internet connectivity. Connected car platforms enable vehicles to communicate bi-directionally with other systems both inside and outside the vehicle. 

Such communications include making payments, real-time information on traffic and parking spaces, location-based marketing alerts from local shops, smartphone integrations, and voice assistants. 
	- Mojio
- Zubie
- Smartcar
- Reviver
- Car IQ



	Data capture and analytics 
	Covers solutions like vehicle data capturing, analyzing, tracking, and mapping to derive insights from the vast amounts of data gathered by connected vehicles equipped with sensors. 
	- Otonomo
- Wejo
- Vinli
- Motorq
- Ridecell

	Infotainment
	Covers in-vehicle hardware and software that provides either audio or video entertainment. Companies providing in-vehicle infotainment (IVI) products such as audio equipment and other electronic systems are included in this segment.
	- Vugo
- Dart Technologies
- Bosch
- Samsung’s Harman International Industries
- Tesla



	IoT-enabled vehicle security
	Includes companies providing cybersecurity solutions for IoT-enabled vehicle devices. These solutions provide protection to automotive electronic systems, communication networks, control algorithms, and other software from malicious attacks, unauthorized access, and other damages. 
	- Upstream Security
- Dellfer
- Karamba Security
- GuardKnox
- Intertrust


[bookmark: _s1tkkiiewy07]Note: The list of companies is not exhaustive
[bookmark: _yufinxjt2y9q]Source: SPEEDA Edge research
[bookmark: _wswgyhmo1y5p]IoT, sensor technologies, and AI fuel autonomous driving, connected cars, and data capturing solutions

IoT facilitates connected vehicle platforms and autonomous driving, enabling better location tracking and environment reporting (route, traffic, and weather). IoT supports data capturing and analyzing solution providers as well. Applicable IoT features in this context include connected sensors, electronic monitors, actuators, GPS receivers, RFID systems, and beacons that are integrated with physical devices and vehicles.

Advanced sensor technologies and camera systems act as the primary enabler for developing autonomous vehicles as well as solutions for capturing and analyzing vehicle data. Autonomous vehicle navigation employs a technique known as Simultaneous Localization and Mapping (SLAM), where the autonomous system maps objects around the vehicle based on inputs from sensors such as LiDAR.  

AI today can increasingly make decisions without human intervention and eliminates the need for human programmers to manually program specific actions for various driving situations. For example, Tesla’s advanced driver assistance system suite “Full Self-Driving” (FSD) uses AI for driving assist tasks such as parallel parking, obeying traffic lights, and navigating roundabouts. Waymo also introduced EMMA, a research-stage training model for autonomous driving built using Google's Gemini, in October 2024. The model processes sensor data and uses chain-of-thought reasoning to generate future trajectories for robotaxis, showing improved performance in end-to-end planning.
[bookmark: _hr5ewaxhy01o]LiDAR, GPS, sensors, and cameras provide inputs for autonomous cars
[image: Auto Tech_Image1_LiDAR, GPS, sensors, and cameras provide inputs for autonomous cars]
Source: SPEEDA Edge research
[bookmark: _yy93aedvre9j]

[bookmark: _3xkariy6fyok]Advanced in-car technologies, infrastructure, and back-end processes support vehicle data capture and analytics services

Advanced in-car technologies, infrastructure, and back-end processes are a must to monetize in-vehicle data.
[bookmark: _nd9dcoinnt57]Key requirements of vehicle data capture and analytics solutions
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[bookmark: _5bweqarx660q]Tech giants increasingly pump money into autonomous vehicles and other tech developments
Traditional automakers and technology companies like Alphabet, Amazon, and NVIDIA have shown interest in the autonomous vehicle market. Alphabet has already developed and deployed its self-driving technology in several cities, including Phoenix (Arizona), San Francisco, Los Angeles (California), and Austin (Texas) under its autonomous vehicle arm “Waymo.” Alphabet-owned Google also adds new features and services designed for vehicles, including video conferencing, gaming, and YouTube. Nvidia also has its “Nvidia Drive,” a computing platform capable of providing autonomous driving and driver assistance functionalities. Other companies to make their way into the industry include Amazon, with the acquisition of autonomous vehicle company Zoox in June 2020, and Intel, with the acquisition of computer vision and autonomous driving tech company Mobileye in 2017.

Traditional automakers and automotive suppliers also team up with these tech companies to fast-track their autonomous/automated vehicle development. For example, Toyota Motor and NTT announced a joint R&D investment of JPY 500 billion (USD 3.26 billion) to develop AI-powered autonomous driving software (October 2024); Volvo Cars expanded its partnership with NVIDIA to improve AI and autonomous driving technologies in its vehicles (September 2024); and Mercedes-Benz partnered with Momenta to introduce a high-level automated driving system in a vehicle model (June 2024).
[bookmark: _fobtvpcevvxw]Driving Factors
[bookmark: _e5ws0ly64s4d]1. Growing focus on road safety and improved mobility for the elderly and disabled
According to the National Highway Traffic Safety Administration (NHTSA), approximately 60% of road fatalities in the US in 2022 were a result of either drunk driving (32%) or speeding (29%). The large-scale adoption of autonomous vehicles and driving assistance systems is expected to drastically reduce the number and impact of these road accidents. For example, driving and safety assist tools support drivers in everything from lane departure warnings to automatic braking. Almost all automakers including Tesla, Toyota, Nissan, Volkswagen, Ford, BMW, and Mercedes-Benz have already introduced these technologies to the market.
[bookmark: _gg24589g021d]Key driving and safety assist tools in the automotive industry
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Autonomous vehicles also play a role in road safety. These vehicles can be integrated with intelligent transport systems such as vehicle-to-vehicle (V2V) or vehicle-to-infrastructure (V2I) communication systems that enable sending and receiving information from surrounding vehicles and infrastructure units such as traffic signals and road signs. For example, researchers at the University of Texas, Austin, were also developing a smart intersection system that can interact directly with autonomous vehicles, without the need to have signals or signs. These developments will improve safe navigation further.

Autonomous vehicles will also improve mobility for groups such as the elderly and disabled, who have difficulties related to driving. In 2023, people aged 65 years and above accounted for 17.5% of the total population. By 2030, this group is projected to reach 21% of the population. In 2024, nearly 28.7% of Americans were reported to live with a disability and 12.2% had mobility impairments. Vehicles like EasyMile’s autonomous shuttles are equipped with automated ramp wheelchair anchor points for the elderly and the disabled. Autonomous shuttle developer May Mobility was also working with the Detroit city authorities to examine self-driving technology's role in aiding transportation for older adults (65+) and individuals with disabilities.
[bookmark: _jdm883uxf4p3]2. Reduced emissions and improved fuel efficiency of EVs to promote the adoption of autonomous AVs
Fuel efficiency is among the major factors that customers consider when purchasing vehicles. According to a 2023 survey in the US, 70% of respondents planning to purchase or lease vehicles stated that fuel economy was a very important factor to consider when selecting a vehicle. Sustainability issues such as climate change, global warming, and pollution also promote a consumer shift toward EVs. According to a survey in 2022, around 27% of consumers stated that wanting to avoid gasoline or other fossil fuels was a key reason for purchasing EVs. The shift is further facilitated by the introduction of affordable EV models by automakers such as Ford and Tesla.

Autonomous passenger vehicles, also being EVs, are expected to significantly reduce greenhouse gas emissions and promote the shift toward a carbon-free economy. The use of autonomous vehicles in general could improve fuel consumption by around 15%. If adopted on a large scale, these vehicles are likely to result in smooth traffic flow and reduced traffic congestion (in 2022, an average of 51 hours per person were spent in traffic jams in the US). In particular, ride-hailing robotaxi services such as Waymo, Zoox, Pony.ai, and Motional can help reduce traffic congestion, as they reduce the number of vehicles on the road and are designed to accommodate more passengers compared to traditional vehicles (e.g., by removing the driver).
[bookmark: _d04bki456ubs]3. Consumer push for on-demand infotainment services
Modern consumers have evolving expectations of their in-vehicle infotainment systems, prompting constant innovation and driving vehicle manufacturers to invest heavily in R&D. There is an increasing demand for advanced infotainment systems with touchscreens in vehicles, driven by consumer preferences for connectivity and intuitive controls.
Touchscreens are no longer limited to just luxury vehicles—they are now being integrated into mid-range and entry-level cars as well, expanding their prevalence. As of October 2024, 97% of new cars sold in the US had at least one touch screen (up from 82% in 2019). 

Given the rising demand for in-vehicle infotainment systems, several players have entered the space, including traditional automakers, but also autonomous vehicle operating systems providers, mobility-as-a-service providers, and telcos. These players have developed infotainment systems including on-demand and live music streaming, smartphone integrations, and other entertainment services, spanning areas like GenAI-based voice assistants, video broadcasting, advertising, music streaming, gaming, and educational needs. 
[bookmark: _oxk0h58m7u2v]Recent efforts of automakers and suppliers to enhance in-vehicle infotainment and connected features
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[bookmark: _26rxugkvchf4]4. Automotive cybersecurity driven by rapid development of autonomous vehicles, connected cars, and in-vehicle infotainment
The growth of certain auto tech segments—autonomous vehicles, connected cars, and in-vehicle infotainment—has left vehicles more susceptible to cyberattacks. In 2023, large-scale incidents affecting thousands to millions of mobility assets rose by 2.5x compared with 2022. 

These vulnerabilities have driven demand for IoT-enabled vehicle cybersecurity. For example, Waymo keeps all communications between its autonomous cars and operation centers encrypted and mechanisms in place to identify irregular behavior. In March 2024, Upstream Security, an Israel-based automotive cybersecurity startup, introduced “Ocean AI,” an advanced GenAI technology integrated into its mobility detection and response platform, facilitating analysis and management of cyber data and alerts, enhancing cybersecurity for connected vehicles.
[bookmark: _7qp9v8eg6r8e]Risks to Growth
[bookmark: _3vr9hss0chc]1. Regulatory restrictions for autonomous vehicles
Generally, vehicles operating on public roads are subject to federal and state regulations. For example, in the US, the testing of autonomous vehicles requires the NHTSA to grant an exemption from federal motor vehicle safety standards (FMVSS). The only exception to NHTSA approval at the federal level is for vehicles with steering wheels and pedals (e.g. Waymo), which only require permission from the respective state governments. Large-scale commercial deployments of autonomous vehicles without human controls (such as steering wheels and pedals) are restricted (as of November 2024), but the US Government may look to ease regulations and establish a framework for such vehicles, potentially benefiting companies like Tesla.

At the state level, autonomous vehicle testing is not uniformly permitted and even among the states allowing such testing (e.g., Nevada, California, Pennsylvania, and Mississippi), companies must still obtain permission for driverless trials and commercial operations and require minimum insurance liabilities (e.g., Florida, and Washington). Only a handful of companies have secured state-level permissions for vehicle testing to date and even fewer permits when it comes to commercial operations.
[bookmark: _rfsdxstgeqfa]Driverless testing and deployment permit holders in California, November 2024
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[bookmark: _wsscivl0l06v]Major deployment permissions granted to autonomous vehicle companies by state authorities

	Company
	Received permissions

	Aurora Innovation
	· October 2018: Received permission from the Pennsylvania Department of Transportation (DOT) to test vehicles with a safety driver within the state

· January 2020: Received permission from the California Department of Motor Vehicles (DMV) to test with a safety driver

	Waymo
	· October 2018: Received permission from the California DMV for driverless vehicle testing on public roads in Silicon Valley

· September 2021: Received California DMV’s permission to start commercial operations—with a safety driver—in designated areas in the San Francisco and San Mateo counties (used for autonomous delivery services, as it was pending approval from the California Public Utilities Commission [CPUC] to offer commercial taxi services)

· March 2022: Received permission from the CPUC to charge fairs for 24/7 robotaxi services in San Francisco (operated with a human safety driver)

· November 2022: Received permission from the CPUC to offer fully autonomous robotaxi services (without a safety driver) to the general public in selected cities in California free of charge

· August 2023: Received permission from CPUC to charge fares for 24/7 robotaxi services in San Francisco (operated without a safety driver)

· March 2024: Received permission from CPUC to launch commercial driverless robotaxi services in Los Angeles, the San Francisco Peninsula, and San Francisco freeways

	Zoox
	· Early 2019: Received permission from the Nevada DMV for driverless vehicle testing on public roads in the state

· September 2020: Received permission from the California DMV for driverless vehicle testing on public roads in Foster City in San Mateo county

· February 2023: Received permission from the California DMV to test its custom-built robotaxis on public roads in California

	Cruise
	· October 2020: Received permission from the California DMV for driverless vehicle testing on public roads in San Francisco

· September 2021: Received California DMV’s permission to start commercial operations—without a safety driver—in parts of San Francisco (used for autonomous delivery services, as it was pending approval from the CPUC to offer commercial taxi services)

· December 2022: Received permission from the California DMV to offer fully autonomous robotaxi services (without a safety driver) to the general public 24/7 in San Francisco (pending commercial deployment permit from the CPUC)

· February 2023: Received permission from the California DMV to test its custom-built driverless robotaxi on public roads in California

· August 2023: Received permission from the CPUC to charge fares for 24/7 robotaxi services in San Francisco (operated without a safety driver)

· October 2023: California DMV and CPUC suspended driverless commercial robotaxi deployment permit citing safety concerns and misrepresentations about its vehicles

	Motional
	· November 2020: Received permission from the state of Nevada to test autonomous vehicles without a safety driver

	Pony.ai 
	· May 2021: Received permission from the California DMV for driverless vehicle testing on public roads in Fremont, Milpitas and Irvine

· December 2021: The permission was suspended citing an accident


[bookmark: _962al6yx52al]Note: The list is not exhaustive
[bookmark: _i37a9p2fuhdp]Source: SPEEDA Edge research

[bookmark: _8xiy01uk2k5v]2. Cybersecurity concerns for autonomous and connected vehicles and in-vehicle infotainment segments
Automotive software remains vulnerable to cybercrimes. For instance, hackers can infiltrate software and overrule the controls of autonomous or connected vehicles even when a driver is present. Techniques behind such attacks include malware injections, reverse engineering, spoofing, hacking, denial-of-service attacks, and other security vulnerabilities exploitation. Key areas prone to such attacks include infotainment systems, in-vehicle sensors, wireless communication functions, electronic control units (ECUs), smart/remote keys, software updates/downloads, in-vehicle and cloud-based networks, and vehicle data servers. Consequently, auto tech developers face the imperative of safeguarding their technology from possible cyber attacks. For example, Waymo prevents a continuous cloud connection to its vehicles and keeps them offline whenever possible to minimize the risk of hacking.
[bookmark: _7bcf8yi9lf5f]Recent vehicle cybersecurity-related vulnerabilities identified
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[bookmark: _9mksbsojlc6m]Impact of cyberattacks on vehicles
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[bookmark: _r546ngxwvllr]3. User skepticism of autonomous technologies due to possible accidents
The likelihood of accidents is a barrier for the widespread social acceptance of autonomous technology. When traveling in autonomous vehicles–particularly those with SAE Level 3 automation–drivers must be prepared to take control of the vehicle at a moment’s notice. However, it is typical for drivers to disengage when traveling in autonomous vehicles, leading to a higher incidence of accidents. For example, Uber, Waymo, Pony.ai, Cruise, and Tesla autonomous/automated vehicles have been involved in major or fatal accidents, resulting in permit revocations and diminishing public trust. There have been several recalls due to crashes, and companies have had to carry out technology updates to mitigate issues of further potential crashes (e.g., Waymo in February 2024 and June 2024; Tesla in February 2023 and December 2023; and Cruise in September 2022, April 2023, and August 2024).
[bookmark: _78hg9ls0gplc]4. Relaxed fuel efficiency regulations and withdrawal of tax credits can slow down growth of autonomous vehicles
As of November 2024, the US Government had plans to relax the current fuel efficiency standards, which require most new cars and light trucks that are sold to be electric by 2032. It also plans to eliminate the USD 7,500 EV tax credit, which is currently available to EV vehicle consumers on EV purchases. These policy changes, if implemented, could slightly slow the deployment and development of autonomous vehicles.
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Description

A team of security researchers pointed out that
Reviver's digital license plates are susceptible to
hacking, allowing hackers to gain full administrative
access to all user accounts linked to Reviver-
registered connected vehicles

A team of security researchers discovered
vulnerabilities that could allow remote hackers to
control functions of a Tesla car, such as the lights,
horn, trunk, wipers, and infotainment systems

A team of security researchers discovered a method
to hack Tesla's infotainment system, which gave
researchers access to features such as seat heating
and Acceleration Boost

A team of security researchers exposed a risk at Tesla
charging stations, where attackers could exploit Wi-Fi
networks to hijack vehicles using hacking devices
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In-car technologies
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Examples

Sensors, high-performance computing, in-car human-machine
interface (HMI), car operating system (OS), connectivity, data
storage, and location/navigation hardware

4G/5G data towers, big data analytics, cloud computing, software
platforms, high-definition maps/high-resolution positioning, smart-
road infrastructure, and vehicle-to-everything (V2X) communications

Facilitate the capture, analysis, storage, and sharing of vehicle data.
Include regulators, billing/tolling companies, road infrastructure
operators, 3rd party OEM data centers, and service centers
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« Car repair diagnostics
+ Automatic emergency call (e-call)
+ Predictive, remote service booking

Technical status of the vehicle (e.g., oil temperature,
airbag deployment, technical malfunctions reports)

+ Pay-as-you-drive (PAYD) vehicle insurance
+ Toll/road tax payment

+ Reduced engineering cost

« Trunk delivery

- Intelligent speed assist (ISA) systems

Vehicle usage (e.g., speed, location, average load
weight in the trunk)

Personal data and preferences (e.g.,
driver/passengers’ identity, preferred radio station,
use patterns of applications)

+ Ecommerce in the car
+ Targeted advertisements
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Details

Unveiled new features including a GenAl-
powered voice assistant, gaming, video
streaming, augmented reality (AR) features, and
a remote-controlled parking solution

Announced plans to include MB.0OS, an Al-
powered infotainment system, to be included in
its select next-gen vehicles

To integrate GenAl-based voice assistant tech
into the infotainment systems of Audi vehicles

To integrate GenAl-based voice assistant tech
into the infotainment systems of smart vehicles

To bring in-car gaming to several Volkswagen EV
models

To integrate GenAl-based voice assistant tech
into Skoda’s in-car voice assistant

To enhance “Reno,” Renault's in-car companion
avatar, with GenAl capabilities
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