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1 Scope of this document

This guide describes the administrative tasks to configure and maintain the Atea Full
Time Recording (FTR) application. This uses SIP based call recording.

This document covers:

e FTR overview

e FTR VM appliance installation (pre-configured instance supplied by Atea)
e UCM configuration for the FTR application

e Recording file basic management

e Troubleshooting tips

For additional information on configuring the Cisco UCM, please see the Cisco
documentation.

2 Product Overview

In SIP based call recording, recording streams get forked from agent IP phone to the
recorder. The agent voice and the customer voice are sent separately. Two different
methods of call recording are supported by Cisco, being automatic (full time) recording
and application invoked recording. This administration guide is for full time recording.
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Figure 1: Full time recording
The steps for establishing a full time recording session are:

1. A customer calls into the call centre.

2. The call routes to the agent. The agent answers the call. The agent IP phone
starts to exchange media streams with the customer.

3. As the agent line appearance is configured for automatic recording, the
recording session for the media streams automatically gets triggered. The CUCM
first makes a recording call to the built-in bridge (BIB) of the agent IP phone for
the agent voice.

4. The CUCM makes a second recording call to the BIB of the agent IP phone for
the customer voice.
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5. The recorder receives and answers the recording call setup messages from CUCM
for the agent voice using SIP. The agent IP phone forks the agent voice stream
to the recorder.

6. The recorder receives and answers the recording call setup messages from CUCM
for the customer voice using SIP. The agent IP phone forks the customer voice
stream to the recorder.

To record conversations, set up each Cisco IP phone with a recording profile. The
profile directs copies of the voice streams to the Atea FTR server. The directory number
for the IP phone must also be included on the FTR server.

3 Supplied Software

The Atea FTR server appliance is usually supplied as a virtual machine using OVF or OVA
files(s). This VM may be set up as a separate appliance independent of other Atea
supplied applications. The resource availability can be critical for the recording
appliance.

Virtual Machine guest resources

Processor 2 virtual CPUs (2.1GHz min) 64-bit

RAM 4GB

Disk 150GB HDD (Resilient data store recommended)
Additional disk for Usually greater than 80GB HDD - depending on recording
recordings retention requirements. See the section on recording files

for a sizing table.

4 Installing and Configuring FTR recording

4.1 Pre-requisites
Before you begin, you will need:

e Access to the CUCM to configure the SIP recording and recording profiles

e Virtual machine resources for the FTR VM (pre-configuration of VM host is not
required)

e The VM OVF (or OVA) files supplied by Atea

e A back-up and restoration strategy for the server

e An archive strategy for the recordings

e A remote access mechanism to allow Atea Support to configure and support the
appliance.
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To allow Atea to create the VM please supply the information below to
support@ateasystems.com, using the form at https://www.ateasystems.com/virtual-server-

config/

e hostname

e |P-address (& mask & gateway)
e DNS details

e NTP IP-address

e SMTP IP-address

Forward any security documentation to support@ateasystems.com.

Information required later to setup and generate a license file:

e Server MAC address.

4.2 Install the Virtual Machine

The Atea FTR is normally supplied as a virtual machine, shipped in OVF format.
Download and check the files provided.

1. From your preferred client (such as the vSphere Client), navigate to “Deploy OVF
Template”

2. Browse to the location where the downloaded files are stored and select the
[filename].ovf (or .ova)

@ Deploy O¥F Template

Source
Select the source location.

Source

OWF Template Details

Mame and Location

Storage

Disk Format

Metwark Mapping Deplay From a file or LIRL

Ready to Complete
! " fz:\cusTOMER_UAw.ovf| =l Browss... |

Enter a URL to download and install the OVF package from the Internet, or
specify a location accessible from wour computer, such as a local hard drive, a
network share, or a CO/DYD drive.

3. Enter a name for the instance

@ Deploy O¥YF Template

Name and Location
Specify a name and location For the deployed template

Source Mame!

OVF Template Details CUSTOMER_UAW]

Name and Location

Storage The name can contain up to 80 characters and it must be unique within the inventary Folder,
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4. Select the data-store where you want the VM guest to reside
@ Deploy OYF Template =

Storage
‘where do you want to store the wirtual machine files?

Source Select a destinakion storage For the virkual machine Files:

OYF Template Details - - — - —
Hame and Location N_ame | Drive Type | Capacity | Provisioned | Free | Type | Thin Pravisionir
Storage Eﬁ datastorel 350 472.00 GBE 518.65 GE 35.15GE YMF3S Supported
Disk Formak @ datastoreRAIDS  Mon-550 §.19T6 7.24 1B 1.15TE VYMF3S Supparted

5. Select the Disk Format (Thick Provision is recommended)

@ Deploy O¥F Template

Disk Format
1n which Format do wou wank ko stare the virtual disks?

Source

= _ Datastore: Idatastu:ureR.ﬁ.IDS
OYF Template Details
Mame and Location ’
- Available space (GE): I 1180.0
Storage P (G6)
Disk Format
Metwiork Mapping
Ready to Complete " Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroad
" Thin Provision

6. Start the server instance (Power On)
7. Log into the console with user: thirdparty, and the password provided. You must
change the password on first login. Enter the old password again, then the new

password twice.
thirdpart
You are required t g rd immediz r [root enforced)

#################################################################
installed [Wed Apr 22 1@ vaE WEZST .'_'I:Il':] #

#################################################################
{ARNING: Your ps u 3 pired,
U must ange P d now and login agai
thirdparty.
rd Tor thirdparty.

This confirms that you have access to the VM in the future for maintenance.
You may now set up both the server backup and remote access for Atea support.
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4.3 Configure backups
The automatic backup cycle runs daily at 11pm.
The components backed up locally on the servers are:
e Linux configuration (7 days kept with day of week indicator from 1 to 7)
e Atea applications (7 days kept)
e Atea application properties (7 days kept)
e Oracle database (2 days kept)

Atea recommends that sFTP is used to copy the application and database backups to a
network location.

The procedure to enable the sFTP copying is (see also the Atea website):
ssh thirdparty@ateaserver-ip-address

sudo su -

vim /etc/atealscripts/sftpBackup.sh (enter the sftp server details)
Change the host, user, password and path parameters on lines 4-7

vim letc/atealscripts/fullBackup.sh (change line 23, DO_BACKUP_COPY=true)

Now check that the ssh rsa key is stored and connectivity is okay by connecting to the
sftp server

sftp user@sftpserver (enter password to establish connection)

exit

4.4 Configure alerting

A monitor script runs every 10 mins by default and sends alerts if certain conditions are
met. These include CPU, IOWAIT, Free disk and memory and whether the application
can connect to the Oracle database.

To change the monitor script to send alerts to your service provider, you'll need to
modify the script:

ssh thirdparty@ateaserver-ip-address
sudo su -
vim letc/atealscripts/monitor.sh

Change the MAILTO and MAILFROM lines with the Service-Provider specific email
addresses.
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5 Configure the CUCM for Recording

The recording application uses a SIP trunk to record the telephone calls. This can be
either a single trunk, or multiple trunks spread across several devices for resilience.
There are additional steps if there are multiple trunks.

For a single recording server, the normal setup steps are:

Configure the CUCM System Service Parameters
Configure the SIP trunk for the server

Configure the Route Pattern to use the recording device
Configure the recording profile

5. Set up the phones for recording

pwW NP

For several recording servers, we suggest you follow these steps:

1. Configure the CUCM System Service Parameters

2. Configure the SIP trunk for each of the servers
Create a route group for each recording trunk and add the SIP devices (a route
group specifies the order the trunks are selected)

4. Create a route list for each server which specifies the order the route groups are

used

Configure the Route Pattern to use the route list

Configure the recording profile

7. Set up the phones for recording

o

5.1 Configure CUCM System Service Parameters — single and
multiple devices

Two settings must be changed here:

e The SIP session expires timer must be increased otherwise each recording is cut
off at 16 minutes.

e Silence Suppression for G.729 must be stripped, otherwise some recordings will
overlap when they shouldn’t.

To change these settings:

1. Log onto the CUCM administration
2. Select the Server and Service Cisco CallManager (Active)
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-Select Server and Service

Cisco CallManager (Active)

Service™ ¥ -- Not Selected --

Cisco AMC Service (Active)

Cisco Audit Event Service (Active)
Cisco Bulk Provisioning Service (Active)
Cisco CTIManager (Active)

Cisco CTL Provider (Inactive)

*
S 9.1.1.90 (Active)

All paramete itareint

Cisco Certificate Authority Proxy Function (Inactive)

. Cisco DRF Local (Active)
@ The Cisco DRF Master (Active) )een mod

Cisco CallManager SNMP Service (Inactive)
@ *- indic

3. Go to Service Parameter Configuration

4. Set the SIP Session Expires Timer to 86400 (This is the number of seconds in 24

hours)

SIP Session Expires Timer * 86400

Disable silence suppression:

Strip G.729 Annex B (Silence Suppression) from Capabilities *

1800

5. Go to the parameter Strip G.729 Annex B (Silence Suppression) from Capabilities

and set this to True

True

False

5.2 Configure SIP Trunk device - single and multiple devices

Here are the steps to create a trunk on a device. Repeat these for each recording
device or FTR server that you have.

1.

Create a SIP trunk. CUCM administration -> Trunk Configuration
Trunk type = SIP trunk
Device protocol = SIP

making telephony better
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—Trunk Information

Trunk Type* | SIP Trunk

4k

Device Protocol® | sp

4k

S, S

~ [ Next
L S

2. Set the device information
Device Name - e.g. Atea_Recording_Trunk (this appears in the route pattern for

single devices or the Route Group if there are several devices)
Device Pool — usually the same as the phones to be recorded

-Device Information

Product:
Device Protocol:
Device Name*

Description

Device Poal™*

Common Device Configuration
Call Classification*

Media Resource Group List
Location®

AAR Group

Packet Capture Mode ¥

Packet Capture Duration

SIP Trunk

Atea_Recording_Trunk

D

This trunk name will
Khandallah_Phones

be referred to in
the route pattern < None >

Use System Default

< None >

Hub_None

< None >

None

ar 1-‘ 1.] 1bl ar 14 “r

0

3. Set the SIP information

Destination address — this is the server with the Atea FTR application

SIP Trunk Security Profile — this must match the setting on the Atea FTR application

for which the default setting is “Non secure SIP Trunk Profile”

making telephony better
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—SIP Information

Destination Address 9.1.1.138 )

Destination Address IPv6

("] Destination Address is an SRV

Destination Port™ 5060

MTP Preferred Originating Codec* 711ulaw

|

Presence Group*

«»
|

SIP Trunk Security Profile®

o

Rerouting Calling Search Space

c»i

Out-Of-Dialog Refer Calling Search Space < None >

SUBSCRIBE Calling Search Space < None >
SIP Profile* -- Not Selected --
DTMF Signaling Method* No Preference 3

4. Set the SIP Trunk Security Profile Information
The transport may be TCP or UDP. The default setting on the Atea FTR is TCP (it
looks for SIP on TCP port 5060).

—SIP Trunk Security Profile Information

*
Mame Non Secure SIP Trunk Profile Atea

Description Man Secure SIP Trunk Profile using TCP

Device Security Mode Non Secure .

4k

Incoming Transport Type ¥ TCP+UDP

4k

Outgoing Transport Type TCP

5.3 Create a Route Group — multiple devices only
Skip this step if you have a single recording server.

For multiple devices, ensure you have configured the SIP trunk devices for each
recording server.

For resilience, create a Route Group for each recording trunk on each device.
To configure the Route Group:

1. Choose Call Routing > Route/Hunt > Route Group
2. Enter a name for the route group
3. Add each device to the route group.
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= Route Group Information
Roube Group Name "

rg_recorderl
Distribution Algorithm® i g B

- Route Group Member Information

= Find Devices to Add to Rowte Group
Dervioe Name Ccontaing

Fird

Available Devices**  [Jamie_Test_Trunk_1
Jarmie_Test_Trunk_2
atea_recording trunk

Port(s) Al H

Agd 10 Route Growp

~ Current Route Group Members
Selected Devices (ordered by pricnity) * [area reconding_trunk (AN Ports)

>4

5.4 Create a route list for each server

Skip this step if you have a single recording server.

Configure a route list for each recorder to determine the priority order that the route
groups apply.

Where there are say two recorders with two route groups, set the route list with the
route groups in the opposite order. For example:

e route list 1: route group 1then route group 2
e route list 2: route group 2 then route group 1

To configure the route list:

1. Choose Call Routing > Route/Hunt > Route List
2. Enter a name for the route list
Add each device to the route group.
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~ Status
{Dsu-:u-.t Ready
~Boute List Information

R 1B ey Regianered with Cigco Unified Communicatons Mansger 9.8.1.235
IF hddress 511295

& Bervice s trustesd
haarme

Ril_recl
Popcnphgn

Ciscn Unified Communicaitions Masager Greap™  merss 2]

[ Enabie this Route List [change efettive o Save: no reset requined)
Rz Own AN Retine Linfad OM Nodes

~ Boute List Member Infarr mation
Selevied Groups ™" a_recorderd
g _recorderd w
Aawl Pizasts Ortup
-~
W

5.5 Configure a route pattern for the SIP trunk

We'll need a route pattern to direct calls to the SIP trunk gateway (or the route lists if

several devices).

The convention for the route pattern is to use the destination IP address for the trunk

" n

with the period marks (“.”) removed. For example, the route pattern is 911138 for the

SIP trunk on 9.1.1.138 as shown in the destination above.

Set the Gateway/Route List to the device name we created earlier e.g.

Atea_Recording_Trunk, or the route lists where these are used.

-Pattern Definition

Route Pattern* 911138

Route Partition < None > r
Description ‘Route pattern to SIP recorder on 9.1.1.138
MNumbering Plan -- Not Selected --

Route Filter < None >

MLPP Precedence™® Default

Resource Priority Namespace Network Domain < None >

lb{ l.! ar

Gateway/Route List™* Atea Recording Trunk B

3 (Ed

Route Option

() Block this pattern | No Error

ol

5.6 Configure the recording profile

Create a recording profile to point to the newly created route pattern.

recording profile to the phone lines that are to be recorded.

Apply the

making telephony better
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A recording profile needs to be defined and pointed to the newly created route
pattern. This recording profile will be applied to the phone lines that are to be
recorded. The profile configuration screen can be found under Device - Device Settings
screen.

1. Navigate to the Device > Device Settings screen
2. Select Recording Profile configuration and enter the details
Name e.g. Atea Recording Profile
Recording Calling Search Space e.g. CSS_Internal
Recording Destination Address i.e. the name of the route pattern created above.

—Recording Profile Information

" '
Mame Atea Recording Profile

Recording Calling Search Space £S5 _Internal

Recording Destination Address * '911135

5.7 Turn on the built-in bridge on the phone

For each phone to be recorded, enable the built-in bridge. This is enabled on the
device itself. On the phone configuration screen in the CUCM administration set “Built
In Bridge” to “On".

Built In Bridge™ " On

5.8 Apply the recording profile to the phone line(s)

Each line that requires recording set the Recording Option to “Automatic Call
Recording Enabled”.

Recording Option * _ Autematic Call Recording Enabled

Recording Profile _ Atea Recording Profile

5.9 Enable the recording tone (optional)

You can set a tone to be played during calls to indicate that the call is being recorded.
To enable this, turn on the notification tone cluster parameter (the default is off) and
the setting on each individual phone.

1. Set the cluster wide service parameter to play the recording tone. From the CUCM
administration, select the Cisco Call Manager service and scroll down to the call
recording feature.

Set “Play Recording Notification Tone” parameters to true.

Page 15 of 22

making telephony better



Atea Systems — FTR Administration Guide

Clusterwide Parameters (Feature - Call Recording)

Play Recording Notification Tone To Observed Target * | True

Play Recording MNotification Tone Te Observed Connected Parties * | True

2. Now enable the tone for each phone device. This is done on the device itself, not
the individual lines. For information on these settings, refer to the Cisco
documentation.

Recording Tone™ . Enabled
Recording Tone Local Volume* '50
Recording Tone Remote Volume * '50

Recording Tone Duration

6 Recording files

6.1 General

Recording files are created in several phases. Initially, the application writes the audio
header for the file, and then writes the voice-call data in real-time. When the call ends,
the file is closed.

The file type is a wave file with the “.au” suffix. This type of audio file is playable by
most media players. This file type is easily copied and stored. Users may copy the file
to their local workstation to listen to it, or if they want to share it with a colleague for
evaluation.

The recordings can searched directly from the FTR application.

6.2 Disk allocation for recordings

Recordings are stored on a separate disk mounted to the server that runs the FTR
application. The suggested budget for sizing this disk is to allow 480kB per minute of
recording. Recordings are stored in an uncompressed format.

1 minute 480 kB
1 hour 28.8 MB
100 hours 2.88 GB
1,000 hours 28.8 GB
10,000 hours 288 GB

6.3 Managing recordings
Recording files are located in the folder specified in the application.

Here is an excerpt from the BibCallRecorder properties file.
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SipCallRecorder.recording_directory /var/recording/ The path must exist

Recordings are stored separately to the call record database. The database includes a
pointer to the file location.

If the recording file is moved to another location the recording will display as “not
found” on the call search screen. Restoring the file back to the original folder allows
the file to be played or retrieved using the normal screen to access the database.

Recordings may be archived or moved manually using operating system commands or
other utilities. It is common practice to move or remove older recording files to
maintain space on the disk.

7 User Management

7.1 Accessing the FTR landing page - recording supervisors
To connect to the FTR application, use your web browser to navigate to this page -

http://[IPaddressOfServer]:808o/apexf?p=103

User Name

Password | . m

Enter the user name and password. This takes you a search screen for the recordings.

Search

Start Date | 13-JUN-2010 14:40
End Date 08-JUL-2010 00:40

e
i

Search " Display 20 3| (Go) (Reset

Call Recordings

no data found

7.2 Licensing and managing the phones to be recorded

The FTR application is licensed for the number of phones to be recorded. To manage
these phones, use a web browser to navigate to this page:

http:/[IPaddressOfServer]:8080o/apex/f?p=106

Page 17 of 22

making telephony better


http://[IPaddressOfServer]:8080/apexf?p=103
http://[IPaddressOfServer]:8080/apex/f?p=106

Atea Systems — FTR Administration Guide

This page shows how many licenses are consumed, and the list of phones (DN directory
numbers or extensions) to be recorded.

Recorded Extensions [E=3 Information
Search m

You Have 11 licenses in total and have used 1

Edit Extension This page shows a list of all extensions that will be recorded. Any call invelving any of the
numbers in this list will be recorded and available in the recording search tool. Conversely, any
Eb"m 45 call not involve any of these numbers will not be recorded.
1-1 To add an extension to the list, click the Create button. To edit or remove an existing entry, click

the edit icon beside the extension number. Once the number of recorded extensions is equal to
the number of licenses available, a user will no longer be able to add more extension. Existing
extension will remain editable.

Finally, please note that any changes to this list need to be activated. When your updates have
been completed, click the red Activate button above. The call recorder will read the new list
and apply the appropriate settings.

Note - in order for a phone to be recorded it must be set up in the CUCM with a
recording profile, as well as this list.

To change the size of your license, please contact Atea Systems.

To add phones to the list:

1. From the main Manage Recorded Extensions page, click the Create button to go to
the next page

Recorded Extensions 9

Search

Edit Extension

Erj‘e\\as

1-1
2. Enter the extension number (DN) of the phone and click the Create Button.

Edit Recorded Extension B9 23

Extension |48]
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This phone will now appear in the list.
Action Processed.

Recorded Extensions EX9

Search |

Edit Extension

|:—§€Q~ 48
I:—%“Q\ 45

3. You may continue to add or edit phones in the list within your license limit. Once
you reach the limit, the Create button becomes inactive.
4. To start recordings for the updated list, click the Activate button

Information

This page shows a list of all extensions that will be recorded. Any call
involving any of the numbers in this list will be recorded and available in the
recording search tool. Conversely, any call not involve any of these numbers
will not be recorded.

You Have 71 licenses in total and have used 2

To add an extension to the list, click the Create button. To edit or remove an
existing entry, click the edit icon beside the extension number. Once the
number of recorded extensions is egual to the number of licenses available, a
user will no longer be able to add more extension. Existing extension will
remain editable.

Finally, please note that any changes to this list need to be activated. When
your updates have been completed, click the red Activate bution above. The
call recorder will read the new list and apply the appropriate settings.

To change or delete a phone from the recording list:

1. From the main Manage Recorded Extensions page, click the edit icon next to the
extension

Recorded Extensions E=9

Search |

Edit Extension

g

@'ﬂt\\ 45

2. Edit the extension number (DN) to change it and click the Apply Changes button, or
press the Delete button to remove the extension from the list.
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Edit Recorded Extension 29

Extension 48

The list will be updated.
3. Continue making changes within your license limit.
4. To start recordings for the updated list, click the Activate button

Information

This page shows a list of all extensions that will be recorded. Any call
involving any of the numbers in this list will be recorded and available in the
recording search tool. Conversely, any call not involve any of these numbers
will not be recorded.

You Have 71 licenses in total and have used 2

To add an extension to the list, click the Create button. To edit or remove an
existing entry, click the editicon beside the extension number. Once the
number of recorded extensions is equal to the number of licenses available, a
user will no longer be able to add more extension. Existing extension will
remain editable.

Finally, please note that any changes to this list need to be activated. When
your updates have heen completed, click the red Activate button above. The
call recorder will read the new list and apply the appropriate settings.

7.3 Additional user accounts

FTR users have access to the recording application page that allows recordings to be
browsed, searched and retrieved.

There are two common methods for defining user accounts. Only one of these will be
configured during the initial implementation of the solution.

1. User account defined by implementer or Atea Systems. This is a local account.
To add more user accounts, contact Atea support.

2. Users are linked to LDAP/Active-Directory and access is controlled by group
membership. This is usually reserved for larger organisations. To add more
users, add them to the appropriate AD group.

8 Troubleshooting

Troubleshooting tips and setup tasks.

Some recordings are not Possible issues:

elEplEping @ #ne Eaeeliig) [Ee) The date range is incorrect.
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2. The recording has not been processed yet. It may
take up to ten minutes for a recording to display on-
screen

3. There may be an issue with recordings not being
captured.

a. Check the Linux directory /var/recordings/ to
see if the recording files are present.

b. Check the directory numbers for the caller
and calling party. If this is a five or six digit
number that is high, contact Atea Support
regarding a possible UDP port number issue.

A specific phone is not being Possible issues:
recorded 1. The phone must have the recording profile set up in
the CUCM
2. The phone number (DN) must be included in the
license list.
Recording files are of zero Possible issues:
e Wrong voice codec / not enough resources
FTR Solutions using G.711 only
1. On the UCM, check that the calls are set for G.711
2. If UCM transcoding is used to convert calls to G.711,
check there are sufficient transcoding resources.
Note: FTR does not record G.722 calls
FTR solutions using g.729 option
1. Check that G.729 option is enabled
2. Check that the G.729 license file is present
3. Check that there are sufficient G.729 licenses installed
(Atea)
Blocked access
1. A firewall is blocking the access to the SIP trunk or to
the disk with the recordings. This is a configuration
issue that sometimes occurs during initial
commissioning.
Recordings display as “not The recording file may have been moved or archived

found” on the recording display from the disk. Restore the file to the original location.

screen Alternatively, search for the file name in the location

where the recording files have been moved or archived

to.
Recording disk space is full / Move or archive some recording files.
exceeds capacity threshold
Oracle database is full / Contact Atea support to arrange purging of selected
approaching full database records
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Issue Tip
Recordings are cut off after 16 Adjust the “SIP Session Expires Timer” to the value 86400
minutes (which is 24 hours in seconds). The default setting for this

means recording automatically ends at 16 minutes, as the
RFC4028 re-invite is not used. This timer is a system
setting under: Cisco CallManager (Active) > System >
Service Parameter Configuration > SIP Session Expires

Timer
Some recordings overlap falsely Silence suppression for G.729 needs to be disabled. On
when using G.729 codec the CallManager, set the parameter Strip G.729 Annex B

(Silence Suppression) from Capabilities to True.
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