Bradken Standard
General Terms and Conditions of Purchase
Order – United States
For purposes of these General Terms and Conditions of Purchase Order (these “Terms”),
“Buyer” shall mean Bradken, Inc., and “Seller” shall mean the supplier/vendor listed on the face of the
Purchase Order or other written agreement between Buyer and Seller to which these Terms are
attached or in connection with which they are delivered (the “PO” and together with these Terms, the
“Order”).
1.
ACCEPTANCE: This Order constitutes Buyer’s offer to purchase the materials, goods, services
and articles (collectively, “Articles”) described in the PO, in accordance with the terms hereof and any
provisions attached hereto and/or incorporated herein by reference (if any). Any reference in this Order
to Seller’s quotation does not constitute acceptance of any terms and conditions thereof except to the
extent specifically agreed to in this Order. This Order may be accepted only by (i) Seller’s acceptance
of this Order in writing; or (ii) Seller beginning to perform the Services (defined below); or (iii) the delivery
by the specified delivery date of the Articles; or (iv) Seller’s commencement of work on the Articles that
are subject to this Order. Any acceptance of this Order is limited to acceptance of the express terms of
the offer contained on the PO, these Terms, and those terms found in any other document(s) fully
identified in this Order and specifically incorporated herein by reference thereto. Any proposal for
additional or different terms or any attempt by Seller in Seller’s acceptance to vary, to any degree, any
of the terms of this offer is hereby objected to and rejected, but such proposals shall not operate as a
rejection of this offer unless such variances are in the description of the services, description of the
Articles, quantity, price, or delivery schedule of the Articles and/or Services but shall be deemed a
material alteration thereof and this offer shall be deemed accepted by Seller without such additional or
different terms. If this Order shall be deemed by a court or other trier of fact as an acceptance of a prior
offer by Seller, such acceptance is limited to acceptance of the express terms contained herein. Any
additional or different terms or any attempt by Seller to vary in any degree any of the terms of the Order
shall be deemed material and are objected to and rejected. No conditions, custom, usage of trade,
course of dealing or performance, understanding or agreement purporting to modify, vary, explain or
supplement these Terms shall be binding unless hereafter made in writing and signed by the party to
be bound. In the event of any conflict or inconsistency between these Terms and the PO, the PO shall
prevail to the extent of any conflict or inconsistency. These Terms shall prevail over any of Seller's
general terms and conditions of sale regardless whether or when Seller has submitted its sales
confirmation or such terms.
2.
MISTAKES: Mistakes in prices, discounts, Specifications, delivery schedules or other terms and
any noticeable discrepancies in quantities or sizes are to be reported immediately by Seller to Buyer
and Seller shall immediately remedy such mistakes by refunding incorrect charges to Buyer or
correcting such other discrepancies, unless otherwise directed by Buyer.
3.
SHIPPING INSTRUCTIONS: (a) On the date of shipment, Seller shall send the original bill of
lading, airbill or express receipt reflecting this Order number, one copy of notice of shipment and original
and a duplicate invoice to the attention of the department(s) specified on the face hereof. The Seller
must provide all relevant MSDS sheets and certification(s) with each and every shipment. Shipments
must also include customs invoices and NAFTA forms for Certificate of Origin. (b) Seller shall not deliver
ahead of schedule unless authorized in writing by Buyer’s Scheduling or Purchasing department. Seller
shall describe shipments in accordance with carrier’s tariffs to obtain the lowest freight rate. Seller shall
not insure or declare value on shipments beyond F.O.B. point. When a shipment is subject to freight
rates dependent upon value, Seller shall annotate the bill of lading, airbill or express receipt to show
that the shipment is released at the maximum value, which applies to the lowest rate provided in
applicable tariffs. Seller shall consolidate all shipments to be forwarded on one (1) day. (c) Articles
furnished in excess of the quantity specified or in excess of any allowable overage will be retained by
Buyer at no additional cost, unless Seller notifies Buyer within 45 days after shipment that it desires the
return thereof at Seller’s risk, in which case Seller will promptly reimburse Buyer for the full cost of
returning such over shipment. (d) Seller must state the shipping point on all invoices. Each case, parcel,
pallet and accompanying packing list of contents must show Buyer’s PO number. If no packing list
accompanies the shipment, Buyer’s count will be conclusive on Seller.
4.
PACKAGING AND SHIPMENT: The pricing for Articles shall be as specified on the PO (the
“Pricing”). Unless otherwise specified on the PO, Pricing is to cover net weight of Articles purchased
hereunder and no other charges will be allowed, including charges for transportation, storage,
packaging, packing or returnable containers if required. All shipments must be packaged and must
conform with Buyer’s packaging specifications referred to elsewhere in this Order, if any, so as to permit
efficient handling and to provide protection in shipment, and if tendered to a common carrier for delivery,
must also conform to the packaging requirements applicable to such carrier. Damage to any Articles
resulting from improper packaging is Seller’s responsibility and loading will be charged to Seller.
5.
DELIVERY/PERFORMANCE/RISK OF LOSS: Time is of the essence in the delivery of Articles,
including in the performance of services included therein (“Services”) and in any other performance
required of Seller hereunder. Unless otherwise set forth on the face of this Order, Articles shall be
shipped F.O.B. Buyer’s designated facility (“Buyer’s Facility”). If Articles are not delivered by the delivery
date set forth on the face of this Order, Seller shall pay Buyer the actual damages sustained by Buyer
as a result of such delay. In addition to all other rights and remedies available to Buyer (including
termination of this Order), Buyer shall have the option to elect to reduce the Pricing by said amount at
the time payment is due to Seller hereunder. Unless otherwise set forth on the PO, with respect to
Articles provided hereunder, risk of loss and transfer of title shall pass to Buyer upon delivery at Buyer’s
Facility, provided that in the event any payment is made by Buyer to Seller prior to delivery of the
Articles, title to (but not risk of loss) of such Articles shall pass from Seller to Buyer upon such payment
during such time the Articles are in the possession or control of Seller, in the proportion that such
payment of Buyer bears relation to the total price of the Articles.
6.
INSPECTION/REJECTION: All Articles shall be subject to inspection and test at all times and
places, including during the period of manufacture, by Buyer and, if this Order is placed under a
government contract, the government. If any inspection or test is made on Seller’s premises, Seller,
without additional charge, shall provide all reasonable facilities and assistance for the safety and
convenience of Buyer and government inspectors. Such inspections and tests shall be performed in
such a manner as not to delay unduly the work. All Articles are also subject to final inspection and

acceptance at Buyer’s Facility. Buyer may inspect and reject all nonconforming Articles and/or Services
until such Articles and/or Services have been accepted by Buyer, without regard to whether payment
has been made and without regard to whether the Articles and/or services have been delivered to
Buyer, are located on Buyer’s property or are being used by Buyer in a manner not inconsistent with
Seller’s ownership of the Articles and/or Services. Buyer may choose, at Seller’s risk and expense, to
either hold nonconforming Articles pending Seller’s instructions or to ship them to Seller’s address first
shown on the PO. Neither the inspection of any Articles, nor the failure to do so, before or after delivery
to Buyer shall relieve Seller from exclusive responsibility for furnishing Articles in strict conformance
with the requirements of the Order.
7.
WARRANTY: Seller expressly represents and warrants that all Articles will strictly conform to all
written proposals and descriptions as well as any affirmation or promise relating thereto, and to all
applicable specification, design, drawings, data, samples or other descriptions furnished by Seller and
approved by Buyer (collectively, “Specifications”). If Articles are ordered to government or Buyer’s
Specifications, then in addition to all other warranties, Seller expressly warrants that such Articles will,
unless otherwise specified by Buyer in writing, strictly conform to the Specifications as of the date of
this Order, and will conform strictly to any affirmation or promise relating thereto and to all applicable
Specifications furnished or adopted by Buyer. Seller further represents and warrants that (i) all Articles
will be fit and sufficient for the particular purpose intended, (ii) title to all Articles sold and Services
supplied shall be unencumbered, (iii) all Articles shall be merchantable and shall be new and not
refurbished or reconditioned, (iv) all Services shall be free from defects in workmanship and shall be
rendered in a good and workmanlike manner by skilled personnel qualified in their respective trades,
(v) all Articles will be of highest commercial quality and free from defects in materials and workmanship,
free from design defects (if of Seller’s design), and will be manufactured and comply in all respects with
all applicable standards of the American Standards Association (the “Standards”) and with all applicable
laws, rules, orders, treaties, regulations and other requirements of the federal government, of each and
every state government (and all agencies, boards, departments and commissions of each thereof) and
of each and every municipality in the USA, including tribal law and safety, labor and environmental laws
(“Applicable Law”) and (vi) all Articles delivered and Services performed pursuant to this Order shall
comply with all Applicable Laws. Such warranties shall be in addition to any other warranties, express,
implied or statutory, that may apply. All warranties shall survive inspection, test, acceptance, and/or any
payment for Articles/Services and shall run to Buyer, its successors, assigns and customers and
subsequent owners of the Articles or the end products thereof. Except for latent defects, fraud or such
gross mistakes of Seller as amount to fraud, notice of any defect or nonconformity must be given by
Buyer to Seller within two (2) years after Buyer’s acceptance of the Articles/Services or two (2) years
after receipt of satisfactory qualification test reports, if required hereunder, whichever is later. In addition
to all other remedies that Buyer may have under this Order, at law, or in equity, Buyer may, at its option,
(a) without notice to Seller retain any defective or nonconforming Article, make necessary repairs
thereto and charge Seller for Buyer’s cost of repairs including plant overhead at Buyer’s standard rate;
or (b) (i) return any such Article to Seller for credit at the Pricing, or, at Buyer’s option, for replacement
within a reasonable time, and, at Buyer’s option, (ii) cancel any unshipped portion of this Order including
or exclusive of the Articles so returned. Return to Seller of any defective or nonconforming Article and
delivery to Buyer of any replacement Article shall be at Seller’s risk and expense. Replacement Articles
shall be subject to the provisions of this Order in the same manner and to the same extent as Articles
originally delivered hereunder. All warranties shall also be construed as conditions. These warranties
shall not be deemed waived by either Buyer’s receipt or acceptance of, nor payment for, the Articles
and/or Services delivered hereunder. Such remedies for warranty defect, however, shall be in addition
to all other remedies at law or equity.
8.
INVOICES/AUDIT: Invoices shall be submitted by the method designated by Buyer, including as
if requested through the electronic system designated by Buyer, or to the “Bill To” address shown on
the PO. At its own cost, Seller shall be responsible for establishing and maintaining access to the
designated invoicing system, if any. Buyer shall have no obligation to pay for any item until an accurate
and properly prepared invoice for the Articles is received via the designated invoicing system or “Bill
To” address, as applicable. Payment Terms commence upon receipt of a proper invoice, and Seller
may not send its invoice to Buyer until delivery of the applicable Articles or completion of the applicable
Services. To be properly prepared, the invoice should include: (i) a valid PO number; (ii) Seller’s full
name, complete mailing address, contact name, and phone number; (iii) Seller’s remittance address if
different than Seller’s mailing address; (iv) unique invoice number; (v) invoice date, and early payment
discount percentage and amount (if offered), and payment due date to qualify for the discount; (vi)
quantity, description, unit price, extended price, all applicable tax and freight, and total invoice amount;
(vii) supporting detail/documentation as required by Buyer; and (viii) lien waivers, as applicable. Only
one PO number is permitted per invoice. Unless otherwise agreed by the parties in a writing executed
by Buyer’s authorized representative, payment terms are net sixty (60) days from receipt of proper
invoice or receipt of Articles and completed Services, whichever occurs later. Buyer may withhold
payment of any invoice that it disputes until a correct and complete invoice and other required
information is received and verified. All of Seller’s obligations under the Order shall continue unabated
during any dispute. Buyer shall have the right of set off against Seller any amount owed by Buyer to
Seller against any amount due or to become due to Buyer or any affiliate from Seller, whether under
this Order or under any other agreement between Buyer and Seller, whether nor or hereinafter in effect.
IN RELATION TO ACH PAYMENT ENROLLMENT: (i) Seller agrees to accept payment by Buyer
through electronic funds transfer (“EFT”) and that Buyer can rely on the information provided on the
required Vendor Account Application Form provided to Seller; (ii) payments to Seller will be deposited
into the account designated on the Vendor Account Application Form until Seller supplies Buyer with
an amended Vendor Account Application Form canceling or amending the ACH Payment information,
provided that a minimum of twenty (20) banking days will be needed to execute new instructions; (iii)
Buyer has the right to adjust future payments to Seller if payments previously made are found to be
duplicates, in excess of requirements, fraudulent, in error, or requiring any other adjustment under the
terms of an agreement with Seller, which may be accomplished by using an ACH debit; and (iv) Buyer
will not be responsible for any loss arising solely from error, mistake, or fraud regarding information on
your Vendor Account Application Form. Seller shall permit Buyer and its auditors to examine, during
the term of this Order and for six (6) years after completion of the work performed by Seller, and Seller
shall accurately and separately maintain for such period, all books, records, supporting documents, files
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and correspondence of Seller pertaining in any way to the Articles delivered or Services performed and
the Pricing charged by Seller.
9.
TERMINATION: Buyer shall have the right to terminate this Order or any part thereof at any time:
(a) Without Cause – In case of termination by Buyer of all or any part of this Order without cause and
for Buyer’s convenience, this Order shall be subject to an equitable adjustment for any custom-made
goods for which Buyer does not take delivery. Buyer’s liability for such goods shall be the lesser of (i)
Seller’s actual price for raw materials, components, work in progress and any finished units on hand at
the time of such cancellation that are attributable to the cancelled portion of this Order; or (ii) the Pricing
per finished unit, after giving effect to any discount Buyer would otherwise be entitled to, for the
cancelled portion of this Order. In the event of cancellation of Services, Buyer’s liability shall be limited
to payment of the Pricing for the portion of the Services completed as of the date of termination. In no
case shall Buyer be liable for Seller’s lost profits as a result of such cancellation. Any termination claim
will be waived unless submitted in writing to Buyer within sixty (60) days after the effective date of
termination. The provisions of this subparagraph shall not limit or affect the right of Buyer to terminate
this Order for cause and shall not apply to a termination for cause; (b) For Cause – Buyer may terminate
this Order for cause if Seller fails to make any delivery in accordance with the specified delivery date or
otherwise fails to observe or comply with any of the other instructions, terms, conditions or warranties
applicable to this Order, or fails to make progress so as to endanger performance of this Order, or in
the event of any proceedings by or against Seller in bankruptcy or insolvency or appointment of a
receiver or trustee or an assignment for the benefit of creditors, or if Buyer otherwise has reasonable
grounds of insecurity with respect to Seller’s performance and Seller fails to provide adequate
assurance of due performance, In which case Buyer may, in addition to any other right or remedy
provided by this Order or by law or in equity, terminate all or any part of this Order by written notice to
Seller without any liability by Buyer to Seller on account thereof. Buyer may require a financial statement
from Seller at any time during the term of this Order for the purpose of determining Seller’s f inancial
condition. In the event of termination for cause, in addition to any other rights that Buyer may have
under this Agreement, at law or in equity, Seller agrees upon demand by Buyer to deliver the raw
materials and work in process acquired to perform under this Order and Buyer may then complete the
work deducting the cost of such completion from the Pricing or, in the alternative, pay to Seller the cost
of such raw materials and work in process, or Buyer may produce or purchase or otherwise acquire
Articles elsewhere on such terms or in such manner as Buyer may deem appropriate and Seller shall
be liable to Buyer for any excess cost or other expenses incurred by Buyer.
10. INFRINGEMENT INDEMNITY: Seller shall defend, indemnify, and hold harmless Buyer, each of
Buyer’s affiliates, customers and users of the Articles, and each of foregoing’s directors, officers,
employees, agents, successors, and assigns from and against any and all loss, damage, or liability,
including costs and expenses, which may be incurred on account of any suit, claim, judgment or
demand, involving infringement, misuse, misappropriation or alleged infringement, misuse, or
misappropriation of any patent, trademark, copyright, data rights, trade secrets, or any other U.S. or
foreign intellectual property rights of any third party in the performance, design, manufacture, use, sale,
development, delivery, or disposition of any Articles or Services supplied hereunder (an “IP Claim”).
Buyer shall notify Seller of any suit instituted against it and, to the fullest extent of its ability to do so,
shall permit Seller to defend the same (with counsel reasonably acceptable to Buyer) or make
settlement on terms acceptable to Buyer in respect thereof. Buyer does not grant indemnity to Seller
for infringement of any patent, trademark, copyright or data rights. Without abrogating or otherwise
limiting Seller’s defense and indemnity obligations, if an IP Claim has been or may be asserted against
Seller and/or Buyer due to an Article/Service provided hereunder, Seller must, at Seller’s expense and
in a reasonably prompt manner: (i) procure the right for Buyer to continue using the Article/Service; (ii)
replace or modify the Article/Service to eliminate the alleged infringement while providing substantially
equivalent quality and functionality; or (iii) if the performance under subsections (i) and (ii) are not
possible and upon Buyer’s written consent, refund all Pricing paid by Buyer for the applicable
Article/Services.
11. EXCUSABLE DELAYS: Neither Buyer nor (unless the Articles were obtainable from other
sources in sufficient time to permit due performance) Seller shall be liable for damages for delay or
failure in the performance of any of its obligations hereunder to the extent directly resulting out of causes
beyond its reasonable control and without its fault or negligence, including without limitation to the extent
falling within the foregoing criteria, any actual or potential labor disputes, provided, however, that such
party shall (a) notify the other promptly of the cause and extent of any actual or potential delay, and (b)
use commercially reasonable efforts to anticipate and mitigate the effect of any such events and to
resume full performance as soon as possible; and provided that if any such delay by Seller extends
beyond a reasonable time, in any event not to exceed thirty (30) days, Buyer may, at its option, either
further extend the time for performance or terminate this Order in whole or in part without penalty or
liability of any kind.
12. ASSIGNMENT, LIENS AND SET-OFF: Neither this Order nor any rights or obligations herein
may be assigned by Seller nor may Seller subcontract the performance of its duties hereunder without,
in either case, Buyer’s prior written consent. Any consent by Buyer to assignment shall not be deemed
to waive Buyer’s rights to recoupment and/or set-off claims arising out of this or any other transactions
or to settle or adjust matters with Seller without notice to permitted successors and assigns. No
assignment or subcontracting to which Buyer consents shall relieve Seller of any of its obligations
hereunder.
13. CHANGE OF CONTROL: For Orders with a specified contract term of at least twelve (12) months,
Buyer shall have the right, exercisable in its sole discretion, to immediately terminate the Order upon
any change of Control (defined below) by written notice to Seller; effective upon the date specified by
Buyer in such notice. Seller shall notify Buyer as soon as reasonably practicable (and if possible at least
thirty (30) days before) of any change of Control. “Control” means, with respect to any Person, the
possession, directly or indirectly, of the power to direct or cause the direction of the management or
policies of another Person, whether through the ownership of voting securities, by contract, or
otherwise. “Person” means any individual, partnership, corporation, trust, limited liability entity,
unincorporated organization, association, governmental authority or any other entity.
14. CHANGES: Buyer may at any time, by written notice, make changes in the quantity of Articles,
Specifications, delivery schedule, methods of shipment and packaging, place of delivery, the Services
to be performed, or the date of performance of the Services. If any such change causes an increase or
decrease in the cost of, or the time required for, the performance of any part of the work under this
Order, whether changed or not changed by any such notice, an equitable adjustment shall be made by
Buyer (as determined in Buyer’s sole discretion) in the Pricing or delivery schedule or both, and this
Order will be modified in writing within thirty (30) days of the receipt of any such notice, provided,
however, that Buyer may, in its discretion, receive and act upon any such claim so made at any time
prior to final payment under this Order. Nothing in this clause shall excuse Seller from proceeding
without delay to perform this Order as changed. No substitutions shall be made without the prior written
approval of Buyer. Seller agrees that it will not make any process or manufacturing changes which
might affect the performance, characteristics, reliability or life of the Articles or Services without prior
written approval of Buyer.
15. INFORMATION: (a) Designs, drawings, data, ideas, inventions and other technical information
supplied by Buyer or otherwise produced or developed through performance of this Order shall be and
remain the property of Buyer. (b) Any pre-existing information (prior to the effective date of this Order)
which Seller may disclose to Buyer with respect to the design, manufacture, sale or use of the Articles
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covered by this Order shall be deemed to have been disclosed as part of the consideration for this
Order and Seller shall not assert any claim against Buyer by reason of Buyer’s use thereof. (c) Seller
acknowledges and agrees that all materials produced, developed, created or devised by Seller for
performance hereunder, including without limitation, work papers, sketches, drawings, designs,
samples, models and all other deliverables (collectively, “Work Product”) shall be the sole property of
Buyer. Seller expressly acknowledges the parties’ agreement that all aspects of the Work Product which
may be subject to copyright protection are considered as Works Made For Hire within the meaning of
the Copyright Act of 1976 (the “Copyright Act”). In the event and to the extent that the Work Product or
any part thereof is found, as a matter of law, not to be a Work Made For Hire under the Copyright Act,
Seller assigns to Buyer the sole and exclusive right, title and interest in and to the Work Product without
further consideration. Seller agrees to execute any assignments, registrations, certificates or other
instruments as Buyer may from time to time deem necessary or desirable to evidence, establish,
maintain, perfect, protect, enforce or defend Buyer’s ownership in and to any of the foregoing.
16. BUYER’S PROPERTY: (a) All property used by Seller (if any) in connection with this Order which
is owned, furnished, charged to or paid for by Buyer including, but not limited to, materials, tools, dies,
jigs, molds, patterns, fixtures, equipment, designs, drawings, data, samples and other technical
information (and any replacement of any of the foregoing) (“Buyer Materials”) shall be and remain the
property of Buyer subject to removal and inspection by Buyer at any time without cost or expense to
Buyer, and Buyer shall have free access to Seller’s premises for the purpose of inspecting or removing
such property. All such property shall be identified and marked as Buyer’s property, used only for this
Order and adequately insured by Seller at its expense for Buyer’s protection. Seller shall assume all
liability for and maintain and repair such property and return the same to Buyer in its original condition,
reasonable wear and tear excepted. When such property is no longer required for Seller to perform
hereunder, Seller shall furnish Buyer with a list of such property and shall comply with any instructions
of Buyer as to the disposition or return thereof. Buyer shall not be obligated to pay any invoices for
tooling until the first Article produced therefrom is received and accepted by Buyer. (b) Material
furnished by Buyer on other than a charge basis in connection with this Order shall be deemed to be
held by Seller as bailee thereof. Seller agrees to pay Buyer’s replacement cost for all such materials
spoiled or otherwise not satisfactorily accounted for. (c) IF BUYER FURNISHES SELLER ANY BUYER
MATERIALS IN CONNECTION WITH THE WORK PROVIDED HEREUNDER, SUCH BUYER
MATERIALS SHALL BE FURNISHED “AS IS” AND WITHOUT ANY WARRANTY, INCLUDING
WITHOUT LIMITATION ANY WARRANTY OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE. Seller shall have the duty to inspect any such Buyer Materials and the right
to reject any such Buyer Materials which are not safe or fit for use in the performance of its Services. If
Buyer is to prepare or condition the worksite or materials for Seller’s performance of its Services, such
preparation or conditioning shall be done without any warranty of its fitness or suitability for Seller’s
purposes, and Seller shall have the duty to inspect the worksite and such materials and the right to
require additional preparation or conditioning if the worksite or materials are not safe or fit for
performance of Seller’s Services. Seller shall not permit the filing of any mechanic’s, materialman’s or
other lien or claim of any kind against Buyer’s lands or improvements on account of labor, materials,
fixtures, tools, machinery, equipment or any other thing furnished in connection with this Order. Buyer
shall have the right to withhold final payment to Seller until such time as Seller delivers to Buyer lien
waivers or releases and proof of payment in such form and at such times as Buyer shall specify.
17. GRATUITIES: Seller warrants that none of its employees, agents or representatives (the “Seller
Personnel”) has offered or given any gratuities to Buyer’s employees, agents or representatives with a
view toward securing this Order or securing favorable treatment with respect thereto. The amount of
any such gratuity shall constitute an offset to any amounts payable by Buyer to Seller.
18. EFFECT OF INVALIDITY: If any court of competent jurisdiction finds any provision herein to be
prohibited or unenforceable in whole or in part, such provision will be ineffective only to the extent of
such prohibition or unenforceability, and such prohibition or unenforceability will not invalidate the
balance of any such provision, nor affect the validity of any other provision hereof.
19. RIGHTS, REMEDIES, WAIVER AND GOVERNING LAW: The rights and remedies provided
Buyer herein shall be cumulative, to the extent permitted by law, and in addition to any other rights and
remedies provided by law or equity. Buyer’s failure to enforce any of its rights hereunder shall not
constitute a waiver of such rights or any other rights hereunder. This Order shall be governed by and
construed in accordance with the laws of the state of Missouri, USA, without regard to its conflicts of
laws principles, and, to the extent relating to goods sold hereunder, by the Uniform Commercial Code
applicable thereunder. The United Nations Convention on Contracts for the International Sale of Goods
will not apply to the Order. The parties agree that as to any dispute arising under or relating to this
Order exclusive jurisdiction and venue shall be in the federal and state courts located in Kansas City,
Missouri. The parties mutually acknowledge and agree that they shall not raise in connection therewith,
and hereby irrevocably waive, any defenses based upon venue, inconvenience or lack of personal
jurisdiction in any action or suit brought in accordance with the foregoing.
20. DISPUTES: Any dispute arising under this Order which is not settled by agreement of the parties
may be settled by appropriate legal proceedings. Pending any decision, appeal or judgment in such
proceedings or the settlement of any dispute arising under this Order, Seller shall proceed diligently
with the performance of this Order in accordance with the direction of Buyer.
21. BUYER APPROVALS AND REVIEWS: The review or approval by Buyer of any Specifications,
work hereunder, or other matter in connection herewith shall not relieve Seller of any of its obligations
under this Order nor excuse or constitute a waiver or acceptance of any defects or nonconformities in
any Articles furnished under this Order or change, modify or otherwise affect any of the provisions of
this Order.
22. TAXES AND OTHER EXACTIONS: Pricing is inclusive of applicable taxes, freight, packaging,
insurance, handling and all other charges, whether similar or dissimilar, unless otherwise indicated on
the PO. Seller assumes liability for all applicable federal, state and local taxes except those taxes that
Buyer expressly agrees or is expressly required by law to pay. All taxes shall be stated separately on
all invoices. Seller warrants that Pricing shall not include any amount in respect of any taxes for which
Seller can obtain or Buyer can furnish exemption.
23. GENERAL INDEMNITY: To the maximum extent permitted by Applicable Law, Seller will defend,
indemnify and hold harmless Buyer, Buyer’s affiliates, and each of the foregoing’s directors, officers,
employees, agents, successors, and assigns (the “Buyer Parties”) from and against any and all suits,
claims, demands, actions, proceedings, losses, damages, liabilities, costs and expenses (including
reasonable attorneys' fees and other costs of defending any action) ("Losses") which such parties may
sustain or incur (a) in connection with a breach of any representation, warranty, or undertaking made
by Seller in this Order or such parties’ enforcement of this Order, or (b) in connection with the design,
development, manufacture, distribution, sale, use, or repair of the Articles, whether the claim be based
upon a theory of breach of contract or warranty, negligence, strict liability, other tort, or any other legal
theory, except to the extent caused by the negligence of Buyer, or (c) as a result of any suit, claim, or
demand under any environmental, health, safety or other laws, rules, regulations or requirements, in
connection with the manufacture, distribution, transportation, storage, use or disposal of the Articles or
of raw materials by Seller. In addition, Seller shall defend, indemnify and hold harmless each of the
Buyer Parties from all penalties, fines, and other charges resulting from violations or alleged violations
by Seller, of Applicable Laws. If Seller’s performance requires Seller Personnel to perform Services or
labor in the plants or on the premises of Buyer, its agents, customers, or users (“On-Site Work”), Seller

ABN 33 108 693 009

l ©2021 Bradken l Page: 2 of 4
c00590.docx

© Bradken Pty Ltd 2021. Commercial in Confidence: This document contains sensitive commercial information and is not to be copied, distributed, reproduced or disclosed to any third parties
without the written permission of Bradken. Any unauthorised use of this document or anything contained in it is expressly prohibited

Owning Organisation:
Bradken

Process:
Procurement

Region:
USA

Document Type:
Standard

Document Title: General Terms and Conditions of Purchase Order - United States
BKN Doc & Revision: C00590/2.0

Date: 12-Feb-21

will to defend, indemnify and hold harmless Buyer Parties from and against any and all Losses for injury
or damage to person or property arising out of such performance, except to the extent caused solely
and directly by the negligence of Buyer or to the extent of any other exception as required by Applicable
Law. Seller agrees that it will, when requested and given reasonable notice of the pendency of any such
suits, claims, actions, proceedings, or demands, assume the defense of Buyer Parties against any such
suits, claims, actions, proceedings, or demands. Additionally, Seller expressly and specifically waives
all immunity that may be afforded Seller under the workers’ compensation laws of any state or
jurisdiction. Without limiting the indemnification rights and obligations set forth above, Seller shall further
defend, indemnify and hold harmless each of the Buyer Parties from and against any and all Losses
incurred by Buyer as a result of Buyer being required (i) to recall from Buyer’s customers or others any
Articles or end product thereof and (ii) to repair, replace or refund the Pricing of such Articles or end
products, provided that such recall and such repair, replacement or refund is based upon a defect,
whether of design or manufacture in the Articles, or the failure of such Articles to conform to any
Specifications or Standards applicable thereto. In the event that the Articles shall not be the sole cause
for such action by Buyer, then Buyer shall apportion its costs, damages and expenses in such manner,
as it shall determine as reasonable in its sole judgment. Except if and as required by Applicable Law,
Buyer shall not be required to consult with, or seek Seller’s concurrence in the reporting by Buyer to
any administrative or regulatory body, of any information which Buyer obtains indicating that the Articles
either fail to conform to any Standards or Applicable Law, or constitute or create of themselves or within
the end product of which they are a part or component, a situation requiring or notice as defined by
Applicable Law.
24. PRICE/PAYMENT: Except if and as prohibited by Applicable Law, Seller represents, warrants
any covenants that (i) the Pricing is the lowest price charged by Seller to its customers in respect of a
sale of Articles of like quality and quantity on the same or substantially similar terms and conditions, (ii)
Pricing shall be subject to reduction to any lower price made or offered by Seller from the date of this
Order to the date of payment to any other customer in respect of any such sale of Articles of like quality
and quantity on the same or substantially similar terms and conditions, and (iii) the price will comply
with all Applicable Laws in effect at the time of quotation, sale and delivery of the Articles.
25. GOVERNMENT CONTRACTS: If it is indicated on the face of this Order or if Seller is otherwise
informed that this Order is placed, directly or indirectly, under a contract with the federal government or
any state or municipal government or any contracting authority thereof, as the case may be, then all
terms and conditions required by law, regulations or by such government contract are incorporated
herein by reference. To the extent that the terms and conditions of this Order are inconsistent with any
such required terms and conditions, then the required terms and conditions shall prevail and be binding
on both Buyer and Seller. Seller agrees upon request of Buyer to furnish Buyer with certificate or
certificates in such forms as Buyer may require, certifying that Seller is in compliance with all such terms
and conditions as well as any Applicable Law.
26. WORK ON BUYER’S PREMISES: If Seller’s work under this Order involves On-Site Work, Seller
shall (i) provide and pay for all materials, labor, tools, water, power and other items necessary to
complete the work, unless expressly stated otherwise on the PO, (ii) take all necessary precautions to
prevent the occurrence of any injury to person or property during the progress of such work, and (iii)
except to the extent that any such injury is due solely and directly to the negligence of Buyer or as
otherwise prohibited by Applicable Law, defend, indemnify and hold harmless Buyer, each of Buyer’s
affiliates, customers and users of the Articles, and each of foregoing’s directors, officers, employees,
agents, successors, and assigns from and against all Losses which may result in any way from any act
or omission of Seller, its agents, employees or subcontractors. Seller shall, while on Buyer’s premises,
comply with Buyer’s rules and regulations, of which Seller has been provided written notice. Buyer shall
have the right, but not the obligation, to inspect the work to ensure that the terms and provisions of this
Order are being complied with by Seller. Seller shall keep Buyer’s premises free from accumulation of
waste material and rubbish and in full compliance with any Applicable Law. Upon the completion of the
work, Seller shall remove all rubbish, equipment and surplus materials from Buyer’s premises. Seller
shall assign only competent personnel to perform and complete Services hereunder, shall maintain
strict discipline and good order among those personnel and shall provide proper supervision and
direction of their work. Seller shall maintain adequately screened and checked references of Seller’s
employees that Seller desires to utilize for the Services provided under this Order. Such screening shall
include, but not be limited to the following: a criminal background check, drug testing and verification of
Seller’s employees’ credentials, work history and reference checks. If, at any time, Buyer determines
that the assigned personnel are not performing in accordance with Buyer’s reasonable expectation,
then upon notification from Buyer, Seller shall meet with Buyer for purposes of addressing and resolving
the personnel concerns of Buyer and, upon Buyer’s request, shall immediately reassign that person to
other work (i.e. work not relating to the Services to be provided pursuant to this Order) and replace that
person with a competent person acceptable to Buyer.
27. EQUAL OPPORTUNITY and AFFIRMATIVE ACTION: The Buyer is an Equal Employment
Opportunity employer. The Parties to this Contract shall abide by the requirements of 41 CFR 601.4(a)(7), 41 CFR 60-300.5(a), and 41 CFR 60-741.5(a), if applicable. These numbers refer to clauses
in Executive Order 11246 (41 CFR 60-1), Vietnam Veterans’ Readjustment Assistance Act (41 CFR
60-300), and Section 503 of the Rehabilitation Act of 1973 (41 CFR 60-741). These laws prohibit
discrimination against qualified individuals based on their status as protected veterans or individuals
with disabilities, prohibit discrimination against all individuals based on their race, color, religion, sex,
sexual orientation, gender identity or national origin, and prohibit discrimination against any applicant
or employee because such individual inquired about, discussed or disclosed compensation. Moreover,
these regulations require that covered prime contractors and subcontractors take affirmative action to
employ and advance in employment individuals without regard to race, color, religion, sex, sexual
orientation, gender identity, national origin, protected veteran status or disability. Also, as applicable,
the Parties to this Contract shall abide by the requirements of Executive Order 13496 (29 CFR Part
471, Appendix A to Subpart A), which provides for notice to employees of their rights under the National
Labor Relations Act. The Buyer agrees that it does not and will not maintain or provide for its employees
any segregated facilities at any of its establishments, and that it does not and will not permit its
employees to perform their services at any location under its control where segregated facilities are
maintained. The Buyer agrees that a breach of this clause is a violation of the Equal Opportunity clause
in the contract.
28. INSURANCE COVERAGE: By accepting this Order, Seller agrees to obtain and maintain in force
at its own expense, and furnish to Buyer or Buyer’s representative a Certificate of Insurance that
reflects, the following insurance coverages: (i) Workers’ Compensation and Occupational Disease
Disability insurance as required by the laws of the state or other jurisdiction where the work is being
performed. (ii) Employers’ Liability insurance with limits of $1,000,000 each accident and each
employee disease. (iii) Comprehensive Automobile Liability insurance with limits of $1,000,000 Bodily
Injury and Property Damage combined single limit. (iv) Comprehensive General Liability insurance, with
per occurrence limit of $2,000,000, including Operations, Protective, Products/Completed Operations,
Broad Form Property Damage and Contractual Liability coverages. All insurance policies must contain
an unqualified provision that the insurance carrier will give Buyer thirty (30) days’ prior written notice of
any cancellation, change or lapse of such policy(s). The automobile and general liability policies shall
name Buyer, its parents and/or members, subsidiaries, affiliates and related companies as additional
insureds. The workers’ compensation and employers’ liability policies shall contain a waiver of
subrogation by Seller and its insurance company against the foregoing additional insureds (to the extent
permitted by Applicable Law). The parties hereto acknowledge that Seller’s insurance shall be the
primary coverage under this Order. Such insurance policies shall be carried by insurers which are
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authorized to do business in the jurisdictions where Services or Articles are provided and which are
rated not lower than B+-VI in the most recent edition of A.M. Best’s Guides.
29. NO CONSEQUENTIAL DAMAGES: IN NO EVENT SHALL BUYER BE LIABLE UNDER THIS
ORDER TO SELLER OR ANY THIRD PARTY FOR CONSEQUENTIAL, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, PUNITIVE OR ENHANCED DAMAGES, LOST PROFITS OR REVENUES
OR DIMINUTION IN VALUE, ARISING OUT OF, OR RELATING TO, AND/OR IN CONNECTION WITH
ANY BREACH OF THIS ORDER, REGARDLESS OF (A) WHETHER SUCH DAMAGES WERE
FORESEEABLE, (B) WHETHER OR NOT SELLER WAS ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES AND (C) THE LEGAL OR EQUITABLE THEORY (CONTRACT, TORT OR OTHERWISE)
UPON WHICH THE CLAIM IS BASED.
30. GENERAL: The relationship between Seller and Buyer is and will be that of Seller and Buyer and
not a joint venture, partnership, principal-agent, broker, sales representative or franchise relationship.
Except if and as specifically indicated otherwise herein, this Order shall not be amended, altered or
modified except by a single instrument (or counterparts as permitted below) signed by authorized
representatives of Seller and Buyer, which instrument must expressly state that it undertakes to amend,
alter or modify this Order. Except as otherwise specifically set forth herein, this Order is the entire
agreement between the parties about the Articles and/or Services described herein and there are no
other written or oral agreements that cover the subject matter of this Order, as this Order supersedes
all prior negotiations, proposals, understandings, representations, agreements and writings with respect
to its subject. Further, Buyer objects to and rejects any attempt by Seller to limit Seller’s liability under
this Order in any manner beyond any limitations as are required by Applicable Law. Section headings
are for convenience only and shall have no legal or interpretive effect. In interpreting this Order, no
presumption or inference shall be deemed to arise for or against either party due to the preparation of
this document. Any terms of this Order which by their terms and/or their nature are intended to survive
the termination or expiration of this Order (including without limitation any warranty, indemnification,
audit and confidentiality obligations set forth herein) shall survive such termination or expiration.
31. CONFIDENTIALITY/NON-PUBLICITY: Seller agrees that Seller will keep confidential all
information disclosed to Seller by Buyer or any of Buyer’s affiliates in connection with this Order that is
of a proprietary or confidential nature (including without limitation information marked proprietary or
confidential) (“Confidential Information”) and will disclose such information only to those of its
employees as required for Seller to provide proper performance under this Order and who have agreed
to keep such information confidential. Seller agrees that it will not disclose Confidential Information to
any other Person, and will not use Confidential Information for any purpose other than that contemplated
by this Order, without the express, prior written consent of Buyer. Seller agrees that it will protect the
confidentiality of Confidential Information with the same degree of care with which it protects its own
proprietary information, but with no less than reasonable care, and will return all copies (in any medium
recorded) of Confidential Information to Buyer immediately upon written request. The parties agree
Buyer’s information shall be considered commercial secrets qualified for protection under Applicable
Law. Notwithstanding the foregoing, Seller may disclose Confidential Information to any government,
any agency or department thereof, or any stock exchange to the extent required by law, provided Seller
shall immediately notify Buyer of such requirement and the terms thereof prior to such disclosure so
that Buyer may seek an appropriate protective agreement or order prior to the disclosure. Seller shall
not, without the prior written consent of Buyer, use or allow the use of, whether in writing or in oral form,
Buyer’s name, trademarks, logos, publications, photographs of Buyer’s facilities or equipment, or
Seller’s and Buyer’s business relationship in connection with marketing or business activity. Any
violation of this provision shall be deemed a material breach of this Order. The obligations under this
section will survive termination of this Order and will remain binding on Seller, its respective affiliates,
successors and assigns forever. Seller shall not, without the prior written consent of Buyer: (a) make
any news release, public announcement, denial or confirmation of all or any part of the subject matter
of this Order, or any phase of the program hereunder; or (b) in any manner advertise or publish the fact
that Buyer has placed this Order.
32. EXPORT REGULATION: The Articles, including any software, documentation, and any related
technical data included with, or contained in, such Articles, and any products utilizing any such Articles,
software, documentation, or technical data (collectively, "Regulated Articles ") may be subject to US
export control laws and regulations, including the Export Administration Regulations and the
International Traffic in Arms Regulations. Seller shall not, and shall not permit any third parties to,
directly or indirectly, export, re-export, or release any Regulated Articles to any jurisdiction or country
to which, or any party to whom, the export, re-export, or release of any Regulated Articles is prohibited
by applicable federal law, regulation, or rule. Seller shall be responsible for any breach of this section
by its, and its successors' and permitted assigns', parent, affiliates, employees, officers, directors,
customers, agents, distributors, resellers, or vendors. Seller shall comply with all applicable federal
laws, regulations and rules, and complete all required undertakings (including obtaining any necessary
export license or other governmental approval), prior to exporting, re-exporting, or releasing any
Regulated Articles.
33. NOTICES: All notices required or permitted hereunder will be in writing and (i) sent postage
prepaid, registered or certified mail, return receipt requested, (ii) personal delivery, or (iii) by email or
facsimile transmission (which must be immediately confirmed by one of the other permitted methods
specified in clause (i) or (ii) above) to the addresses identified in the Order. Any such notice will be
effective upon receipt.
34. ANTI-CORRUPTION COMPLIANCE: (a) Neither the Seller nor any of their affiliates shall take
any actions in furtherance of an offer for example, by way of (but not limited to): (i) Payment of monies;
or (ii) a promise to pay monies; or (iii) authorisation of any payment; or (iv) giving of money; or (v) giving
anything else of value; to (1) any person who engages in services for national or local governments; (2)
any person who engages in services for an agency or organization affiliated with a government entity;
(3) any person who engages in services for a public enterprise or state-owned entity; (4) any person
who engages in public services for an international public organization; (5) Any political party, party
official, or candidate for political office; or (6) Any person authorized by a government entity to exercise
a public function (together “Public Officers”) or to any person other than a Public Officer while knowing
(or where the Seller and/or its affiliates ought reasonably to know) that all or some portion of the money
or value was or will be offered, given or promised to a Public Officer for the purposes of obtaining or
retaining business or securing any improper advantage or influencing official action. (b) No part of the
payments received by the Seller from Buyer will be used for any purpose which would cause a violation
of laws, including, without limitation, the anti-bribery laws of any country or jurisdiction, by the Seller.
(c) The Seller agrees that they will conduct their business in compliance with laws, including, without
limitation, the anti-bribery laws of any country or jurisdiction. (d) Furthermore, the Seller shall not
participate in other forms of misconduct, including, but not limited to: (i) fraud; (ii) collusion; and (iii)
coercion in connection with any transaction or matter associated with its relationship to Buyer. (e) In
addition to all other rights and remedies herein, if the Seller is found or reasonably suspected to be in
breach of any of the foregoing compliance provisions, Buyer shall have the right to cancel the PO
immediately, unconditionally and without penalty, upon serving the Seller a written notice of
cancellation.
35. BASIC SAFEGUARDING OF COVERED SELLER INFORMATION SYSTEMS: The Seller shall
apply the following basic safeguarding requirements and procedures to protect covered seller
information systems. Requirements and procedures for basic safeguarding of covered seller information
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systems shall include, at a minimum, the following security controls: (i) Limit information system access
to authorized users, processes acting on behalf of authorized users, or devices (including other
information systems). (ii) Limit information system access to the types of transactions and functions
that authorized users are permitted to execute. (iii) Verify and control/limit connections to and use of
external information systems. (iv) Control information posted or processed on publicly accessible
information systems. (v) Identify information system users, processes acting on behalf of users, or
devices. (vi) Authenticate (or verify) the identities of those users, processes, or devices, as a
prerequisite to allowing access to organizational information systems. (vii) Sanitize or destroy
information system media containing Federal Contract Information before disposal or release for reuse.
(viii) Limit physical access to organizational information systems, equipment, and the respective
operating environments to authorized individuals. (ix) Escort visitors and monitor visitor activity;
maintain audit logs of physical access; and control and manage physical access devices. (x) Monitor,
control, and protect organizational communications (i.e., information transmitted or received by
organizational information systems) at the external boundaries and key internal boundaries of the
information systems. (xi) Implement subnetworks for publicly accessible system components that are
physically or logically separated from internal networks. (xii) Identify, report, and correct information
and information system flaws in a timely manner. (xiii) Provide protection from malicious code at
appropriate locations within organizational information systems. (xiv) Update malicious code protection
mechanisms when new releases are available. (xv) Perform periodic scans of the information system
and real-time scans of files from external sources as files are downloaded, opened, or executed. (2)
Other requirements. This clause does not relieve the Seller of any other specific safeguarding
requirements specified by Federal agencies and departments relating to covered Seller information
systems generally or other Federal safeguarding requirements for controlled unclassified information
(CUI) as established by Executive Order 13556. (c) Subcontracts. The Seller shall include the
substance of this clause, including this paragraph (c), in subcontracts under this contract (including
subcontracts for the acquisition of commercial items, other than commercially available off-the-shelf
items), in which the subSeller may have Federal contract information residing in or transiting through
its information system.

36. SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT
REPORTING: (a) Adequate security. The Seller shall provide adequate security on all covered Seller
information systems. To provide adequate security, the Seller shall implement, at a minimum, the
following information security protections:
(1) For covered Seller information systems that are part of an Information Technology (IT) service or
system operated on behalf of the Government, the following security requirements apply: (i) Cloud
computing services shall be subject to the security requirements specified in the clause 252.239-7010
, Cloud Computing Services, of this contract. (ii) Any other such IT service or system (i.e., other than
cloud computing) shall be subject to the security requirements specified elsewhere in this contract.
(2) For covered Seller information systems that are not part of an IT service or system operated on
behalf of the Government and therefore are not subject to the security requirement specified at
paragraph (b)(1) of this clause, the following security requirements apply: (i) Except as provided in
paragraph (b)(2)(ii) of this clause, the covered Seller information system shall be subject to the security
requirements in National Institute of Standards and Technology (NIST) Special Publication (SP) 800171, “Protecting Controlled Unclassified Information in Nonfederal Information Systems and
Organizations” (available via the internet at http://dx.doi.org/10.6028/NIST.SP.800-171) in effect at the
time the solicitation is issued or as authorized by the Contracting Officer. (ii)(A) The Seller shall
implement NIST SP 800-171, as soon as practical, but not later than December 31, 2017. For all
contracts awarded prior to October 1, 2017, the Seller shall notify the DoD Chief Information Officer
(CIO), via email at osd.dibcsia@mail.mil, within 30 days of contract award, of any security requirements
specified by NIST SP 800-171 not implemented at the time of contract award. (B) The Seller shall
submit requests to vary from NIST SP 800-171 in writing to the Contracting Officer, for consideration
by the DoD CIO. The Seller need not implement any security requirement adjudicated by an authorized
representative of the DoD CIO to be nonapplicable or to have an alternative, but equally effective,
security measure that may be implemented in its place. (C) If the DoD CIO has previously adjudicated
the Seller’s requests indicating that a requirement is not applicable or that an alternative security
measure is equally effective, a copy of that approval shall be provided to the Contracting Officer when
requesting its recognition under this contract. (D) If the Seller intends to use an external cloud service
provider to store, process, or transmit any covered defense information in performance of this contract,
the Seller shall require and ensure that the cloud service provider meets security requirements
equivalent to those established by the Government for the Federal Risk and Authorization Management
Program (FedRAMP) Moderate baseline (https://www.fedramp.gov/resources/documents/) and that the
cloud service provider complies with requirements in paragraphs (c) through (g) of this clause for cyber
incident reporting, malicious software, media preservation and protection, access to additional
information and equipment necessary for forensic analysis, and cyber incident damage assessment.
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plan. (c) Cyber incident reporting requirement. (1) When the Seller discovers a cyber incident that
affects a covered Seller information system or the covered defense information residing therein, or that
affects the Seller’s ability to perform the requirements of the contract that are designated as
operationally critical support and identified in the contract, the Seller shall— (i) Conduct a review for
evidence of compromise of covered defense information, including, but not limited to, identifying
compromised computers, servers, specific data, and user accounts. This review shall also include
analyzing covered Seller information system(s) that were part of the cyber incident, as well as other
information systems on the Seller’s network(s), that may have been accessed as a result of the incident
in order to identify compromised covered defense information, or that affect the Seller’s ability to provide
operationally critical support; and (ii) Rapidly report cyber incidents to DoD at https://dibnet.dod.mil. (2)
Cyber incident report. The cyber incident report shall be treated as information created by or for DoD
and shall include, at a minimum, the required elements at https://dibnet.dod.mil. (3) Medium assurance
certificate requirement. In order to report cyber incidents in accordance with this clause, the Seller or
subcontractor shall have or acquire a DoD-approved medium assurance certificate to report cyber
incidents. For information on obtaining a DoD-approved medium assurance certificate, see
https://public.cyber.mil/eca/. (d) Malicious software. When the Seller or subcontractors discover and
isolate malicious software in connection with a reported cyber incident, submit the malicious software
to DoD Cyber Crime Center (DC3) in accordance with instructions provided by DC3 or the Contracting
Officer. Do not send the malicious software to the Contracting Officer. (e) Media preservation and
protection. When a Seller discovers a cyber incident has occurred, the Seller shall preserve and protect
images of all known affected information systems identified in paragraph (c)(1)(i) of this clause and all
relevant monitoring/packet capture data for at least 90 days from the submission of the cyber incident
report to allow DoD to request the media or decline interest. (f) Access to additional information or
equipment necessary for forensic analysis. Upon request by DoD, the Seller shall provide DoD with
access to additional information or equipment that is necessary to conduct a forensic analysis. (g)
Cyber incident damage assessment activities. If DoD elects to conduct a damage assessment, the
Contracting Officer will request that the Seller provide all of the damage assessment information
gathered in accordance with paragraph (e) of this clause. (h) DoD safeguarding and use of Seller
attributional/proprietary information. The Government shall protect against the unauthorized use or
release of information obtained from the Seller (or derived from information obtained from the Seller)
under this clause that includes Seller attributional/proprietary information, including such information
submitted in accordance with paragraph (c). To the maximum extent practicable, the Seller shall identify
and mark attributional/proprietary information. In making an authorized release of such information, the
Government will implement appropriate procedures to minimize the Seller attributional/proprietary
information that is included in such authorized release, seeking to include only that information that is
necessary for the authorized purpose(s) for which the information is being released. (i) Use and release
of Seller attributional/proprietary information not created by or for DoD. Information that is obtained from
the Seller (or derived from information obtained from the Seller) under this clause that is not created by
or for DoD is authorized to be released outside of DoD— (1) To entities with missions that may be
affected by such information; (2) To entities that may be called upon to assist in the diagnosis,
detection, or mitigation of cyber incidents; (3) To Government entities that conduct counterintelligence
or law enforcement investigations; (4) For national security purposes, including cyber situational
awareness and defense purposes (including with Defense Industrial Base (DIB) participants in the
program at 32 CFR part 236); or (5) To a support services Seller (“recipient”) that is directly supporting
Government activities under a contract that includes the clause at 252.204-7009 , Limitations on the
Use or Disclosure of Third-Party Seller Reported Cyber Incident Information. (j) Use and release of
Seller attributional/proprietary information created by or for DoD. Information that is obtained from the
Seller (or derived from information obtained from the Seller) under this clause that is created by or for
DoD (including the information submitted pursuant to paragraph (c) of this clause) is authorized to be
used and released outside of DoD for purposes and activities authorized by paragraph (i) of this clause,
and for any other lawful Government purpose or activity, subject to all applicable statutory, regulatory,
and policy based restrictions on the Government’s use and release of such information. (k) The Seller
shall conduct activities under this clause in accordance with applicable laws and regulations on the
interception, monitoring, access, use, and disclosure of electronic communications and data. (l) Other
safeguarding or reporting requirements. The safeguarding and cyber incident reporting required by this
clause in no way abrogates the Seller’s responsibility for other safeguarding or cyber incident reporting
pertaining to its unclassified information systems as required by other applicable clauses of this
contract, or as a result of other applicable U.S. Government statutory or regulatory requirements. (m)
Subcontracts. The Seller shall — (1) Include this clause, including this paragraph (m), in subcontracts,
or similar contractual instruments, for operationally critical support, or for which subcontract
performance will involve covered defense information, including subcontracts for commercial items,
without alteration, except to identify the parties. The Seller shall determine if the information required
for subcontractor performance retains its identity as covered defense information and will require
protection under this clause, and, if necessary, consult with the Contracting Officer; and (2) Require
subcontractors to— (i) Notify the prime Seller (or next higher-tier subcontractor) when submitting a
request to vary from a NIST SP 800-171 security requirement to the Contracting Officer, in accordance
with paragraph (b)(2)(ii)(B) of this clause; and (ii) Provide the incident report number, automatically
assigned by DoD, to the prime Seller (or next higher-tier subcontractor) as soon as practicable, when
reporting a cyber incident to DoD as required in paragraph (c) of this clause.

(3) Apply other information systems security measures when the Seller reasonably determines that
information systems security measures, in addition to those identified in paragraphs (b)(1) and (2) of
this clause, may be required to provide adequate security in a dynamic environment or to accommodate
special circumstances (e.g., medical devices) and any individual, isolated, or temporary deficiencies
based on an assessed risk or vulnerability. These measures may be addressed in a system security
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