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5049 Edwards Ranch Rd, Fort Worth, 

TX 76109, United States 

 
May 28, 2026 

 
VIA ELECTRONIC TRANSMISSION 

 
Andrea Gacki 
Director 
Financial Crimes Enforcement Network 
U.S. Department of the Treasury 
P.O. Box 39 
Vienna, VA 22183 
 
Re:​ Anti-Money Laundering and Countering the Financing of Terrorism Programs, 91 Fed. 

Reg. 18,704 (Apr. 10, 2026); RIN 1506-AB72 

Dear Director Gacki: 

I. Executive Summary 

We respectfully submit this letter to discuss the customer identification program (“CIP”) 
regime as it intersects with the proposed AML/CFT Program Reform. 

First, the CIP rule is overdue for modernization. The rule was finalized in 2003 for a 
financial system in which customers walked into branches and presented physical documents. 
That system no longer exists. The rule has not been substantively revised to reflect the 
contemporary risk environment, including the saturation of static personal identifying 
information on illicit markets, generative AI fabrication of identity documents and biometrics, 
industrialized markets for KYC bypass, and the emergence of AI agents that act on behalf of 
users in financial transactions.1 

Second, modernization is as much an opportunity as a response to risk. Verifiable digital 
credentials, zero-knowledge proofs, and credentials anchored to permissionless blockchains give 
individuals tools to own and control their identity information in ways that increase consumer 
freedom and autonomy. The right modernization path avoids more dystopian alternatives, 
including a publicly mandated, centrally issued government digital ID, and unlocks 

1Permitted Payment Stablecoin Issuer Anti-Money Laundering/Countering the Financing of 
Terrorism Program and Sanctions Compliance Program Requirements, 91 Fed. Reg. 18,582 (Apr. 
10, 2026) (Docket No. FINCEN-2026-0100, RIN 1506-AB73). Consensys is preparing a 
separate comment on the CIP rule deferred to that rulemaking; we submit the points in this letter 
in the context of the broader Program Rule modernization rather than as a comment on the PPSI 
CIP rule itself. 

 



 

interoperability across what is today a balkanized network of identity-data repositories by 
allowing verification to occur over open, public infrastructure rather than through bilateral 
integrations between proprietary databases. 

Third, FinCEN should pursue modernization on two tracks simultaneously. In the near 
term, Treasury should use its existing interpretive guidance powers and exemptive authority 
under 31 U.S.C. § 5318(a)(7) to recognize verifiable digital credentials as acceptable identity 
evidence, extend the Program Rule’s effectiveness-based standard to the customer identification 
context, launch a qualified-verifier pilot program, deploy the full menu of non-rulemaking 
supervisory tools available to it and the federal banking agencies, and confirm 
internationally-aligned reliance principles. In the longer term, FinCEN and Congress should 
reimagine the customer identification framework as a whole, building it around 
technology-neutral, principles-based, customer-as-principal foundations. We focus this letter 
primarily on what FinCEN can accomplish under existing authorities in the near term while 
flagging the broader reimagining as the right destination. 

Fourth, the modernization we propose is responsive to the policy direction signaled by 
the May 19, 2026 Executive Order on Restoring Integrity to America’s Financial System and to 
the broader compliance-effectiveness theme of this NPRM, and continuous with the policy 
direction Treasury itself articulated in the 2023 De-Risking Strategy.2 A modernized customer 
identification framework grounded in cryptographically verifiable credentials gives institutions 
verification tools that are more rigorous, less susceptible to fraud, and better matched to 
whatever identity-evidence standards Treasury sets, than the current 
document-scan-plus-database-check architecture. 

Fifth, the qualified-verifier framework we propose must be designed against, not toward, 
surveillance and political-debanking use cases. Treasury should commit, in the rulemaking and 
any implementing guidance, to architectural protections that prevent any modernized identity 
system from devolving into a surveillance instrument or a tool for excluding lawful but 
politically disfavored activity from the financial system. The same posture that animated 
Executive Order 14178 on central bank digital currency should animate Treasury’s approach to 
digital identity infrastructure for AML purposes. 

Sixth, the United States is the only major financial jurisdiction without a modernized 
third-party reliance regime. The United Kingdom, the European Union, Singapore, Canada, and 
Australia all permit covered institutions to rely on third-party CDD subject to defined conditions, 
on principles consistent with FATF Recommendation 17. The cost of the United States’ 
unmodernized framework is borne by U.S. consumers, who face higher friction, more duplicative 

2U.S. Dep’t of the Treasury, The Department of the Treasury’s De-Risking Strategy (Apr. 2023). 
The Strategy identified specific overcompliance and de-risking harms attributable to the rigidity 
of CIP and CDD requirements as written, and recommended that the federal financial regulators 
consider risk-based supervisory expectations and modernized identity-verification approaches. 
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data collection, less competition between financial services providers, and stickier incumbent 
platforms than their counterparts abroad. 

The framework we propose is not novel. It is the convergence of positions already taken 
by Treasury, the federal banking agencies, the banking lobby, the fintech industry, and the 
international standard-setting community. We elaborate that point in Section II.B below before 
turning to the substance. We further note that this NPRM does not itself reopen the customer 
identification program rule. The effectiveness-based approach the NPRM proposes for the 
Program Rule nonetheless supplies the right framework for parallel interpretive, exemptive, and 
supervisory action on customer identification, and the recommendations below proceed on that 
basis. 

II. Background 

A. Consensys 
Consensys is a leading software company building tools and infrastructure that powers 

the Ethereum network, the largest programmable blockchain in the world. Ethereum, in short, is 
the most credibly neutral and censorship-resistant computer in the world, as it is operated by a 
decentralized community of self-selecting contributors and participants who value security, 
privacy, and open access. We firmly believe it is a foundation for a more secure, open and 
programmable society where consumers face fewer toll takers and enjoy more freedom and 
autonomy. Consensys’s flagship offering is MetaMask, the world’s most widely used 
self-custodial cryptocurrency wallet with over 100 million users worldwide. 

Consensys is not an exchange and is not the issuer of a blockchain token. We participate 
in the stablecoin ecosystem through MetaMask USD (“mUSD”), a wallet-native stablecoin 
issued by Bridge Ventures LLC (a Stripe company), with Consensys serving as a distribution 
partner and brand licensor. We are not directly regulated as a covered financial institution under 
the Bank Secrecy Act. We file this comment because the AML/CFT framework FinCEN is now 
revising governs the regulated counterparties on which our users depend, and because the design 
of customer identification across the BSA-regulated ecosystem directly affects the friction, cost, 
privacy posture, and security of every product that touches a regulated institution, including 
those built on top of self-custodial software. 

B. Modernization Has Broad Regulatory and Industry Support 
The modernization we propose draws together positions taken in recent years by 

Treasury, by the federal banking agencies, by the banking and fintech industries, and by the 
international standard-setting community.  
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FDIC Acting Chairman Travis Hill has expressly endorsed extending the credit-card 
third-party verification approach to bank account-opening more broadly,3 and the American 
Fintech Council has marshalled industry data showing the consumer harm from the current rule’s 
rigidity, including a 10 percent application abandonment rate translating to at least 2.8 million 
consumers and approximately $3.7 billion in unmet credit demand.4 The Clearing House 
Association, the banking industry’s longest-standing trade group, testified to Congress as far 
back as 2018 that current CDD requirements had increased the cost of opening new accounts to 
the point where those costs make low-dollar accounts for low- to moderate-income consumers 
difficult to offer and price, and called for fundamental change to an AML/CFT framework the 
banking industry concluded was broken.5 FinCEN and the federal banking agencies themselves 
used their existing exemptive authority to grant a general exemption from the CIP Rule’s 
direct-collection requirement on June 27, 2025, allowing banks subject to the OCC, FDIC, and 
NCUA to obtain TIN information from a third-party source rather than from the customer, with a 
companion order from the Federal Reserve following on July 31, 2025.6 That exemption order 

6Order Granting Exemption from the Customer Identification Program Rule for Banks Subject to 
the Jurisdiction of the OCC, FDIC, and NCUA (June 27, 2025) (the “CIP TIN Exemption 

5Testimony of Greg Baer, President, The Clearing House Association, before the H. Comm. on 
Fin. Servs. Subcomm. on Fin. Insts. and Consumer Credit, Implementation of FinCEN’s 
Customer Due Diligence Rule – Financial Institution Perspective (Apr. 27, 2018) (testifying that 
current CDD requirements “have increased the cost of opening new accounts, and may represent 
a majority of those costs,” and that “disproportionate and heightened account opening 
requirements make low-dollar accounts for low- to moderate-income people much more difficult 
to offer and price”), available at https://financialservices.house.gov/uploadedfiles/hhrg-115-ba15- 
wstate-gbaer-20180427.pdf; see also Testimony of Greg Baer before the S. Comm. on Banking, 
Housing, and Urban Affairs (Jan. 9, 2018) (concluding that the U.S. AML/CFT system is 
“broken” and requires “fundamental change”). 

4Letter from Phil Goldfeder, CEO, American Fintech Council, to the Bd. of Governors of the 
Fed. Reserve Sys., Fed. Deposit Ins. Corp., and Office of the Comptroller of the Currency (Mar. 
12, 2025) (the “AFC EGRPRA Letter”), responding to the agencies’ EGRPRA Request for 
Comment, available at https://www.fintechcouncil.org/advocacy/federal-afc-letter-to-regulators- 
urging-to-modernize-cip-rule-and-reform-outdated-compliance-requirements. The AFC reports, 
based on research from member companies, that requiring customers to enter their full SSN 
during initial account-opening drove approximately 10 percent application abandonment, 
translating into at least 2.8 million consumers and approximately $3.7 billion in loans not 
extended. The letter also quotes a senior White House cybersecurity official observing that the 
SSN has “outlived its usefulness” as a stand-alone identifier in a world in which the underlying 
identifier set has been compromised across the population. 

3Letter from Travis Hill, Acting Chairman, Fed. Deposit Ins. Corp., to Andrea Gacki, Director, 
Fin. Crimes Enforcement Network (Feb. 7, 2025) (“Aligning regulatory requirements to modern 
onboarding processes is long overdue. Federal authorities have long allowed banks to onboard 
credit card customers in this way; I support extending this approach more broadly . . .”), 
available at https://www.fdic.gov/news/press-releases/2025/acting-chairman-travis-hill- 
expresses-support-enhancing-flexibility. 
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rests on a legal rationale articulated by the OCC five years earlier in Interpretive Letter 1175, 
which permitted partial collection from the customer with full third-party verification on the 
conclusion that this approach was at least as reliable as direct customer collection.7 The Under 
Secretary for Terrorism and Financial Intelligence has separately committed to reorienting AML 
examination toward outcomes rather than process, and to encouraging institutions to adopt AI, 
blockchain analytics, digital identity, and API-based architectures.8  

Finally, the Bank Secrecy Act Advisory Group’s AML Effectiveness Working Group 
recommended in 2019 that FinCEN consider “responsible innovation” in meeting CIP 
requirements, including third-party software and service providers. FinCEN expressly carried 
that recommendation forward into its 2020 AML Effectiveness ANPRM.9 And FATF’s 2020 
Guidance on Digital Identity, developed with active U.S. participation and explicit reference to 
NIST SP 800-63, recognized that digital identity systems with assurance comparable to 
traditional documentary verification can be used for customer due diligence.10 

Taken together, the U.S. federal banking regulators, the U.S. banking and fintech trade 
associations, Treasury’s political leadership, and the international standard-setting community 
have all converged on the same diagnosis. The current CIP framework is misaligned with the 

10See FATF, Guidance on Digital Identity (March 2020) (recognizing that digital ID systems with 
assurance comparable to traditional documentary verification can be used for CDD; developed 
with active U.S. participation; explicitly references the NIST Special Publication 800-63 series), 
available at https://www.fatf-gafi.org/en/publications/Financialinclusionandnpoissues/Digital- 
identity-guidance.html. 

9Anti-Money Laundering Program Effectiveness, 85 Fed. Reg. 58,023 (Sept. 17, 2020) (FinCEN 
ANPRM); see also Bank Secrecy Act Advisory Group, AML Effectiveness Working Group 
Final Report (2019) (recommending that FinCEN consider steps financial institutions could take 
to better use responsible innovation in meeting CIP requirements, including third-party software 
and service providers). 

8Remarks of Under Secretary for Terrorism and Financial Intelligence John K. Hurley at the 
ACAMS Assembly Conference (Sept. 17, 2025) (announcing that future regulatory examinations 
will emphasize objective measures of output, such as the effectiveness of reporting in meeting 
law enforcement needs, rather than process-focused criticism of compliance procedures, and 
encouraging institutions to innovate with AI, blockchain analysis, digital identity, and APIs to 
build an outcomes-focused AML framework). 

7OCC Interpretive Letter No. 1175 (Dec. 2020) (authorizing a national bank subsidiary to collect 
partial TINs from customers at account opening and verify the full nine-digit TIN through a 
reputable third-party source, on the rationale that third-party verification is at least as reliable as 
direct collection and produces a better customer experience), available at https://www.occ.gov/ 
topics/charters-and-licensing/interpretations-and-actions/2020/int1175.pdf. 

Order”), issued under 31 C.F.R. § 1020.220(b) implementing section 326(a) of the USA 
PATRIOT Act, 31 U.S.C. § 5318(l)(5), available at https://www.fincen.gov/system/files/2025- 
06/CIP-TIN-Exemption-Order-final508.pdf; see also Order of the Bd. of Governors of the Fed. 
Reserve Sys. Granting a Companion Exemption (July 31, 2025). 
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modern risk environment, the modern technology environment, and the policy objectives 
Treasury itself has articulated. The recommendations in this letter operationalize that 
convergence rather than asking Treasury to depart from it. Where the position we advocate aligns 
with one already taken by Treasury or by the banking lobby, we have surfaced that alignment in 
the body of the letter so it can be evaluated alongside our argument. 

III. Principles for a Modernized Customer Identification Framework 

The statutory mandate for the customer identification rule is broad. The implementing 
regulation is prescriptive. The asymmetry between the breadth of the statute11 and the specificity 
of the 2003 regulation is the source of much of the framework’s rigidity. As Treasury considers 
how to modernize customer identification, whether through guidance, exemptive authority, or 
rulemaking, we encourage Treasury to anchor the framework in a set of principles that reflect the 
statute’s breadth rather than reproducing the specificity of the 2003 implementation. We 
articulate the principles up front because they are the lens through which the remaining sections 
of this letter should be read. 

A. Technology Neutrality 
The framework should not privilege any particular form of identity evidence, any 

particular verification architecture, or any particular delivery model. It should set standards of 
assurance and effectiveness, and permit any tool that meets those standards. The current 
framework’s implicit privileging of physical documents and database checks is an artifact of the 
technology environment of 2003. Treasury should not lock the next two decades of customer 
identification into the architecture of the last two. 

B. Principles-Based Effectiveness 
The framework should measure compliance by whether the institution actually knows its 

customer, not by whether the institution checked the right boxes in the right order. The Program 
Rule NPRM endorses this standard at the program level. The customer identification framework 
should reflect the same standard at the verification level. An institution that uses a less rigorous 
but technically compliant verification method should not be advantaged over an institution that 
uses a more rigorous verification method that the rule did not contemplate. 

C. The Customer as Principal 
The current framework treats the customer as a passive object of verification. Each 

institution asks the customer to surrender identity documents, biographical information, and 
biometric samples. The customer has no control over how the information is stored, no visibility 
into how it is shared, no portable artifact to take to the next institution, and no practical recourse 
when an institution loses or breaches the information. A modernized framework should restore 

1131 U.S.C. § 5318(l)(2) (directing prescribed CIP regulations to require, at a minimum, that the 
financial institution implement “reasonable procedures” for verifying identity, maintaining 
records, and consulting government lists, “to the extent reasonable and practicable”). 
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the customer to the principal role in verification. The customer holds the credential. The 
customer decides which institutions receive it. The customer decides which attributes are 
disclosed. The credential infrastructure is built around what SpruceID has called the “trust 
triangle” of issuer, holder, and verifier, in which the holder is a first-class participant rather than 
an object on which the other two operate.12 

D. Composability and Multi-Source Verification 
Identity is multi-attribute. Verification is multi-source. The framework should permit 

institutions to compose verifications from multiple qualified sources, with each attestation 
independently verifiable and traceable, rather than forcing institutions into a single-source 
verification model that no other identity-system architecture uses. Beneficial ownership 
verification for legal entity customers is the most obvious near-term application, given the 
persistent operational difficulty financial institutions have had collecting and updating beneficial 
ownership information at scale. 

E. Privacy and Anti-Surveillance by Design 
The framework should encourage architectures that minimize the data shared between 

institutions and the data held by any individual institution. Selective disclosure of attributes, 
pairwise identifiers, unlinkability, and other privacy-preserving cryptographic primitives are now 
mature and standardized. The framework should treat their use as a feature rather than as an 
exception requiring special accommodation. More fundamentally, the framework must be 
designed so that it cannot be repurposed into a surveillance system. The United States rejected a 
central bank digital currency precisely because of the potential for such infrastructure to give 
central authorities visibility into and control over individual transactions. 

That posture, embodied in Executive Order 14178,13 should animate Treasury’s approach 
to customer identification modernization with equal force. A modernized identity system, 
designed without the right architectural protections, could be perverted into precisely the 
surveillance instrument the rejection of a CBDC was meant to prevent. The right protections 
include selective disclosure as the default, no-phone-home verification so issuers cannot track 
downstream presentation, user-controlled credentials held on the user’s device, the absence of a 
single centralized identity ledger that the government can query, and prohibitions on the use of 
public-information monitoring tools to exclude lawful but politically disfavored activity from the 

13Executive Order on Strengthening American Leadership in Digital Financial Technology, Exec. 
Order No. 14,178, 90 Fed. Reg. 8,647 (Jan. 31, 2025) (signed Jan. 23, 2025) (prohibiting the 
establishment, issuance, or promotion of a U.S. central bank digital currency). 

12SpruceID, What Is the Trust Triangle, and Why Does It Matter for Digital Identity? (May 4, 
2026); SpruceID, What Is Credential Reuse? How Verified Data Moves Across Government 
Services (Apr. 20, 2026); SpruceID, Portable Credentials: What the Term Means in Practice 
(May 8, 2026), available at https://blog.spruceid.com/tag/digital-identity/. 
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financial system. Treasury should be a full-throated advocate for these protections, not merely a 
permissive regulator. 

F. Plural Issuance and Resistance to Centralization 
The framework should not vest identity-issuance authority in any single entity, 

government agency, or private operator. The qualified-verifier framework we describe in Section 
VI should contemplate plural issuers operating under defined assurance standards, including state 
motor vehicle agencies issuing mobile driver licenses under ISO/IEC 18013-5,14 private 
credential issuers operating under defined assurance regimes,15 and credentials anchored to 
permissionless blockchains where appropriate. Plurality is the structural protection against the 
future capture of identity infrastructure by any single political or economic actor. A framework 
that recognizes only government-issued credentials, or only credentials issued by federally 
chartered institutions, gives any future administration the lever to weaponize identity for political 
ends. The framework should be plural by design. 

IV. The CIP Rule Is Overdue for Modernization 

The customer identification program rule was finalized in May 2003 to implement 
section 326 of the USA PATRIOT Act.16 The basic regulatory architecture, namely that each 
covered financial institution must form a reasonable belief that it knows the true identity of each 
customer through documentary or non-documentary verification, has not been substantively 
revised since. 

The rule was written for a financial system in which the customer relationship began at a 
branch. The customer walked in. The teller examined a driver’s license, looked at the customer’s 
face, and entered the information into the institution’s system. The institution checked the 
address by mailing a confirmation. The verification was documentary, manual, and proximate. 
The financial system that exists today bears almost no resemblance to it. Customers open 
accounts on phones, often without ever meeting a representative of the institution. The 
verification step is performed remotely, by software that scans an image of an identity document, 
compares it to a selfie, and runs the data through commercial verification services. The 

1631 U.S.C. § 5318(l) (customer identification program requirement enacted by section 326 of the 
USA PATRIOT Act); 31 C.F.R. § 1020.220 (implementing regulation for banks); parallel 
provisions at 31 C.F.R. §§ 1023.220 (broker-dealers), 1024.220 (mutual funds), and 1026.220 
(futures commission merchants). 

15Better Identity Coalition, Better Identity in America: A Blueprint for Policymakers (updated 
2025); see also Decentralized Identity Foundation and the Digital ID and Authentication Council 
of Canada (DIACC) for cross-border references describing private-issuer credential frameworks 
operating under defined assurance regimes. 

14ISO/IEC 18013-5:2021, Personal identification — ISO-compliant driving licence — Part 5: 
Mobile driving licence (mDL) application; ISO/IEC 18013-7:2024 (online presentation 
companion). 
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institution never sees the customer. The institution’s vendor never sees the customer. The result is 
a regime that imposes formal regulatory requirements at one layer of a stack while the actual 
identity verification is happening at a layer the rule does not address. 

A. Static Personal Identifying Data Is No Longer Secret, and Cryptographically Verifiable 
Credentials Solve What Document Scans Cannot 

The customer identification framework was built on an implicit assumption that personal 
identifying information, namely the social security number, date of birth, address, and similar 
attributes, is something only the legitimate customer knows. That assumption has not been true 
for at least a decade. It is now, in 2026, demonstrably false. Successive breaches of credit 
bureaus, payroll processors, healthcare systems, government databases, retailers, and identity 
verification vendors themselves have made the static identity attributes of hundreds of millions 
of American adults available to anyone willing to pay for them.17 An institution that conducts a 
customer identification program by asking the customer to provide an SSN, a date of birth, and 
an address, and then validating those attributes against a credit bureau or public-records 
database, is not actually establishing that the person presenting the information is who they claim 
to be. The institution is establishing only that the person has access to information that millions 
of other people also have access to. The American Fintech Council’s March 2025 letter to the 
federal banking agencies makes the same point in more pointed form, observing that the SSN 
has, in the words of a senior White House cybersecurity official, “outlived its usefulness” as a 
stand-alone identifier.18 

Cryptographically verifiable digital credentials address this problem at the architecture 
level. A mobile driver license issued by a state motor vehicle agency under ISO/IEC 18013-519 is 
signed by the issuing authority, can be bound to a holder device through hardware-backed 
cryptography under appropriate assurance profiles, and verifiable by the relying institution 
through a digital signature that no breach of an underlying database can compromise. A privately 
issued verifiable credential built on the W3C Verifiable Credentials data model20 carries 
comparable architectural properties when issued under defined proofing, key-management, 
presentation, and status-and-revocation requirements layered on top of the data model. The 
credential proves that the issuing authority verified the identity at the time of issuance and that 
the credential is being presented from the device to which it was originally issued. It does not 
depend on the secrecy of static attributes that have not in fact been secret for years. 

20World Wide Web Consortium, Verifiable Credentials Data Model v2.0 (W3C Recommendation, 
May 2025). 

17The principal data-breach disclosure databases, including those maintained by the Identity 
Theft Resource Center and Privacy Rights Clearinghouse, record thousands of reported U.S. 
breaches in 2024 alone, exposing billions of records of static personal identifying information. 
Identity verification vendors and financial institutions have themselves been among the targets of 
these breaches. 
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Verifiable credentials also restore customer autonomy in a way the 
document-and-database architecture cannot. Today, every covered financial institution holds a 
copy of the customer’s identity information for the duration of the relationship and beyond. The 
customer cannot reasonably know which institutions hold which attributes, cannot revoke access 
when a relationship ends, cannot correct inaccurate information uniformly across institutions, 
and cannot prevent the information from being shared with vendors operating outside the 
customer’s view. Verifiable credentials change the dynamic. The customer holds the credential 
on their own device. The customer presents the credential to the institutions of their choosing. 
The customer decides, at the moment of presentation, which attributes to disclose. The institution 
receives a cryptographically signed attestation rather than a raw bundle of personal data. The 
institution’s residual data holdings are smaller, and the customer’s autonomy over their own 
identity information is larger. Zero-knowledge proofs extend the autonomy gain. With a 
zero-knowledge proof, the customer can prove to the institution that a particular attribute is true, 
such as that the customer is over 18, that the customer is a U.S. person, or that the customer has 
been verified to NIST Identity Assurance Level 2 or higher, without disclosing the underlying 
data that supports the proof. The institution gets the assurance it needs. The customer does not 
surrender the data. 

B. Generative AI and Industrialized KYC Bypass Defeat Document-Scan Verification 
The dominant remote customer identification architecture in the United States is built on 

document scanning paired with a selfie. The customer photographs an identity document. The 
customer photographs themselves. The vendor compares the two. This architecture was 
developed for a fraud environment in which fabricating a convincing identity document required 
specialized equipment and skill. That fraud environment no longer exists. 

Generative AI tools available to the general public can produce convincing images of 
identity documents in seconds. In 2024, investigative reporting documented an underground 
service called OnlyFake that used machine-learning tooling to generate convincing 
identity-document images, which the reporter then used to successfully bypass KYC checks at a 
major cryptocurrency exchange.21 That service was the leading edge of what is now an 
industrialized market. Deepfake generators sold openly on messaging platforms have been 
reported to produce synthetic faces capable of defeating liveness checks at increasing rates. 
Bundled “biometric kits” containing pre-recorded selfie videos, ID document scans, and address 
proofs are widely reported to be sold on a per-country basis to enable account creation at named 
target institutions. Synthetic identity fraud, which combines real attributes with fabricated 
documents and faces, has emerged as a major identity-fraud typology in U.S. financial services. 

21Joseph Cox, Inside the Underground Site Where AI Neural Networks Create Fake IDs, 404 
Media (Feb. 5, 2024), available at https://www.404media.co/inside-the-underground-site-where 
-ai-neural-networks-create-fake-ids-onlyfake/. 
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Cryptographically verifiable credentials are not vulnerable to the same attack. A properly 
implemented signed credential is materially harder to fabricate, since fabrication requires access 
to the issuing authority’s private key, and a credential presentation from a holder device is 
materially harder to replay, since replay requires access to that device or to its cryptographic 
material. Residual risks of issuer key compromise, weak device binding, wallet compromise, or 
stale revocation data are managed through key-management, binding, and status-check 
requirements applied at the assurance-profile layer rather than at the data-model layer. The 
integrity of the verification flows from cryptography rather than from visual inspection of pixels 
that AI can now reproduce at near-zero marginal cost. Deloitte projects that 
generative-AI-enabled fraud losses in the United States could grow from $12.3 billion in 2023 to 
$40 billion by 2027 if verification capabilities are not upgraded.22 Recognizing verifiable 
credentials as acceptable identity evidence is therefore not merely a convenience reform. It is 
responsive to the most acute identity fraud problem in U.S. financial services. 

C. The Current Framework Cannot Accommodate AI Agents Acting on Behalf of Users 
The customer identification framework assumes that the entity opening an account or 

executing a transaction is a human being. That assumption is being challenged by the rapid 
emergence of AI agents capable of acting on a user’s behalf in financial transactions. The 
International Monetary Fund and the World Economic Forum have both published analyses 
identifying the shift to what is now being called “Know Your Agent” verification as a structural 
challenge to the existing identity infrastructure of the financial system.23 Major payment 
networks have already begun building agentic commerce frameworks that depend on 
cryptographically signed delegated-authority credentials and verifiable intent records.24 The 
question for covered financial institutions is not whether AI agents will appear in their 

24Mastercard, How Verifiable Intent Builds Trust in Agentic AI Commerce (Mar. 5, 2026); Visa 
Intelligent Commerce and Mastercard Agent Pay programs are described in IMF Notes Vol. 
2026, Issue 004, supra note 23. 

23International Monetary Fund, How Agentic AI Will Reshape Payments, IMF Notes Vol. 2026, 
Issue 004 (April 2026) (“Traditional fraud models rely on human behavioral patterns, which 
become ineffective when transactions are initiated by autonomous agents. Hence, developing 
authentication frameworks that verify both the AI agent’s identity and the user’s delegated 
authority remains key.”); World Economic Forum, Trust Beyond Humans: How Agentic AI Will 
Transform Payments (2026). 

22Deloitte, Generative AI is Expected to Magnify the Risk of Deepfakes and Other Fraud in 
Banking (May 2024) (projecting that generative AI-enabled fraud losses in the United States 
could grow from $12.3 billion in 2023 to $40 billion by 2027)(Deloitte Center for Financial 
Services, available at https://www.deloitte.com/us/en/insights/industry/financial-services/ 
deepfake-banking-fraud-risk-on-the-rise.html). See also SpruceID, The Quiet Risk of Doing 
Nothing: Why Delaying Digital Identity Modernization Has a Cost (Apr. 10, 2026), available at 
https://blog.spruceid.com/digitalidentity-the-quiet-risk-of-doing-nothing-why-delaying-digital-id
entity-modernization-has-a-cost/ (collecting public sources on the cost of inaction and the 
maturity of standards). 
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transaction flows. The question is how the institutions will authenticate them, and on what basis 
they will treat the actions as authorized by the underlying customer. 

The architecture that answers this question is the same architecture that answers the 
human-identity-verification question. A user holds a credential issued by a qualified verifier. The 
user authorizes an agent to act on the user’s behalf by issuing a delegated-authority credential, 
which is itself cryptographically signed and bounded by time, transaction value, and scope. The 
covered institution receiving a transaction initiated by the agent verifies both the agent’s identity 
and the scope of the delegated authority, in each case from cryptographic evidence rather than 
from the agent’s assertion. The current customer identification framework, built on documents 
and databases, has no place for any of these primitives. A modernized framework, built on 
verifiable credentials, accommodates them naturally. 

This is also a competitiveness issue. The world is not going to stop while the United 
States works out whether its 2003-era customer identification rule can accommodate the agentic 
finance that emerged in 2024 and 2025. Foreign jurisdictions are moving quickly to recognize 
the verifiable credential and delegated-authority architectures that agentic commerce requires. If 
the U.S. financial system cannot integrate these tools because the compliance framework was not 
designed to accommodate them, the activity will move offshore, or it will move into channels 
that operate outside the regulated financial system entirely. Compliance rigidity cannot become 
the reason that the United States fails to upgrade its financial system to leverage AI. Treasury’s 
framework choices now will shape whether the U.S. financial system has a coherent answer to 
agentic commerce when its volume arrives. 

D. The Current Framework Cannot Serve Stated Policy Objectives 
On May 19, 2026, the President signed an Executive Order on Restoring Integrity to 

America’s Financial System.25 The Order directs Treasury and federal financial regulators to inter 
alia consider changes to the Bank Secrecy Act to strengthen customer identification program 
requirements, including specifically by accounting for the risks that foreign consular 
identification cards pose to the U.S. financial system, and to issue guidance addressing red flags 
and suspicious activity patterns relevant to that objective. 

Whatever views one holds about the underlying policy objectives the Order pursues, it 
makes one point relevant to this comment. Treasury is being asked to require covered financial 
institutions to develop a more reliable basis than the current framework provides for the identity 
attributes the Order treats as material. The current document-scan-plus-database-check 
architecture cannot meet that ask. It cannot distinguish a legitimate consular identification card 

25Executive Order on Restoring Integrity to America’s Financial System, Exec. Order No. 
14,406, 91 Fed. Reg. 30,479 (May 22, 2026) (signed May 19, 2026)  (directing Treasury and 
federal financial regulators to consider changes to the Bank Secrecy Act to inter alia strengthen 
customer identification program requirements, and to issue guidance addressing risks posed by 
foreign consular identification cards). 
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from a fabricated one with any greater reliability than it can distinguish a legitimate driver 
license from a fabricated one. It cannot bind any of those documents to the device of the person 
presenting them. It cannot verify in real time, from the issuing authority’s public keys, whether 
the credential is current. 

A modernized customer identification framework grounded in cryptographically 
verifiable government-issued and privately issued credentials gives covered institutions 
verification tools that are responsive to the Order, whatever specific identity attributes Treasury 
ultimately decides should be verified and whatever specific risk factors Treasury ultimately 
determines should be addressed. The framework is policy-neutral as to what attributes Treasury 
wants verified. It improves on the current framework as to whatever Treasury decides those 
attributes are. 

V. The Modernization Opportunity 

Section IV catalogs why the current framework cannot solve the problems of 2026. The 
affirmative case for what a modernized framework affirmatively enables, in addition to solving 
those problems, is stronger still. We set it out here at higher level than the defensive case because 
the underlying mechanics have already been described. 

A. Permissionless Blockchains Can Help to Solve the Interoperability Problem 
Customer identification today operates over a balkanized network of proprietary data 

repositories. Each financial institution maintains its own identity record. Each identity vendor 
maintains its own database. Each government issuer maintains its own system. Cross-institution 
verification, when it happens at all, occurs through bilateral integrations that take months to build 
and that propagate inconsistencies across the network. 

Credentials anchored to permissionless blockchains offer a different architecture. The 
blockchain provides a public, neutral substrate on which issuers can publish their public keys, 
anchor the validity of credentials they have issued, and publish revocation states. Any verifier 
with a network connection can verify a credential by reading from the public network, without 
bilateral integration with the issuer and without the issuer learning of the verification. The 
verification is universal, in the sense that any verifier can perform it; it is private, in the sense 
that the issuer is not notified of downstream presentations; and it is durable, in the sense that the 
verification does not depend on the continued operation of any single intermediary. 

Treasury should recognize permissionless blockchains as one acceptable substrate for 
credential anchoring under the modernized framework. The framework should not require it. 
Centralized credential infrastructure has legitimate uses, and the framework should be 
substrate-neutral as a general matter. The recognition that permissionless infrastructure is 
acceptable as one path among several is itself a policy choice with material consequences. It 
expands the set of viable architectures. It makes the United States hospitable to the credential 
innovation that is already happening on these networks. And it provides a structural alternative to 
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the centralized identity ledgers that no civil society organization on either end of the political 
spectrum wants the U.S. government to build. 

B. The Standards Are Mature and Reference Implementations Exist 
The technical infrastructure for the modernization we propose is not speculative. The 

W3C Verifiable Credentials Data Model has reached Recommendation status.26 ISO/IEC 18013-5 
is in active deployment across more than a dozen U.S. states for mobile driver licenses, with the 
online presentation companion standard ISO/IEC 18013-7 supporting remote verification.27 NIST 
Special Publication 800-63-4 provides updated digital identity assurance guidance, including a 
defined hierarchy of Identity Assurance Levels.28 The NIST National Cybersecurity Center of 
Excellence is currently running a project specifically demonstrating how mobile driver licenses 
can satisfy existing CIP and KYC requirements, in collaboration with financial institutions, state 
motor vehicle agencies, regulators, and technology providers.29 

SpruceID’s November 2025 comment letter to Treasury makes the cost of inaction 
concrete, reporting approximately $59 billion in annual U.S. losses from synthetic and 
AI-enabled identity fraud with current recovery rates below 0.5 percent.30 The standards 
underlying portable verification are not early-stage and the infrastructure for interoperable, 
privacy-preserving digital identity exists today. The blocker is regulatory recognition. The 
condition that would typically justify waiting, namely standards maturation, has already been 
met. Treasury can act now without waiting for additional foundational work. 

VI. Near-Term Recommendations: What Treasury Can Do Under Existing Authorities 

Several elements of customer identification modernization do not require rulemaking. 
They can be implemented through interpretive guidance, formal staff opinions, exemptive letters 
under 31 U.S.C. § 5318(a)(7),31 and coordinated supervisory expectations communicated through 
the federal banking agencies. We focus the bulk of this letter on these near-term actions because 
they are what Treasury can accomplish through this NPRM and adjacent guidance, and because 

3131 U.S.C. § 5318(a)(7) (authorizing the Secretary of the Treasury, by regulation or order, to 
make exceptions to or grant waivers from any requirement imposed under the Bank Secrecy 
Act). 

30Letter from Wayne Chang, Co-Founder & CEO, SpruceID, to U.S. Dep’t of the Treasury, Re: 
Treasury Request for Comment on Modernization of Digital Identity Infrastructure (Nov. 2025) 
(reporting approximately $59 billion in annual U.S. losses from synthetic and AI-enabled 
identity fraud, with current recovery rates below 0.5 percent). 

29NIST National Cybersecurity Center of Excellence, Mobile Driver’s Licenses (mDLs) for Know 
Your Customer (KYC) and Customer Identification Programs (CIP), project page, available at 
https://www.nccoe.nist.gov/. 

28National Institute of Standards and Technology, NIST Special Publication 800-63-4: Digital 
Identity Guidelines (July 2025) (citing NIST SP 800-63A-4 (Identity Proofing and Enrollment) 
for the Identity Assurance Level framework). 
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they are the actions that will demonstrate whether the framework we propose is workable in 
practice. They also build directly on the staged path FinCEN itself initiated through the June 27, 
2025 CIP TIN Exemption Order,32 which is the most relevant template for the near-term steps 
recommended below. 

A. Recognize Verifiable Digital Credentials as Acceptable Identity Evidence 
The current customer identification rule recognizes two categories of identity 

verification, namely “documentary” and “non-documentary” methods. The rule was written 
before government-issued verifiable digital credentials existed and is ambiguous about whether a 
cryptographically signed mobile driver license, presented from a holder’s device with selective 
disclosure, qualifies as a documentary method, a non-documentary method, or something else. 
The ambiguity has discouraged covered institutions from accepting these credentials, even 
though they are more rigorous and harder to defeat than the physical documents the rule was 
written to accommodate. 

FinCEN should resolve the ambiguity by interpretive guidance. Government-issued 
verifiable digital credentials meeting defined assurance thresholds, including mobile driver 
licenses issued under ISO/IEC 18013-5 and the online-presentation companion standard ISO/IEC 
18013-7,33 should be confirmed as acceptable documentary methods when presented through a 
compliant verification flow. The guidance should reference the NIST 800-63-4 Identity 
Assurance Levels as the assurance framework against which acceptability is measured.34 The 
guidance should make clear that an institution accepting such a credential is not by virtue of that 
acceptance more or less compliant than an institution accepting a physical driver license, and that 
supervisors should evaluate effectiveness rather than the form of the credential. The guidance 
should also make clear that privately issued verifiable credentials meeting equivalent assurance 
standards qualify on the same terms, so that institutions are not pushed by the framework to rely 
exclusively on government issuers.35 

The legal foundation for this step is already in place. The OCC reached the substantive 
conclusion that third-party verification of identifying attributes is at least as reliable as direct 
customer collection in Interpretive Letter 1175,36 and FinCEN and the federal banking agencies 
extended that conclusion across the banking system through the June 2025 CIP TIN Exemption 
Order.37 The interpretive step we recommend here is the natural next move along the same line, 
applied to the type of attestation rather than to the source of it. 

B. Extend the Effectiveness Standard to Customer Identification and Recognize Modern 
Tooling 

The Program Rule NPRM is built on the premise that effectiveness, not technical 
compliance, is the standard against which covered institutions’ AML/CFT programs should be 
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measured.38 FinCEN should extend that premise explicitly to customer identification by issuing 
guidance confirming that institutions adopting modern identity-verification tooling in good faith 
will not face enforcement absent significant or systemic failure. Treasury’s political leadership 
has already committed to reorienting examinations toward outcomes rather than process,39 and 
the interpretive guidance we recommend operationalizes that commitment at the 
customer-identification layer. 

The tooling we have in mind includes cryptographically verifiable credentials, transaction 
monitoring informed by blockchain analytics and Know Your Transaction techniques where 
applicable to the institution’s products, behavioral and device-signal analysis, AI-driven 
adverse-media and OSINT screening (subject to the guardrails discussed in Section VI.E below), 
and similar tools that have matured substantially since the current CIP rule was written. 

The transaction monitoring point bears particular emphasis. In the regulated cryptoasset 
context, where activity occurs on transparent public ledgers, the resulting onchain record is 
meaningfully more transparent and traceable than the cash and wire rails on which most financial 
crime historically traveled. Tooling that takes advantage of that transparency, including 
blockchain analytics, address-clustering analysis, and on-chain sanctions screening, can identify 
patterns of illicit activity at a level of granularity that the legacy AML toolkit cannot match. The 
framework should treat these tools as core elements of effective ongoing customer due diligence 
for institutions handling digital assets, not as ancillary additions. Doing so also rewards regulated 
institutions that operate on transparent infrastructure and creates the right incentives for 
cryptoasset activity to occur on the regulated rails rather than around them. 

C. Launch a Qualified-Verifier Pilot Program and Publish It for Public Comment 
The single most important near-term action Treasury can take is to launch a 

qualified-verifier pilot program and publish the pilot framework for public comment. The pilot 
would identify the conditions under which a covered institution may rely on the customer 
identification performed by a qualified verifier, and would do so without waiting for the 
modernized reliance rulemaking we describe in Section VII. The conditions would include the 
assurance standards the verifier must meet, the supervisory access the verifier must provide, the 
technical formats the verifier may use to deliver attestations, the categories of attestation that fall 
within the scope of permitted reliance, and the responsibilities the relying institution retains. 

The pilot framework matters for two reasons. First, it gives willing institutions a defined 
safe harbor under which they can begin adopting verifiable digital credentials and reliance 
arrangements ahead of broader rulemaking. Second, it gives credential issuers, identity 
infrastructure builders, and technology providers a regulatory target to design against. Without 
that target, the innovators who are building the next generation of identity infrastructure are 

38FinCEN, Fact Sheet: Proposed Rule to Fundamentally Reform Financial Institution AML/CFT 
Programs (Apr. 7, 2026), available at 
https://www.fincen.gov/system/files/2026-04/Program-NPRM-FactSheet.pdf. 
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operating in uncertainty about which architectures Treasury will recognize. Publishing the pilot 
framework for public comment converts the uncertainty into a defined process, which is what the 
innovators and the institutions that want to work with them have been asking for. 

This recommendation is consistent with what SpruceID and other identity-infrastructure 
builders have publicly advocated, namely that the underlying standards are mature, the reference 
implementations exist, and the action item is regulatory recognition rather than additional 
foundational work.40 It is also consistent with the trust-triangle framing of the verifiable 
credential architecture, which positions the regulator as the entity that defines the rules under 
which issuers, holders, and verifiers operate, rather than as the operator of any single layer of the 
stack. 

D. Engage Formally with the NIST National Cybersecurity Center of Excellence 
The NCCoE’s ongoing project on mobile driver licenses for KYC and CIP is building 

working reference implementations that show how cryptographically verifiable credentials 
operate within today’s regulatory frameworks.41 The project is not proposing new rules. It is 
demonstrating that the existing rules can be satisfied through modern tooling. FinCEN should 
engage formally with the project, both to inform the reference implementations and to 
incorporate the project’s outputs into the rulemaking record. The reference architecture the 
project produces will be the most credible technical answer to the question of how customer 
identification modernization works in practice. 

E. Issue Guardrails on Adverse-Media and OSINT Tools 
Customer due diligence and ongoing monitoring obligations were written in an era when 

financial institutions had access to substantially less public information about their customers 
than they do today. AI-driven adverse-media databases, sanctions and politically-exposed-person 
screening services, public-record monitoring, and open-source intelligence tools can now surface 
indicators of financial crime risk that no manual review process would catch. The use of these 
tools should be permitted and in appropriate cases expected, on the same effectiveness-based 
principles that animate the Program Rule generally. 

That recognition must come with guardrails. The history of supervisory practices that 
have used public-information signals to pressure financial institutions to debank lawful but 
politically disfavored industries, including most recently in the cryptoasset context, demonstrates 
that such tools can be weaponized to exclude lawful businesses and individuals from the 
financial system on the basis of political or ideological disfavor. A modernized framework that 
contemplates expanded use of these tools must, in the same instrument, foreclose that use. 

Specifically, the guidance should make three things clear. First, institutions using 
adverse-media or OSINT tools must distinguish between genuine indicators of financial crime 
risk and protected speech, lawful business activity, and political expression. Adverse media tied 
solely to political positions, controversial-but-legal industries, or public advocacy is not, standing 
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alone, a risk signal that justifies treating a customer or prospective customer differently. Second, 
institutions must maintain accuracy, dispute, and adverse-action procedures sufficient to allow 
customers excluded based on OSINT signals to challenge the exclusion. The procedural 
protections of the Fair Credit Reporting Act and the Equal Credit Opportunity Act, where 
applicable, and analogous accuracy, dispute, and notice protections where those statutes do not 
directly apply, should be respected. Third, supervisory examinations of CDD programs should 
specifically test for the inappropriate use of OSINT and adverse-media signals against lawful but 
politically disfavored activity, with findings reported and made available to the affected 
customers where the law permits and in a manner that does not disclose SARs, SAR-related 
information, or law-enforcement-sensitive material. 

This is a necessary critique of the use of OSINT and adverse-media tools without 
guardrails, not of those tools as such. They are essential elements of effective customer due 
diligence in 2026. Treasury has the opportunity, in this rulemaking, to authorize the tools and the 
guardrails together. We urge it to do so. 

F. Confirm Internationally Aligned Reliance Principles by Interpretive Guidance 
Section VIII below describes the formal third-party reliance frameworks operating in the 

United Kingdom, the European Union, Singapore, Canada, and Australia. The United States is 
alone among major financial jurisdictions in not having modernized its reliance framework. 
FinCEN should issue interpretive guidance, ahead of any rulemaking, clarifying that covered 
institutions may rely on customer identification performed by another covered institution or by a 
qualified third party meeting defined standards, in a manner consistent with the principles 
applied by the United States’ closest international counterparts. The guidance should reference 
FATF Recommendation 1742 as the international standard. The interpretive position need not, in 
the near term, formalize the qualified-verifier registry the medium-term rulemaking would 
establish. It is sufficient, in the near term, for FinCEN to confirm that reliance arrangements 
meeting these principles are not, on their face, inconsistent with existing CIP obligations. 

G. Deploy the Full Menu of Non-Rulemaking Supervisory Tools 
Exemptive authority and interpretive guidance are the most visible non-rulemaking 

levers, but they are not the only ones. Treasury and the federal banking agencies have a broader 
toolkit available, and we encourage FinCEN to use it. We list five additional levers Treasury can 
deploy under existing authorities without waiting for the modernized rulemaking. None requires 
new statutory authority. Several have direct recent precedent. 

42FATF, International Standards on Combating Money Laundering and the Financing of 
Terrorism & Proliferation: The FATF Recommendations, Recommendation 17 and 
accompanying Interpretive Note (permitting reliance on third parties to perform elements of 
CDD, subject to conditions including regulatory equivalence and supervisory oversight, with 
ultimate responsibility remaining with the relying institution). 
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First, joint supervisory guidance with the federal banking agencies. The OCC, FDIC, 
Federal Reserve, and NCUA can publish coordinated supervisory expectations, examination 
procedures, and risk-management guidance describing what an “effective” customer 
identification framework looks like in light of the tools that now exist. The 2018 interagency 
Joint Statement on Innovative Efforts to Combat Money Laundering and Terrorist Financing is 
the template,43 and the joint banking agency / FinCEN orders issued in June and July 2025 
demonstrate that the coordination machinery is already operational.44 

Second, published best-practices documents and examination procedures. The Federal 
Financial Institutions Examination Council BSA/AML Examination Manual is updated 
periodically. FinCEN should work with the FFIEC to update the customer identification and 
customer due diligence sections to describe expectations for institutions adopting verifiable 
credentials, qualified-verifier reliance, and modern transaction-monitoring tooling. The update 
can be accomplished through the FFIEC’s ordinary revision process without new rulemaking, 
and it is what supervisors and compliance teams need most urgently to translate Treasury’s 
policy direction into day-to-day practice. 

Third, voluntary pilot programs with named institutions. Treasury’s broad supervisory 
and exemptive authority permits it to design defined pilots with willing institutions to test 
verifiable credential acceptance, qualified-verifier reliance, and other modernization elements 
before generalizing them. The FDIC-FinCEN Digital Identity Tech Sprint is a precedent for this 
kind of pilot. A more structured pilot, with defined entry conditions, supervisory expectations, 
and a published lessons-learned report, would give early adopters cover and would build the 
empirical record on which broader rulemaking can rest. 

Fourth, administrative rulings, exceptive relief, and enforcement-discretion 
communications. FinCEN’s existing toolkit includes administrative rulings issued under 31 
C.F.R. § 1010.715, individual and class-wide exceptive relief and exemptive orders under 31 
U.S.C. § 5318(a)(7), and enforcement-discretion or other written supervisory comfort 
communications addressing the application of CIP and CDD obligations to defined 
modernization steps. The federal banking agencies’ supervisory non-objection process is a 
parallel tool that has been used effectively in other contexts. Used together, these instruments can 
move the practical compliance line faster than rulemaking and with less administrative-record 
risk than formal interpretive guidance. 

Fifth, formal recognition of the BSA Advisory Group’s prior recommendations on 
customer identification innovation.45 The BSAAG’s 2019 recommendation that FinCEN consider 
responsible innovation in customer identification, and FinCEN’s decision to carry that 

43Joint Statement on Innovative Efforts to Combat Money Laundering and Terrorist Financing, 
issued by the Bd. of Governors of the Fed. Reserve Sys., Fed. Deposit Ins. Corp., Fin. Crimes 
Enforcement Network, Nat’l Credit Union Admin., and Office of the Comptroller of the 
Currency (Dec. 3, 2018). 
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recommendation forward into the 2020 Effectiveness ANPRM, remain unaddressed in any 
operational way. The pending modernization is the moment to act on them. 

Each of these levers extends the staged path the June 2025 CIP TIN Exemption Order 
initiated. Each can be deployed independently. None requires waiting for new statutory authority. 
Taken together, they describe what a serious near-term modernization effort looks like in the 
absence of a comprehensive rewrite. 

H. Anti-Surveillance and Anti-Centralization Commitments 
Treasury should accompany the modernization actions described above with explicit 

commitments against the use of the resulting infrastructure for surveillance or political control. 
The commitments should include, at a minimum, an affirmation that the modernized framework 
does not authorize, encourage, or expect the construction of a centralized identity ledger that the 
government or any private operator can query for individual transaction histories; an affirmation 
that the framework treats selective disclosure and “no phone home” verification as preferred 
architectural choices; an affirmation that participation in the qualified-verifier framework is not 
conditioned on, and cannot be revoked because of, the issuer’s service to lawful but politically 
disfavored constituencies; and an affirmation that, just as the United States has rejected a central 
bank digital currency on the grounds that such infrastructure presents unacceptable risks of 
centralized control over individual financial activity,46 Treasury will not build or sponsor digital 
identity infrastructure that presents the analogous risks for individual identity activity. These 
commitments are the price of public legitimacy for any modernized identity framework. Treasury 
should make them explicitly. 

VII. Medium- and Longer-Horizon: Reimagining the CIP Rule 

The near-term recommendations above can be implemented under existing authorities. 
They will materially modernize the customer identification framework. They will not, by 
themselves, complete the modernization that the rule needs. We flag here, briefly, the 
longer-horizon actions Treasury and Congress should undertake when the political and 
procedural conditions permit. We address them at a higher level of generality than the near-term 
recommendations, because the focus of this letter is what Treasury can do now. 

Targeted rulemaking should modernize the existing reliance provision at 31 C.F.R. § 
1020.220(a)(6)47 to accommodate verifiable identity attestations from qualified verifiers across 
multiple categories, including state government issuers, federally chartered institutions, private 
credential issuers under defined assurance regimes, and credentials anchored to permissionless 
blockchains. The rule should establish a qualified-verifier registry administered by FinCEN, with 
criteria including adherence to NIST 800-63-4 IAL2 or higher, audit and supervisory access, 

4731 C.F.R. § 1020.220(a)(6) (2024) (permitting a bank to rely on the performance of another 
financial institution’s CIP, subject to four conditions including a contractual annual-certification 
arrangement). 
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secure cryptographic verification, and consumer-protection compliance. The rule should permit 
multi-source composable verification, in which a relying institution combines attestations from 
several qualified verifiers covering different attributes of the same customer. The rule should 
allocate responsibility between the verifier and the relying institution in a way that preserves the 
relying institution’s ultimate responsibility for customer due diligence, ongoing monitoring, 
beneficial ownership collection, and SAR filing. 

Longer-horizon action may also require coordination with Congress. The expansion of 
Section 314(b) information sharing to cover fraud generally and not only money laundering and 
terrorist financing, and any structural changes to the CIP regime that exceed Treasury’s 
implementing authority, fall in this category. These longer-horizon items are the right destination 
for the customer identification framework. They are not, however, the appropriate near-term ask. 
The near-term ask is what Treasury can accomplish under existing authorities, anchored in the 
effectiveness standard, with the longer-horizon reform following as the evidence develops. 

VIII. International Alignment: The U.S. Is the Outlier 

The framework we propose is not novel as a matter of international practice. It is the 
framework other major financial jurisdictions have already implemented. The United States is 
the outlier among its closest peers in not having modernized its reliance regime to recognize 
qualified third-party verifiers, digital credentials, or cryptographic verification. We describe 
below the formal third-party reliance regimes in the United Kingdom, the European Union, 
Singapore, Canada, and Australia, with citations to the operative provisions. Each of these 
jurisdictions implemented its reliance framework in a manner consistent with FATF 
Recommendation 17,48 which is the international standard developed in part through the 
participation of the United States itself. 

A. United Kingdom 
The UK Money Laundering, Terrorist Financing and Transfer of Funds (Information on 

the Payer) Regulations 2017 implement third-party reliance at Regulation 39.49 Under Regulation 
39, a UK relevant person may rely on a third party to apply specified customer due diligence 
measures, provided that the third party falls within an enumerated set of regulated categories and 
that the relying person obtains all necessary CDD information from the third party. The third 
party may be a UK regulated person or a person subject in a third country to equivalent 
regulatory requirements. The UK framework explicitly preserves the relying person’s ultimate 
responsibility for any failure of the CDD that was performed. The reliance must be documented 
in writing. The third party must agree to provide the relying person with the underlying records 

49Money Laundering, Terrorist Financing and Transfer of Funds (Information on the Payer) 
Regulations 2017, SI 2017/692, reg. 39 (UK) (a relevant person may rely on a person within the 
enumerated regulated categories to apply specified CDD measures, while remaining liable for 
any failure to apply those measures). 
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on request. The UK framework has been operational for nearly a decade and is in active use 
across the UK financial services industry. 

B. European Union 
The European Union has operated a reliance framework under the Fourth, Fifth, and 

Sixth Anti-Money Laundering Directives since 2015. That framework will be superseded by 
Articles 48 through 50 of the EU Anti-Money Laundering Regulation, Regulation (EU) 
2024/1624, which apply from July 10, 2027.50 Under Article 48, obliged entities may rely on 
other obliged entities, whether within the EU or in third countries, to fulfill specified CDD 
requirements, subject to two principal conditions. The relied-upon entity must apply AML/CFT 
requirements equivalent to those of the AMLR, and the relied-upon entity’s compliance must be 
supervised under the Sixth Anti-Money Laundering Directive. The relying entity retains ultimate 
responsibility for CDD compliance. Article 49 governs the process of reliance and the transfer of 
information between the parties, and Article 50 directs AMLA to issue guidelines elaborating 
those obligations. The information must be transmitted within five working days of request. The 
transmission terms must be specified in a written agreement. 

The AMLR Articles 48 through 50 framework is paired with the European Digital 
Identity Wallet under eIDAS 2.0,51 is already in force. Under that framework, private relying 
parties in designated sectors, including banking and financial services, must accept European 
Digital Identity Wallet-based authentication no later than 36 months after the relevant 
Commission implementing acts take effect, where the relying party is otherwise required by 
Union or national law, or by contractual obligation, to use strong user authentication, and where 
the user voluntarily requests wallet-based authentication. The combination of the AMLR reliance 
framework and the eIDAS 2.0 wallet infrastructure positions the EU as the first major financial 
jurisdiction with both a harmonized reliance regime and a cross-border digital identity 
infrastructure that obliged entities, including banks, will be required to integrate. The U.S. 
financial system will be competing with a European system that has both. We have neither. 

C. Singapore 
Singapore implements third-party reliance through the Monetary Authority of 

Singapore’s Notice MAS 626 and parallel notices for non-bank financial institutions, together 

51Regulation (EU) 2024/1183 of the European Parliament and of the Council amending 
Regulation (EU) No 910/2014 as regards establishing the European Digital Identity Framework, 
2024 O.J. (L 2024/1183) (eIDAS 2.0) (in force). 

50Regulation (EU) 2024/1624 of the European Parliament and of the Council on the prevention of 
the use of the financial system for the purposes of money laundering or terrorist financing, arts. 
48 (General provisions relating to reliance on other obliged entities), 49 (Process of reliance on 
another obliged entity), and 50 (Guidelines on reliance on other obliged entities), 2024 O.J. (L 
2024/1624) (applying from July 10, 2027); Directive (EU) 2015/849 (Fourth AML Directive), 
arts. 25-27 (operational reliance regime in effect during the period preceding the date of 
application of the AMLR). 
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with the Myinfo platform operated by the Singapore government as part of the National Digital 
Identity programme.52 MAS has stated explicitly that it considers Myinfo and Myinfo Business to 
be “reliable and independent sources for the purpose of verifying the customer’s personal and 
corporate data,” which permits Singapore financial institutions to rely on the Myinfo verification 
in lieu of independent CDD on the verified attributes. The Myinfo platform has been integrated 
into more than 1,000 digital services. The major Singapore banks, including DBS, OCBC, and 
UOB, use Myinfo for KYC purposes, and adopting institutions have reported approximately 30 
percent reductions in verification costs. The Singapore experience demonstrates that 
government-supported identity infrastructure, when paired with a defined reliance framework, 
produces measurable efficiency gains without compromising AML/CFT outcomes. 

D. Canada and Australia 
Canada permits reliance under the Proceeds of Crime (Money Laundering) and Terrorist 

Financing Act and its implementing regulations, which authorize reporting entities to enter into 
written agreements with agents or other persons to ascertain client identity. Australia permits 
reliance on customer identification procedures undertaken by other reporting entities under 
Chapter 7 of the AUSTRAC AML/CTF Rules Instrument 2007.53 Both jurisdictions operate their 
reliance frameworks alongside maturing digital credential infrastructures. 

E. The U.S. Consumer Pays the Cost of the U.S.’s Failure to Modernize 
The United States is not, in the strict sense, without a reliance provision. The existing CIP 

regulations at 31 C.F.R. § 1020.220(a)(6)54 permit a covered institution to rely on another 
covered institution’s CIP, subject to four conditions, namely that the reliance be reasonable, that 
the other institution be subject to a BSA rule and regulated by a federal functional regulator, that 
the other institution enter into a contractual arrangement requiring annual certification, and that 
the reliance be set forth in the relying institution’s written CIP. These conditions, while sensible 
in 2003, do not contemplate standards-based digital attestations, qualified non-bank verifiers, or 
cryptographic verification, and are operationally cumbersome enough that the framework is 
rarely used. 

53Proceeds of Crime (Money Laundering) and Terrorist Financing Act, S.C. 2000, c. 17 (Can.), 
and Proceeds of Crime (Money Laundering) and Terrorist Financing Regulations, 
SOR/2002-184, as amended (permitting reliance arrangements with agents subject to written 
agreement, documentation, and FINTRAC supervision); Anti-Money Laundering and 
Counter-Terrorism Financing Act 2006 (Cth) (Austl.); AUSTRAC, Anti-Money Laundering and 
Counter-Terrorism Financing Rules Instrument 2007 (No. 1), ch. 7. 

52Monetary Authority of Singapore, Digital ID and e-KYC, available at 
https://www.mas.gov.sg/development/fintech/technologies---digital-id-and-e-kyc (MAS 
“considers Myinfo and Myinfo business to be reliable and independent sources for the purpose of 
verifying the customer’s personal and corporate data”). The Myinfo platform is integrated into 
more than 1,000 digital services and used by the major Singapore banks for KYC purposes. 
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The cost of the U.S.’s failure to modernize the reliance framework is borne by the U.S. 
consumer. A consumer who has been verified to a rigorous standard by a U.S. bank on Monday 
must repeat the entire process at a U.S. fintech on Tuesday and at a U.S. payments service on 
Wednesday, even though nothing material about the consumer’s identity has changed in the 
interim. That same consumer, in the United Kingdom, the European Union, or Singapore, would 
carry the verification forward and would not be asked to surrender the same personal information 
to each new institution. The duplication is a cost on the U.S. consumer in three distinct ways. It 
is a friction cost, measured in time spent on duplicative onboarding. It is a privacy cost, 
measured in the multiplication of identity records held by institutions that did not need to hold 
them. And it is a competition cost, measured in the stickiness of incumbent platforms that 
effectively benefit from the friction the consumer pays to leave them. A modernized reliance 
framework reduces all three. The U.S. consumer who today has fewer choices in financial 
services, faces higher onboarding friction, and surrenders more personal data than peers abroad, 
is the constituency the modernization most directly serves. 

FATF’s Guidance on Digital Identity55 further reinforces the policy direction we propose, 
by recognizing that digital identity systems with assurance comparable to traditional 
documentary verification can be used for CDD. The Guidance is consistent with the position 
FinCEN itself has taken in other contexts about the application of AML/CFT requirements to 
novel technologies.56 The remaining step is the application of this general principle to the 
customer identification rule itself. 

IX. Specific Recommendations 

Consensys respectfully submits the following recommendations. 

A. Near-Term Actions (Interpretive Guidance and Exemptive Authority) 
First, FinCEN should issue interpretive guidance confirming that government-issued and 

privately issued verifiable digital credentials meeting defined assurance thresholds, including 
mobile driver licenses issued under ISO/IEC 18013-5 and ISO/IEC 18013-7 and credentials built 
on the W3C Verifiable Credentials Data Model, qualify as acceptable identity evidence under the 
existing CIP regulations. 

Second, FinCEN should extend the Program Rule’s effectiveness-based standard to 
customer identification by interpretive guidance, confirming that institutions adopting modern 
identity-verification tooling in good faith will not face enforcement absent significant or 
systemic failure. 

56FinCEN Guidance FIN-2019-G001 (May 9, 2019) (Application of FinCEN’s Regulations to 
Certain Business Models Involving Convertible Virtual Currencies) (recognizing that 
anonymity-enhancing characteristics and non-custodial software architectures require functional 
rather than formal analysis). 
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Third, FinCEN should launch a qualified-verifier pilot program and publish the pilot 
framework for public comment, identifying the assurance standards verifiers must meet, the 
supervisory access verifiers must provide, the technical formats verifiers may use to deliver 
attestations, the scope of permitted reliance, and the responsibilities the relying institution 
retains. 

Fourth, FinCEN should engage formally with the NIST National Cybersecurity Center of 
Excellence project on mobile driver licenses for KYC, and incorporate the project’s reference 
architecture into the rulemaking record. 

Fifth, FinCEN should issue guardrails on adverse-media and OSINT tools, requiring 
institutions to distinguish between genuine indicators of financial crime risk and protected 
speech, lawful business activity, and political expression; to maintain accuracy, dispute, and 
adverse-action procedures; and to be subject to supervisory examinations that specifically test for 
inappropriate use of these tools against lawful but politically disfavored activity. 

Sixth, FinCEN should issue interpretive guidance recognizing third-party reliance on 
principles consistent with FATF Recommendation 17 and the UK, EU, Singapore, Canadian, and 
Australian frameworks, ahead of the targeted rulemaking that would formalize a 
qualified-verifier registry. 

Seventh, FinCEN should deploy the full menu of non-rulemaking supervisory tools 
available to it and the federal banking agencies, including joint interagency guidance, updated 
FFIEC examination procedures, voluntary pilot programs with willing institutions, 
administrative rulings, exceptive relief, enforcement-discretion communications, and supervisory 
non-objection letters, and formal operationalization of the BSAAG’s prior recommendations on 
customer identification innovation. 

Eighth, Treasury should accompany the modernization actions with explicit 
anti-surveillance and anti-centralization commitments, including affirmations that the framework 
does not authorize a centralized identity ledger, treats selective disclosure and “no phone home” 
verification as preferred architectural choices, and will not be used to exclude lawful but 
politically disfavored activity from the financial system. 

Ninth, FinCEN should recognize transaction monitoring informed by blockchain 
analytics and Know Your Transaction techniques as a core element of effective ongoing 
customer due diligence for institutions handling digital assets, rewarding the structural 
transparency of regulated cryptoasset rails. 

B. Medium-Term Actions (Targeted Rulemaking) 
Tenth, FinCEN should amend 31 C.F.R. § 1020.220(a)(6) and parallel provisions to 

modernize the third-party reliance framework, permitting reliance on a verifiable identity 
attestation issued by a qualified verifier across multiple verifier categories, including state 
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government issuers, federally chartered institutions, private credential issuers under defined 
assurance regimes, and credentials anchored to permissionless blockchains. 

Eleventh, FinCEN should establish a qualified-verifier registry and qualification process, 
with criteria including adherence to NIST 800-63-4 IAL2 or higher, audit and supervisory 
access, secure cryptographic attestation, and consumer-protection compliance. 

Twelfth, the rulemaking should permit multi-source composable verification, in which a 
relying institution combines attestations from several qualified verifiers covering different 
attributes of the same customer, with beneficial ownership verification for legal entity customers 
as a leading application. 

C. Longer-Horizon Actions 
Thirteenth, Treasury should coordinate with OFAC, the federal banking agencies, and 

Congress on the structural reforms that exceed Treasury’s implementing authority, including 
expansion of Section 314(b) information sharing to cover fraud generally. 

Fourteenth, Treasury should engage internationally with FATF, the European 
Commission, HM Treasury, MAS, and other major counterparts to ensure interoperability 
between any U.S. framework and emerging foreign digital identity systems, including the 
European Digital Identity Wallet under eIDAS 2.0. 

X. Conclusion 

The customer identification rule that has anchored U.S. AML/CFT compliance for two 
decades was designed for a financial system that no longer exists. Its assumptions about identity, 
fraud, and the customer relationship have been overtaken by the saturation of static personal data 
on illicit markets, by the rise of generative AI as a tool for industrial-scale fraud, by the 
emergence of AI agents acting on behalf of users in financial transactions, and by the maturation 
of cryptographically verifiable credentials, zero-knowledge proofs, and permissionless 
blockchain infrastructure as alternatives that put the customer back in the principal role. 

Treasury has the tools to modernize the framework. The Secretary’s exemptive authority, 
FinCEN’s interpretive guidance powers, and the supervisory framework operated jointly with the 
federal banking agencies together permit a staged, principles-based path that does not depend on 
a wholesale rewrite. FinCEN has already used these tools in the June 2025 CIP TIN Exemption 
Order. The Program Reform NPRM is the right vehicle to continue that work. The framework we 
propose is responsive to the Administration’s stated policy priorities, consistent with the position 
Treasury itself articulated in the 2023 De-Risking Strategy, consistent with the international 
consensus represented by FATF and implemented by every other major financial jurisdiction, 
supported by the U.S. banking industry, the U.S. fintech industry, the federal banking regulators, 
and the identity-infrastructure industry, designed against the surveillance and political-control 
risks that the United States has rejected in the central bank digital currency context, and 
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grounded in technical infrastructure that NIST is already building in collaboration with covered 
institutions, state motor vehicle agencies, and the technology providers serving them. 

We appreciate FinCEN’s engagement on these issues and view this letter as the start of a 
conversation. We welcome the opportunity to discuss any of the matters raised here in further 
detail. 

 
Respectfully submitted, 

 
CONSENSYS SOFTWARE INC. 

 
by: William C. Hughes 
Senior Counsel & Director of Global Regulatory Matters 
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