



	Application form – Dankort delegated authentication








This form is for use by merchants that have Dankort acquiring agreements with Nets, and that wish to submit payment transactions with the “Delegated authentication” (DA) flag. This flag means that the cardholder has been strongly authenticated by the merchant at the time of payment, so that no authentication step-up is required.

To qualify for DA use, the merchant must attest to the authentication methods used, and how he meets regulatory requirements. The form must then be submitted to Nets that will assess the application. If the application is approved the merchant will be issued an id that must be used when sending transactions with the DA flag.

Information about applicant

	
	Company details
	

	I1
	Name
	

	I2
	Dankort merchant ID
	

	I3
	Email
	

	I4
	Phone number
	

	
	
	

	
	Contact person
	

	I5
	Name
	

	I6
	E-mail
	

	I7
	Phone number
	



Information about solution

	
	Solution details
	

	S1
	Name (e.g. name of app)
	

	S2
	Date solution was, or will be, launched
	

	S3
	Description of solution
	

	S4
	Description of payment implementation in solution
	

	S5
	PSP name
	

	
	
	

	
	Security details
	

	S6
	Name of external security auditor
	

	S7
	Date of latest external security audit
	

	S8
	Name and title of internal security responsible
	

	S9
	Description of fraud detection/monitoring processes and reporting
	[e.g. logging of failed authentication attempts/logins, automatic monitoring of the log for suspicious activity, reporting of suspicious activity]

	S10
	Describe processes for keeping the solution protected against threats
	[e.g. security assessments performed by either an internal or external, either periodically or when changes to the solution are made]



Screenshots of solution
Please insert screenshots from the solution that show the card enrolment flow and the payment flow.

[Screenshots of card enrolment flow]

[Screenshots of payment flow]

Information about the solution’s authentication methods

	
	Authentication factors
	Description

	A1
	Description of authentication factors (e.g. type, category)
	[e.g. PIN, biometrics like FaceID/TouchID, device binding, SMS OTPs]

	A2
	Date that the solution began, or will begin, requiring authentication using each of the factors
	[date]

	A3
	Describe when strong customer authentication is required from the user
	[refer to screenshots above]

	A4
	Describe how the strong authentication factors are tied to Dankort Secured by Nets authentication at card enrolment
	[e.g. a description of how the solution saves one or more secrets/tokens after the user successfully has authenticated with Dankort Secured by Nets, how these secrets/tokens are required for making payments, how they are protected from being copied to other devices, and how they are protected from being used by other users of the solution]

	A5
	Describe methods of detecting and preventing attempts to circumvent each of the factors
	[e.g. prevention of brute-force attack via temporary or permanent PIN-blocking, prevention of OTP-guessing]

	A6
	Describe how the factors assure very low probability of false authentication
	[only to be filled in if the solution uses non-standard authentication methods, e.g. proprietary biometrics]

	A7
	Describe secure handling of credentials (e.g. creation and transmission), ref. RTS arts 22-27. 
	[e.g. how encryption is used to protect credentials during transmission and storage, how SRP is used for PIN codes]



[bookmark: _Ref13488151]Attestation of compliance

· The applicant attests that the DA flag and id will only be used for the purpose and the solution described in this application.
· The applicant attests that the solution complies with regulatory requirements.
· The applicant attests that the solution complies with Dankort scheme requirements

Signature

On behalf of the applicant I attest that the information provided in this application is true, accurate and complete, and I attest to the compliance of the solution as described in “Attestation of compliance”. Should any of the information provided in the application change, I attest that an updated application form will be submitted to Nets.

	Title:
	

	Name:
	

	Date:
	

	Signature:
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