b Labelbox

Security, data privacy &
compliance overview

Trusted by Fortune 500 and leading growth companies, Labelbox’s training data platform includes premium security that
scales with your organization’s needs and gives you peace of mind. Labelbox offers basic and advanced features that help
you keep your data secure. Additional features are available for Enterprise and Pro customers based on your requirements.

Security

Save time and reduce the risk of security breaches with full user lifecycle management. View
and control the training data work across your organization and easily standardize policies
from a central location.

All labeled data, assets, and private user information hosted by Labelbox is encrypted at rest
using AES256 or AES128 and via TLS in transit.

Regular penetration testing and security assessments are conducted to ensure
comprehensive protection from any cyber threats.

e Single sign-on (550) is available and configured by our engineering team based on need. | l

For more information, you can reference our security documentation

(https://labelbox.com/docs/introduction/security-and-privacy), or contact us to learn more.
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Data privacy & compliance

Labelbox is committed to protecting the data that we collect, use, and process.

Our comprehensive privacy program helps you meet your corporate policies along with
applicable privacy and security laws and regulations, and to safeguard the personal data

of our customers. Labelbox is currently in the control period for SOC-2 compliance.

To learn more about our privacy practices and how we comply with CCPA and GDPR, see
our Privacy FAQ (https://labelbox.com/compan

rivacy-fa

Deployment options

When you integrate with Labelbox, you have three
deployment models to choose from as detailed
below. Your security options will depend on the type
of deployment model you choose.

Cloud: Labelbox offers data storage services and
enterprise-grade security for all raw assets and
labeled data stored in the Labelbox cloud. The cloud
solution offers the most accessibility to our advanced
features.

Hybrid cloud: Customers have sole access to their
raw assets while still enabling labeling in Labelbox. In
this configuration, Labelbox cannot access any raw
data assets.

On-premises: All of the customer’s data (raw data
and labeled data) is hosted entirely on your servers.
Labelbox does not have access to your data.
Air-gapped deployments are also available.
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