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Agenda

WX hat are the tools that fraudsters use for?

How do we know who sits in front of the computer?

ldentifiers

Tools fraudsters use




What are the fraud tools for?

e Anonymization - ‘| am a new client”

e Impersonation - “I am your trusted client”

e Phishing - “Let me be you" (conscious share of the victim)
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How do I know who it is?

Cookie (stored on the device)

Fingerprint (device configuration, behaviour)

They tell me (login/password, card humber)

All of the above
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Cookie - save it where you can
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Fingerprint - so special but unique?

Hardware, software and Network characteristics Raw behavioural data

browser intelligence

* GPU characteristics

* GPU detection

* Virtual machine detection

* Number of processor cores

* Mobile device detection

* Mobile emulation detection

* Battery

» Server OS detection

* DOM rendering engine
anomalies

* HTML quirks

* Special cookies (based on
HTML technologies, self
regenerating)

* Popular fraudster's tools
detection

* Spoofing detection

* Incognito mode detection

* Browser quirks

» Various fingerprints

IP geolocation

TCP/IP stack analysis and
anomalies detection
Connection type detection
(Wi-Fi, cellular) based on low
level network analysis and/or
browser features checks

OS Fingerprinting
VPN/Proxy/Tunnelling
detection

Tor detection

Public IP leak /Local IP leak
Server-based connection
detection

Mouse/Touchpad movements
Swipes/Touches or scrolls
Keystroke dynamics

Gyro readings

Accelerometer

Clipboard usage
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Fingerprint - immortal but the same

Fingerprints' granularity vs stability

N
nueib ssaT

Selection is the key

Each particular fingerprint suits certain context better. X X
X
<
x X X X X o
X X o
X X B
Less stable More stable B

X, is a ingerprint of small stability, but high granularity. | X, is a fingerprint of big stability, but low granularity.
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Tools the fraudsters use

e Virtual Machine, VPN, TORBrowser - free
e FraudFox, AntiDetect, LinkenSphere - paid

e [ake websites, Fake services, Muraena + Necrobrowser
- self development and targeted
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Virtual Machine, VPN, TORBrowser - not malicious by design
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Fraudfox

.__l DisableDeviceFontEnumeration

I avHardwarebisable

Font Management ————§ nable Plugin Management
] Winer Hand ITC [] adobe Acrobat {application/p
[l vivaldi [] adobe Acrobat {application/p [—
[l vladimir Script [] adobe Acrobat NPAPI Plug-i
[l vrinda [ adobeaamMbDetect {(applicatio
] Wide Latin [0 adobeaamMbDetect {(applicatio
] ¥u Gothic [0 adobeaamMbDetect {(application
[ ¥u Gothic Light [] Chrome PDF Viewer (applicatic
[ ¥u Mincho [] Chrome PDF Viewer (applicatic
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Antidetect

ONFIC

Patch Antidetect 5

{

“window.screen™: {
“availHeight™: 1024,
“availLeft™ 1280,
TavailTop™ 1024,
availwdlh 1280,

3
“window.navigator™: {
“userAgent™ "Mozilla/5.0 (compatible; MSIE 11.0; Windows NT 5.1; Trident/5.0 ; .NET CLR 1.2.4128; .NET CLR 0.0.55887; InfoPath.2)",

“appCodeName™: "Mozilla™,
“appName™: "Microsoft lntemet Explorer™,
“appVersion™: 'Moz:lla/s 0 {(compatible; MSIE 11.0; Windows NT 5. 1; Trident/5.0 ; .NET CLR 1.2.4128; .NET CLR 0.0.55887; InfoPath.2)",
Tlanguage™: “en”,
“platform™: "x86',
“oscpu™: "x867,
“vendor™: ‘Microso& Inc.T;
“vendorSub™: "IE,
“product™: Tdicrosoft Internet Explorer™,
e,

~ a
Momlarrefox @m0 @ |
EIE T D
*
“productSub™:
Windows NT 5.1 ¥ 112.0.0.43 g E“g{'“s =
s “type™: “application/x-shockwave-flash”,

“description™: "Adobe Flash movie™,
“suffixes™ "swf™

3
apphcahon/x-shodcwave-ﬂash 2 4

i “application/x-shockw: -flash™,
Netscape  Bf|  Fffvozila  Ffcecko WrffMozila S
-—

“suffixes™ “swf™

“type™: "application/futuresplash”,

“comment™: ™", "enable:

{headers™:[{"action™: 'Add' ‘hame 'leer—A.gent' “value™:"Mozilla/5.0 (Windows NT 6. 1; WOW®64; rv:25.0) Gecko/f20100101 Firefox/25.07,
RU,ru;q=0.8","comment™: “:true}]}




Sphere - digital multi-identity tool

It is absolute security, anonymity and freedom.
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Hundreds of new identities just in one click

f substitution (GPU, Audio, Canvas,
ging them for h new identity.
if you surf with Sphere - it pro

lentification attempt.

ected type of data encryption to keep safe information saved to

ecessity. Besides, you can import identities with necessary data safely.

/s using it where it is necessary without installing it to the

ction of the
ting today.
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OTR-mode

phere operates in Off-the-Record mode - during software operation all current files and data
re saved in RAM till its closure. Thus, it is impossible to get access to information about visited
sites and activities in them even using spying solutions (viruses) installed directly on the
computer.

Anonymity in the Internet

The software allows you easily substitute your IP-address using, e.g., TOR. The users who do not
trust an onion network can make use of multiflow SOCKS and SSH connections. You are
everywhere and nowhere at the same time.

Absence of spying code

Sphere is designed using Chromium core, but it is totally devoid of all elements of Google spying
code, which is impossible to completely delete or disable in any out-of-box browser solutions.
Be sure of your own safety and anonymity.
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Muraena + Necrobrowser - 2FA based on a cookie no more

& https://github.com/muraenateam/muraena

YOUR
LOGO
HERE

help us with a logo
Release
Muraena is an almost-transparent reverse proxy aimed at automating phishing and post-phishing activities.

The tool re-implements the 15-years old idea of using a custom reverse proxy to dynamically interact with the origin to be
targeted, rather than maintaining and serving static pages.

Written in Go, Muraena does not use slow-regexes to do replacement magic, and embeds a crawler (Colly) that helps
determining in advance which resource should be proxied.

Muraena does the bare minimum to grep/replace origins in request/responses: this means that for complex origins extra manual
analysis might be required to tune the auto-generated JSON configuration file. Hence, do not expect the reverse proxy to work
straight out of the box for complex origins.

The config folder has some examples of custom replacements needed on complex origins likes GSuite, Dropbox, GitHub and
others.

Documentation

The project is documented in the Wiki here.

Contributing

1. Fork it!

2. Create your feature branch: git checkout -b my-new-feature
3. Commit your changes: git commit -am 'Add some feature'
4. Push to the branch: git push origin my-new-feature

5. Submit a pull request &

See the list of contributors who participated in this project.
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Faoke websites, fake services - phishing and creativity
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Opportunities
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Carding market’s answer to the PSD2 - arms race never stops

It is expected that fraud orientated businesses that are able spend lots of money will be creating new tools to omit the 2FA

Therefore, anti-fraud solution providers must be both reactive and foreseeing.

@ | H
Jllg ¥
Know Your Users Q_J@

End User

Frictionless 3FA

Fraud prevention

* Enhanced feeling of safety
at no additional cost

» Client satisfaction - zero
friction, 100% safety

Exhaustive digital image

]|

Merchant

Financial benefits

» Additional safety layer in the
IT SEX technology stack

» Considerably reduced ATO
risk

» Lower operational costs



Feel free to get in touch,
I am happy to discuss further!

+48 793 013 302

aleksander.kijek@nethone.com



