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What are the tools that fraudsters use for?

How do we know who sits in front of the computer?

Identifiers

Tools fraudsters use

Agenda



What are the fraud tools for?

● Anonymization – “I am a new client”

 
● Impersonation – “I am your trusted client”

 

● Phishing – “Let me be you” (conscious share of the victim)



How do I know who it is?

● Cookie (stored on the device)

● Fingerprint (device configuration, behaviour)

● They tell me (login/password, card number)

● All of the above



Cookie – save it where you can



Fingerprint – so special but unique?

Network characteristics

• IP geolocation
• TCP/IP stack analysis and 

anomalies detection
• Connection type detection 

(Wi-Fi, cellular) based on low 
level network analysis and/or 
browser features checks

• OS Fingerprinting
• VPN/Proxy/Tunnelling 

detection
• Tor detection
• Public IP leak /Local IP leak
• Server-based connection 

detection
• ….

Raw behavioural data

• Mouse/Touchpad movements
• Swipes/Touches or scrolls
• Keystroke dynamics
• Gyro readings
• Accelerometer
• Clipboard usage
• …

Hardware, software and 
browser intelligence

• GPU characteristics
• GPU detection
• Virtual machine detection
• Number of processor cores
• Mobile device detection
• Mobile emulation detection
• Battery
• Server OS detection
• DOM rendering engine 

anomalies
• HTML quirks
• Special cookies (based on 

HTML technologies, self 
regenerating)

• Popular fraudster's tools 
detection

• Spoofing detection
• Incognito mode detection
• Browser quirks
• Various fingerprints
• …



Fingerprint – immortal but the same



Tools the fraudsters use

● Virtual Machine, VPN, TORBrowser – free

● FraudFox, AntiDetect, LinkenSphere - paid

● Fake websites, Fake services, Muraena + Necrobrowser 
– self development and targeted



Virtual Machine, VPN, TORBrowser – not malicious by design

Source: nordvpn.com

Source: www.virtualbox.org



Fraudfox



Antidetect



Sphere – digital multi-identity tool

https://sphere.tenebris.cc/



Muraena + Necrobrowser – 2FA based on a cookie no more



Fake websites, fake services – phishing and creativity

Source: zaufanatrzeciastrona.pl



Opportunities

Source: zaufanatrzeciastrona.pl



It is expected that fraud orientated businesses that are able spend lots of money will be creating new tools to omit the 2FA

Carding market’s answer to the PSD2 - arms race never stops

Therefore, anti-fraud solution providers must be both reactive and foreseeing.

Know Your Users

Fraud prevention

Exhaustive digital image

End User Merchant

Frictionless 3FA

• Enhanced feeling of safety 
at no additional cost

• Client satisfaction – zero 
friction, 100% safety

Financial benefits

• Additional safety layer in the 
IT SEX technology stack

• Considerably reduced ATO 
risk

• Lower operational costs



Feel free to get in touch, 
I am happy to discuss further!

+48 793 013 302

aleksander.kijek@nethone.com


