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Repor t of Managemen t  of Snap Inc . on Snapcha t ’s Compliance
26 August 2024

We , as members of management of Snap Inc., (the “Company”) a re responsible for Snapcha t (the “audited service ”) comply ing
wi th all obliga tions in the aggrega te , as we ll as w ith each appl icable individua l obl igation and commitment, referred to in Artic le
3 7(1) (a) of the European Un ion Regulation 20 22 /20 65 of the European Par liament and of the Council (the “DSA”) (toge ther
the “Specified Requirements”) dur ing the per iod from 2 5 August 2023 through 30 June 202 4 (the “Examination Per iod”).
Unless referenced otherwise , each applicable obligation and commitment is def ined at the sub-ar ticle level. We also are
responsible for establishing and mainta ining ef fect ive interna l control over compliance with the Specif ied Requ irements. Snap
B .V . is designa ted as the representa tive of the provider (Snap Group L imi ted) in the European Union that is the measurer and
evaluator of compliance wi th DSA for Snapchat. We have performed an eva luation of the Company ’s compliance with the
Specified Requirements, including those described be low, dur ing the Examination Per iod .

We , as members of management of the Company, are responsible for prepar ing this report , including the comple teness,
accuracy and method of presenta tion of this report . As such, we are responsible for:

● Determining the applicability of each of obl igation and commitment of the DSA dur ing the Examina tion Period
(see A ttachment A)

● Complying wi th the Specified Requ irements by designing, implementing, and ma inta ining the audited service ’s
system and manua l processes (and re lated contro ls) to comply wi th the DSA

● Se lecting the Specified Requirements, and making interpretat ions, de fin ing ambiguous terms and deve loping
benchmarks, as needed, to implement the Specified Requ irements

● Eva luating and moni tor ing the audi ted service’s compliance w ith the Specified Requirements

● Its Sta tement of compliance w ith the Specified Requirements

● Having a reasonable basis for its Statement

● Preparing its audit implementa tion report referred to in Article 37(6) of the DSA , including the completeness,
accuracy, and method of presentat ion

Furthermore , our responsibil ity includes mainta in ing adequate records and making estimates tha t are relevant to the
prepara tion of our Assert ion as we ll as to eva luate the audited service ’s syst em and manua l processes (and re la ted contro ls) in
place to achieve compl iance .

We asser t tha t, except for the effects of the matters giving rise to the modi fication as described in Attachment A , the Snapchat
pla tform complied wi th the applicable Specified Requ irements in the aggrega te , as we ll as with each applicable individua l
Specified Requirement dur ing the Examina tion Per iod, as set out in Chapter III of the DSA, in al l ma ter ia l respects.

Management of Snap Inc.

Attachment A – Listing of management ’s de terminations and not appl icable sub articles
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Ernst & Young LLP
725 S. F igueroa St.
Los Ange les, CA 9 001 7 USA

ey.com

A ssurance Repor t of Independen t A ccoun tan t s

To the Management of Snap Inc.

Scope

We were engaged by Snap Inc. (the “Company ,” toge ther with Snap Group L imi ted, the “audi ted provider”) to perform an
assurance engagement to examine management’s assert ion (“Statement”), included in Report of Management of Snap Inc. on
Snapchat’s Compl iance (“management’s report”), regarding Snapcha t’s (“audi ted service ”) compliance wi th all obliga tions and
commitments in the aggr ega te , as we ll as with each applicable individual obliga tion and commitment , referred to in Artic le 37(1)
(a) of the European Union Regula tion 2022 /2 065 of the European Par liament and of the Council (the “DSA”) (toge ther the
“Specif ied Requirements”) dur ing the per iod from 25 August 2023 through 30 June 20 24 (the “Examina tion Period”), and
opine on the audited service’s compliance wi th the Specified Requirements. Un less referenced otherwise , each applicable
obliga t ion and commitment is defined a t the sub-article leve l.

We did not perform assurance procedures on the audited service’s compliance wi th codes of conduct and crisis protoco ls
(referred to in A rticle 37 (1) (b) of the DSA and Annex I of the Commission Delega ted Regula tion Supplementing Regula tion (EU)
2 022 /20 65 (the “De lega ted Regula tions”)) because the requ irement for the audi ted service to comply w ith such art icles did not
exist during the Examination Period.

Add itional ly, the information included in the audited provider ’s separa tely provided audi t implementation report tit led Snapchat
Implementa tion Report , is presented by the audited provider to provide addi tional informa tion. Such information has not been
subjected to the procedures applied in our examina tion , and accordingly, we do not express an opinion , conclusion , nor any form
of assurance on i t.

Snap Inc .’s responsibil i t ies

The management of the audi ted prov ider is responsible for:

• Determining the applicability of each of the DSA ’s obligat ion and commitments during the Examination Period

• Comply ing with the Specified Requirements by designing, implementing, and maintaining the audi ted service’s system and
manual processes (and re lated contro ls) to comply w ith the DSA

• Se lecting the Specified Requirements, and making interpretations, def in ing ambiguous terms and developing benchmarks,
as needed, to implement the Speci fied Requirements

• Evaluating and monitoring the audited service’s compliance wi th the Specified Requirements

• Its Statement on Snapchat ’s compliance with the Specified Requ irements

• Having a reasonable basis for i ts Statement

• Preparing its audit implementation report referred to in Ar ticle 37 (6) of the DSA , including the completeness, accuracy, and
method of presentation

Furthermore , the Company’s responsibi li ty includes ma inta in ing adequa te records and making estimates tha t are relevant to the
prepara tion of its assertion as we ll as to eva lua te the audited service’s systems and manua l processes (and re la ted controls) in
place to achieve compl iance .

Snap B .V.’s responsibili t ies

Snap B.V . as the representa tive of the audited provider in the European Union is responsible for the measurement of the
underlying subject matter against the applicable cri teria .
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Our responsibilit i es and procedures per formed

Our responsibility is to:

• Plan and perform our procedures to obtain reasonable assurance about whether, in a ll material respects, the audited serv ice
compli es wi th each of the Speci fied Requ irements;

• Form an independent opin ion on whether the audited service is in compl iance wi th the Specified Requ irements, based on the
procedures we have performed and the evidence we have obtained; and

• Express our opinion to the audited prov ider.

For addi tiona l responsibili ties of the Company and Ernst & Young LLP, see Appendix 3 for the engagement sta tement of work
executed on 2 February 2024 .

We conducted our examinat ion in accordance with the att estat ion standards established by the American Institute of Cert ified
Public Accountants (“ AICPA ”), the Internat iona l Standard for Assurance Engagements O ther Than Audi ts or Reviews of Historica l
F inancial Informat ion (“ISA E 3000 (Revised)”), applicable aspects of the Commission De legated Regula tion (EU) supplementing
Regula tion (EU) 2022 / 2065 of the European Par liament and of the Council , by laying down rules on the performance of audits
for very large online pla tforms and very large online search engines da ted 20 October 2023 and the terms of ref erence for this
exam ination as agreed w ith the Company on 2 February 2024 . Those standards requ ire tha t we plan and perform our
examination to obta in reasonable assurance about whether the audited provider complied, in a ll ma teria l respects, with the
Specified Requirements referenced above . The nature , timing, and extent of the procedures se lected depend on our judgment ,
inc luding an assessment of the risks of ma terial noncompliance , whether due to fraud or error . We be lieve that the evidence we
have obta ined is sufficient and appropriate to prov ide a reasonable basis for our opin ion .

Our examina tion included the following procedures,  among others:

• Obtaining an understanding of the characteristics of the services prov ided by the audi ted prov ider;

• Eva luating the appropriateness of the Specified Requirements applied and the ir consistent appl ication, including evaluating
the reasonableness of estimates made by the audited provider;

• Obtaining an understanding of the systems and processes implemented to comply with the DSA , including obtain ing an
understanding of the internal contro l environment re levant to our examination and testing the internal contro l environment
to the extent needed to obtain evidence of the audited provider’s compliance with the Specified Requirements, but not for
the purpose of expressing an opinion on the effectiveness of the audi ted provider ’s internal control;

• Identi fying and assessing the risks whether the compli ance with the Specified Requirements is incomplete or inaccurate ,
whether due to fraud or e rror, and design ing and performing further assurance procedures responsive to those risks, and

• Obtaining assurance evidence that is sufficient and appropriate to provide a basis for our modified opinion.

We collected ev idence to assess the audi ted service’s compliance w ith the Specified Requirements during the Examina tion
Period throughout the period from 2 February 20 24 through 26 August 2024 .

Our independence and quali t y  management

We are requ ired to be independent of the Company and to mee t our other ethical responsibili ties, as applicable for examina tion
engagements set for th in the Pref ace: Applicable to All Members and Part 1 – Members in Public Practice of the Code of
Professiona l Conduct establ ished by the AICPA and other re levant ethica l requirements requ ired for our engagement .

We a lso app ly the AICPA ’s qua lity management standards and the Interna tional Standard on Quali ty Management 1 , Qua lity
Management for F irms that Perform Audits or Reviews of Financ ia l Statements, or O ther Assurance or Related Services
engagements, wh ich requires that we design , implement and opera te a system of qual ity management including policies or
procedures regarding compliance w ith e th ica l requirements, professiona l standards and applicable lega l and regulatory
requirements.

Furthermore , our at testat ion that the auditing organiza t ion complies with the obl iga tions la id down in A rticle 37 (3), po int (a),
(b), and (c) is included in Appendix 5 .
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Descrip t ion of addi t ional informa t ion on each of the appli cable audi t  obliga t ions and commitments

The audit conclusion; audit criter ia , materia lit y thresho lds, audit procedures, just ification of any changes to the audit
procedures during the audi t , methodologies and resu lts – including any test and substantive analytica l procedures; justif ication
of the choice of those procedures and methodologies; overview and description of information relied upon as audit  evidence;
explana t ion of how the reasonable level of assurance was achieved; notable changes to the systems and functiona l ities audited;
identification of any specific e lement wh ich cou ld not be audited (if applicable) or audi t conclusion not reached; and other
re levant observations and findings associa ted wi th our audi t of the obliga t ions and commi tments is included in Appendix 1 .
Add itional ly, our summary of audi t risk ana lysis pursuant to Ar ticle 9 of the DSA , includ ing assessment of inherent , contro l, and
de tection risk for each obligat ion is included in Appendix 4 . See the Summary in Appendix 1 for the audi t obliga tions and
commitments not subjected to audit since they were not applicable during the Examination Period.

Inherent  l imi t a t ions

The services in the digi tal sector and the types of practices re la ting to these services can change quickly and to a significant
extent. Therefore , project ions of any evalua tion to future per iods are subject to the risk tha t the audited prov ider’s compl iance
wi th the Specified Requirements may become inadequa te because of changes in condi tions or tha t the degree of compliance
wi th the po licies or procedures may de ter iora te .

The audited service is subject to measurement uncerta inties resulting from limitat ions inherent in the nature of the audited
service and the methods used in de termining such systems and processes implemented to comply with the Specified
Requirements. The se lection of diffe rent but acceptable measurement techniques, including benchmarks, can result in
mater ia lly dif ferent measurements. The precision of different measurement techniques may also vary.

Our examina tion was limit ed to certa in aspects of the audited service’s algor i thmic systems, to the extent needed to obta in
evidence of the audited service’s compliance wi th the Specified Requ irements as required by Regulation (EU) 2022 / 2 065 . This
did not include all of the algorithmic systems tha t Snapcha t operates, nor all aspects of the algorithmic systems for which we
performed aud it procedures. Furthermore , a lgorithms may not consistently opera te in accordance with the ir intended purpose
or a t an appropria te leve l of precision. Because of their nature and inherent limita t ions, algori thms may introduce biases of the
human programmer resulting in repeated errors or a favoring of certa in results or outputs by the mode l favor of certain resul ts.
Accordingly , we do not express an opinion , conclusion, nor any form of assurance on the design, opera tion, and monitoring of
the a lgorithmic systems.

The performance of risk assessments, including the identif ica tion of systemic risks, is inherently judgmental. Risk assessments
are of ten conducted a t a spec ific point in time and may not capture the dynamic nature of risks. Because the identi fication of
systematic risks re lies on known risks and expert judgment , the ident ification of systemic risks may not account for new or
unprecedented events for which there is limi ted or no h istorical information.

Emphasis of  cer t ain ma t t e rs

App lying the Specified Requirements require the audi ted serv ice to develop benchmarks and make interpreta tions of obliga tions
and commi tments, including certain termino logy . Benchmarks and interpre ta t ions for which we deemed would be needed for
report users to make decisions are described in Appendix 1 for applicable commitments and obliga t ions.

We are a lso not responsible for the audi ted provider’s interpreta tions of , or compliance wi th , laws, statutes,  and regula t ions
(outside of the Specified Requirements) applicable to the audit ed prov ider in the jurisdictions wi thin which the audi ted prov ider
opera tes. Accordingly, we do not express an opin ion or other form of assurance on the audited provider ’s compliance or legal
de terminat ions.

Our examina tion was limit ed to understanding and assessing cer tain interna l controls. Because of the ir na ture and inherent
limitations, controls may not prevent, or de tect and correct , all errors or fraud that may be considered relevant . Furthermore ,
the projection of any eva lua tions of eff ectiveness to future per iods is subject to the risk tha t internal contro ls may become
inadequa te because of changes in condi tions, that the degree of compliance w ith such internal contro ls may deter iorat e, or tha t
changes made to the system or internal controls, or the fa ilure to make needed changes to the system or internal contro ls, may
a lter the val idit y of such eva lua tions.
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A udi t  Opinion

The audit  opinion for compliance with the audited obliga tions, in the aggrega te , and for each indiv idual obliga tion and
commitment re ferred to in Artic le 37(4), po int (g) of the DSA is to be phrased as Posi tive , Positive wi th comments, or Nega tive. 
Furthermore , Annex 1 of the De legated Regulat ion requires an explanation for indiv idua l Specif ied Requirements where an
opinion was not able to be reached. On the basis of the conclusions for each obligation and commi tment , the auditing
organiza tion is also required to include an overa ll audit opinion.

Basis for Qualified (Nega t ive) Opinion

As noted in Appendix 1 , our examina tion disclosed condi tions tha t, in the aggrega te , resul ted in materia l noncompliance of
cer ta in Specified Requirements applicable to the audited service during the Examinat ion Period.

Qualified (Nega t ive) Opinion

In our opinion, except for the effects of the matters giving rise to the modification as described in Appendix 1 , Snapchat complied with the
applicable Specified Requirements during the Examination Period as set out in Chapter III of the DSA, in all material respects.

Conclusions on each applicable indiv idual commi t men t  and obliga t ion

For conclusions on each obliga tion and commitment , see Appendix 1.

Res t ric ted Use and Purpose

This repor t is intended sole ly for the information and use of Snap Inc. Snap Group Limited, and Snap B. V., and for the
information of the European Commission and the applicable Digi ta l Services Coordinator of establishment as mandated under
DSA Article 42(4), (co llectively , the “Specified Parties”) for assessing the audi ted provider’s compliance wi th the Speci fied
Requirements, and is not intended to be , and shou ld not be , used by anyone other than these Specif ied Par ties or for o ther
purposes.

2 6 August 2024
Los Ange les, Ca lifornia
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Append ices:

Append ix 1 — Description of addit iona l informat ion on each of the applicable audi t obliga t ions and commitments (Documentat ion
and resul ts of any tests performed by the auditing organiza tion, including as regards a lgori thmic systems of the audi ted
provider) including summary of conclusions reached

Append ix 2 — Annex 1 Template for the audi t report referred to in Article 6 of De legated Regulation

Append ix 3 — Engagement agreement between Ernst & Young LLP and Snap Inc. (Document requested pursuant to Article 7(2)
of the De legated Regula tion)

Append ix 4 — Summary of audit risk ana lysis, and assessment of inherent , control and detection risk for each obligation and
commitment pursuant to Article 9 of the De legated Regulation (Documents re la ting to the audi t risk ana lysis pursuant to A rticle
9 of the De lega ted Regula tion)

Append ix 5 — Documents at test ing that the auditing organ iza t ion complies wi th the obl iga tions laid down in Art icle 37 (3), point
(a), point (b), and po int (c), of the DSA

Append ix 6 — Defini tions
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A ppendix 1 — Descrip t ion of addi t ional informa t ion on each of
t he applicable audi t  obliga t ions and commi t ment s

Int roduct ion to Appendix 1

Overv iew of me thodo logy/ approach of procedures performed

As part of de termin ing the initia l risk assessment for each obl iga tion (or shortly therea fter) , we made inquiries and/or
performed a wa lkthrough of applicable processes or controls to obta in a suffic ient understanding in order to design the nature ,
timing and extent of our procedures to obta in reasonable assurance .

For each obligation we took one of the following approaches:

1 . Primarily eva luated the design and operation of control(s). If the audited provider has a control or se t of controls tha t
closely a ligns wi th the Specif ied Requ irements, we executed procedures to assess the design and opera tion of the
control and did not perform substantive procedures other than inquiry (unless denoted otherwise).

2 . Performed substantive procedures, al though control(s) existed. If the aud ited provider has a control or se t of controls
tha t close ly a ligns with the Specif ied Requirement, but we deemed assessment to be more e fficient by executing
substantive procedures, we executed substantive procedures and did not perform procedures to assess the design and
opera tion of the control .

3 . Evaluated the design and operat ion of control(s) and performed substantive procedures. If the audited provider has a
control or se t of controls tha t closely a ligns with some , but not a ll,  of the cr iteria of  the requirement , we executed
procedures to assess the design and opera tion of the control for those cr iter ia aligned wi th a contro l or set of controls
and performed substantive procedures for the rema ining at tr ibutes of the Specified Requirements.

4 . Performed substantive procedures. If the audited provider does not have a contro l or se t of contro ls tha t closely aligns
wi th many aspects of the Specified Requirement , we so le ly executed substantive procedures.

Impac t of notable changes to the systems and funct iona li t ies audi ted dur ing the Exam ina t ion Per iod

We inquired as to any notable changes made to the systems and functionali ties during the Examination Period and adjusted our
examination procedures appropria tely .  To the extent the changes were deemed to have a sign ificant impact on achieving
compliance wi th the given Specified Requirements, we denoted the na ture of the change in the description of the procedures
performed in this Appendix.

Eva lua t ion and use of audi ted prov ider ’s lega l interpretat ion, benchmarks and def in i tions

Many of the obligations needed to be supplemented by the audi ted provider’s own lega l determinat ion, benchmark and/or
de fin ition of ambiguous terms (“audi ted provider’s developed supplemental criter ia ”). For each obliga tion , we took one of the
following approaches:

1 . We assessed the audited prov ider’s developed supplementa l cri ter ia and deemed it reasonable wi thout further
expansion or adjustment.  As such , we performed procedures to eva lua te the audi ted service’s compliance w ith the
Speci fied Requirements, including the audi ted provider’s supplementa l deve loped crite ria .

2 . We assessed the audited prov ider’s developed supplementa l cri ter ia and deemed it reasonable but identif ied
recommenda tions to improve the audited provider’s deve loped supplemental cri te ria . As such , we performed
procedures to eva lua te the audi ted service’s compliance w ith the Spec ified Requirements, including the audited
provider’s supplementa l deve loped crit eria , and provided a recommendat ion to improve the audited prov ider’s
supplementa l deve loped criteria .

3 . We assessed the audited prov ider’s supplemental deve loped cri ter ia (if any) and deemed it insufficient to obta in
reasonable assurance . In these situa tions, we e ither concluded the obliga tion was not met or de termined we did not
have suff icient cri teria to conclude on the obliga tion .

The professional standards applied prohibi t the auditing organiza tion from deve loping i ts own cri te ria .

Certa in audited provider’s deve loped supplementa l criteria is included in the audi t cri teria in Appendix 1 for each obliga tion as
the audi ting organizat ion deemed such inclusion necessary in order to provide the Specified Parties w ith informat ion necessary
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to eva luate compliance and to ensure the Specified Requirements comply wi th the applicable professiona l standard’s definition
of suitabilit y.

Use of Samp ling

As noted in the Delega ted Regu la tions, the audi ting organizat ion is permi t ted to use sampling in the co llect ion of audi t evidence .
The sample size and methodo logy for sampling were se lected in a way to obtain representat iveness of the data or information
and, as appropriate , in considera tion of the following:

(a) evidence obtained throughout the Examination Per iod, or subset of Examination Period (as appropr iate);

(b) re levant changes to the audited service dur ing the Examination Period;

(c) relevant changes to the context in which the audited service is prov ided during the Examination Period;

(d) re levant fea tures of algori thm ic systems, where applicable , including personalisa tion based on profiling or other criter ia;

(e) other re levant character istics or parti tions of the data , information and evidence under considera tion; and

(f) the representat ion and appropriate analysis of concerns re la ted to part icular groups as appropria te , such as minors or
vulnerable groups and minori ties, in relat ion to the audited obliga tion or commi tment , as deemed necessary.

As part of our risk assessment , we de termined our pre liminary audi t stra tegy (i.e ., controls re liance , substant ive only st rategy
or combina tion of the two) for each indiv idual obliga tion and commitment. When taking a controls reliance st rategy and our
procedures include obtain ing ev idence f rom mu ltiple controls and/or addit ional assurance from substantive procedures, we have
se lected sample sizes based on the size of the popula tion (e.g., a sample of 2 5 when the popula t ion is greater than 2 50
occurrences or 10% of the popu la tion size , with a minimum sample of 5 when the populat ion is less than 250 occurrences).

Sampling re lated to controls/compliance

Based on the na ture of the engagement , our procedures relate to testing compliance with and interna l control over compliance –
wi th certain requ irements. Accordingly, our testing procedures include a ttribute sampling to de termine if the sample se lected
has the desired a ttribute (for example , the se lected sample ’s a ttribute is correct or incorrect, present or absent, val id or not
valid) to conclude on compliance with the Spec ified Requirements. As such, we app lied gu idance for minimum sample sizes in
accordance with a ttribute sampling techn iques (i.e . , a qual ita tive statistical sample). Due to the na ture of compliance /control
sampling, other tradi t iona l sampling approaches for test ing are not applicable as the popula t ions do not have quan tita tive
dimensions (e .g., monetary ba lances in a financia l sta tement audit).

Sampling re lated to substant ive procedures and other considerat ions for controls test ing

When we have taken a substantive only strategy or we have only identified one control to test re lated to the obliga t ion or
commitment , we have e ither (1) expanded our sample sizes (e .g., to 60) or (2) performed additiona l procedures to obta in
sufficient evidence to conclude on the Company’s compliance wi th the Specified Requirements. These additional procedures
may include obtaining specific representa tions from management , performing substantive analytical procedures or test ing more
key items.

Ident ified exceptions in sample populat ions

In a ll instances, when we encountered one exception wi th in our sample se lections wh ich we de termined to be random, we
se lected addi t ional i tems for test ing (e .g., for sample sizes of 25 , we tested a t least 15 additiona l items or 40 in tota l). When we
concluded tha t the except ion is systematic, we did not extend our sample size , but instead concluded that the exception was an
instance of non-compl iance .
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Sec t ion 1 — Provisions applicable to all providers of in te rmediary se rv ices

Obliga t ion:
11 .1

Aud it cr iteria: Throughout the period, in a ll ma ter ial
respects:

1 . An intermediary service contact was designated.

2 . The Member Sta tes’ author ities, the Commission and the
Board was able to communica te directly by electronic means
wi th the intermediary service contact .

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Period,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired with management and ga ined an understanding of the po licies and process for designating the single point
of contact and prov iding e lectron ic means to the Member States’ author i ties, the Commission and the Board to
communica te w ith the single point of contact .

2 . Assessed tha t the design of the policies, processes, and contro ls in place were appropr ia te to comply with the
Specified Requirements.

3 . Conducted a walkthrough of the process in place for communicat ing wi th the designa ted single point of contact and
electron ic communica tion means to the Member Sta tes’ author ities, the Commission and the Board. De termined that
the re levant po licies, processes and controls in place were fo llowed for th is instance .

4 . Observed tha t a single point of contact was posted publicly on the Snap Privacy , Safe ty, and Po licy Hub and may be
contacted through e lectronic means, ema il address or support t icke t , throughout the Examina tion Period.

5 . Inspected an ema il communication in April 2024 from the Company to the Commission with the contact information,
ema il address and phone number , and a ref erence to the contact information on the Snap Pr ivacy, Safe ty, and Policy
Hub for the single point of contact.

6 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conc lusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive – In our opinion, the audited service compl ied with th is Specified Requirement during the Examinat ion Period, in al l
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
11 .2

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:

Informat ion necessary to easily identi fy and commun ica te
wi th the single point of contact is:
- publicly ava ilable
- easi ly accessible
- up to date .

The fol lowing are certa in aud ited provider’s deve loped
supp lemental cr i t er ia:

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Period,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variances) during the
Examination Period re lated to the audit
cri te ria .
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Defini t ion of pub lic ly ava ilable: Available to anyone w ithout
prior clearance or qua lif ica tion

Def ini t ion of eas ily accessib le: Accessible via standard
search engine (includes clear headings and keywords and is
discoverable)

Def ini t ion of up to da te: Updates are made to website w ithin
7 2 hours of approva l

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired with management and ga ined an understanding of the po licies and process for designating the single point
of contact , making the communicat ion means publicity ava ilable , and timely upda ting the single point of contact
and/or communication means.

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for making the single point o f contact and commun ication means
publicly available and easily accessible . De termined that the re levant policies, processes and contro ls in place were
followed for this instance .

4 . Observed tha t a single point of contact was posted publicly on the Snap Privacy , Safe ty, and Po licy Hub and may be
contacted through e lectronic means, ema il address or support t icke t , throughout the Examina tion Period.

5 . Observed tha t the Snap Pr ivacy, Safe ty, and Pol icy Hub, including the single point o f contact and commun ication
means, are easi ly accessib le through use of search engines.

6 . Inquired with management and confirmed tha t no changes occurred to the single point of contact and
communica tion means dur ing the Examination Period.

7 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conc lusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive – In our opinion, the audited service compl ied with th is Specified Requirement during the Examinat ion Period, in al l
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:

11 .3

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:

The off icia l language or languages of the member sta te was:

- specified wi th in publ ic information,

- broadly understood by the largest possible number of
Union Cit izens,

- used to communica te with the single point of contact, and

- include a t least one of the officia l  languages of the
Member Sta te in wh ich the provider had its ma in
establ ishment or where i ts lega l representa tive resided.

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Period,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l

qua litat ive variance) dur ing the Examination
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:
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In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired with management and ga ined an understanding of the po licies and process for making publicly ava ilable the
specif ied languages and means to commun icate with the single point of contact and determin ing the spec ified
languages inc ludes a t least one of the off icial languages of the Member Sta te where the audit prov iders lega l
representat ive resides.

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for making publ icly ava ilable the language and means to
communica te w ith the single point of contact .

4 . Observed that a single point of contact was posted publicly on the Snap Privacy , and Safe ty , and Policy Hub and may
be contacted through e lectronic means, ema il address or support ticke t , throughout the Examina tion Period.
However, the audited provider did not disclose the language tha t can be used to commun ica te with the single point
of contact .

5 . Observed tha t the Snap Pr ivacy, and Safety, and Po licy Hub was made available in al l languages of the Member
Sta tes, including the officia l language of the Member Sta te in which the audit prov iders legal representa tive resides,
throughout the Examinat ion Period, inquired with management and inspected that communica tions may be
submit ted to the single point of contact any in language of the Member Sta tes.

6 . Observed that on 28 June 20 24 , the Snap Privacy, and Safety , and Policy Hub was upda ted to speci fy that
communica tion to the single point of contact may be made in English or Dutch, which includes at least one of the
official languages of the Member State where the audi t providers legal representat ive resides, the Ne therlands.

7 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Nega t ive — In our opinion , except for the ef fects of the mater ial noncompliance described in the fo llowing paragraph, the
audited service complied wi th this Spec ified Requirement dur ing the Examina tion Per iod, in al l materia l respects.

For the per iod 25 August 2 023 to 27 June 2024 , the audited provider did not specifically disclose the languages tha t can be
used to communica te with i ts po int of contact.

Recommendat ions on spec if ic measures:

Not applicable as the audited prov ider has remedia ted during Examination Period.

Recommended t imeframe to
implemen t speci f ic measures:

N/ A

Obliga t ion:
12 .1

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects: A point of contact was designated to users of the
services that meets the fo llowing criteria:
- single " point of contact "  (one place on website) exists
- abi lit y to communicate:
    - dir ect ly wi th provider by e lectronic means and
    - in a user-friendly manner

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Period,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .
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- permi t ting recipients of the service to choose the means of
communication, which sha ll not sole ly re ly on automated
too ls
- service responds " rapidly "

The fol lowing are certa in aud ited provider’s deve loped
supp lemental cr i t er ia:

De fini t ion of rap id ly: audi ted provider wil l respond wi thin 30
days

Def ini t ion of user fr iend ly: intuit ive (must make sense to the
average user) and re liable (does not malfunction or crash)

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired wi th management and ga ined an understanding of the po licies and process for designat ing the single point
of contact , providing electronic means to communica te wi th the single point of contact , and providing a rapid
response to communica tions rece ived.

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a wa lkthrough of the process in place for communicat ing the designated single point of contact ,
identifying the electron ic commun ication means, and responding to communica tions submit ted to the single point of
contact, which is not so lely through an automated too l. Determined that the re levant policies, processes and
controls in place were fo llowed for th is instance.

4 . Observed tha t a single point of  contact was posted publicly on the Snap Pr ivacy, Safety,  and Po licy Hub and may be
contacted through e lectronic means, email address or support ticke t , throughout the Examination Period.
Submit ted a request through the ema il address and support ticke t flow on the Snap Privacy , Safety , and Po licy Hub
and inspected the email address inbox and support ticke t in the ticke ting system to test the requests wer e rece ived
by the audit provider .

5 . Se lected a sample, in accordance with the sampl ing approach described in the introduction to Appendix 1 , of
communica t ions submit ted through the ema il address and support t icke ts on the Snap Privacy, Safety , and Policy
Hub, test whe ther the audi t provider rapidly responded to the communica tion . Concluded the audited provider ’s
policies, processes and controls were fol lowed for the samples se lected.

6 . Made inquiries a t the end of the audi t period with management and confirmed that no significant changes were
made to the policies, processes and controls after the audit procedures had been conducted until the end of the
Examina tion Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conc lusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive – In our opinion, the audited service compl ied with th is Specified Requirement during the Examinat ion Period, in al l
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
12 .2

Aud i t cr i ter ia: Throughout the period, in a ll ma terial aspects: The
information needed for users of the services to ident ify points of
contact was:
- made publicly ava ilable
- easi ly ident ifiable
- easily accessible , and
- kept up to date

Mater ia li t y threshold:

If a control was not sui tably
designed and operated effective ly
to sa tisfy the obl igation for at least
95% of the Examination Period,
and/or if there was an actua l or
projected error of more than 5% (or
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The following are cer ta in audi ted provider ’s deve loped supplementa l
cr i ter ia:

Def in it ion of pub lic ly ava ilable: Available to anyone w ithout prior
clearance or qua lifica tion

Def ini t ion of eas ily accessib le: accessible via standard search engine
(includes clear headings and keywords and is discoverable)

Def ini t ion of up to da te: Updates are made to website within 72 hours
of approva l

other materia l qua li ta t ive variance)
during the Examina tion Period
re la ted to the audit criteria .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired with management and ga ined an understanding of the po licies and process for designating the single point
of contact , making the communicat ion means publicity ava ilab le, and timely upda ting the single point of contact
and/or communication means.

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for making the single point o f contact and commun ication means
publicly available and easily accessible . De termined that the re levant policies, processes and contro ls in place were
followed for this instance .

4 . Observed tha t a single point of contact was posted publicly on the Snap Privacy , Safe ty, and Po licy Hub and may be
contacted through e lectronic means, ema il address or support t icke t , throughout the Examina tion Period.

5 . Observed tha t the Snap Pr ivacy, Safe ty, and Pol icy Hub, including the single point of contact and commun ication
means, are easi ly accessib le through use of search engines.

6 . Inquired with management and confirmed tha t no changes occurred to the single point of contact and
communica tion means dur ing the Examination Period.

7 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conc lusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive – In our opinion, the audited service compl ied with th is Specific Requ irement during the Examinat ion Period, in a ll
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
13 .1

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:

1 . If the prov ider did not have an establishment in the Un ion,
but offered services in the Union throughout the per iod, a
lega l or na tura l person was designated in writ ing to act as
legal representat ive in one of the Member States, in wri ting,
where the prov ider offers i ts services.
2 . The lega l representative was not an establishment of the
Union.

Note: The designat ion of a lega l representative within the
Union pursuant to paragraph 1 shal l not consti tute an
establ ishment in the Union.

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .
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Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired with management and ga ined an understanding of the po licies and process for designating the legal
representat ive in one of the Member States.

2 . Assessed the design of the policies, processes, and controls in place were appropr iate to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for designating the legal representa tive in one of the Member
Sta tes. De termined that the re levant pol icies, processes and contro ls in place were followed for th is instance .

4 . Observed tha t a legal representa tive wi th in the Netherlands, which is a Member Sta te , was posted publicly on the
Pr ivacy, Safe ty, and Po licy Hub, throughout the Examina tion Period.

5 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conc lusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive – In our opinion, the audited service compl ied with th is Specific Requ irement during the Examinat ion Period, in a ll
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
13 .2

Aud it cr iteria: Throughout the period, in a ll materia l
aspects:

On al l issues necessary for the receipt of , compliance with ,
and enforcement of decisions issued in re la tion to this
Regula t ion , providers of intermediary services:
- Manda ted the ir legal representa tives for the purpose of
be ing addressed, in addit ion to or instead of such providers,
by the Member Sta tes’ competent authori ties, the
Commission and the Board.
- Provided their legal representa t ive with necessary powers
and suff icient resources to guarantee the ir efficient and
t ime ly coopera t ion w ith the Member Sta tes’ competent
authori ties, the Commission and the Board, and to comply
wi th such decisions.

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired with management and ga ined an understanding of the po licies and process for providing the legal
representat ive wi th suffic ient power and resources to support coopera tion with the Member Sta te authorities, the
Commission and the Board and comply with decisions.

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for providing the legal representat ive wi th sufficient power and
resources to support coopera t ion wi th the Member Sta te authorities,  the Commission and the Board and comply wi th
decisions. De termined tha t the re levant pol icies, processes and controls in place were fo llowed for this instance.

4 . Inquired with management and inspected po licies conta ining roles and responsibilities, the lega l representa tive
responsibilities included the cooperat ing wi th the Member Sta te author i ties, the Commission and the Board.
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5 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conc lusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive – In our opinion, the audited service compl ied with th is Specific Requ irement during the Examinat ion Period, in a ll
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
13 .4

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:

1 . The provider noti fied the Dig i tal Services Coordina tor in
the Member Sta te where tha t legal representa tive resided or
was established of their lega l representa tive's:
- name ,
- posta l address,
- emai l address, and
- telephone number .

2 . The legal representative's information was:
- publicly ava ilable ,
- easi ly accessible ,
- accura te , and
- up to date .

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired with management and ga ined an understanding of the po licies and process for noti fying the Digita l Services
Coordinator in the Member Sta te that legal representative resides of the contact information for the lega l
representat ive .

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for notifying the Digi tal Services Coordina tor of the contact
information (i.e . , name , postal address, email address, and te lephone number) for the legal r epresentative and
making it publicly ava ilable . Determined tha t the re levant pol icies, processes and controls in place were fo llowed for
this instance .

4 . Observed tha t the name of the legal representat ive was easily accessible on the publ ic Privacy, Safe ty, and Policy
Hub and the legal representa t ive may be contacted through an ema il address, and posta l address, throughout the
Examination Period.

5 . Inspected an ema il communication sent to the Digital Service Coordinator and the Comm ission da ted 24 March
2024 , the name and contact information of the lega l representative was included in the communicat ion.

6 . Inquired with management and confirmed tha t no changes occurred to the legal representa tive and communication
means during the Examination Period.

7 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None
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Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conc lusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive – In our opinion, the audited service compl ied with th is Specific Requ irement during the Examinat ion Period, in a ll
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
14 .1

Aud i t cr i t er ia:

Throughout the per iod, in a ll ma terial aspects:
1 . The provider included information on any restrictions
tha t they imposed in rela tion to the use of their service
(Terms and Condit ions or T&Cs) in respect of information
provided by the r ecipients of the service , in the ir terms
and condi tions. Through the Examination Period, the
T&Cs included:
- information on any policies, procedures, measures and
tools used for the purpose of content modera tion ,
including algorithmic decision-making and human review
- rules of procedure of their interna l complaint handl ing
system and enforcement of the T&Cs in recital

2 . The informat ion specified above should be set out in a
manner which mee ts the fol lowing cri teria:
- clear , pla in, inte lligible , user-friendly and unambiguous
language ,
- sha ll be publicly avai lable ,
- easi ly accessible,
- in a machine-readable format .

The fol lowing are certa in aud ited provider’s deve loped
supp lemental cr i t er ia:

De fini t ion of p lain language: using stra ightforward
vocabulary

Def ini t ion of intelligible language: easy to perce ive ,
understand, or interpre t

Def ini t ion of unambiguous language: leaving no room
for mul tiple interpreta tions

Def ini t ion of user-fr iend ly language: intuit ive (makes
sense to the average user) and re liable (does not
malfunction or crash)

Def ini t ion of publicly ava ilable: Available to anyone
wi thout prior clearance or qua lification

Def ini t ion of eas ily accessib le: Accessible via standard
search engine (includes clear headings and keywords and
is discoverable)

Def ini t ion of m ach ine-readab le: Data in a format tha t
can be automatically read and processed by a computer,
such as CSV, JSON, XML , e tc. Mach ine-readable da ta
must be structured data

Def ini t ion of clear language: Organized

Mater ia lit y threshold:

If a control was not sui tably designed
and operated ef fectively to sa tisfy the
obligat ion for a t least 95% of the
Examination Period, and/or if there
was an actua l or pro jected error of
mor e than 5% (or other mater ial
qua li ta t ive variance) during the
Examina tion Per iod re lated to the
audit criteria . Examination Period
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Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired with management and ga ined an understanding of the po licies and process for defining and making publicly
ava ilable the information inc luded in the Terms of Service regarding restrictions imposed in rela tion to the use of the
service, including informat ion on content moderation processes, use of a lgor ithmic decision-making and human
review , and procedures for internal complaint handling systems.

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for posting the Terms of Service on the publ icly ava ilable Snap si te
and including information re la ted to restrictions imposed in rela tion to the use of the service , including information
on content modera t ion processes, use of algori thmic decision-making and human review, and procedures for interna l
compla int handling systems. Determ ined that the re levant policies, processes and controls in place were fo llowed for
this instance .

4 . Inspected the Terms of Service on the Snap site dur ing December 2023 and June 2024 , the Terms of Service were
easily accessible and made ava i lable in a machine-readable format , wh ich do not include images or content in o ther
formats that require specia l programs to view or read.

5 . Inspected the Terms of Service on the Snap site , the Terms of Service included the fo llowing informat ion in clear ,
pla in , intelligible , user-friendly and unambiguous language:

a . Restr ict ions that the audi ted provider imposes in rela tion to the use of the service wi thin the overall Terms
of Service

b. Po licies, procedures, measures and tools used for the purpose of content modera tion, including algorithmic
decision-making and human review w ithin the Content Moderat ion sect ion, and associated linked
Community Guide lines, of the Terms of Service

c. Rules of procedure of the ir interna l complaint handling system within the Content Moderat ion section , and
associa ted linked Commun ity Gu ide lines, of the Terms of Service

6 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conc lusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive – In our opinion, the audited service compl ied with th is Specified Requirement during the Examinat ion Period, in al l
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imefr ame to
implemen t specif ic measures: N/A

Obliga t ion:
14 .2

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:

The provider informed the recipients of the service of any
sign ificant change to the terms and conditions of the
service , including such changes which could directly impact
the abili ty of the recipients to make use of the service ,
through appropriate means.

The fol lowing are certa in aud ited provider’s deve loped
supp lemental cr i t er ia:

Def ini t ion of signif icant change:  Lega l-de termined change
rela ted to DSA within the Terms of Service .

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .
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Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired with management and ga ined an understanding of the po licies and process for informing the recipients of
the service of sign if icant changes to the Terms of Service .

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for review and approval of changes to the Terms of Service by
management and notif ication to the recipients of the service through the Snapcha t mobile app lication pr ior to the
changes going into effect. De termined that the relevant po licies, processes and controls in place were fo llowed for
this instance .

4 . Inspected the manual popu lation of changes made to the Terms of Service re levant to DSA dur ing the Examination
Period and inqu ired wi th management regarding the sign ificance of the changes, the changes to the Terms of
Service were determined to not be signif icant changes and notifica tion to the recipients of the service was not
required in re la tion to the changes.

5 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conc lusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posit ive with Comments – In our opinion , the audi ted service complied with th is Specified Requirement dur ing the
Examina tion Per iod, in a ll ma terial respects.  See be low Recommendat ion on specific measures.

Recommendat ions on spec if ic measures:

The audi ted provider should implement a process to document the rationale for
identi fying a change to Terms of Service as " sign if icant "  or not contemporaneous with
the review and approval of such change and before the change is affected in the Terms
of Service.

Recommended t imeframe to
implemen t speci f ic measures:

30 September 20 24 to 31
December 20 24

Obliga t ion:
14 .4

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:
1 . The provider acted in a dil igent , objective and
proportionate manner in applying and enforcing the
restrict ions referred to in 14 .1 , w ith due regard to the rights
and legit imate interests of a ll part ies involved, including the
fundamenta l rights , of the recipients of the service , such as
the freedom of expression, freedom and plura lism of the
media , and other fundamenta l rights and freedoms  as
enshrined in the Charter of  Fundamenta l Rights  of the
European Union .

The fol lowing are certa in aud ited provider’s deve loped
supp lemental cr i t er ia:

Def ini t ion of diligent: following the designed and
implemented process and policy

Def ini t ion of objec t ive: based so lely on the observable or
verifiable facts

Def ini t ion of propor t iona te:

(i) must be su i table to achieve the desired end;

(i i) must be necessary to ach ieve the desired end; and

Mater iali ty threshold:
If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Period,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .
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(iii) must not impose a burden on the individua l that is
excessive in relation to the objective sought to be achieved
(proportiona l ity in the narrow sense)

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we evaluated the design and
opera tion of contro ls and performed substantive procedures:

1 . Inquired with management and ga ined an understanding of the po licies and processes for applying and enforcing the
restr ictions referred to in sub-article 14 .1 , wh ich included processes for ensuring due regard to the rights and
legitimate interests of al l par ties invo lved, including the fundamental r ights of the recipients of the service , such as
the freedom of expression , freedom and plura lism of the media, and other fundamental rights and freedoms as
enshrined in the Char ter.

2 . Assessed tha t the design of the policies, processes, and contro ls in place were appropr ia te to comply with the
Specified Requirements.

3 . Assessed tha t the provider acted in a diligent , objective and proportionate manner in applying and enforcing the
restr ictions referred to in Ar ticle 14 .1 and inspected the audit ed provider ’s pol icies surrounding its applicat ion
Terms of Serv ice .

4 . Conducted a walkthrough of the process in place for certif ying agents involved in content modera tion upon
successful completion of required trainings, inc luding the object ives of enforcing restrictions outlined in Artic le 14 .1
in a diligent , objective and proportionate manner . De termined tha t the relevant po licies, processes and controls in
place were followed for this instance.

5 . Inspected the audi ted provider’s po licies and process for tra in ing of agents involved in the content moderat ion
process and assessed the reasonableness of qualifications and tra in ings provided to the agents to the objectives of
enforcing restrictions out lined in Art icle 14 .1 in a diligent , object ive and proport ionate manner .

6 . Se lected a sample , in accordance with the sampling approach described in the introduct ion to Appendix 1 , of content
modera tion agents from the human resource system during the Examina tion per iod, test tha t the agents comple ted
the required tra inings re la ted to content modera tion. Inspected the agent certificat ion that is obta ined upon
successful comple tion of the required tra inings. Concluded the audited provider’s policies, processes and contro ls
were fo llowed for the samples se lected.

7 . Conducted a walkthrough of the process in place for the weekly moni tor ing of vio lative content by Content
Modera t ion Leadersh ip to determine whether to adapt to changing trends and enforcement decisions. Determined
tha t the re levant policies, processes and controls in place were followed for this instance .

8 . Inquired with management and inspected the weekly vio la te content moni toring mee ting notes and associated
dashboard, including complet eness and accuracy of the dashboard, the Content Moderation Leadership team
documented the status of pr ior per iod mee ting action items, notes discussed in the meet ing, and action it ems to be
accomplished post-meeting .

9 . Se lected a sample , in accordance with the sampling approach described in the introduct ion to Appendix 1 , of weeks
dur ing the Examina tion per iod, test tha t the v iola te content mon itor ing review was performed by Content
Modera t ion Leadersh ip, and any act ion i tems identif ied in the review were performed. Concluded the audited
provider’s pol icies, processes and contro ls were followed for the samples se lected.

1 0. Conducted a walkthrough of the process in place for the bi-weekly quality monitoring of agent decisions by Content
Modera tion Leadersh ip to determine whe ther the decision was made in a diligent , objective and proportiona te
manner in applying and enforcing the Terms of Service and responding to action i tems (e .g. , qua lity standard
updates, agent feedback) identif ied in the review. De termined tha t the relevant po licies, processes and controls in
place were followed for this instance.

1 1. Inquired with management and inspected the bi-weekly qual ity moni tor ing meeting notes and assoc ia ted human
content moderat ion dashboard, including the comple teness and accuracy of the dashboard, the Content Modera tion
Leadersh ip team documented the sta tus of pr ior period meet ing action items, notes discussed in the mee ting, and
action items to be accomplished post-meeting .

1 2. Se lected a sample , in accordance with the sampling approach described in the introduct ion to Appendix 1 , of weeks
dur ing the Examina tion per iod, test tha t the qua lit y moni toring rev iew was performed by Content Modera tion
Leadersh ip, and any action items identif ied in the rev iew were performed. Concluded the audited prov ider’s pol icies,
processes and controls were followed for the samples se lected.

1 3. Conducted a walkthrough of the process in place for the weekly moni tor ing the precision of the auto-moderation
systems by the Trust and Sa fe ty team and as applicable , adjusting the auto-modera tion systems to ensure i t remains
with appropriate precision leve l. De termined that the re levant po licies, processes and controls in place were followed
for this instance .
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1 4. Inquired with management and inspected the weekly auto-moderation systems mee ting notes and associa ted
modera tion dashboards, including the completeness and accuracy of the dashboard, the Trust and Safety team
documented the automated processing volumes, auto-moderat ion system precision levels, notes discussed in the
mee ting, and activ ities to be performed post-meet ing.

1 5. Se lected a sample , in accordance with the sampling approach described in the introduct ion to Appendix 1 , of weeks
during the Examination period, test tha t the monitoring of precision leve ls for the auto-modera tion systems was
performed by the Trust and Safety team, and as appl icable , adjustments to the auto-modera t ion systems were
comple ted. Concluded the audited provider’s policies, processes and contro ls were fo llowed for the samples
selected.

1 6. Conducted a wa lkthrough of the process in place for the weekly qua li ty monitoring adver tisement review by the Ad
Rev iew team to de termine whe ther advertisements were rev iewed in a di ligent, objective and propor tionate manner
in applying and enforcing the Terms of Service and preventing profi ling , as de fined in Article 4(4) of Regula tion (EU)
2016 /679 using specia l categories of personal da ta, referred to in Article 9(1) of Regula t ion (EU) 2 016 / 679, prior
to the ads being shown. De termined that the re levant policies, processes and contro ls in place were fo llowed for th is
instance .

1 7. Inquired with management and inspected the weekly advertising performance scorecard and associated dashboard,
inc luding the comple teness and accuracy of the dashboard, the Ad rev iew team documented the progress against
key metr ics, including ad review qua li ty scores, and notes discussed in the meet ing.

1 8. Se lected a sample , in accordance with the sampling approach described in the introduct ion to Appendix 1 , of weeks
dur ing the Examina tion per iod, test tha t the advertising quali ty mon itor ing review was performed by Ad review
team. Concluded the audi ted provider’s policies, processes and controls were followed for the samples se lected.

1 9. Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: Shif ted the focus from not re ly on controls to a combina tion of re ly on
controls and perform substantive procedures

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conc lusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive – In our opinion, the audited service compl ied with th is Specified Requirement during the Examinat ion Period, in al l
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
14 .5

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:

1 . The provider provided a summary of the terms and
condit ions of the services to the recipients of such
services.

2 . The summary was:
 Concise
 Easi ly accessible
 Machine readable

3 . The summary included available remedies and
redress mechan isms, in clear and unambiguous
language .

The fol lowing are certa in aud ited provider’s deve loped
supp lemental cr i t er ia:

Def ini t ion of conc ise: Wri t ten using as few words as possible

Def ini t ion of eas ily accessib le: Accessible via standard
search engine (includes clear headings and keywords and is
discoverable)

Mater iali ty threshold:
If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .
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Def ini t ion of mach ine readab le: Data in a format tha t can be
automatica lly read and processed by a computer , such as
CSV, JSON , XML , e tc. Mach ine-readable da ta must be
structured da ta .

Def ini t ion of unambiguous language: Leaving no room for
multiple interpre ta tions.

Def ini t ion of clear: Organized

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired with management and ga ined an understanding of the po licies and process for providing receipting with a
summary of the Terms of Service , including ava ilably remedies and redress mechanisms.

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for providing a summary of the Terms of Serv ice on the publicly
ava ilable Snap si te and including information rela ted to ava ilably remedies and redress mechanisms. Determined
tha t the re levant policies, processes and controls in place were followed for this instance .

4 . Inspected the Terms of Service on the Snap site dur ing December 2 023 and June 2024 , the Terms of Service were
easily accessible and made ava i lable in a machine-readable format , wh ich do not include images or content in o ther
formats that require specia l programs to view or read.

5 . Inspected the Terms of Service on the Snap site , the Terms of Service included the fo llowing informat ion in clear ,
concise and unambiguous language:

a . Summary of the terms and condit ions of the service following each section of the Terms of Service
b. Remedies and redress mechanisms w ithin the Termination and Suspension section, and associa ted linked

Community Guide lines, of the Terms of Service
6 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made

to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conc lusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive – In our opinion, the audited service compl ied with th is Specified Requirement during the Examinat ion Period, in al l
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
14 .6

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:

The provider published the ir terms and condit ions in the
official languages of all the Member Sta tes in wh ich they
offer the ir services.

The fol lowing are certa in aud ited provider’s deve loped
supp lemental cr i t er ia:

Def ini t ion of off icia l languages: The current listing of offic ia l
and working languages of the EU inst i tu tions (the “EU
officia l languages”) published by the European Commission.

Mater iali ty threshold:
If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia

Audi t procedures and informat ion re lied upon:
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In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired with management and ga ined an understanding of the po licies and process for publishing the Terms of
Services in the official languages of the Members Sta tes.

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for posting the Terms of Service on the publ icly ava ilable Snap site
in the officia l languages of the Member Sta tes. De termined tha t the relevant policies, processes and controls in place
were fo llowed for this instance.

4 . Inspected the Terms of Service on the Snap site , the Terms of Services are made available through a drop-down
select ion in a ll languages of the Member Sta tes as de fined by the officia l languages included on the Languages
sect ion of the European Un ion si te .

5 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conc lusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive – In our opinion, the audited service compl ied with th is Specified Requirement during the Examinat ion Period, in al l
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:

15 .1

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:

1 . The provider published a t least one publ icly ava ilable
transparency report on content modera tion in wh ich they
engage .

2 . The publ ished transparency reports meet the follow ing
criteria:

- in a machine-readable format

- easi ly accessible

- clear and easily comprehensible

3 . The provider has included in the publ ished transparency
reports, informat ion enumera ted in points 15 .1 (a) to (e) of
Art icle 15 .1 in the published transparency r eports,
summarized as follows:

- information / metrics on orders received from Member
Sta tes' authorities (including Article 9 and 10 orders) which
are ca tegorized by:

       (i) type of illega l content ,

       (ii) median t ime needed

- information / metrics on notices submit t ed in accordance
wi th Art icle 16 (for host ing services only)

- information / metrics on content moderation at the
provider’s own init iat ive

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Period,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examination
Period re la ted to the audit  criter ia .
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- information / metrics on complaints received through
internal complaint-handling systems

- information / metrics on the use of automated means for
content modera tion

4 . The publ ished transparency reports include the measures
taken as a result of the appl ica t ion and enforcement of the
provider’s terms and condi tions.

The fol lowing are certa in aud ited provider’s deve loped
supp lemental cr i t er ia:

Defini t ion of C lear and Easily Comprehensible: Easy to
perce ive , understand, or interpre t

Def ini t ion of Easily Accessible:  Accessible via standard
search engine (includes clear headings and keywords and is
discoverable)

Def ini t ion of Mach ine-readab le: Da ta in a format that can be
automatica lly read and processed by a computer , such as
CSV, JSON , XML , e tc. Mach ine-readable da ta must be
structured da ta .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired of management and ga ined an understanding of the po licies and process for creating and review ing the se ts
of transparency reports, including the information enumerated in points 15 .1 (a) to (e), and public ly publishing the
sets of transparency reports.

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for generating the informat ion enumerated in points 15 .1 (a) to (e)
tha t is included within the se ts of t ransparency reports, reviewing the se ts of transparency reports prior to
publishing and publicly posting the sets of transparency r eports on the Privacy , Safe ty and Pol icy Hub. De termined
tha t the re levant policies, processes and controls in place were followed.

4 . Inspected evidence from the audi ted prov ider data warehouse and inquired wi th management regarding the
generat ion of the information in the se ts of transparency reports to gain comfort over the comple teness and
accuracy of the sets of transparency reports. Did not test the completeness and accuracy of the da ta i tse lf.

5 . Se lected the two sets of transparency reports published during the audi t period on the Privacy, Sa fe ty and Policy
Hub, tested whe ther the publicly posted reports were in a machine-readable format , easily accessible , and clear and
easily comprehensible and the reports were published a t least annually. Concluded the audi ted provider’s policies,
processes and controls were followed.

6 . Inspected the se t of transparency reports published on 25 October 2023 for the information enumera ted in points
15 .1 (a) to (e). Concluded the follow ing informat ion was not included in this se t of transparency reports:

 15 .1(a): In the 25 October 2 023 reports, the audi ted provider did not include the number of orders
rece ived from Member Sta tes pursuant to Artic le 9 .

 15 .1(a): In the 25 October 2 023 reports, the audi ted provider did not include the breakdown by " type of
illega l content concerned"  for the orders issued by the Member State in accordance wi th Art icle 10 .

 15 .1(b): In the 25 October 2023 reports, the audi ted provider did not include the number of notices
submit ted in accordance wi th A rticle 16 , re la ted to i llega l content or content be lieved to viola te the Terms
of Service wh ich were processed by automated means.

 15 .1(c): In the 25 October 202 3 reports, the audited provider did not include meaningfu l and
comprehensible information about the content modera tion engaged in at the providers’ own initiat ive ,
inc luding the number of content ca tegor ized by the type of restriction appl ied. The audi ted prov ider
publishes that it " can remove the offending content or account , term inate or limit  the visibili ty of the
relevant account, and/or notify law enforcement ... " .
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 15 .1(c): In the 25 October 202 3 reports, the audited provider did not include meaningfu l and
comprehensible information about the content modera tion engaged in at the providers’ own initiat ive ,
inc luding the number of content ca tegor ized by the detection method

 15 .1(e): In the 25 October 2 023 reports, the audi ted provider did not include the indicators of accur acy and
the possible ra te of error of the automated means.

7 . Inspected the se t of transparency reports published on 25 April 20 24 for the information enumerated in po ints 15 .1
(a) to (e). Inqu ired of management , gained an understanding, and inspected support for how the informat ion
inc luded in this set of transparency reports addressed the po ints in 15 .1 (a) to (e). Concluded tha t information was
appropria te to address this Specif ied Requirement.

8 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None .

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Nega t ive – In our opinion, except for the effects of the mater ial noncompliance described in the fo llowing paragraph, the
audited service complied wi th this Spec ified Requirement dur ing the Examina tion Per iod, in al l materia l respects.

The audi ted provider’s 25 October 2023 transparency reports did not include certain information enumera ted in po ints 15 .1
(a), (b), (c), and (e) summarized in the above section. See be low Recommendat ion on specific measures.

Recommendat ions on spec if ic measures:

The audi ted provider should more clearly describe in its sets of transparency reports
how the information included therein addresses the disclosure requirements
enumera ted in points 15 .1 (a), (b), (c), and (e).

Recommended t imeframe to
implemen t speci f ic measures:

1 September to 25 October 2 024

Sec t ion 2 — A ddi t ional provisions applicable to providers of host ing services, including online pla t forms

Obliga t ion:
16 .1

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:
1 . Provider put in place a mechan ism to allow an
individual /entity to notify them of information tha t the
individual /entity considers to be illegal content .

2 . The mechan isms:
- is easy to access
- is user-fr iendly
-a llows for submission of notices exclusive ly by electronic
means

The fol lowing are certa in aud ited provider’s deve loped
supp lemental cr i t er ia:

Def ini t ion of easy to access: clearly identi fiable and loca ted
close to the information in question

Def ini t ion of user fr iend ly: intuit ive (must make sense to the
average user) and re liable (does not malfunction or crash)

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .
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Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we evaluated the design and
opera tion of contro ls and performed substantive procedures:

1 . Inquired with management and ga ined an understanding of the po licies and process for noti fying the audi ted
provider of information considered to be il legal content through e lectron ic means.

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for submit ting noti fications to the audited provider of illegal
content through the Snapchat mobile appl ication and Snap si te . De termined tha t the re levant po licies, processes and
controls in place were fo llowed for th is instance .

4 . Observed that an option to submi t not ifications re la ted to illega l content was easy to access and user fr iendly on the
Snapcha t iOS and Android mobile applica t ions and Snap si te . Submitted a sample of illega l content not ificat ions
through the Snapcha t iOS and Android mobi le applications and Snap site and inspected a receipt response was sent
by the audited provider .

5 . Inspected the code supporting the illega l content notification functiona lit y in the product ion environment , the
not ifica t ion functiona lity that a llows the submissions of not ices and automated creation of support ticke ts was in
place during the Examination Period. Inspected management ’s assessment of changes to the code during the
Examination Period to va lida te the system funct iona lit y was in place for the dura tion of the Examination Period.

6 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: Shif ted the focus from not re ly on controls to a combina tion of re ly on
controls and perform substantive procedures

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conc lusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive – In our opinion, the audited service compl ied with th is Specified Requirement during the Examinat ion Period, in al l
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
16 .2

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:

The mechanisms re ferred to in 16 .1 facilita ted the
submission of suffic ient ly precise and adequate ly
substantiated notices conta in ing the following:

- a sufficiently substantiat ed explana tion of the reasons why
the individua l or entity al leges the information in question to
be illega l content ;

- a clear indica tion of the exact electronic loca tion of tha t
information , such as the exact URL or URLs, and, where
necessary, additiona l informat ion enabl ing the identification
of the illega l content adapted to the type of content and to
the specific type of hosting service;

- the name and email address of the individual or entity
submi t ting the notice , except in the case of information
considered to involve one of the offences referred to in
Art icles 3 to 7 of Directive 20 11 /93 /EU;

- a sta tement confirming the bona fide belief of the
individua l or ent ity submit t ing the not ice that the

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .
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information and allega tions conta ined therein are accura te
and complete .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we evaluated the design and
opera tion of contro ls and performed substantive procedures:

1 . Inquired with management and ga ined an understanding of the po licies and process for facili ta ting the informat ion
inc luded in the notices of illega l content .

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for submit ting noti fications to the audited provider of illegal
content, including the detai ls rela ted to the explana tion of the reasons for submi t ting the noti fica tion, e lectronic
locat ion of that information , contact information of the submi t te r (where necessary), and sta tement conf irming the
accuracy and comple tion of the subm ission.

4 . Observed the information included in the notif ication submission r ela ted to illegal content on the Snapchat iOS and
Android mobile app lications and Snap site . Submit ted a sample of illega l content notifica tions through the Snapcha t
iOS and Andro id mobile applica tions and Snap si te and inspected the submission included the follow ing informat ion:

a . Free form text box to support the explana tion of the reasons why the submi t ter al leges the information in
question to be illega l content

b. Text box to include the link to the content to support the electron ic loca tion of the information
c. Free form text box to support o ther information to enable the identi fication of the illegal content
d. Text box for full name , username and ema il address to support the name and email address of the submi tter

of the notice
e . Notes indica ting the submi t ter may input ‘None ’ as the username and a provided anonymous email address

to support notif ica tions submit ted for information considered to invo lve one of the offences re ferred to in
Articles 3 to 7 of Directive 2011 /93 /EU

f . Check box to a llow confirmation tha t the information and a llegations are accura te and complete
5 . Inspected the code supporting the illega l content notification, including contents of the submission form,

functionali ty in the production environment , the notificat ion and submission form content functional ity tha t
de termines the informat ion including the not ice submission was in place during the Examina t ion Period. Inspected
management’s assessment of changes to the code during the Examina tion Per iod to validate the system functionali ty
was in place for the dura tion of the Examination Period.

6 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: Shif ted the focus from not re ly on controls to a combina tion of re ly on
controls and perform substantive procedures

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conc lusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive – In our opinion, the audited service compl ied with th is Specified Requirement during the Examinat ion Period, in al l
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
16 .4

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects: Where a notice contained the electron ic contact
information of the individua l or enti ty tha t submit ted it ,  the
provider of host ing services sent a confirmat ion of rece ipt of
the notice:

- to that individua l or ent ity
- without undue de lay

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
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The fol lowing are certa in aud ited provider’s deve loped
supp lemental cr i t er ia:

Defini t ion of undue de lay: upon successful submission of
the user's report via the designa ted form,  conf irmation of
rece ipt is sent to the user immediate ly .

qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we eva lua ted the design and
opera tion of contro ls and performed substantive procedures:

1 . Inquired with management and ga ined an understanding of the po licies and process for noti fying the submit te r of the
rece ipt of the not ice when electronic contact informat ion is ava i lable .

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for sending notices of rece ipt to the submi t ter of illegal content
through the Snapcha t mobile app lication and Snap site . De termined tha t the re levant po licies, processes and
controls in place were fo llowed for th is instance .

4 . Observed tha t upon submission of a sample of notices of illega l content on the Snapcha t iOS and Android mobile
app lications and Snap site an automated receipt response was displayed.

5 . Inspected the code suppor ting the confirmation of rece ipt functionali ty in the production environment, the receipt
confirmat ion funct ionality tha t is triggered upon submission of the notice was in place during the Examina tion
Period. Inspected management ’s assessment of changes to the code during the Examination Period to va lidate the
system functiona lity was in place for the dur ation of the Examination Period.

6 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: Shif ted the focus from not re ly on controls to a combina tion of re ly on
controls and perform substantive procedures

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conc lusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive – In our opinion, the audited service compl ied with th is Specified Requirement during the Examinat ion Period, in al l
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
16 .5

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects: The provider notif ied the individual or entity of its
decision:
- without undue de lay
- and provided information on the possibil ities for redress

The fol lowing are certa in aud ited provider’s deve loped
supp lemental cr i t er ia:

Defini t ion of undue de lay: af ter the decision has been made ,
but before the action is taken , or as defined in the 'notice
and action' process by the provider of the onl ine platform.

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to during the audit period.

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we evaluated the design and
opera tion of contro ls and performed substantive procedures:

1 . Inquired with management and ga ined an understanding of the po licies and process for noti fying the submit te r of the
not ice of illega l content when a decision is made by the audited provider.
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2 . Assessed the design of the policies, processes, and controls in place were appropr iate to comply with the Spec ified
Requirements.

3 . Conducted a wa lkthrough of the process in place for timely sending decisions re lated to the notice of il legal content
to the submi t ter , including possibili ties for redress if appropriate . De termined that the re levant pol icies, processes
and controls in place were followed for this instance .

4 . Observed tha t for a sample of notices of i llegal content submit ted through the Snapcha t iOS and Android mobi le
app lications and Snap site a noti fication was sent to the submit te r upon decision of notice . Observed tha t for
decisions that are not enforced, information for possibilities of redress on the Safe ty Hub are included in the decision
not ifica t ion .

5 . Inspected the code supporting the decision not ificat ion funct iona lit y in the product ion environment, the decision
notif ication , including redress for not enforced decisions, functional ity tha t is tr igger ed to send the notif ication to
the submi t te r upon de termina tion of the decision (enforced, not enforced, insufficient information) was in place
dur ing the Examina tion Per iod. Inspected management ’s assessment of changes to the code during the Examina tion
Period to va l ida te the system functiona lit y was in place for the dura tion of the Examina tion Period.

6 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: Shif ted the focus from not re ly on controls to a combina tion of re ly on
controls and perform substantive procedures

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conc lusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our op inion , the audi ted service complied wi th th is Specified Requirement dur ing the Examina tion Per iod, in all
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
16 .6

Aud it cr iteria:
Throughout the period, in a ll ma teria ls aspects:
1 . The provider processed any notices they rece ived and
made decisions on the information in a:
- t ime ly
- di ligent
- non-arbitrary
- objective manner

2 . For any notices processed by e lectronic means, the
not ices sent to individua ls or entit ies indica ted automated
means were used for processing or decision-making.

The fol lowing are certa in aud ited provider’s deve loped
supp lemental cr i t er ia:

Def ini t ion of diligent: fol lowing an appropria te ly designed
and implemented process and pol icy

Def ini t ion of non-arbi t rary: de termined by reason and
ra t iona l (i.e . decision is based on predefined criteria)

Def ini t ion of objec t ive: able to act on consistent ly and
object ive ly based on the observable or verifiable facts,
where possible , and not impacted by subjective biases

Def ini t ion of t ime ly: With in 40 days of rece ipt

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:
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In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we evaluated the design and
opera tion of contro ls and performed substantive procedures:

1 . Inquired with management and ga ined an understanding of the po licies and process for processing notices received
rela ted to illegal content , making decisions on the notice in respect to the information in which the notice re lates,
and monitor ing the quali ty of the dec ision process.

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for processing notices re la ted to illegal content and prov iding a
decision (enforced, not enforced, insufficient information) in a diligent, non-arbitrary, and objective manner.
Determined that the r elevant po licies, processes and controls in place were fo llowed for th is instance .

4 . Observed tha t for a sample of notices of i llegal content submit ted through the Snapcha t iOS and Android mobi le
app lications and Snap site a noti fication of decision was time ly received. Inquired with management rela ted to i llegal
content review, no automated means are used to decision notices re lated to il legal content and the notices are only
decisioned through human review.

5 . Inspected the code supporting the decision not ificat ion funct iona lit y when automated means are used in the
product ion environment, the decision notifica tion functiona lity tha t is triggered to send the notif ica tion upon
de termina tion of the decision (enforced, not enforced, insuff icient information) was in place dur ing the Examina tion
Period. Inspected management ’s assessment of changes to the code during the Examination Period to va lidate the
system functiona lity was in place for the dur ation of the Examination Period.

6 . Se lected a sample , in accordance with the sampling approach described in the introduct ion to Appendix 1 , of notices
submit ted to the audi ted provider under Article 1 6 during the Examina tion period, test tha t the audited prov ider
followed i ts policies and processes for de termining the decision re la ted to the not ice in a time ly manner . Inspected
tha t the support t icke t re lated to the notice of i llegal content was processed by the audi ted prov ider in a diligent ,
non-arbitrary, and objective manner. Concluded the audited provider ’s policies, processes and controls were
followed for the samples se lected.

7 . Conducted a walkthrough of the process in place for certif ying agents involved in content modera tion upon
successful completion of required trainings. De termined that the re levant policies, processes and contro ls in place
were fo llowed for this instance.

8 . Inspected the audi ted provider’s po licies and process for tra in ing of agents involved in the content moderat ion
process and assessed the reasonableness of qualifications and tra in ings provided to the agents involved in content
modera tion to act in a diligent, non-arbitrary and objective manner .

9 . Se lected a sample , in accordance with the sampling approach described in the introduct ion to Appendix 1 , of content
modera tion agents from the human resource system during the Examina tion per iod, test tha t the agents comple ted
the required tra inings re la ted to content modera tion. Inspected the agent certificat ion that is obta ined upon
successful comple tion of the required tra inings. Concluded the audited provider’s policies, processes and contro ls
were fo llowed for the samples se lected.

1 0. Conducted a walkthrough of the process in place for the bi-weekly quality monitoring of agent decisions by Content
Modera tion Leadersh ip to determine whe ther the decision was made in a diligent , non-arbi trary and objective
manner and responding to action i tems (e .g., qua lity standard upda tes, agent feedback) ident ified in the review .
Determined that the r elevant po licies, processes and controls in place were fo llowed for th is instance .

1 1. Inquired with management and inspected the bi-weekly qual ity moni tor ing meeting notes and assoc ia ted human
content moderat ion dashboard, including the comple teness and accuracy of the dashboard, the Content Modera tion
Leadersh ip team documented the sta tus of period mee ting action items, notes discussed in the meeting, and action
items to be accomplished post-meet ing.

1 2. Se lected a sample , in accordance with the sampling approach described in the introduct ion to Appendix 1 , of weeks
dur ing the Examina tion per iod, test tha t the qua lit y moni toring rev iew was performed by Content Modera tion
Leadersh ip, and any action items identif ied in the rev iew were performed. Concluded the audited prov ider’s pol icies,
processes and controls were followed for the samples se lected.

1 3. Conducted a walkthrough of the process in place for the weekly moni tor ing the precision of the auto-moderation
systems by the Trust and Sa fe ty team and as applicable , adjusting the auto-modera tion systems to ensure i t remains
with appropriate precision leve l. De termined that the re levant po licies, processes and controls in place were followed
for this instance .

1 4. Inquired with management and inspected the weekly auto-moderation systems mee ting notes and associa ted
modera tion dashboards, including the completeness and accuracy of the dashboard, the Trust and Safety team
documented the automated processing volumes, auto-moderat ion system precision levels, notes discussed in the
mee ting, and activ ities to be performed post-meet ing.

1 5. Se lected a sample , in accordance with the sampling approach described in the introduct ion to Appendix 1 , of weeks
during the Examination period, test tha t the monitoring of precision leve ls for the auto-modera tion systems was
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performed by the Trust and Safety team, and as appl icable , adjustments to the auto-modera t ion systems were
comple ted. Concluded the audited provider’s policies, processes and contro ls were fo llowed for the samples
selected.

1 6. Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: Shif ted the focus from not re ly on controls to a combina tion of re ly on
controls and perform substantive procedures

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conc lusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our op inion , the audi ted service complied wi th th is Specified Requirement dur ing the Examina tion Per iod, in all
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
17 .1

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:

Where e lectronic contact detai ls are known to the provider
and where the content is not deceptive high-volume
commercia l content, a clear and specific statement of
reason was provided to recipients of the service for any of
the following restrictions imposed when content was
determined to be illega l or incompatible wi th terms and
condit ions:

- the reasons for its decision

- the avai lable possibilities for redress to contest the
decision, in view of the nega tive consequences tha t such
decisions may have for the recipient, including as regards
the exercise of i ts fundamenta l r ight to freedom of
expression

-any restrict ions of the visibili ty of specif ic i tems of
information prov ided by the recipient of the service ,
including remova l of content, disabling access to content, or
demot ing content;

- suspension, termination or other restrict ion of mone tary
payments

- suspension or termina tion of services (who le or in part)

- suspension or termina t ion of the recipient's user account

Note: Paragraph 1 shall only apply where the relevant
e lectron ic contact details are known to the provider . It shall
apply a t the la test from the da te tha t the restriction is
imposed, regardless of why or how it was imposed.
Paragraph 1 sha ll not apply where the information is
deceptive high-volume commercia l content .

The fol lowing are certa in aud ited provider’s deve loped
supp lemental cr i t er ia:

Def ini t ion of Illega l Con tent: Submissions to the Report
Illega l Content Form. (Addi tional context : what is considered
illega l content varies across different EU member sta tes,

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .
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Snap does not ma inta in a fu ll listing of what is considered
“illegal content” across all the EU member states.)

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we evaluated the design and
opera tion of contro ls and performed substantive procedures:

1 . Inquired with management and ga ined an understanding of the po licies and processes surrounding providing a
statement of reason to the recipient of the service for restrictions imposed when content was de termined to be
illega l or incompatible with terms and condit ions.

2 . Assessed tha t the design of the policies, processes, and contro ls were in place to comply wi th the Specified
Requirements

3 . Conducted a walkthrough of the process in place for sending statements of reasons to recipients of the service for
any restrict ions applied to content or account , including the reason for the decision and possibili ties of redress.
Determined that the r elevant po licies, processes and controls in place were fo llowed for th is instance .

4 . Observed tha t for a sample of decisions resul ting in content remova l or account suspension, which are the only
restrict ion applied by the audited provider , a sta tement of reason noti fica tion, including the reason for the decision,
possibilities for redress, and restriction appl ied, was sent to the recipients of the service associa ted with the content
and/or account.

5 . Inspected the code supporting the sta tement of reason funct iona lity in the product ion environment, the sta tement of
reason notification functiona lity tha t is triggered to automatically send the sta tement of reason, including the reason
for the decision, possibil ities for redress, and restriction appl ied, through the Snapcha t applica tion or ema il upon
de termina tion of the decision (content removal or account suspension) was in place dur ing the Examination Per iod.
Inspected management’s assessment of changes to the code during the Examination Period to va lidate the system
functionali ty was in place for the dura tion of the Examination Period.

6 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: Shif ted the focus from not re ly on controls to a combina tion of re ly on
controls and perform substantive procedures

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conc lusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our op inion , the audi ted service complied wi th th is Specified Requirement dur ing the Examina tion Per iod, in a ll
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
17 .3

Aud it cr iteria : Throughout the period, in a ll materia l
aspects:

The statements of reason issued by the provider contained
the following:

- informat ion on whether the decision enta iled ei ther the
remova l of , the disabling access to , the demotion of or the
restr iction of the visibility of the information , or imposed
other measures referred to in 17 .1, and where re levant , the
territoria l scope of the decision and i ts duration;

- facts and circumstances rel ied on in taking the decision

- informat ion on whether the decision was taken pursuant to
a notice submit ted under Article 16 or based on voluntary
own-ini tia tive investigat ions (where re levant) and, where
strictly necessary, the identity of the notifier;

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .
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- informat ion on the use of automated means in taking the
decision, including information on whether the decision was
taken in respect of content detected or identified using
automated means;

- for allegedly i llegal content , a reference to the legal ground
re lied on and explanation of why the information is
considered to be illegal content on tha t ground;

-for al leged incompatibili ty of the information wi th the terms
and conditions of the host ing services, a reference to the
contr actua l ground re lied on and explana t ions as to why the
information was considered to be incompatible wi th tha t
ground;

-clear and user-friendly informat ion on the possibilit ies of
redress avai lable to the recipient , where app licable ,  through
internal complaint-handling mechanisms, out of court
dispute se ttlement and judic ial redress.

The fol lowing are certa in aud ited provider’s deve loped
supp lemental cr i t er ia :

Def ini t ion of clear: organized

Def ini t ion of user fr iend ly: intu itive (must make sense to the
average user) and re liable (does not malfunction or crash)

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we evaluated the design and
opera tion of contro ls and performed substantive procedures:

1 . Inquired with management and ga ined an understanding of the po licies and processes surrounding providing a
statement of reason to the recipient of the service for restrictions imposed, includ ing information re la ted to the
enforcement action appl ied, rationale for the decision, information on use of automated means, incompatibi li ty wi th
terms and condit ions or il lega l content , and informat ion on possibil ities of redress.

2 . Assessed tha t the design of the policies, processes, and contro ls were in place to comply wi th the Specified
Requirements

3 . Conducted a walkthrough of the process in place for sending statements of reasons to recipients of the service
including information re lated to the enforcement action applied, ra tionale for the decision, information on use of
automated means, incompat ibility with terms and conditions or illegal content , and informat ion on possibilit ies of
redress. De termined tha t the relevant policies, processes and contro ls in place wer e followed for th is instance .

4 . Observed tha t for a sample of decisions resul ting in content remova l or account suspension, which are the only
restrict ion applied by the audited provider , a sta tement of reason noti fica tion, including information re lated to the
enforcement action appl ied, rationale for the decision, information on use of automated means, incompatibi li ty with
terms and condit ions or il lega l content , and clear and user-friendly informat ion on possibili ties of redress, was sent
to the recipients of the service associated with the content and/or account. Inquired with management regarding the
inclusion in the statement of reason on i f the decision is taken pursuant to not ice submi t ted under Art icle 16 , and
noted tha t per management, to ma intain safety and security (i.e . , prevent possible re talia tion) on the Snapcha t
platform th is information is not included.

5 . Inspected the code supporting the sta tement of reason funct iona lity in the product ion environment, the sta tement of
reason notification functiona lity tha t is triggered to automatically send the sta tement of reason was in place dur ing
the Examina tion Per iod. Inspected the code supporting the statement of reason notifica tion and it includes the
following:

 Information re la ted to the enforcement action appl ied
 Rationale for the decision
 Information on use of automated means
 Incompatibili ty wi th terms and condi tions or i llega l content
 Informat ion on possibi li ties of redress

Inspected management’s assessment of changes to the code during the Examination Period to va lidate the system
functionali ty was in place for the dura tion of the Examination Period.
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6 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: Shif ted the focus from not re ly on controls to a combina tion of re ly on
controls and perform substantive procedures

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conc lusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our op inion , the audi ted service complied wi th th is Specified Requirement dur ing the Examina tion Per iod, in all
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
18 .1

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects: Law enforcement or judicia l authori ties of the
Member Sta te or Member Sta tes were promptly informed
when the provider of hosting services became aware of any
information giving rise to a suspicion tha t a criminal of fence
involving a threa t to the li fe or safe ty of a person or persons
has taken place , is taking place or is likely to take place .

The fol lowing are certa in aud ited provider’s deve loped
supp lemental cr i t er ia:

Defini t ion of Suspicion of Crim ina l Offense: When review of
flagged content leads Snap to be lieve tha t there is a
poten tial threa t to life or ser ious bodily injury, including
human traf ficking, child sexual abuse or exploi ta tion, or
terror ism, such that Snap be lieves it is necessary to report
to law enforcement to help avert harm.

Def ini t ion of prompt ly: Aim to review submissions deemed
to be potentia l suspicion of criminal offense in the EU with in
1 80 minutes

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we evaluated the design and
opera tion of contro ls and performed substantive procedures:

1 . Inquired with management and ga ined an understanding of the po licies and process for promptly informing law
enforcement or jud icial authorities of the Member Sta te or Member States concerned of any information giving r ise
to a suspicion that a criminal offence involving a threa t to the life or safe ty of a person or persons has taken place , is
taking place or is like ly to take place .

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for identifying information giving r ise to a suspicion that a criminal
offence involving a threat to the life or safety of a person or persons has taken place , is taking place or is like ly to
take place (i. e. requirement to make notification) and when notif ica tion was made , including a) not if ication to
Europol , b) the information transmi t ted and c) the time a t which the information gave rise to a suspicion and when
the notifica tion was made were documented. Determined that the re levant po licies, processes and controls in place
were fo llowed for this instance.

4 . Se lected a sample , in accordance with the sampling approach described in the introduct ion to Appendix 1 , of notices
submit ted to the audi ted provider under Article 1 6 (no notices were submit ted by Trusted F laggers under Article
22), or identified by the audited provider’s content modera tion systems, and flagged as possibly conta in ing
information giving rise to a suspicion tha t a criminal offence invo lv ing a threa t to the li fe or safe ty of a person or
persons, test whe ther the audi ted provider followed i ts processes for prompt ly performing the review and applying
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the threshold for determining if escala tion is required. If it  was de termined tha t notifica tion was requ ired based on
human review as part of the audited prov ider’s esca la tion workflow, validated the notif ica tion was promptly
submit ted to Europol. Concluded the audited provider’s policies, processes and controls were fol lowed for the
samples se lected.

5 . Observed tha t for a sample of notices se lected for escalation in the audi ted provider ’s escala tion workflow a
not ifica t ion is automat ica lly genera ted and sent to a specified Europol ema il address w ith the re levant ava ilable
information (i.e . , reference to content in question, time ,  recipients of the service , perce ived threat).

6 . Inspected the code suppor ting the law enforcement noti fication functiona li ty in the production environment , the
not ifica t ion functiona lity that is triggered to send a report , including re levant ava i lable information (i.e ., reference to
content in question, time , recipients of the service, perce ived threa t), to a specified Europo l email address upon
comple t ion of the audi ted provider’s esca la tion workflow was in place during the Examination Period. Inspected
management’s assessment of changes to the code during the Examina tion Per iod to validate the system functionali ty
was in place for the dura tion of the Examination Period.

7 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: Shif ted the focus from not re ly on controls to a combina tion of re ly on
controls and perform substantive procedures

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our op inion , the audi ted service complied wi th th is Specified Requirement dur ing the Examina tion Per iod, in a ll
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:

18 .2

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:

Instances where the provider could not identify with
reasonable certainty the Member Sta te concerned, the law
enforcement author ities of the Member Sta te in wh ich the
provider is established or where its lega l representative
resides or is established, Europol, or both were informed.

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we evaluated the design and
opera tion of contro ls and performed substantive procedures:

1 . Inquired with management and ga ined an understanding of the po licies and process for informing Europo l of any
information giving rise to a suspicion tha t a criminal offence invo lv ing a threa t to the li fe or safe ty of a person or
persons has taken place , is taking place or is likely to take place .

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a wa lkthrough of the process in place for not ify ing Europol regarding information giving rise to a
suspicion tha t a criminal offence involving a threa t to the life or safety of a person or persons has taken place , is
taking place or is like ly to take place . De termined tha t the relevant policies, processes and contro ls in place were
followed for this instance .

4 . Se lected a sample , in accordance with the sampling approach described in the introduct ion to Appendix 1 , of notices
submit ted to the audi ted provider under Article 1 6 (no not ices were submit ted by Trusted F laggers under Article
22), or identified by the audited provider’s content modera tion systems, and flagged as possibly conta in ing
information giving rise to a suspicion tha t a criminal offence invo lv ing a threa t to the li fe or safe ty of a person or
persons, test whe ther the audi ted provider followed i ts processes for prompt ly performing the review and applying
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the threshold for determining if escala tion is required. If it  was de termined tha t notifica tion was requ ired based on
human review as part of the audited prov ider’s esca la tion workflow, validated the notif ica tion was promptly
submit ted to Europol. Concluded the audited provider’s policies, processes and controls were fol lowed for the
samples se lected.

5 . Observed tha t for a sample of notices se lected for escalation in the audi ted provider ’s escala tion workflow a
not ifica t ion is automat ica lly genera ted and sent to a specified Europol ema il address w ith the re levant ava ilable
information (i.e . , reference to content in question, time ,  recipients of the service , perce ived threat).

6 . Inspected the code suppor ting the law enforcement noti fication functiona li ty in the production environment , the
not ifica t ion functiona lity that is triggered to send a report , including re levant ava i lable information (i.e ., reference to
content in question, time , recipients of the service, perce ived threa t), to a specified Europo l email address upon
comple t ion of the audi ted provider’s esca la tion workflow was in place during the Examination Period. Inspected
management’s assessment of changes to the code during the Examina tion Per iod to validate the system functionali ty
was in place for the dura tion of the Examination Period.

7 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: Shif ted the focus from not re ly on controls to a combina tion of re ly on
controls and perform substantive procedures

Resul ts of procedures performed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our opinion , the audi ted service complied with this Specified Requirement dur ing the Examina tion Per iod, in all
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Sec t ion 3 — A ddi t ional provisions applicable to providers of online pla tforms

Obliga t ion:
20 .1

Aud it cr iteria : Throughout the period, in a ll materia l
aspects:
1 . Providers of online platforms provided recipients of the
service wi th access to an effective internal complaint-
handling system that enables them to lodge complaints
aga inst the following decision taken by the provider of the
online pla tform:
- whether or not to remove or disable access to or restrict
visibi li ty of the information
- whether or not to suspend or terminate the provision of the
service , in whole or in part , to the recipients
- whether or not to suspend or terminate the recipients’
account;
- whether or not to suspend, terminate or otherwise restrict
the abili ty to mone tise information provided by the
recipients
2 . Recipients of the serv ice were prov ided access to lodge a
compla int for a t least 6 months following the decisions
(star ting on the day on which the recipient was informed
about the decision pursuant to Art . 16(5) or Art3 17)
3 . The internal complaint-handling system allowed
submissions of a complaint e lectron ica lly and f ree of charge

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we evaluated the design and
opera tion of contro ls and performed substantive procedures:
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1 . Inquired with management and ga ined an understanding of the po licies and process for providing a compl iant-
handling system to the recipients of the service that a llows for e lectronic and free of charge complaints, for up to six
months since the decision da te , against decisions re la ted to content and accounts.

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a wa lkthrough of the process in place for submit ting appeals in the compl iant-handl ing system for up to
six months since the content removal or account suspension, which are the on ly restr ictions applied by the audited
provider , decision date . Determined tha t the re levant pol icies, processes and controls in place were fo llowed for th is
instance .

4 . Observed tha t for a sample of decisions re la ted to content removal and account suspension the recipient of the
service is prov ided a communica tion wi th a l ink to appeal the decision and provide support for the appea l in the
compliant-handling system.

5 . Inspected the code suppor ting the appeal notif ication functional ity in the production environment , the appeal
not ifica t ion functiona lity that is triggered to send a notification of decision, including the appea l link, to the recipient
of the service upon modera tion decision was in place dur ing the Examina tion Per iod. Inspected management’s
assessment of changes to the code during the Examina tion Period to validate the system functionality was in place
for the durat ion of the Examina tion Period.

6 . Observed tha t for sample decision the appeal avai lability remained open in the da tabase supporting the compliant
handling system a fter 174 days.

7 . Inspected the code suppor ting the appeal re tention functionality in the production env ironment, the appeal re tention
funct iona li ty that stores the appeal ava ilabilit y based on the moderat ion decision date for 183 days (i.e., 6 months)
was in place during the Examina t ion Period. Inspected management’s assessment of changes to the code during the
Examination Period to va lidate the system funct ionalit y was in place for the dura tion of the Examination Period.

8 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: Shif ted the focus from not re ly on controls to a combina tion of re ly on
controls and perform substantive procedures

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our op inion , the audi ted service complied wi th th is Specified Requirement dur ing the Examina tion Per iod, in all
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
20 .3

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:

The provider's internal compliant-handling system ava ilable
to users of the service, me t the following criteria:
- easy to access
- user-f riendly
- enabled and facilita ted the subm ission of suff iciently
precise and adequa te ly substantia ted compla ints

The fol lowing are certa in aud ited provider’s deve loped
supp lemental cr i t er ia:

Def ini t ion of suff icien t ly precise: associa ted wi th origina l
decision

Def ini t ion of adequa te ly subst an t ia ted: al lows user to
provide free text description

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .
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Def ini t ion of easy to access: clearly identi fiable and loca ted
close to the information in question

Def ini t ion of user fr iend ly: intuit ive (must make sense to the
average user) and re liable (does not malfunction or crash)

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we evaluated the design and
opera tion of contro ls and performed substantive procedures:

1 . Inquired with management and ga ined an understanding of the po licies and process for providing a compl iant-
handling system to the recipients of the service tha t a llows for submission of sufficiently precise and adequa te ly
substantiated compla ints.

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for submit ting appeals in the compl iant-handl ing system tha t al lows
for submission of sufficiently precise and adequate ly substantia ted complaints. De termined tha t the re levant
po licies, processes and controls in place were fo llowed for th is instance .

4 . Observed tha t the appea l submission form is user friendly and easy to access wi th prompted steps in sequentia l
order to complete the process and text boxes to include informat ion necessary to lodge the compla int .

5 . Inspected the code suppor ting the appeal functional ity in the production environment , the appeal functiona lit y that
is triggered when se lecting the appea l l ink in the decision not ification includes opt ions for addit iona l informat ion by
the submi t te r was in place during the Examina tion Period. Inspected management ’s assessment of changes to the
code dur ing the Examination Period to validate the system functiona li ty was in place for the dura tion of  the
Examination Period.

6 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: Shif ted the focus from not re ly on controls to a combina tion of re ly on
controls and perform substantive procedures

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our op inion , the audi ted service complied wi th th is Specified Requirement dur ing the Examina tion Per iod, in a ll
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
20 .4

Aud i t cr i ter ia: Throughout the period, in a ll ma ter ial
aspects:
1 . The provider's handling of compla ints submit ted through
the interna l compla int - handling systems, me t the following
criteria:
- time ly
- non-discr imina tory
- di ligent
- non-arbitrary

2 . For instances in wh ich, af ter reviewing the complainant's
appeal, the provider determined the origina l decision was
incorrectly made , the provider reversed its decision wi thout
undue de lay .

The following are cer ta in audi ted provider ’s deve loped
supp lementa l cr i t er ia:

Mater ia li t y threshold:

If a control was not sui tably designed and
opera ted effective ly to sa t isf y the obliga tion
for a t least 95% of the Examination Period,
and/or if there was an actua l or projected
error of more than 5% (or other material
qua lita t ive variance) during the Examination
Period re la ted to any the audi t cri te ria .
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Def ini t ion of non-d iscr im ina tory: Not unfair ly trea ting
compla ints based on protected characteristics

Def ini t ion of diligent: Fo llowing the designed and
implemented process and policy

Def ini t ion of t ime ly: aim to resolve complaint within 40
days of rece ipt

Def ini t ion of non-arbi t rary: based on consistent cri ter ia

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we evaluated the design and
opera tion of contro ls and performed substantive procedures:

1 . Inquired with management and ga ined an understanding of the po licies and process for the non-discriminatory and
non-arbitrary handl ing of appeals in the compliant-handling system , monitoring the appeal queue and comple ted
appeals, and if necessary , reversing the origina l dec ision based on the appeal outcome .

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for monitor ing the volume of appeals in the review queue and the
number of appeals rev iewed monthly for appropriate and timely handl ing of appeals and responding to action items
identi fied in the review. Determined that the re levant policies, processes and controls in place were fo llowed for this
instance .

4 . Inquired with management and inspected the monthly appea ls review mee ting notes and associa ted dashboard,
inc luding the comple teness and accuracy of the dashboard, the Content Moderation team documented the notes
discussed in the meeting, including rev iew against service level agreements, and action i tems to be accomplished
post-meeting.

5 . Se lected a sample , in accordance with the sampling approach described in the introduct ion to Appendix 1 , of
months, test whe ther the review of appea ls in the review queue and the number of appea ls reviewed was performed,
and any act ion i tems ident ified in the r eview were comple ted. Concluded the audited provider’s po licies, processes
and controls were followed for the samples se lected.

6 . Conducted a walkthrough of the process in place for handling appea ls submit ted in the compliant-handling system
and, as necessary, reversing the original decision by restoring content or unlocking an account . Determined tha t the
relevant po licies, processes and controls in place were fo llowed for th is instance .

7 . Se lected a sample , in accordance with the sampling approach described in the introduct ion to Appendix 1 , of appeals
submit ted through the compla int-handling system, test whether the audited provider followed its pol icies and
process for time ly handling the appeal. If i t was determined that the origina l decision was incorrectly made to
remove content or suspend an account, va lidated the decision was r eversed (i.e., content restored or account
unlocked) wi thout undue delay. Concluded the audi ted provider’s po licies, processes and controls were followed for
the samples se lected.

8 . Conducted a walkthrough of the process in place for the bi-weekly quality monitoring of agent decisions by Content
Modera tion Leadersh ip to determine whe ther the decision was made in a diligent , non-arbi trary and objective
manner and responding to action i tems (e .g., qua lity standard upda tes, agent feedback) ident ified in the review .
Determined that the r elevant po licies, processes and controls in place were fo llowed for th is instance .

9 . Inquired with management and inspected the bi-weekly qual ity moni tor ing meeting notes and assoc ia ted human
content moderat ion dashboard, including the comple teness and accuracy of the dashboard, the Content Modera tion
Leadersh ip team documented the sta tus of period mee ting action items, notes discussed in the meeting, and action
items to be accomplished post-meet ing.

1 0. Se lected a sample , in accordance with the sampling approach described in the introduct ion to Appendix 1 , of weeks
dur ing the Examina tion per iod, test tha t the qua lit y moni toring rev iew was performed by Content Modera tion
Leadersh ip, and any action items identif ied in the rev iew were performed. Concluded the audited prov ider’s pol icies,
processes and controls were followed for the samples se lected.

1 1. Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: Shif ted the focus from not re ly on controls to a combina tion of re ly on
controls and perform substantive procedures

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:
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There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our op inion , the audi ted service complied wi th th is Specified Requirement dur ing the Examina tion Per iod, in a ll
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
20 .5

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects: Provider informed compla inants of the ir decision
regarding the complaints lodged pursuant to Article 20 .1
wi thout undue delay, inc luding information re la ted to the
possibili ty of out-of-court dispute se tt lement or other
redress possibilit ies.

The fol lowing are certa in aud ited provider’s deve loped
supp lemental cr i t er ia:

Def ini t ion of Wi thou t Undue De lay: Upon comple tion of
review noting a decision reached by the content modera tor

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we evaluated the design and
opera tion of contro ls and performed substantive procedures:

1 . Inquired with management and ga ined an understanding of the po licies and processes for prov iding a decision
regarding the complaints lodged pursuant to Artic le 20 .1 , includ ing the appeal decision , reason for the decision and
information rela ted to out-of-court set tlement , to the compla inant .

2 . Assessed tha t the design of the policies, processes, and contro ls were in place to comply wi th the Specified
Requirements.

3 . Conducted a walkthrough of the process in place for sending appeal dec isions to the complainant, including the
appeal decision , reason for the decision and possibilities of redress through out-of-court sett lement . De termined that
the re levant po licies, processes and controls in place were fo llowed for th is instance .

4 . Observed tha t for sample of non-reversed appeal decisions a notif ication is sent to the complainant , including the
appeal decision , restriction applied, reason for the decision , additional guidance as necessary, and, where app licable ,
information how se lect an out of court se ttlement body tha t has been certified in accordance with Art icle 21 .3 of the
DSA to resolve disputes re la ting to the decision, was sent to the recipients of the service associa ted wi th the content
and/or account.

5 . Inspected the code suppor ting the appeal decision functional ity in the production env ironment, the appeal decision
notif ication functionality that is tr iggered to automatically send the appeal decision, reason for the decision, and
possibilities of redress through out-of-court set tlement upon se lection of the appeal decision was in place dur ing the
Examination Period. Inspected management’s assessment of changes to the code during the Examination Period to
val idate the system functiona lit y was in place for the dura tion of the Examina tion Period.

6 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: Shif ted the focus from not re ly on controls to a combina tion of re ly on
controls and perform substantive procedures

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our op inion , the audi ted service complied wi th th is Specified Requirement dur ing the Examina tion Per iod, in a ll
mater ia l respects.
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Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
20 .6

Aud it cr iteria : Throughout the period, in a ll materia l
aspects: The provider ensured tha t decisions made per
provision 20 .1 , were reviewed based upon:
- the supervision of appropria te ly qua lified staff
- not sole ly on the basis of automated means

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we evaluated the design and
opera tion of contro ls and performed substantive procedures:

1 . Inspected the aud ited provider’s po licies and process for tra in ing of agents involved in appeal handling and assessed
the reasonableness of qualifications and trainings provided to the agents involved in the appeal process to act in a
di ligent, non-arbitrary and non-discrimina tory manner .

2 . Assessed tha t the design of the policies, processes, and contro ls were in place to comply wi th the Specified
Requirements.

3 . Conducted a walkthrough of the process in place for certif ying agents involved in appeal handling upon successful
comple tion of required trainings. De termined tha t the relevant po licies, processes and controls in place were
followed for this instance .

4 . Se lected a sample , in accordance with the sampling approach described in the introduct ion to Appendix 1 , of appeal
handling agents during the Examination period, test tha t the agents completed the required trainings related to
content moderation. Inspected the agent certif ica tion tha t is obtained upon successful comple tion of the required
tra in ings. Concluded the audi ted provider’s policies, processes and contro ls were fo llowed for the samples se lected.

5 . Inquired with management regarding the appeal handl ing process, confirmed that appeals are handled through
human review and not based on automated means.

6 . Se lected a sample , in accordance with the sampling approach described in the introduct ion to Appendix 1 , of appeals
submit ted through the compla int-handling system, test whether the appea l was handled by a human reviewer .
Concluded the audited prov ider’s polic ies, processes and controls were followed for the samples se lected.

7 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: Shif ted the focus from not re ly on controls to a combina tion of re ly on
controls and perform substantive procedures

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our op inion , the audi ted service complied wi th th is Specified Requirement dur ing the Examina tion Per iod, in all
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
22 .1

Audi t cr i t er ia: Throughout the period, in a ll ma ter ia l
aspects:

The provider's handl ing of trusted f lagger notices met
the follow ing criteria:

Mater ia li t y thresho ld:

If a control was not suitably
designed and operated effectively to
sa tisfy the obl iga tion for at least
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- Trusted f lagger not ice , for those acting in their
designa ted areas of expertise , was given priority by
those tasked wi th processing not ices.

- Decision was made without undue de lay

The fo llow ing are certa in audi ted provider’s deve loped
supp lementa l cr iteria:

Def in i t ion of undue delay: Wi th in 48 hours or less.

Def in i t ion of pr ior i t y: Trusted flaggers are given a
designa ted email address to submit notices which are
reviewed in 48 hours or less, and before other notices
submit ted by users or entities rece ived through other
channe ls

9 5% of the Examina tion Per iod,
and/or if there was an actual or
pro jected error of more than 5% (or
other materia l qua lita t ive variance)
during the Examinat ion Period
re la ted to the audit criteria .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired with management and ga ined an understanding of the po licies and processes for handl ing notices from
trusted flaggers.

2 . Assessed tha t the design of the policies, processes, and contro ls were in place to comply wi th the Specified
Requirements.

3 . Inspected the European Commission designa tions of trusted flaggers during the Examinat ion Period. Inqu ired wi th
management regarding notices from trusted flaggers, conf irmed tha t no commun ication , including notices, were
rece ived by the audited provider from trusted flaggers during the Examina tion Per iod.

4 . Inspected the Snap Truster F lagger Program materials provided to trusted f laggers that include information on the
Snapcha t platform, how to submi t notices through a dedicated trusted flaggers emai l address, and the audi ted
provider’s review process.

5 . Observed tha t on submission of a message to the designa ted trusted f laggers ema il address, the message was
rece ived by the audited provider and a response was provided wi thout undue de lay.

6 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our op inion , the audi ted service complied wi th th is Specified Requirement dur ing the Examina tion Per iod, in all
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implement specif ic measures: N/A

Obliga t ion:
23 .1

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects: 1 . The provider issued a warning to recipients of
the service who were identified as frequently prov iding
man ifestly illegal content .

2 . After having issued a prior warning, the provider
suspended the provision of the service to the recipients who
frequently provide man ifest ly i llegal content .

3 . The suspensions were levied for a reasonable per iod of
time .

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .



Confidentia l — A ll Rights Reserved Independent Aud it on Snapchat | 4 9

The fol lowing are certa in aud ited provider’s deve loped
supp lemental cr i t er ia:

Def ini t ion of frequent ly:

Def ini t ion of man if est ly illegal conten t : Where it is ev ident
to a layperson, without any substantive analysis, tha t the
content is i llegal. In practice Snap is also anchoring the ir
def in ition to content that is viola ting the Communi ty
Guide lines and Terms of Service

Def ini t ion of reasonab le per iod of t ime: User account is
permanently locked with option to appeal for a t least six
months from the subsequent da te of account lock decision

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we evaluated the design and
opera tion of contro ls and performed substantive procedures:

1 . Inquired with management and ga ined an understanding of the po licies and processes for handl ing rece ipts of the
service that frequently shares man ifestly i llegal content , including the issuing of warn ings and as necessary, the
suspension of service .

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for issuing warnings, and strikes, to recipients of the service that
shares manifestly illega l content and suspending the recipients of the service account for frequen tly sharing
man ifest ly i llega l content . Determined that the re levant policies, processes and controls in place were fo llowed for
this instance .

4 . Observed tha t for a decision re lated to illegal content , the recipient of the service is provided a communica tion with
a warn ing rela ted to the illega l content . Observed that for an account having received a warning and frequently
sharing manifest ly illega l content , the recipient of the service is provided a not ificat ion that the account is locked.

5 . Inspected the code suppor ting the warning and suspension notif ication functionality in the production environment ,
the functionali ty tha t is tr iggered to send a warning noti fica tion to the recipient of the service upon moderat ion
decision was in place dur ing the Examina tion Per iod. Inspected the code supporting the tracking of strikes for
man ifestly i llegal content functionali ty in the production environment, the tracking functionality tha t is tr iggered to
record a strike against the recipient of the service upon modera tion decision was in place during the Examina tion
Period. Inspected the code support ing the st rike appea l funct iona lity in the product ion environment, the
funct iona li ty that is triggered to disregard strikes when a successful appeal decision is completed was in place during
the Examina tion Period.  Inspected management’s assessment of changes to the code during the Examina tion Period
to val ida te the system functionali ty was in place for the dura tion of the Examinat ion Period.

6 . Inspected the account status in the da ta warehouse for a recipient of the service tha t was identif ied as having
frequently sharing manif estly illegal content, the account was automatica lly locked upon the defined threshold being
reached.

7 . Inspected the code suppor ting the account locking based on str ike funct iona lity in the production environment , the
account locking functional ity that is tr iggered to lock the account of the recipient of the service when 

. Inspected the code supporting the
account locking based on severe harm functionality in the production environment , the account locking functionalit y
tha t is triggered to lock the account of the recipient of the service when 

. Inspected management ’s assessment of changes to the code during the
Examination Period to va lidate the system funct ionalit y was in place for the dura tion of the Examination Period.

8 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: Shif ted the focus from not re ly on controls to a combina tion of re ly on
controls and perform substantive procedures
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Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our op inion , the audi ted service complied wi th th is Specified Requirement dur ing the Examina tion Per iod, in all
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
23 .2

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:

1 . The provider issued a warn ing to indiv iduals, enti ties, or
compla inants who frequently submi t ted not ices or
compla ints that were man ifestly unfounded.

2 . After having issued a prior warning, the provider
suspended for a reasonable period of time , the processing of
not ices and compla ints submitted by individua ls, entit ies, or
compla inants who frequently submi t notices or complaints
tha t are manifestly unfounded.

The fol lowing are certa in aud ited provider’s deve loped
supp lemental cr i t er ia:

Def ini t ion of frequent ly: In practice , user has submit ted in
the previous six months a t least five notices that came from
e ither: the same emai l address, or similar email addresses
but each not ice contains identical language

Def ini t ion of man if est ly unfounded not ices or comp la ints:
Frequent manifest ly unfounded notices or compla ints are
considered to have been rece ived when a r ecipient misuses
our onl ine platform through the frequent submission of
not ices where it is evident to a layperson, without any
substantive ana lysis, tha t the not ices or compla ints are
unfounded. In other words, someone has repeatedly ,
de libera tely submit ted a notice tha t obviously has no merit
in order to misuse use/ abuse our reporting and compla ints
system

Def ini t ion of reasonab le per iod of t ime: If found making
repea ted, unfounded reports against others’ content or
accounts or repeatedly reporting content or accounts tha t
are permissible under i ts Communi ty Guide l ines, Snap will
first give a warn ing, but if i t continues, they will depriorit ize
reviewing reports from the user for 90 days.

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired with management and ga ined an understanding of the po licies and processes for handl ing frequent notices
or complaints tha t are man ifestly unfounded, including warning and if necessary , depriori tiz ing requests from the
recipient of the serv ice .

2 . Assessed tha t the design of the policies, processes, and contro ls were in place to comply wi th the Specified
Requirements
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3 . Inquired with management regarding the receipt of frequent notices or compla ints tha t are mani festly unfounded,
confirmed that no notices or complaints considered to be manifestly unfounded were frequently received and no
warnings were issued or depr ior itiza tion performed by the audi ted provider during the Examina tion Period.

4 . Inspected the training information provided to the content modera tion t eam responsible for handling notices and
compla ints, the tra ining information includes de tails on ident ifying manifestly unfounded notices or compla ints and
the processes for t racking such notices and complaints by account . De termined that the policies, processes and
controls were designed and in place .

5 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our op inion , the audi ted service complied wi th th is Specified Requirement dur ing the Examina tion Per iod, in a ll
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
23 .3

Aud it cr iteria : Throughout the period, in a ll materia l
aspects:

1 . The provider's decision to issue a suspension was
determined in the following manner:

- on a case-by-case basis

- in a t ime ly manner

- in a diligent manner

- in an objective manner

2 . The provider's decision to issue a suspension considered
whether the recipient of the service , individua l , ent ity or
compla inant engaged in the misuse refer red to in 23 .1 and
2 3.2 .

3 . The provider's decision to issue a suspension considered
a ll re levant facts and circumstances ava ilable , including:

- the absolute numbers of i tems of man ifestly i llega l content
or manifestly unfounded not ices or complaints, submit ted
wi thin a g iven time frame;

- the re la tive propor tion thereof in rela tion to the total
number of items of informat ion prov ided or not ices
submi t ted wi thin a given t ime frame

- the gravi ty of the misuses, including the na ture of i llegal
content, and of its consequences

- the intention of the recipient of the service , the indiv idual,
the entity or the complainant

The fol lowing are certa in aud ited provider’s deve loped
supp lemental cr i t er ia:

Def ini t ion of diligent: following the designed and
implemented process and policy

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .
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Def ini t ion of objec t ive: based so lely on the observable or
verifiable facts

Def ini t ion of t ime ly: 1 . Decision to be made upon Snap
becoming aware of a user fu lfilling the cri teria of both
" frequently"  and " manifestly illega l content "  as Snap has
defined in Art icle 23 .1 .

2 . Art icle 23 .2 : Decision to be made within 40 days of
becoming aware of a user fu lfilling the cri teria of both
" frequently"  and " manifestly unfounded "  as Snap has
defined in Art icle 23 .2 .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we evaluated the design and
opera tion of contro ls and performed substantive procedures:

1 . Inquired with management and ga ined an understanding of the po licies and processes for suspending recipients of
the service re la ted to frequent man ifestly illegal content , notices, or complaints.

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for suspending the recipients of the service account for frequently
sharing manifest ly illega l content considering the re levant facts and circumstances, accounts are automat ica lly
locked when triggering defined thresho lds in the system based on content modera t ion decisions. Inqu ired wi th
management regarding the receipt of frequent notices or compla ints tha t are man ifestly unfounded, confirmed tha t
no notices or complaints considered to be manifestly unfounded were frequent ly received and no suspensions were
issued by the audited prov ider during the Examina tion Per iod.

4 . Conducted a walkthrough of the process in place for certif ying agents involved in content modera tion upon
successful completion of required trainings. De termined that the re levant policies, processes and contro ls in place
were fo llowed for this instance.

5 . Inspected the audi ted provider’s po licies and process for tra in ing of agents involved in the content moderat ion
process and assessed the reasonableness of qualifications and tra in ings provided to the agents involved in content
modera tion to act in a diligent and object ive manner .

6 . Se lected a sample , in accordance with the sampling approach described in the introduct ion to Appendix 1 , of content
modera tion agents from the human resource system during the Examina tion per iod, test tha t the agents comple ted
the required tra inings re la ted to content modera tion. Inspected the agent certificat ion that is obta ined upon
successful comple tion of the required tra inings. Concluded the audited provider’s policies, processes and contro ls
were fo llowed for the samples se lected.

7 . Conducted a walkthrough of the process in place for the bi-weekly quality monitoring of agent decisions by Content
Modera tion Leadersh ip to determine whe ther the decision was made in a diligent and objective manner and
responding to action items (e .g., qua lity standard upda tes, agent feedback) ident ified in the rev iew. Determined that
the re levant po licies, processes and controls in place were fo llowed for th is instance .

8 . Inquired with management and inspected the bi-weekly qual ity moni tor ing meeting notes and assoc ia ted human
content moderat ion dashboard, including the comple teness and accuracy of the dashboard, the Content Modera tion
Leadersh ip team documented the sta tus of period mee ting action items, notes discussed in the meeting, and action
items to be accomplished post-meet ing.

9 . Se lected a sample , in accordance with the sampling approach described in the introduct ion to Appendix 1 , of weeks
dur ing the Examina tion per iod, test tha t the qua lit y moni toring rev iew was performed by Content Modera tion
Leadersh ip, and any action items identif ied in the rev iew were performed. Concluded the audited prov ider’s pol icies,
processes and controls were followed for the samples se lected.

1 0. Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: Shif ted the focus from not re ly on controls to a combina tion of re ly on
controls and perform substantive procedures

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .
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Posi tive - In our op inion , the audi ted service complied wi th th is Specified Requirement dur ing the Examina tion Per iod, in all
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
23 .4

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects: The provider's terms and conditions include the ir
policy regarding the misuse referred to in 2 3. 1 and 23 .2 .
The po licy is set out in a clear and deta iled manner and
inc ludes examples of the facts and circumstances taken into
account when assessing whe ther certa in behavior
consti tu tes misuse and the durat ion of the suspension.

The fol lowing are certa in aud ited provider’s deve loped
supp lemental cr i t er ia:

Def ini t ion of clear and de ta iled: easy to perce ive ,
understand, or interpre t and inclusive of re levant
information .

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired with management and ga ined an understanding of the po licies and process for defining in the Terms of
Service information re la ted to the misuse of the service , considera tions when terminat ing or suspending recipients
of the service , and gu ide lines on activ i ties considered prohibi ted and severe harms.

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for including information in the Terms of Serv ice re la ted to misuse
of the service , considera tions when termina ting or suspending recipients of the service , and guide lines on activities
considered proh ibi ted and severe harms. Assessed tha t the Terms of Service set out tha t the audited provider would
take into account the severity, frequency and impact of the v io la tions as we ll as the intention of the v iola tion in
de termining the extent of restriction, termina tion and suspension of accounts as we ll as re levant history of previous
vio la tions. in a clear and de ta iled manner and includes examples taken into account when assessing whether
behavior const itu tes misuse and the dura tion of the suspension . Inspected gu ide lines provided on examples of
activities considered prohibited and severe harms and the impact on extent and immediacy of the account
suspension. Determined tha t the re levant pol icies, processes and controls in place were followed for this instance.

4 . Inspected the Terms of Service , and associated linked Communi ty Guidel ines, on the Snap site , the Terms of Service
inc luded clear information re lated to the use and m isuse of the service , guide lines on activit ies considered proh ibited
and severe harms, and pol icy enforcement resul ting in suspension of service or depr ior i tiza tion of notices.

5 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our op inion , the audi ted service complied wi th th is Specified Requirement dur ing the Examina tion Per iod, in a ll
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A
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Obliga t ion:
24 .1

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:

The providers published transparency reports included the
following information:

(i) the number of disputes submit ted to the out-of-court
dispute set tlement bodies referred to in Ar ticle 21 ,
(i i) the outcomes of the dispute settlement ,
(i ii) the median time needed for comple ting the dispute
se ttlement procedures,
(iv) the share of disputes where the prov ider of the on line
pla tform implemented the decisions of the body,
(v) the number of suspensions imposed pursuant to Ar ticle
2 3
(vi) the number of suspensions imposed pursuant to Art icle
2 3 shou ld dist inguish between suspensions enacted for the
provision of manifestly i llega l content , the submission of
man ifestly unfounded notices and the subm ission of
man ifestly unfounded complaints

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired of management and ga ined an understanding of the po licies and process for creating and review ing the
Transparency Report, including the information enumera ted in po ints 24 .1 (a) to (b) of the report , and publicly
publishing the Transparency Report .

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for generating the informat ion enumerated in points 24 .1 (a) to (b)
tha t is included within the Transparency Report , rev iewing the Transparency Repor t prior to publish ing and publ icly
posting the Transparency Repor t on the Privacy, Safety and Policy Hub. Determined tha t the re levant pol icies,
processes and controls in place were fo llowed for th is instance .

4 . Inspected evidence from the audi ted prov ider data warehouse , where applicable ,  and inquired with management
regarding the genera tion of the information in the Transparency Report to gain comfort over the completeness and
accuracy of the Transparency Report . Did not test the comple teness and accuracy of the data itse lf .

5 . Se lected the two Transparency Report published on the Privacy, Sa fe ty and Policy Hub, test whether the publicly
posted reports included informat ion enumerated in points 24 .1 (a) to (b). Inspected the Transparency Report on the
Pr ivacy, Safe ty and Policy Hub and va lida ted the reports included information enumera ted in points 24.1 (a) to (b).
Concluded the audited prov ider’s polic ies, processes and controls were followed for the samples se lected.

6 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our opinion , the audi ted service complied with this Specified Requirement dur ing the Examina tion Per iod, in a ll
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A
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Obliga t ion:
24 .2

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects: 1 . The provider published informat ion on the
average monthly active recipients of the service in the Union

2 . The information referenced above was published in a
publicly ava ilable sect ion of their onl ine interf ace .

3 . The information referenced in part (1) above was
published by 17 February 20 23 and at least once every six
months thereafter.

4 . The average monthly active recipients was calcu lated as
an average over the period of the past six months and in
accordance with the methodo logy la id out in the de lega ted
acts re ferred to in Art icle 33(3).

The fol lowing are certa in aud ited provider’s deve loped
supp lemental cr i t er ia:

Defini t ion of pub lic ly ava ilable: ava ilable to anyone wi thout
prior clearance or qua lif ica tion

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired of management and ga ined an understanding of the po licies and process for generat ing and ca lcu la ting the
average monthly act ive recipients (AMAR) of the service wi thin the European Union and publ icly publishing the
average monthly recipients as of 17 February 2023 and a t least every six months thereafter .

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for generating the da ta and calculating the average month ly active
recipients wi thin the European Un ion and publicly posting the average monthly active recipients on the Pr ivacy,
Safety and Policy Hub. Determined tha t the re levant pol icies, processes and controls in place were followed for this
instance .

4 . Inspected evidence from the audi ted prov ider data warehouse and inquired wi th management regarding the
generat ion of the average month ly active recipients da ta to ga in comfort over the comple teness and accuracy. Did
not test the completeness and accuracy of the data itsel f.

5 . Inquired with management and inspected the documenta tion re lated to the calcu la tion of average monthly active
recipients, the average is ca lculated as registered users in the European Un ion tha t have opened the Snapchat
app lication a t least once during a given month .

6 . Se lected the two Transparency Reports published during the aud it period on the Privacy , Safe ty and Policy Hub, test
whether the publicly posted reports inc luded average monthly active recipients of the service and were posted as of
17 February 2023 and at least every six months thereaft er .

a . Inquired with management and inspected the Transparency Report publ ication h istory, the average month ly
active recipients of the service wi th in the European Union were published on the Privacy, Safe ty and Policy
Hub site as of 17 February 2 023 and 17 August 2023 . Inspected the European Commission VLOP
designa tion for Snapcha t, the VLOP designa tion makes references to the average monthly active recipients
of the service w ithin the European Union on the Pr ivacy, Safe ty and Po licy Hub site as of 17 February 202 3.
The audi ted provider did not retain the average monthly active recipients of the service for 17 February
2023 and 17 August 2023 wi thin the historical Transparency Reports on the Privacy, Safety and Policy Hub
site .

b. Inspected the 25 October 202 3 and 25 Apr il 20 24 Transparency Report on the Privacy , Safe ty and Pol icy
Hub, the reports included average monthly active recipients of the service wi thin the Transparency Report .

Concluded the audited prov ider’s polic ies, processes and controls were followed for the samples se lected.
7 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made

to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:
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There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posit ive with Comments – In our opinion , the audi ted service complied with th is Specified Requirement dur ing the
Examination Period, in a ll ma teria l respects.  See be low Recommendat ion on specific measures.

Recommendat ions on spec if ic measures:

The audi ted provider should retain the average month ly active recipients (AMAR) of the
service as of 17 February 2023 and 17 August 2023 w ithin histor ic Transparency
Reports published on the Privacy, Sa fe ty and Po licy Hub site .

Recommended t imeframe to
implemen t speci f ic measures:

The audited provider added the
AMAR for 1 7 February 202 3 to the
Privacy , Safety and Policy Hub
archive in July 2024 . The audi ted
provider included in the AMAR tha t
was published on 17 August 2023
in the Transparency Report posted
on 25 October 20 23 .

Obliga t ion:
24 .3

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:

1 . The provider communica ted the information on the
average monthly active recipients of the service in the Union
referred to in Ar ticle 2 4(2) to the Digi ta l Services
Coordinator and/or the Commission:

- upon the ir request
- without undue de lay

2 . The provider provided the following additiona l
information requested by the Digi ta l Services Coordina tor
and/or the Commission:

- calcula tion of the average monthly act ive recipients of the
service in the Union
- explana tions and substantia tions in respect of the data
used

3 . The information prov ided to the Digital Services
Coordinator and/or the Commission did not conta in personal
data .

No ambiguous t erms or benchmarks to define

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired of management and ga ined an understanding of the po licies and process for responding to requests for
information re la ted to the average monthly active recipients of the service in the European Un ion from the Digi ta l
Services Coordina tor or the European Commission,  wi thout undue delay.

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Inquired with management re la ted to requests for information on average monthly active recipients of the service in
the European Union from the Digi ta l Services Coordina tor or the European Commission and inspected
communica t ions rece ived to the specified DSA ema il address, confirmed that no requests for information on average
monthly act ive recipients of the service in the European Union were rece ived.

4 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None
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Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our opinion , the audi ted service complied with this Specified Requirement dur ing the Examina tion Per iod, in a ll
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
24 .5

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:

1 . The provider at tempted submission of the decisions and
the sta tements of reasons referred to in Article 17(1) to the
Commission

2 . The provider's a ttempted submissions referenced in part
(1):

(i) were at tempted without undue de lay,

(i i) were a ttempted in a machine-readable format ,

(i ii) do not contain personal da ta .

The fol lowing are certa in aud ited provider’s deve loped
supp lemental cr i t er ia:

Wi thou t undue de lay def ini t ion : Da ily

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we evaluated the design and
opera tion of contro ls and performed substantive procedures:

1 . Inquired with management to ga in an understanding of the po licies and process regarding the submission of the
statements of reasons and the decision outcomes referred to Art icle 17 .1 to the European Commission.

2 . Assessed the design of the policies, processes, and controls in place were appropr iate to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for sending statements of reasons to European Commission w ithout
undue delay. De termined tha t the re levant policies, processes and controls in place were followed for th is instance .

4 . Observed tha t for a decision resu lting in content remova l, a statement of reason was created in the European
Commission DSA Transparency Database on the same day as the decision and that the sta tement of reason did not
conta in persona l da ta .

5 . Inspected the code supporting the sta tement of reason API funct iona lity in the production environment , the
statement of reason API functionalit y tha t is tr iggered to automatica lly send the sta tement of reason via API to a
specif ied address a t the European Commission to be included in the DSA Transparency Da tabase upon de termina tion
of the decision (content removal or account suspension) was in place dur ing the Examination Per iod. Inspected
management’s assessment of changes to the code during the Examina tion Per iod to validate the system functionali ty
was in place for the dura tion of the Examination Period.

6 . Inspected the substantive ana lysis performed by the audi ted provider compar ing the sta tement of reasons in its da ta
warehouse against the sta tement of reasons processed by European Commission DSA Transparency Database ,
confirmed an immateria l dif ference in sta tement of reasons exists be tween the audi ted prov ider and European
Commission da tabase.

7 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: Shif ted the focus from not re ly on controls to a combina tion of re ly on
controls and perform substantive procedures
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Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our opinion , the audi ted service complied with this Specified Requirement dur ing the Examina tion Per iod, in a ll
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
25 .1

Audi t cr i t er ia: Throughout the period, in a ll ma ter ia l
aspects:

The prov ider did not design, organize , or opera te its onl ine
interface in a manner which:

- deceived or manipula te the users,

- distorted or impaired the abil ity of users to make free and
informed decisions

The fo llow ing are certa in audi ted provider’s deve loped
supp lementa l cr iteria:

Def in it ion of ma ter ia l d istor ts or impairs: Sign ificantly
affects or inh ibi ts user abil ity to nav igate the plat form

Mater ia li t y threshold:

If a control was not sui tably designed and
opera ted effective ly to sa t isfy the
obligation for at least 95% of the
Examina tion Per iod, and/or i f there was an
actua l or projected error of more than 5%
(or other mater ial qualita tive variance)
dur ing the Examina tion Per iod re lated to
the audi t criteria .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we evaluated the design and
opera tion of contro ls and performed substantive procedures:

1 . Inquired with management to gain an understanding of the po licies and process regarding the Snapcha t online
interface design principles tha t does not design, organize , or operate in a manner which deceived or man ipula ted
users, or distorted or impa ired the abili ty of a user to make free and informed decisions.

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a wa lkthrough of the process in place for designing, organizing, and opera ting the Snapchat online
interface and management periodic review of fea tures and products re leases to gain comfort tha t it does not
introduce dark patterns or nudge techn iques. De termined tha t the re levant policies, processes and controls in place
were fo llowed for this instance.

4 . Inspected the audit prov ider’s online interface design policies, the audi ted provider has implemented policies to
design , organize and opera te the on line interface in such a way that it does not use dark pa tterns and nudge
techn iques, hence not dece iving or manipu la ting the user and not impa iring the users’ abi li ty to make free and
informed decision. Inspected the rev iew of the online interface design policies during the Examinat ion Per iod , the
po licies were reviewed and approved by management , wi th no change identif ied dur ing the review.

5 . Assessed the systemic risk assessment conducted by the audited provider (re ferred to in Article 34) and the specific
mitiga tions (referred to in Ar ticle 35), inc luding measures related to the design, organ iza tion, or operation of the
online interface (the Specified Requirements in Article 2 5(1)), pu t in place to address the systemic r isks ident ified as
reasonable, proportiona te and e ffective .

6 . Observed the Snapcha t iOS and Android mobiles applica tion and Snapchat web interfaces for a sample of dark
pa tterns or nudge techn iques during the Examinat ion Period and identi fied the fol lowing:

a . Management’s objective was to design the account crea tion process in a manner tha t it does not impair the
user’s abili ty to make free and informed decisions.

b. Management’s objective was to design the account deactivation process in a manner tha t it does not impair
the user’s abili ty to make f ree and informed decisions. The Snapchat Android mobile applica tion does not
conta in an opt ion to initia te the account deact iva tion process within the se t tings; however , recipients of the
service can naviga te through he lp functions to init ia te the account deactiva tion process in the Android
mobi le appl ication or in itia te it  through the Snap website .
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c. Management’s objective was to design the report ing mechanisms in a manner that i t does not impa ir the
user’s abili ty to make free and informed decisions.

Concluded the audited prov ider’s polic ies, processes and controls were followed for the samples se lected.
7 . Inquired with management and inspected management’s assessment of fea ture and product releases for the

introduction of dark patterns or nudge techn iques during the Examination Per iod to va lida te the online interface
design principles, including design principles re la ted to dark pa tterns and nudge techniques, was in place for the
dura tion of the Examina tion Period. However, the audited provider had not formalized documenta tion of the review
in the pre-launch process for products and features.

8 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: Shif ted the focus from not re ly on controls to a combina tion of re ly on
controls and perform substantive procedures

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posit ive with Comments – In our opinion , the audi ted service complied with th is Specified Requirement dur ing the
Examination Period, in a ll ma teria l respects.

Recommendat ions on spec if ic measures:

1 . The audi ted provider should include an option within the Snapcha t Android
mobi le appl icat ion se ttings to ini tia te the account deact ivation process.

2 . The audi ted provider should formal ize the period ic assessment of products and
features re leased to va lida te the product or feature does not contain dark
pa tterns as def ined w ithin the audit ed prov ider’s pol icies.

Recommended t imeframe to
implemen t specif ic measures:

1 . The audited provider
inc luded an option within
the Snapchat Android
mobile applicat ion
se ttings to in itia te the
account deactivation
process on 23 August
2 024 .

2 . The audited provider
implemented a monthly
mon itor ing process in
July 2024 to review
products and features
re leased during the
month and va lida te the
product or feature does
not contain dark
pa tterns.

Obliga t ion:
26 .1

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:

1 . Each advertisement presented on the on line interface ,
was designed to enable the individua l recipient of the service
to be able to identify:

(i) the information is an advertisement

(i i) the natural or lega l person on behalf  the advertisement is
presented

(iii) the natura l or lega l person who paid for the
advert isement if di ffe rent from the natura l or lega l person
referred to in point

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .



Confidentia l — A ll Rights Reserved Independent Aud it on Snapchat | 6 0

(iv) the targe ting parameters used to identify the user and
how the user can change those parameters

2 . The provider has ensured that the information above was
presented:

- in a clear , concise and unambiguous manner

- in real time

The fol lowing are certa in aud ited provider’s deve loped
supp lemental cr i t er ia:

Def ini t ion of clear: clear and easily comprehensible , easy to
perce ive , understand, or interpre t

Def ini t ion of conc ise: writ ten using as few words as possible

Def ini t ion of unambiguous: leaving no room for mult iple
interpre ta tions

Def ini t ion of mean ingful informa t ion: clear explanat ion why
the user is presented the advertisement

Def ini t ion of direct ly: Visible (includes clear headings and
keywords and is discoverable)

Def ini t ion of eas ily accessib le: Ava ilable to a ll users

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we evaluated the design and
opera tion of contro ls and performed substantive procedures:

1 . Inquired with management and ga ined an understanding of the po licies and processes for displaying advertisements
within the Snapcha t online interface , including information re lated to the advertisement, name of the advertiser ,
pa id party for the advert isement, and why the advert isement is being displayed.

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a wa lkthrough of the process in place for displaying advert isements in Spotlight and Discover and
Sponsored lenses in the Lenses sections of the Snapchat and the informat ion displayed in rea l time to the recipient
of the service to a llow the ident if ication of the advertisement , the adver tiser , the paid party for the advertisement ,
and reason the ad is displayed in a clear , concise , and unambiguous manner. De termined tha t the re levant po licies,
processes and controls in place were fo llowed for th is instance .

4 . Observed that for a sample of advertisements within the Snapcha t iOS and Andro id mobile applica tions a tag is
displayed indicat ing it is an Ad or Sponsored content , a box or header is displayed wi th de ta ils rela ted the
information is an advertisement, the natural or legal person on behal f the advertisement is presented, the na tura l or
legal person who paid for the advertisement if dif ferent from the na tural or legal person referred to in point , and the
targeting parameters used to identif y the user and how the user can change those parameters.

5 . Inspected the code supporting the advert ising tag funct iona li ty in the production environment , the funct iona lity that
displays Ad / Sponsored in Spotl ight and Discover and Sponsored in Lenses was in place dur ing the Examina tion
Period. Inspected the code support ing the advert ising information funct iona lity in the production environment , the
funct iona li ty that displays the advert isement name and pa id party for the advertisement was in place during the
Examination Period. Inspected the code supporting the advert isement reason in the production environment , the
functionali ty tha t a llows the select ion to v iew why the Ad / Sponsored content is being displayed was in place dur ing
the Examina tion Period. Inspected management ’s assessment of changes to the code during the Examination Period
to val ida te the system functionali ty was in place for the dura tion of the Examinat ion Period.

6 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: Shif ted the focus from not re ly on controls to a combina tion of re ly on
controls and perform substantive procedures

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:
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There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our opinion , the audi ted service complied with this Specified Requirement dur ing the Examina tion Per iod, in all
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
26 .2

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:

1 . The provider has prov ided the functiona lit y to recipients
of the service to self-declare their content as conta ining
commercial commun ications.

2 . The provider has ensured that recipients of the service
can identify in a clear and unambiguous manner , that
content submit ted by other recipients of the service is a
commercial commun ication or contains commercial
communications

3 . The provider has ensured recipients of the service can
make the identification descr ibed in part (2), in real time

The fol lowing are certa in aud ited provider’s deve loped
supp lemental cr i t er ia:

Def ini t ion of clear: clear and easily comprehensible , easy to
perce ive , understand, or interpre t

Def ini t ion of unambiguous: leaving no room for mult iple
interpre ta tions

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we evaluated the design and
opera tion of contro ls and performed substantive procedures:

1 . Inquired with management and ga ined an understanding of the po licies and processes for a llowing the se lect ion of
pa id partnersh ip (commercia l) content wi thin the Snapchat online interface and displaying pa id partnersh ip deta ils to
recipients of the service .

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a wa lkthrough of the process in place for ident ifying content as pa id partnership and viewing the pa id
partnership labe l in rea l time in the Snapchat on line interface . Determined that the re levant pol icies, processes and
controls in place were fo llowed for th is instance .

4 . Observed tha t for a sample of content selected for sharing within the Snapcha t iOS and Andro id mobile applica tions
an option is available to labe l the content as Pa id Par tnership, as necessary, approv ing the Commercial Content
Disclosure .

5 . Observed tha t for a sample of content available wi thin the Snapchat iOS and Android mobile applications a Paid
Partnership labe l is visible in rea l t ime with the content .

6 . Inspected the code supporting the pa id partnership se lection functiona lity in the production environment , the
funct iona li ty that a llows for the se lection of pa id partnership prior to sharing content was in place during the
Examination Period. Inspected the code supporting the pa id partnership labe l functiona lity in the production
env ironment , the functionali ty tha t displays the pa id partnership labe l on content was in place during the
Examination Period. Inspected management’s assessment of changes to the code during the Examination Period to
val idate the system functiona lit y was in place for the dura tion of the Examina tion Period.

7 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.
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Changes to the audi t procedures during the audi t: Shif ted the focus from not re ly on controls to a combina tion of re ly on
controls and perform substantive procedures

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our opinion , the audi ted service complied with this Specified Requirement dur ing the Examina tion Per iod, in a ll
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
26 .3

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:

The provider did not present advertisements to recipients of
the service based on:

(i) profiling, defined in Art . 4(4) of Regula tion (EU)
2 016 /67 9 using specia l ca tegories of persona l data ,
referred to in Art . 9(1) of Regula tion (EU(2016 /6 79)).

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we evaluated the design and
opera tion of contro ls and performed substantive procedures:

1 . Inquired with management and ga ined an understanding of the po licies and processes in place to ensure tha t
advertisements are not presented to recipients of the service based on profiling , as de fined in Art icle 4(4) of
Regula tion (EU) 2016 / 6 79 using special ca tegor ies of personal data , referred to in Article 9(1) of Regulation (EU)
2016 /679 .

2 . Assessed tha t the design of the policies, processes, and contro ls in place were appropr ia te to comply with the
Specified Requirements.

3 . Inspected the Snap Advertising Policies avai lable online and in place throughout the audi t per iod and assessed tha t
the po licy included prohibi tions on targeting of advertisements on the basis of the abovement ioned regula tions.

4 . Inspected the l ist of ta rget ing parameters ava ilable to advert isers within the advert ising products user interface and
de termined tha t advertisers do not have the option to se lect targeting parameters tha t use special ca tegories of
personal da ta , referred to in Article 9(1) of Regulation (EU) 201 6 /679 . We concluded tha t the audited prov ider’s
processes and controls were followed.

5 . Conducted a walkthrough of the process in place for the weekly quali ty mon itor ing advertisement rev iew by the Ad
Rev iew team to de termine whe ther advertisements were rev iewed in a di ligent, objective and propor tionate manner
in applying and enforcing the Terms of Service and preventing profiling, as de fined in Article 4(4) of Regula tion (EU)
2016 /679 using specia l categories of personal da ta, referred to in Article 9(1) of Regula t ion (EU) 2 016 / 679, prior
to the ads being shown. De termined that the re levant policies, processes and contro ls in place were fo llowed for th is
instance .

6 . Inquired with management and inspected the weekly advertising performance scorecard and associated dashboard,
inc luding the comple teness and accuracy of the dashboard, the Ad rev iew team documented the progress against
key metr ics, including ad review qua li ty scores, and notes discussed in the meet ing.

7 . Se lected a sample , in accordance with the sampling approach described in the introduct ion to Appendix 1 , of weeks
dur ing the Examina tion per iod, test tha t the advertising quali ty mon itor ing review was performed by Ad review
team. Concluded the audi ted provider’s policies, processes and controls were followed for the samples se lected.

8 . Inquired with management and inspected system and process documenta tion , recommender systems are managed
through a common process. Selected a sample of recommender systems from an inventory of a lgorithmic systems,
inspected the recommender system mode l documentat ion and code , the main parameters used in recommender
systems matched w ith the informat ion inc luded in the Terms of Service , the user's preference and se lection are used
as input by the recommender systems, and the recommend systems functiona l ity did not change significant ly
throughout the Examination Period. Concluded the audited provider’s policies, processes and contro ls were fo llowed
for the samples se lected.
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9 . Inspected system documenta tion, dashboards and reports, the recommender system performance and qua li ty were
mon itored throughout the Examination Period, and there were no significant changes in mode l performance based
on pre-def ined thresholds.

1 0. Se lected a sample , in accordance with the sampling approach described in the introduct ion to Appendix 1 , of
a lgori thmic systems from an inventory of a lgorithmic systems, test that the a lgorithmic systems were tested and
approved consistent w ith the audited providers policies and processes prior to be ing implemented in production.
Concluded the audited prov ider’s polic ies, processes and controls were followed for the samples se lected.

1 1. Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: Shif ted the focus from not re ly on controls to a combina tion of re ly on
controls and perform substantive procedures

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our opinion , the audi ted service complied with this Specified Requirement dur ing the Examina tion Per iod, in all
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
27 .1

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:

1 . The provider's terms and condi tions, included:

(i) the ma in parameters used in their recommender systems,

(ii) options to modi fy or influence those ma in parameters

2 . The terms and condi tions re la ted to the main parameters
and options to modify , as referenced in part (1), were
wri t ten in pla in and inte lligible language .

The fol lowing are certa in aud ited provider’s deve loped
supp lemental cr i t er ia:

Def ini t ion of pla in: Using stra ightforward vocabulary

Def ini t ion of intelligible: Easy to perceive , understand, or
interpre t

Def ini t ion of ma in parameters: Primary factors determin ing
output of Snap's recommender systems

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we evaluated the design and
opera tion of contro ls and performed substantive procedures:

1 . Inquired with management and ga ined an understanding of the po licies and process for identifying the main
parameters and the opt ion to modify or influence the ma in parameters of the recommender systems in the Terms of
Serv ice .

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for posting the Terms of Service , and associa ted linked Commun i ty
Guide lines and Privacy, Safe ty, and Pol icy Hub, on the publ icly ava ilable Snap si te and including informat ion in pla in
and inte lligible language related to the main parameters and the option to modify or inf luence the ma in parameters
of the recommender systems. De termined that the relevant po licies, processes and controls in place were fo llowed
for this instance .
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4 . Inspected the Terms of Service and associa ted linked Communit y Guide lines and Privacy, Safety, and Po licy Hub, on
the Snap sit e during December 2023 and June 2024 , the ma in parameters and opt ions to modify Spot light and
Discover recommender systems was included in the Communi ty Gu ide lines linked in the Terms of Service and the
main parameters and options to modify advertising recommender systems was included in the Privacy, Sa fe ty, and
Po licy Hub linked in the Terms of Service .

5 . Inquired with management re la ted to the audited providers recommender systems to provide persona l ized content
where the user has opted in for profiling, and how the platform provides options for the user to opt out of profiling.

6 . Inquired with management and inspected system and process documenta tion , recommender systems are managed
through a common process. Selected a sample of recommender systems from an inventory of a lgorithmic systems,
inspected the recommender system mode l documentat ion and code , the main parameters used in recommender
systems matched w ith the informat ion inc luded in the Terms of Service , the user's preference and se lection are used
as input by the recommender systems, and the recommend systems functiona l ity did not change significant ly
throughout the Examination Period. Concluded the audited provider’s policies, processes and contro ls were fo llowed
for the samples se lected.

7 . Inspected system documenta tion, dashboards and reports, the recommender system performance and qua li ty were
mon itored throughout the Examination Period, and there were no significant changes in mode l performance based
on pre-def ined thresholds.

8 . Se lected a sample , in accordance with the sampling approach described in the introduct ion to Appendix 1 , of
a lgori thmic systems from an inventory of a lgorithmic systems, test that the a lgorithmic systems were tested and
approved consistent w ith the audited providers policies and processes prior to be ing implemented in production.
Concluded the audited prov ider’s polic ies, processes and controls were followed for the samples se lected.

9 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our opinion , the audi ted service complied with this Specified Requirement dur ing the Examina tion Per iod, in a ll
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
27 .2

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:

The provider's terms and condit ions for the ma in parameters
referenced in ar ticle 27 .1 , included:

(i) the cri ter ia which are " most sign ificant "  in determin ing
the information suggested to the recipient of the service

(i i) reasons for the rela tive importance of those parameters

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we evaluated the design and
opera tion of contro ls and performed substantive procedures:

1 . Inquired with management and ga ined an understanding of the po licies and process for identifying the most
significant cri teria used to de termine information suggested to recipient of the service and importance of the
parameters in the Terms of Service .

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for posting the Terms of Service , and associa ted linked Commun i ty
Guide lines and Privacy, Sa fe ty, and Pol icy Hub, on the publ icly available Snap si te and including information on the
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most sign if icant criteria used to determine information suggested to recipient of the service and importance of the
parameters. De termined tha t the r elevant po licies, processes and controls in place were followed for this instance .

4 . Inspected the Terms of Service and associa ted linked Communit y Guide lines and Privacy, Safety, and Po licy Hub, on
the Snap sit e during December 2023 and June 2024 , the sign ificance of cr i ter ia in ranking content and reason for
the significance Spotlight and Discover recommender systems was included in the Community Gu ide lines linked in
the Terms of Service and the significance / weight of informat ion and reason for the significance / we ight modify
advert ising recommender systems was included in the Privacy, Safe ty, and Policy Hub linked in the Terms of Service .

5 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our opinion , the audi ted service complied with this Specified Requirement dur ing the Examina tion Per iod, in a ll
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
27 .3

Aud it cr iteria : Throughout the period, in a ll materia l
aspects:

1 . The provider made available a functiona lit y wi thin its
recommender system which a llowed the recipient to se lect
and modify their preferred opt ions

2 . Ther e were no restrictions on the users ab ili ty to make
the modifications; modifications could be made a t any time

3 . The funct iona lity described in part (1) was directly and
easi ly accessible from the specific sect ion of the platform's
online interface where the information is priorit ized.

The fol lowing are certa in aud ited provider’s deve loped
supp lemental cr i t er ia:

Def ini t ion of direct ly: Visible (includes clear headings and
keywords and is discoverable)

Def ini t ion of eas ily accessib le: Ava ilable to a ll users

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we evaluated the design and
opera tion of contro ls and performed substantive procedures:

1 . Inquired with management to gain an understanding of the po licies and process regarding the opt ions in the
Snapcha t mobile applica tion to se lect and modify the pre ferred opt ions used by the recommender system as
described in 27 .1 .

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for providing opt ions to recipients of the service to select and
modi fy the preferred options used by the recommender system as described in the Terms of Service , and associa ted
linked Community Guide lines and Privacy, Sa fe ty, and Policy Hub. De termined that the re levant po licies, processes
and controls in place were followed for this instance .

4 . Observed tha t options to modify, and disable , recommender system preferences (i.e ., lifestyle , interests, ad
pre ferences), which are described in the Terms of Service , and associa ted linked Communi ty Guide lines and Privacy ,
Safe ty, and Policy Hub, a re easily accessible in the Snapchat iOS and Android mobi le appl ica tions through the
settings.
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5 . Inspected the code suppor ting the recommender system pref erence funct ionality in the production environment , the
functionali ty tha t supports the preferences available to recipients of the service was in place dur ing the Examination
Period. Inspected management ’s assessment of changes to the code during the Examination Period to va lidate the
system functiona lity was in place for the dur ation of the Examination Period.

6 . Inquired with management re la ted to the audited providers recommender systems to provide personal ized content
where the user has opted in for profiling, and how the platform provides options for the user to opt out of profiling.

7 . Inquired with management and inspected system and process documenta tion , recommender systems are managed
through a common process. Selected a sample of recommender systems from an inventory of a lgorithmic systems,
inspected the recommender system mode l documentat ion and code , the main parameters used in recommender
systems matched w ith the informat ion inc luded in the Terms of Service , the user's preference and se lection are used
as input by the recommender systems, and the recommend systems functional ity did not change significantly
throughout the Examination Period. Concluded the audited provider’s policies, processes and contro ls were fo llowed
for the samples se lected.

8 . Inspected system documenta tion, dashboards and reports, the recommender system performance and qua li ty were
mon itored throughout the Examination Period, and there were no significant changes in mode l performance based
on pre-def ined thresholds.

9 . Se lected a sample , in accordance with the sampling approach described in the introduct ion to Appendix 1 , of
a lgori thmic systems from an inventory of a lgorithmic systems, test that the a lgorithmic systems were tested and
approved consistent w ith the audited providers policies and processes prior to be ing implemented in production.
Concluded the audited prov ider’s polic ies, processes and controls were followed for the samples se lected.

1 0. Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our opinion , the audi ted service complied with this Specified Requirement dur ing the Examina tion Per iod, in a ll
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
28 .1

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects: The provider put in place appropria te and
proportionate measures to ensure the privacy , sa fe ty, and
securi ty of minors who use the ir services.

The fol lowing are certa in aud ited provider’s deve loped
supp lemental cr i t er ia:

Def ini t ion of appropr iate: achieves the objectives and
effective ly addresses identified risks

Defini t ion of high-leve l: specific to minor users with in
Snapcha t's on line platform design, defaul t se ttings, and
controls

Def ini t ion of propor t iona te:

(i) must be su i table to achieve the desired end;

(i i) must be necessary to ach ieve the desired end; and

(iii) must not impose a burden on the individua l that is
excessive in relation to the objective sought to be achieved
(proportiona l ity in the narrow sense)

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .
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Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we evaluated the design and
opera tion of contro ls and performed substantive procedures:

1 . Inquired with management to gain an understanding of the po licies and process surrounding the Age-Appropr ia te
Design code for minors who use the service and what appropr ia te measures Snap has put in place to ensure the
privacy , safe ty , and securi ty of minors.

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a wa lkthrough of the ‘ Age-Appropriate Design Code ’ policies provided by the audi ted provider, it provides
a deta iled roadmap on how to approach children’s privacy through 15 standards. These standards find the ir orig in in
the General Data Protection Regula tion (GDPR) and the Un ited Na tions Convention on the Rights of the Child
(UNCRC) and are part of the audited providers privacy by design review process, which considers privacy, safe ty,
and security of minors. De termined tha t the relevant policies, processes and contro ls in place were followed for th is
instance .

4 . Assessed the systemic risk assessment conducted by the audited provider (re ferred to in Article 34) and the specific
mitiga tions (referred in A rticle 3 5), including measures to protect the r ights of the ch ild, including age verif ica tion
and parental control tools (the Specified Requ irements in Art icle 28(1)), put in place to address the systemic risks
identi fied as reasonable , proportiona te and effective .

5 . Inquired with management re la ted to measures to protect minors and observed the following within the Snapcha t
iOS and Andro id mobile applica tions:

a . An account cannot be created if an age be low 13 is declared.
b. Accounts for minors (i.e ., 13-17) are not recommended suggestive or age-inappropria te (i.e ., sexual ,

a lcohol, gambling) content .
c. Accounts for minors have priva te profiles by default .
d. Accounts for minors cannot override the priva te profile se tt ing.
e . Account de ta ils for pr ivate prof iles are hidden when sharing content and location.

6 . Inquired with management as to the default protections for accounts wi th a declared age under 18 

7 . Inquired with management and inspected 
, the privacy of accounts is

protected through a combina tion of secur i ty processes, and the system functiona li ty did not change signif icantly
throughout the Examinat ion Period.

8 . Inspected system documenta tion, dashboards and reports, the recommender system performance and qua li ty were
mon itored throughout the Examination Period, and there were no significant changes in mode l performance based
on pre-def ined thresholds.

9 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our opinion , the audi ted service complied with this Specified Requirement dur ing the Examina tion Per iod, in a ll
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
28 .2

Aud it cr iteria: Throughout the period, in a ll materia l
aspects: For recipients of the service who the provider

Mater iali ty threshold:
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determined, wi th reasonable certa inty, to be a minor , the
provider did not advert ise based on profi ling as defined in
Article 4 , point (4), o f Regu la tion (EU) 201 6 /679 , using
personal da ta of the recipient.

Note: Compliance w ith the obligations set out in this Article
shal l not obl ige providers of online platforms to process
additional persona l data in order to assess whe ther the
recipient of the service is a minor.

The fol lowing are certa in aud ited provider’s deve loped
supp lemental cr i t er ia:

De fini t ion of reasonab le cer ta inty : 

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we evaluated the design and
opera tion of contro ls and performed substantive procedures:

1 . Inquired with management to gain an understanding of the po licies and process surrounding advertising to recipients
of the service , including the restr ictions re la ted to advertising based on profiling as defined in Article 4 , point (4), o f
Regula t ion (EU) 2016 / 679 .

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the ad crea tion and de livery process, which restr icts the targeting of ads to minors, and
the Terms of Service tha t specifies the audit ed provider does not use inference to target advert isements to minors.
Determined that the r elevant po licies, processes and controls in place were fo llowed for th is instance .

4 . Inquired with management and observed the advertisement crea tion system, special ca tegories of personal data are
not ava ilable to adver tisers for targeting and when a European Union country is se lected advertisers cannot targe t
users tha t are under 18 .

5 . Inspected the code supporting the targeting options funct iona lit y re ferenced above in the product ion environment,
the functionali ty tha t limits the abi lit y to targe t advert isements at minors was in place during the Examina tion
Period. Inspected management ’s assessment of changes to the code during the Examination Period to va lidate the
system functiona lity was in place for the dur ation of the Examination Period.

6 . Observed tha t for a sample of content w ithin the Snapcha t iOS and Android mobile appl ications, accounts for minors
(i.e . , 13-17) are not recommended suggestive or age-inappropr ia te (i.e . , sexual, alcoho l, gambl ing) content .

7 . Inquired with management as to the default protections for accounts wi th a declared age under 18 and accounts 

8 . Inquired with management and inspected 
, the privacy of accounts is

protected through a combina tion of secur i ty processes, and the system functiona li ty did not change signif icantly
throughout the Examinat ion Period.

9 . Inspected system documenta tion, dashboards and reports, the recommender system performance and qua li ty were
mon itored throughout the Examination Period, and there were no significant changes in mode l performance based
on pre-def ined thresholds.

1 0. Se lected a sample , in accordance with the sampling approach described in the introduct ion to Appendix 1 , of
a lgori thmic systems from an inventory of a lgorithmic systems, test that the a lgorithmic systems were tested and
approved consistent w ith the audited providers policies and processes prior to be ing implemented in production.
Concluded the audited prov ider’s polic ies, processes and controls were followed for the samples se lected.

1 1. Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:
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There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our opinion , the audi ted service complied with this Specified Requirement dur ing the Examina tion Per iod, in all
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Sec t ion 5 — Addi t ional obliga t ions for providers of  ve ry  large online pla t forms and of ve ry  la rge online search
engines to m anage systemic risks

Obliga t ion:
34 .1

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:

Throughout the per iod, in a ll ma terial aspects:
1 . Systemic r isks in the Union are di ligently identified,
ana lysed and assessed stemming from the design or
funct ioning of the audited provider’s service and i ts re la ted
systems, including a lgori thmic systems, and the fo llowing
systematic risks, or from the use made of their services:

(a)  the disseminat ion of il legal content through
the ir serv ices
(b) any actua l or foreseeable nega tive effects for
the exercise of fundamenta l rights, in particu lar
those identified in Article 34 .1 (b)
(c) any actual or foreseeable negative effects on
civic discourse and e lectora l processes, and public
securi ty;
(d) any actua l or foreseeable nega tive effects in
re la tion to gender-based violence , the protect ion of
public health and minors and serious nega tive
consequences to the person’s physical and mental
we ll-be ing.

2 . The risk assessments were carried out by the date of
applica tion referred to in Ar ticle 33(6), second
subparagraph that da te be ing August 25 th, 2023 .
3 . Risk assessments were carried out prior to deploying
funct ionalities tha t are l ike ly to have a cri tica l impact on the
risks ident ified pursuant to this Art icle .
4 . The risk assessment was specif ic to their services.
5 . The risk assessment was proportionate to the systemic
risks.
6 . The risk assessment considered the severit y and
probabil ity of the identified risks.

The fol lowing are certa in aud ited provider’s deve loped
supp lemental cr i t er ia:

Def ini t ion of diligent ly: Fo llowing the designed and
implemented process, pol icy , and methodology

Def ini t ion of iden t ify: Define systemic risk(s) within services
provided as part of Snapchat fu lfill ing the defin i tion of
" onl ine platform"  as def ined in Article 3 , point , of
Regula t ion (EU) 2022 / 2065

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Period,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .



Confidentia l — A ll Rights Reserved Independent Aud it on Snapchat | 7 0

Def ini t ion of ana ly ze: Eva luate extent to wh ich identified
risk(s) are l ike ly to occur and impact of identified risk(s) to
users wi thin in-scope Snapchat services

Def ini t ion of actua l: Assessed to current ly be present

Def ini t ion of forese eab le: Assessed to have reasonable
poten tial to be present

Defini t ion of negat ive e ffec ts: Significantly impa ir or h inder

Def ini t ion of propor t iona te:

(i) must be su i table to achieve the desired end;
(i i) must be necessary to ach ieve the desired end; and
(iii) must not impose a burden on the individua l that is
excessive in relation to the objective sought to be achieved
(proportiona l ity in the narrow sense)

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired with management and ga ined an understanding of the po licies and process concern ing the identi fication,
ana lysis and assessment of systemic r isks in the Union from the design or functioning of the audited provider’s
service.

2 . Assessed tha t the design of the policies, processes, and contro ls in place were appropr ia te to comply with the
Specified Requirement .

3 . Conducted a walkthrough of the audited provider’s process of carrying out the systemic r isk assessment and
assessed the risk assessment was specific to its services and the audited platform, Snapcha t.

4 . Inspected the ‘Snap DSA Report – R isk Assessment Resul ts and Mi tigat ion Measures’ issued by the audited provider ,
and i ts underlying documentat ion, to determine tha t systemic risks in the Un ion stemming f rom the design,
funct ion ing, and usage of the ir services, including a lgori thmic systems, were dil igently identi fied and ana lysed, by
assessing:

a . how the audi ted provider identi fied the r isks tha t are linked to i ts service taking into account regional and
lingu ist ic aspects of the use made of its services.

b. how the audi ted provider analysed and assessed each risk, including how it  considered probabi lit y and
severity of the risks.

c. what sources of information the audited prov ider used and how it collected the information
d. whether and how the audited prov ider tested assumptions on risks with groups most impacted by the

specif ic risks
5 . Inspected the ‘Snap DSA Report – R isk Assessment Resul ts and Mi tigat ion Measures' released by the aud ited

provider , and i ts underly ing documenta t ion, to de termine:
a . tha t the risk assessment was performed with in the timeframes se t out in Article 33(6), second

subparagraph;
b. how the audi ted provider identi fied functionali ties tha t are like ly to have a critica l impact on the risks for

which risk assessments sha ll be conducted prior to their deployment; and
c. tha t the audi ted provider identif ied the supporting documenta tion tha t should be preserved wi th respect to

the r isk assessment and that it has put in place the necessary means to ensure the preservat ion of that
documentation for a t least three years.

6 . Eva lua ted the interna l contro ls that the audi ted provider has implemented to monitor the performance of risk
assessments regarding each factor referred to in Art icle 34(2), first subparagraph of Regula t ion (EU) 2022 / 2065 .
Including the follow ing:

a . Conducting substantive analytica l procedures on those internal contro ls to assess the ir design to e ffectively
mon itor r isk assessments, including whe ther the controls opera ted time ly and considered emerging
information and any re levant new products or funct iona li ty changes and their impact to the risk
assessment .

b. Performing tests to assess the re liabili ty, execut ion, and moni tor ing of those internal contro ls.  Testing
inc luded reviewing minutes of meetings held wi th re levant stakeholders, addressing the systemic risks and
the ir re la tion to the audi ted serv ice .



Confidentia l — A ll Rights Reserved Independent Aud it on Snapchat | 7 1

c. Reviewing how the compl iance officer or officers performed the ir tasks wi th respect to Art icle 41(3), points
(b), (d), (e), and, where applicable , (f), of Regula tion (EU) 202 2 / 2065 , and assessing the involvement of the
management body of the audited provider in decisions re la ted to risk management pursuant to Article 41(6)
and (7) of that Regulat ion.

7 . Assessed the actions, means, and processes put in place by the audited provider to assess compliance with Article
34 of Regula tion (EU) 2022 /20 65 . This assessment was based on substantive analytical procedures to eva lua te the
adequacy and effectiveness of the measures implemented to comply with Article 34.

8 . Inspected the ‘Snap DSA Report – R isk Assessment Resul ts and Mi tigat ion Measures' released by the aud ited
provider , and i ts underly ing documenta t ion, to de termine adequate comprehensiveness of actions taken and
adequacy of information in support of the assessment carried out pursuant to th is Article . The inspection included,
but was not l imi ted to , the following e lements:

a . Rev iewed the reports on risk assessment and risk mit igation for the relevant audited period prepared by the
audited provider along wi th the support ing documents.

b. Eva lua ted informat ion submitted by the audited prov ider pursuant to Art icle 5 , verifying i ts re levance and
accuracy in the context of the risk assessment .

c. Analysed al l re levant transparency reports of the audi ted provider referred to in Article 15(1) of Regu la tion
(EU) 2022 /2 065 to assess the provider's disclosure and transparency regarding the risk assessment .

d. Assessed other relevant ev idence (including test resul ts, documenta tion,  and statements made in response
to wri t ten or ora l questions) prov ided by the audi ted prov ider to ensure a thorough understanding of the
r isk assessment.

9 . Information analysed included information re ferred to in Article 42(4) of Regu lation (EU) 202 2 /2065 , including from
audit, risk assessment and risk mit igat ion reports, or da ta and research made publicly avai lable by ve t ted
researchers pursuant to Art icle 40(8), po int (g), of the Regula tion.

1 0. Inspected evidence , including internal communica tions and approva ls of the systemic r isk assessment, and assessed
tha t the systemic risk assessment was carried out by the da te of applica tion, which was de termined to be by 25
August 2023 .

1 1. Inspected the audi ted provider’s documenta tion of al l functional ities deployed during the audi t per iod and its
assessment tha t these did not have a cri tica l impact on the risks identified pursuant to Ar ticle 34(1). However , the
audited provider had not formalized documenta tion of the review in the pre-launch process for products and
features.

1 2. Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posit ive with Comments – In our opinion , the audi ted service complied with th is Specified Requirement dur ing the
Examination Period, in a ll ma teria l respects.  See be low Recommendat ion on specific measures.

Remediat ions on spec if ic measures:

1 . The audi ted provider should formal ize the period ic assessment of products
and features re leased to va lidate the product or fea ture does require an
update to the systemic r isk assessment .

2 . The audi ted provider should enhance i ts specific considera tions around risks
rela ted to genera tive algor i thms and/or models in i ts systemic risk
assessment . Risk factors shou ld consider governance of content genera ted by
Genera tive AI techniques, contents genera ted by A I tha t are not identified or
distinguished from manual created content , misleading information , etc.

Recommended t imeframe to
implemen t speci f ic measures:

1 . The audited provider
implemented a monthly
moni tor ing process in July
2024 to review products
and fea tures released
during the month to
ident ify products and
features re leases that
would tr igger an update to
the systemic risk
assessment.

2 . 1 September 202 4 to 30
November 20 24
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Obliga t ion:
34 .2

Aud it  cr i ter ia: Throughout the period, in a ll mater ial
aspects:

1 . The risk assessment conducted considered whe ther
and how the following 5 factors specified in Article
34 .2 , influenced any of the systemic r isks referred to
in paragraph 1:

(a) the design of the ir recommender systems
and any other re levant a lgorithmic system;

(b) the ir content modera tion systems;
(c) the applicable terms and conditions and

the ir enforcement;
(d) systems for se lecting and presenting

advertisements;
(e) data re la ted pract ices of the provider .

2 . The risk assessment included an analysis of whe ther
and how the r isks specif ied in paragraph 1 are
influenced by:

(a) intent iona l manipula tion of the service by
inauthentic use or automated exploita tion of
the service;

(b) the amplif icat ion and potential ly rapid and
wide dissemination of i llegal content and of
information tha t is incompat ible with the
terms and condit ions.

3 . The risk assessment considered specif ic regional or
lingu ist ic aspects, including when specific to a
Member State .

The fo llowing are cer ta in aud i ted prov ider ’s deve loped
supplementa l cr i t er ia:

Def in it ion of propor t ionat e:

(i) must be sui table to achieve the desired end;
(ii) must be necessary to ach ieve the desired end; and

(iii) must not impose a burden on the individua l tha t is
excessive in relation to the objective sought to be
achieved (proport iona li ty in the narrow sense)

Mat er ia lit y threshold:

If a control was not sui tably designed
and operated e ffectively to sa tisfy the
obligat ion for a t least 95% of the
Examination Period, and/or if there
was an actua l or pro jected error of
more than 5% (or other mater ial
qua li ta t ive variance) during the
Examina tion Per iod re la ted to the audit
cr ite ria .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired with management and ga ined an understanding of the po licies and process concern ing the identi fication,
ana lysis and assessment of systemic r isks in the Union from the design or functioning of the audited provider’s
service.

2 . Inspected the ‘Snap DSA Report – R isk Assessment Resul ts and Mi tigat ions’ re leased by the audited provider , and i ts
underly ing documenta t ion, to determine that the risk assessment conducted appropriately took into account the
following five (5) factors speci fied in Art icle 34 .2 , of Regu lation (EU) 20 22 /20 65, and their inf luence on any of the
systemic risks re ferred to in Article 34(1), as appropria te , and assessed by noting the following was included:

a . assessment of how the design of the recommender systems and re levant a lgorithmic systems influenced
the system risks ident ified;

b. assessment of how content moderat ion systems influenced the systemic risks identified;
c. assessment of how the applicable terms and condi tions and the ir enforcement inf luenced the systemic risks

identi fied;
d. assessment of how the systems for se lecting and present ing advertisements influenced the systemic risks

identi fied;
e . assessment of how da ta rela ted pract ices of the provider influenced the systemic risks identi fied.
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3 . Inspected the 'Report on Risk Assessment and Risk Mitiga tion Measures' re leased by the audited provide , and its
underlying documenta tion , to determine the r isk assessment appropriate l y, as applicable , included an ana lysis of the
systemic risks specified in paragraph 1 were not influenced by:

a . intent iona l manipula tion of the service through inauthentic use or automated explo i ta tion of the service;
b. the amplificat ion and potentia l ly rapid and wide dissemination of illega l content and of information tha t is

incompat ible wi th the terms and condi t ions.
4 . Inspected the procedures and mechanisms in place for ongoing moni toring of the risk assessment process.
5 . Inquired of management throughout the engagement period to conf irm the ongo ing monitoring of risks was being

performed.
6 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made

to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our opinion , the audi ted service complied with this Specified Requirement dur ing the Examina tion Per iod, in a ll
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imefr ame to
implemen t specif ic measures: N/A

Obliga t ion:
34 .3

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:

1 . Support ing documents of the risk assessments were
preserved for at least three years a f ter the performance of
r isk assessments.

2 . Upon request , supporting documents were communica ted
to the Commission and to the Digi tal Services Coordinator of
establ ishment .

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired of management and ga ined an understanding of the po licies and processes for retain ing supporting
documentat ion associa ted with the risk assessment for a t least three years and communica t ing support ing
documents to the Digita l Services Coordinator of establishment and the European Comm ission upon request .

2 . Assessed tha t the design of the policies, processes, and contro ls in place were appropr ia te to comply with the
Specified Requirement .

3 . Inspected that the system directory set tings in which the risk assessment and supporting documents are re ta ined,
the system directory is configured to retain data for three years. Inspected the follow ing responses to requests for
information to the audited prov ider da ted 15 December 20 23 , 8 February 2024 , 5 Apri l 2024 , and 2 6 Apr il 2024 ,
from the European Commission to de termine tha t upon request, supporting documents were communica ted to the
European Commission and to the Digital Serv ices Coordinator .

4 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .
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Posi tive - In our opinion , the audi ted service complied with this Specified Requirement dur ing the Examina tion Per iod, in a ll
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
35 .1

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:

1 . Reasonable , proportiona te and effective mitigat ion
measures, including  (as applicable) those included in Article
3 5(1), points (a) to (k), were put in place ta ilored to the
specific systemic risks identified pursuant to Article 3 4.

2 . The provider considered the impact of the mitiga tion
measures on the fundamental r ights of users.

The fol lowing are certa in aud ited provider’s deve loped
supp lemental cr i t er ia:

Def ini t ion of reasonab le: measures which are appropr ia te

Def ini t ion of propor t iona te:

(i) must be su i table to achieve the desired end;

(i i) must be necessary to ach ieve the desired end; and

(iii) must not impose a burden on the individua l that is
excessive in relation to the objective sought to be achieved
(proportiona l ity in the narrow sense)

Def ini t ion of expedi t ious remova l: Management's def ined
SLAs and metrics re la ted to content modera tion on
Snapcha t

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we evaluated the design and
opera tion of contro ls and performed substantive procedures:

1 . Inquired with management and ga ined an understanding of the po licies and process in place to ensure reasonable,
propor tionate and ef fective mi tiga tion measures are put in pl ace tailored to the specific systemic r isks identified
pursuant to Ar ticle 34 , how the impact of the mi tigation measures on the fundamental r ights of users are considered
and whe ther the risk assessment included an assessment whether the risk mit iga tion measures in Art icle 35(1),
po ints (a) to (k) were applicable to the audi ted service .

2 . Assessed the design of the policies, processes, and controls in place , and determined that the policies, processes,
and suite of controls in place are appropria te ly designed and are opera ting effectively. Inspected the Company's
systemic risk assessment narra tive and policies, as we ll as supporting slide decks that descr ibe the risk mitigation
mon itoring process and de termined that it specifies the process by which the audi ted prov ider respond to the risk
assessment results by putting in place reasonable , proportionate , and effective mitiga tion measures. Inspected a
sample of support ing evidence for mee tings be tween the audited provider’s cross-funct iona l governance team,
which includes individua ls from lega l, privacy , trust and saf ety and product groups, and de termined that periodic
communica t ions exist ed to moni tor accountabili ty across the Snapchat pla tform. In addition, inquired of
management and inspected agendas and mee ting minutes from these governance meetings and determined tha t the
provider monitored for additional gu idance issued by the Commission or Digi tal Service Coordinators to suppor t
mitiga tions activities.

3 . Inspected the ‘Snap DSA Report – R isk Assessment and Mi tiga t ion Measures’ re leased by the audited provider , and
its under lying documenta tion, and assessed tha t it included the specif ic mitiga tions measures put in place and
tailored to each of the identi fied systemic risks and considered the impact of the mitiga tion measures on the
fundamental rights of users. Assessed tha t the measures put in place included the follow ing, where applicable ,to the
audited provider:

a . adapting the design , features or function ing of the provider’s services, including its on line interfaces;
b. adapt ing i ts terms and conditions and their enforcement;
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c. adapt ing content modera tion processes, including the speed and qua lity of processing not ices re la ted to
specif ic types of illegal content and the expedi tious removal of, or the disabling of access to, the content
not ified, in part icu lar in respect of illega l hate speech or cyber vio lence, as wel l as adapting any re levant
decision-making processes and dedica ted resources for content modera tion;

d. testing and adapting their a lgor ithmic systems, including the ir recommender systems;
e . adapt ing the ir advertising systems and adopting targeted measures a imed at limit ing or adjust ing the

presenta tion of advertisements in associa tion with the service they provide;
f . reinforcing the interna l processes,  resources, testing, documentat ion , or supervision of any of the ir

activities in particular as regards detect ion of systemic risk;
g. initiat ing or adjusting coopera tion with trusted flaggers in accordance with Article 22 and the

implementa t ion of the decisions of out-of-court dispute se t tlement bodies pursuant to Art icle 21 ;
h . initiating or adjusting coopera tion with other providers of on line platforms or of online search engines

through the codes of conduct and the crisis protoco ls referred to in Articles 45 and 48 respect ive ly;
i. taking awareness-raising measures and adapting their on line interface in order to give recipients of the

service more information;
j. taking targe ted measures to protect the rights of the ch ild, including age verificat ion and parenta l control

too ls, tools aimed a t he lping minors signal abuse or obta in support, as appropriate ;
k. ensuring that an i tem of informat ion, whether i t constitu tes a generated or manipulated image , audio or

video that appreciably resembles exist ing persons, objects, places or other entit ies or events and fa lse ly
appears to a person to be authent ic or tru thful is dist inguishable through prominent markings when
presented on their online interfaces, and, in addition, providing an easy-to-use functiona li ty wh ich enables
recipients of the service to indica te such information .

4 . Inspected the ‘Snap DSA Report – R isk Assessment and Mi tiga t ion Measures’ re leased by the audited provider , and
its underlying documenta tion, to determine whether the mit igation measures put in place by the audited provider are
reasonable, proportiona te , and effective for mi t iga ting the respective risks. This involved:

a . Assessing whether the mi tiga t ion measures collect ive ly respond to a ll identi fied risks, w ith particu lar
considera tion given to the r isks concerning the exercise of fundamental rights.

b. Comparat ive ly assessing how the r isks were addressed before and af ter the specif ic r isk mitigation
measures were implemented.

c. Evalua ting whe ther the r isk mi tigation measures were appropr iately designed and executed.
5 . Eva lua ted the internal contro ls the audited provider has implemented to moni tor the applica tion of risk mitiga tion

measures re ferred to in Ar t icle 35(1) of Regula t ion (EU) 2 02 2 / 2065 . The assessment confirmed that the interna l
controls are reasonable , proport iona te , and effect ive . This was establ ished by:

a . Conducting substant ive analytica l procedures for those interna l controls;
b. Performing tests to verif y the re liabi lit y, execution , and mon itor ing of those internal contro ls.

6 . Rev iewed how the compliance off icer or off icers performed the ir tasks with respect to Article 41(3), po ints (b), (d),
(e), and, where applicable , (f), of Regu la tion (EU) 2022 /20 65 . The inspection included an assessment of the
involvement of the management body of the prov ider pursuant to Article 4 1(6) and (7) of that Regu lation.

7 . Assessed the mitigation measures put in place by the audi ted provider. The assessment was based on:
a . Substantive analyt ical procedures to evalua te the design and ef fectiveness of the mi tigation measures
b. Tests of the mitiga t ion measures as deemed necessary .

8 . Inspected the 'Snap DSA Report - Risk Assessment and Risk Mitigation Measures' released by the audited provider,
and i ts underlying documentat ion, to de termine the comprehensiveness and adequacy of information analysed in
suppor t of the assessment carried out pursuant to th is Article . The inspect ion included, but was not limited to, the
following elements:

a . The reports on risk assessment and risk mitigation for the re levant audited period prepared by the audited
provider along with the supporting documents.

b. Information submit ted by the audited provider pursuant to Ar ticle 5 .
c. A ll re levant transparency reports of the audited provider referred to in Article 15(1) of Regulation (EU)

2022 /2065 to assess the provider's disclosure and transparency regarding risk mi t iga tion.
d. Other re levant evidence (including test resu lts, documenta tion, and sta tements made in response to writ ten

or oral quest ions) provided by the audited prov ider to ensure a thorough understanding of the r isk
mitiga tion stra tegies in place .

9 . Inspected the 'Snap DSA Report –Risk Assessment and Risk Mi tiga t ion Measures' re leased by the audi ted provider,
and i ts underlying documentat ion, to de termine the extent to which audited prov ider incorpora ted information as
appropria te , referred to in A rticle 42(4) of Regula tion (EU) 2 022 /20 65 .

1 0. Inquired with management to gain an understanding of the notice intake process for submissions by government
author ities. Th is included assessing the design of these processes to ensure they comply wi th Specified
Requirements.
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1 1. Inquired with management and assessed the mechan isms in place for addressing notices and actions re la ted to
illegal content . Inspected various aspects of the review process. This included reviewing the moni tor ing of the
reviews to ensure they were ca tegor ized correctly wi th the appropriate decisions made .

1 2. Se lected a sample , in accordance with the sampling approach described in the introduction to Appendix 1 , of weeks
during the Examination period, test tha t the qua lity moni toring re lated to the modera tion of content and
appropria teness of decisions rev iew was performed by Content Modera tion Leadership, and any action items
identi fied in the review were performed. Concluded the audited provider’s policies, processes and controls were
followed for the samples se lected.

1 3. Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our opinion , the audi ted service complied with this Specified Requirement dur ing the Examina tion Per iod, in all
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
36 .1

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:

For a crisis declared by the European Commission, the
provider took one or more of the following actions:

- assessed whether , and if  so to what extent , the ir services
sign ificantly contribute to the threa t or are like ly to do so

- identified re levant systems involved in the functioning or
use of the services tha t signif icantly contr ibute to the threat

- def ined and monitored the significant contr ibution to the
serious threat

- identif ied and applied spec ific, effective and propor tionate
measures to prevent , el iminate or limit any such
contr ibution to the threa t

- identif ied the parties concerned by the measures, and
assessed the actual or potentia l impact of the measures on
those part ies’ fundamenta l rights and legi timate interests

- reported to the Commission by a certain da te or a t regu lar
intervals as specified in the decision

Note: For the purpose of this A rticle , a crisis sha ll be
deemed to have occurred where extraordinary
circumstances lead to a serious threat to public security or
public health in the Union or in sign ificant parts of it

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired with management and ga ined an understanding of the po licies and process for responding to a crisis
declared by the European Commission .
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2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a wa lkthrough of the process in place for ini t ia ting the audited provider’s crisis protocols when a crisis is
declared by the European Commission . De termined tha t the re levant po licies, processes and controls in place were
followed for this instance .

4 . Inspected the audited providers Cr isis Protocol tha t inc ludes def ined steps for responding to a crisis, safeguards tha t
may be implemented to limit the exposure of the crisis, and esca lat ion protoco ls both interna l ly and externally .

5 . Inquired with management regarding crisis declared by the European Commission dur ing the Examination Period,
confirmed that no crisis was dec lared during the Examination Period.

6 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our opinion , the audi ted service complied with this Specified Requirement dur ing the Examina tion Per iod, in all
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
37 .2

Aud it cr iteria: As part of the annua l DSA audi t , the provider:

- gave audi t ing organization the necessary coopera tion and
assistance to enable them to conduct those audits in an
effective , efficient and time ly manner

- gave audi ting organization access to all re levant da ta and
premises and answered oral or wr it ten questions timely,

- refra ined from hampering, unduly influencing or
undermining the performance of the current year audi t.

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired with management and ga ined an understanding of the po licies and process for obtaining an annual
independent audit of DSA and providing cooperat ion and support to the auditing organizat ion.

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for obtain ing an annual independent audi t , providing cooperat ion
from the personne l of the audi ted provider without hampering, undu ly influencing or undermining the audi t
procedures and providing access to re levant data and information . De termined tha t the re levant policies, processes
and controls in place were followed for this instance .

4 . Observed the sufficiency of the coopera tion and assistance provided for the independent audit period as appropr ia te
to sa tisfy the Specif ied Requirements. Assessed tha t the audited prov ider provided access to all relevant data and
information time ly throughout the audi t per iod to support the auditor’s procedures re la ted to substantive testing
and testing of controls. Assessed the audited provider re frained from hamper ing, unduly inf luenc ing or undermin ing
the performance of the current year audi t for the period from 25 August 2023 through 30 June 2 023 .

5 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None
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Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our opinion , the audi ted service compl ied with this Specified Requirement dur ing the Examina tion Per iod, in a ll
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
38 .1

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects: A t least one opt ion for each of the ir recommender
systems which was not based on profiling as de fined in
Article 4 , point (4), o f Regu la tion (EU) 201 6 /679 .

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we evaluated the design and
opera tion of contro ls and performed substantive procedures:

1 . Inquired with management and ga ined an understanding of the po licies and process for providing an option to opt
out of persona lized content from the recommender systems.

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a wa lkthrough of the process in place for opt ing out of persona lized content w ithin the Snapcha t mobi le
app lication. Determ ined that the re levant policies, processes and controls in place were fol lowed.

4 . Observed tha t within the Snapcha t iOS and Andro id mobile app lications an option to opt out of personalized content
was avai lable to the receipts of the serv ice to enable or disable recommend content . We concluded that the audi ted
provider’s pol icies, processes and contro ls were followed for the samples se lected.

5 . Inspected the code supporting the opt out functionali ty referenced above in the product ion environment, the
funct iona li ty that supports opting out of persona lized content was in place during the Examinat ion Period. Inspected
management’s assessment of changes to the code during the Examina tion Per iod to validate the system functionali ty
was in place for the dura tion of the Examination Period.

6 . Inquired with management re la ted to the audited providers recommender systems to provide personal ized content
where the user has opted in for profiling, and how the platform provides options for the user to opt out of profiling.

7 . Inquired with management and inspected system and process documenta tion , recommender systems are managed
through a common process. Selected a sample of recommender systems from an inventory of a lgorithmic systems,
inspected the recommender system mode l documentat ion and code , the main parameters used in recommender
systems matched w ith the informat ion inc luded in the Terms of Service , the user's preference and se lection are used
as input by the recommender systems, and the recommend systems functiona l ity did not change significant ly
throughout the Examinat ion Period.

8 . Inspected system documenta tion, dashboards and reports, the recommender system performance and qua li ty were
mon itored throughout the Examination Period, and there were no significant changes in mode l performance based
on pre-def ined thresholds.

9 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: Shif ted the focus from not re ly on controls to a combina tion of re ly on
controls and perform substantive procedures

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .
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Posi tive - In our opinion , the audi ted service complied with this Specified Requirement dur ing the Examina tion Per iod, in a ll
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
39 .1

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:
1 . The provider established an online repository wh ich:
- was publ icly ava ilable on the ir on line interface
- conta ined informat ion described in Article 39(2)
- had a search function tha t a llowed multicriteria quer ies
- pul led advertisement information using appl ication
programming interfaces
- did not contain any personal da ta of the recipients of the
service to whom the advertisement was or could have been
presented

2 . The provider had ensured tha t the ad information in the
reposi tory was:
- ava ilable for the entire period that the ad was presented
and one year a fter the ad was last shown
- accura te
- complete

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we evaluated the design and
opera tion of contro ls and performed substantive procedures:

1 . Inquired with management and ga ined an understanding of the po licies and process for providing an Ads Gallery
websi te , shar ing content in the Ads Gallery contain ing the information described in Art icle 39(2), and re taining
advertisements presented in the ga llery.

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a wa lkthrough of the process in place for prov iding the publicly ava ilable Ads Ga llery on the Snap si te
conta ining advert isements and commercial content , storing advert isements wi thin the Ads Gallery for one year after
the ad was last shown, and providing a search fea ture w ithin the Ads Ga llery. De termined tha t the re levant po licies,
processes and controls in place were fo llowed for th is instance .

4 . Observed that the Snap Ads Ga llery was ava ilable on the public Snap si te and included separa te sect ions for Ads and
Commercia l Content. Observed that with in the Ads section, a search funct ion was ava ilable that a llows mu lt icriteria
queries (i.e ., ad publ isher , location, da te). Observed tha t for a sample of content with in the Ads and Commercial
Content sections, persona l data re lated to the recipients of the service to whom the advertisement was or could
have been presented was not available. Observed that wi th in the Ads sect ion , advertisements were ava ilab le for over
one year and conta ined information described in Art icle 39(2).

5 . Inspected the code suppor ting the Ads Gal lery API functional ity referenced above in the production environment , the
API functiona li ty tha t triggers the inclusion of an advertisement in the Ads Ga llery based on an impression in
European Union was in place during the Examina tion Per iod . Inspected the code supporting the Commercia l Content
API functiona li ty referenced above in the production environment , the API functiona li ty tha t tr iggers the inclusion of
commercial content in the Ads Gal lery based on the selection of content as Paid Par tnership was in place during the
Examination Period. Inspected the code supporting the Ads Ga l lery funct ionalit y re ferenced above in the product ion
env ironment , the Ad Gallery functionalit y tha t re ta ins advertisements for at least one year , a l lows search fea tures,
and includes the informat ion described in Article 39(2) for advertisements was in place during the Examina tion
Period.  Inspected management ’s assessment of changes to the code during the Examinat ion Period to va lida te the
system functiona lity was in place for the dur ation of the Examination Period.

6 . Se lected a sample , in accordance with the sampling approach described in the introduction to Appendix 1 , of
advertisements on the Ads Gal lery during the Examination period, test tha t the advertisement contained information
described in Article 39(2). Concluded the audi ted provider’s po licies, processes and controls were followed for the
samples se lected.
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7 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: Shif ted the focus from not re ly on controls to a combina tion of re ly on
controls and perform substantive procedures

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posit ive with Comments – In our opinion , the audi ted service complied with th is Specified Requirement dur ing the
Examination Period, in a ll ma teria l respects.  See be low Recommendat ion on specific measures.

Recommendat ions on spec if ic measures:

The audi ted provider should expand on the functiona li ty of the Commercia l Content
interface in the Ads Gallery.

Recommended t imeframe to
implemen t speci f ic measures:

1 October 2024 to 3 0 April 2025

Obliga t ion:
39 .2

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:

1 . The provider's online repository included the fol lowing
information for each advertisement:

- the content of the advertisement, including the name of
the product , service or brand and the subject mat ter

- the natura l or lega l person on whose beha lf  the
advert isement is presented

- the natura l or lega l person who paid for the advertisement ,
if tha t person is dif ferent from the person referred to in the
point above

- the per iod dur ing wh ich the advertisement was presented

- the part icular groups of recipients the advertisement was
indented to be pr esented to, and the parameters used to
exclude such groups

- the commercia l communica t ions presented on the pla tform

- the tota l number of recipients the advertisement reached,
and if applicable , the aggrega te numbers broken down by
group

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we evaluated the design and
opera tion of contro ls and performed substantive procedures:

1 . Inquired with management and ga ined an understanding of the po licies and process for including the information
described in Article 39 .2 rela ted to advertisements in the Ads Ga llery.

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a wa lkthrough of the process in place for prov iding the publicly ava ilable Ads Ga llery on the Snap si te and
inc luding the information descr ibed in Article 3 9. 2 rela ted to advert isements and Commercia l content available on
the Snapchat platform. De termined tha t the re levant po licies, processes and contro ls in place were followed for th is
instance .

4 . Observed tha t the Snap Ads Ga llery and Commercial Content galler ies are available on the public Snap site .
5 . Observed that for a sample of content in the Ads Ga llery it contained information described in Art icle 39 .2 , including

the advert ising content , the brand advert ised, the organization charged for the advertisement , the Ad start and end
da te , the demographic parameters,  and the tota l impressions, as applicable broken down by Member Stat e.
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Observed tha t for a sample of content in the Commercial Content gallery it  contained content that was live on the
Snapcha t platform.

6 . Inspected the code supporting the Ads Ga l lery funct iona lit y referenced above in the product ion environment, the Ad
Gallery funct ionality tha t inc ludes the information descr ibed in Article 3 9. 2 for advert isements was in place dur ing
the Examina tion Period.  Inspected management’s assessment of changes to the code during the Examina tion Period
to val ida te the system functionali ty was in place for the dura tion of the Examinat ion Period.

7 . Se lected a sample , in accordance with the sampling approach described in the introduction to Appendix 1 , of
advertisements on the Ads Gal lery during the Examination period, test tha t the advertisement contained information
described in Article 39(2). Concluded the audi ted provider’s po licies, processes and controls were followed for the
samples se lected.

8 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: Shif ted the focus from not re ly on controls to a combina tion of re ly on
controls and perform substantive procedures

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our op inion , the audi ted service complied wi th th is Specified Requirement dur ing the Examina tion Per iod, in a ll
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
39 .3

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects: 1 . For advert isements that were removed or
disabled based on illega li ty or incompatibilit y wi th the
pla tforms terms and conditions, the reposi tory did not
include the following information:

- the content of the advertisement

- the natura l or lega l person on whose beha lf  the
advert isement is presented

- the natura l or lega l person who paid for the advertisement ,
if tha t person is dif ferent from the person referred to in
point

2 . For advertisements tha t were removed or disabled based
on il legal ity or incompatibili ty with the platforms terms and
condit ions, the repository included the information from the
Sta tement of Reasons referred to in Ar ticle 1 7(3), po ints (a)
to (e), summarized be low:

- the nature of the remova l or suspension and the terri tor ial
scope of the decision and its dura tion

- the facts and circumstances rel ied on in taking the decision
inc luding whe ther the decision was made in response to an
Article 16 notice or the prov ider's own investigations

- where applicable , informat ion on the use made of
automated means in taking the decision

- where the decision concerns a llegedly illega l content ,
reference to and explanations on the lega l ground re lied on

- where the decision is based on the a lleged incompatibil ity
of the information with the terms and condi tions of the

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .
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provider of host ing services, reference to and explana tions
on the contractua l ground re lied on;

or Ar ticle 9(2), po int (a)(i):

- a re ference to the legal basis under Union or national law
for the order aga inst i llega l content .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we evaluated the design and
opera tion of contro ls and performed substantive procedures:

1 . Inquired with management and ga ined an understanding of the po licies and process for rest ricting the information
ava ilable in the Ads Gallery for content tha t was removed or disabled based on i llegality or incompatibilit y wi th the
Terms of Serv ice .

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for restr icting the information available in the Ads Ga llery for
content that was removed or disabled based on illega lit y or incompatibil ity with the Terms of Service and providing
information from the sta tement of reason to support the removal. Determined tha t the re levant pol icies, processes
and controls in place were followed for this instance .

4 . Observed that for a sample of content tha t was removed or disabled based on illega li ty or incompatibil ity with the
Terms of Serv ice was identi fied as Re jected wi th in the Snap Ads Gallery did not conta in include the advertising
content, the brand advertised, nor the organization charged for the advertisement . Observed the Re jected
advertisement included a description for the reason it was re jected and sta tement that the ad was removed due to
vio la tion of the Terms of Service . Inqu ired w ith management related to the Rejected status, no automation is used to
remove advert isements once they have been displayed to recipients of the service and are on ly removed through
manual content moderation.

5 . Inspected the code supporting the Ads Ga l lery funct iona lit y referenced above in the product ion environment, the Ad
Gallery funct ionality tha t restricts the information for Re jected advert isements and includes de tai ls f rom the
statement of reason was in place during the Examina tion Per iod.  Inspected management’s assessment of changes to
the code dur ing the Examination Per iod to va lida te the system functiona li ty was in place for the duration of the
Examination Period.

6 . Se lected a sample , in accordance with the sampling approach described in the introduction to Appendix 1 , of
advertisements on the Ads Gal lery during the Examination period, if the advert isement was removed or disabled
based on illegality or incompatibility w ith the Terms of Service, test that advertisement did not contain the
advert ising content , the brand advert ised, nor the organizat ion charged and include information from the statement
of reason to suppor t the remova l. Concluded the audited provider’s policies, processes and controls were fo llowed
for the samples se lected.

7 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: Shif ted the focus from not re ly on controls to a combina tion of re ly on
controls and perform substantive procedures

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our op inion , the audi ted service complied wi th th is Specified Requirement dur ing the Examina tion Per iod, in a ll
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
40 .1

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:

Access to data necessary to moni tor and assess compl iance
wi th the Regulation was provided at the request of the

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
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Digita l Services Coordinator of establishment or the
Commission, w ithin period of time specified in the request .

and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired of management and ga ined an understanding of the po licies and process for responding to requests for
information of the Digi ta l Services Coordina tor of establ ishment or the European Commission , w ithin period of time
specified in the request.

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for responding to requests of information of the Digit al Services
Coordinator of establishment or the European Commission, within period of time specified in the request .
Determined that the r elevant po licies, processes and controls in place were fo llowed for th is instance .

4 . Inquired with management re la ted to requests for information from the Digi ta l Services Coordinator or the European
Commission and inspected the European Commission site , identif ied three requests for information dur ing the
Examination period. Inspected the aud ited providers response for the three requests for information, va lidated the
responses conta ined reasonable informat ion re levant to the request and were submi t ted wi thin the period of time
specified in the request, considering extensions approved by the European Commission.

5 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our op inion , the audi ted service complied wi th th is Specified Requirement dur ing the Examina tion Per iod, in a ll
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
41 .1

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects: 1 . The provider estab lished a compliance function
which:

- was independent from operat ional funct ions

- had one or more compliance officers

- had a head of compliance function

- had suffic ient author i ty, stature , and resources

- had access to the management body

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired with management and ga ined an understanding of the po licies and processes surrounding the establishment
of the compl iance funct ion which was independent from operational functions, had one or more compl iance officers
and a head of compliance function and had suff icient authority , sta ture , and resources.
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2 . Assessed tha t the design of the policies, processes, and contro ls in place were appropr ia te to comply with the
Specified Requirements.

3 . Conducted a wa lkthrough of the process in place for establish ing the compliance function. Inquired with
management and noted tha t there were no changes to the compl iance function during the Examina tion Per iod.
Determined that the r elevant po licies, processes and controls in place were fo llowed for th is instance .

4 . Inspected meeting minutes of the Audit Commi t tee of the Board of Directors on 24 July 2 023 in which the Audit
Commit tee approved the designation of Co-Compliance Off icers for the DSA as the audi ted provider’s Director,
Assoc ia te General Counse l and Da ta Compl iance Of ficer, with the Director, Associate General Counse l ident ified as
the Head of Compl iance. Inspected the assigned roles and responsibili ties for the Co-Compliance Officers included
mon itor ing compliance with the DSA , conducting r isk assessments as required by the DSA and inform and upda te
provider’s management and employees about relevant obligat ions under the DSA.

5 . Inspected the provider’s employee organ iza t ion chart as of December 2023 , March 2024 and June 20 24 , the
compliance function, overseen by the Co-Compliance Officers were comprised of Lega l, Compliance, Trust and
Safety employees, and thus, independent of operations and not a part of the product , engineer ing or other
opera tional teams.

6 . Inspected mee ting minutes from DSA governance team meetings, the designation of the management body as
General Counse l and V ice President, Deputy General Counsel . Inspected the provider ’s employee organiza tion chart
as of December 202 3 , March 2 024 and June 2024 and assessed tha t the compliance function repor ts directly to the
management body. Inspected mee ting minutes, emai l communica tions and inqu ired of management in the
compliance function and the management body , the compliance funct ion has rout ine and direct access to the
management body throughout the Examination Per iod.

7 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our op inion , the audi ted service complied wi th th is Specified Requirement dur ing the Examina tion Per iod, in a ll
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
41 .2

Aud it cr iteria: Throughout the period, in a ll mater ia l
aspects:
1 . A management body of the provider was designa ted to
ensure the following:
- that compliance officers had the professional
qua lifications, know ledge , experience and abili ty necessary
to fulfil the tasks
- that the head of the compliance function was an
independent senior manager with distinct responsibili ty for
the compl iance funct ion

2 . The head of the compliance function reported directly to
the management body and raised concerns to the body
regarding risks re ferred to in Ar t icle 34 or non-compliance
which could have affected the company.

3 . The head of the compliance function was not removed
wi thout prior approva l of the management body .

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:
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1 . Inquired with management and ga ined an understanding of the po licies and processes surrounding the designa tion
and report ing of the management body and the Head of Compliance , the roles and responsibili ties of the
management body, and the process by which the Head of Compliance function would be removed.

2 . Assessed tha t the design of the policies, processes, and contro ls in place were appropr ia te to comply with the
Specified Requirements.

3 . Conducted a wa lkthrough of the process in place for designating the management body, wh ich is comprised of the
audited provider’s General Counse l and V ice President , Deputy General Counse l, and a Head of Compliance with
appropria te qual ificat ions tha t is independent of DSA operations and updating the management body r ela ted to r isks
referred to in Article 3 4. Inquired wi th management and noted tha t there were no changes to the Head of
Compliance during the Exam inat ion Period. Determined that the re levant policies, processes and controls in place
were fo llowed for this instance.

4 . Inspected meeting minutes of the Audit Commi t tee of the Board of Directors on 24 July 2 023 in which the Audit
Commit tee approved the designation of Co-Compliance Off icers for the DSA as the audi ted provider’s Director,
Assoc ia te General Counse l and Da ta Compliance Of ficer w ith the Director, Associate General Counse l identified as
the Head of Compl iance . Inspected that the General Counsel, the lead member of the management body, was in
attendance at the mee ting and inferred approved of the designat ion of the head of the provider ’s compliance
funct ion . Inspected the mee ting minutes identified that the head of compliance had the necessary qua lifica tions,
knowledge , experience and abil ity to opera tiona lize measures and monitor compliance w ith the DSA .

5 . Inspected the provider’s employee organ iza t ion chart as of December 2023 , March 2024 and June 20 24 and
assessed tha t the head of the compliance function (designated as the Director , Associate General Counse l) reports
direct ly to the Vice President, Deputy General Counse l who reports directly to the General Counse l .

6 . Inspected mee ting minutes from the cross-functional governance team tha t discusses risks referred to in Article 3 4,
compliance with the DSA, and prov ide updates to the management body.

7 . Se lected a sample , in accordance with the sampling approach described in the introduct ion to Appendix 1 , of months
during the Examination period, test tha t the cross-funct iona l governance team meeting was performed to moni tor
compliance with the DSA and provide upda tes to the management body . Concluded the audited provider’s policies,
processes and controls were followed for the samples se lected.

8 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our op inion , the audi ted service complied wi th th is Specified Requirement dur ing the Examina tion Per iod, in all
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
41 .3

Aud it cr iteria: Throughout the period, in a l l ma ter ial
aspec ts:
The Compliance officers engaged in the fo llowing tasks:
- cooperated with the Digi ta l Services Coordina tor of
establ ishment and the Commission
- ensured that all risks referred to in Artic le 34 were
identified and proper ly reported on and tha t reasonable ,
proportionate and effective risk-mi t iga tion measures were
taken pursuant to Art icle 35
- organized and supervised the independent audi t activi ties
pursuant to Article 37
- informed and advised management and employees about
re levant obliga t ions under th is Regulat ion
- mon i tored the compliance of the company wi th i ts
obliga t ions under th is Regulat ion, and
- where applicable , monitored the compliance with
commitments made under the codes of conduct pursuant to

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .
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Art icles 45 and 46 or the crisis protoco ls pursuant to Art icle
4 8.

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired of management and gained an understanding of the po licies and processes concerning the established DSA
co-compliance officers’ (the audit ed provider ’s Director, Associate General Counse l and Da ta Compliance Officer)
responsibilities and tasks throughout the Examina tion Per iod.

2 . Assessed tha t the design of the policies, processes, and contro ls in place were appropr ia te to comply with the
Specified Requirements.

3 . Conducted a walkthrough of the process in place for surrounding the assigned ro les and responsibilities of the DSA
co-compliance officers, including responding to requests from the Digital Services Coordinator and the European
Commission, oversee ing the systemic risk assessment and risk-mi tiga tions, supervising the independent audit ,
informing the relevant process owners of obliga tions rela ted to the DSA , and mon itoring compliance w ith the
obligat ions. Determ ined that the re levant policies, processes and controls in place were fol lowed for this instance .

4 . Inquire wi th the co-compl iance officers and inspected communications with the Digi ta l Services Coordinator and the
European Commission , regarding Snap’s compliance wi th the DSA . Inspected responses from the audited prov ider to
Requests for Information (RFIs) in accordance with the Commission ’s deadlines and assessed the co-compliance
officers were involved in furnishing such responses and cooperated.

5 . Inspected documenta tion of the co-compliance off icers involvement in the prepara tion and review of systemic r isk
assessment and associated risk mi tigations carr ied out by 25 August 2 023 .

6 . Inspected mee ting minutes from the cross-functional governance team tha t discusses risks referred to in Article 3 4,
compliance with the DSA, and commun ication to the process owners re la ted to obliga tions of the DSA .

7 . Se lected a sample , in accordance with the sampling approach described in the introduct ion to Appendix 1 , of months
during the Examination period, test tha t the cross-funct iona l governance team meeting was performed to moni tor
compliance with the DSA. Concluded the audi ted prov ider’s policies, processes and controls were fol lowed for the
samples se lected.

8 . Observed the DSA co-compliance officers throughout the Examination Per iod engage in , organize and supervise the
independent audi t activit ies pursuant to Art icle 37 .

9 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our op inion , the audi ted service complied wi th th is Specified Requirement dur ing the Examina tion Per iod, in a ll
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
41 .4

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects: The provider commun icated the name and contact
deta ils of the head of the compliance function to the Digita l
Services Coordina tor of establishment and to the
Commission.

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:
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In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired of management and gained an understanding of the po licies and processes for communica ting the contact
information of the head of the compliance function to the Digi tal Service Coordinator of the establishment and to the
Commission.

2 . Assessed tha t the design of the policies, processes, and contro ls in place were appropr ia te to comply with the
Specified Requirements.

3 . Conducted a walkthrough of the process in place for communicat ing the contact information of the head of
compliance to the Digita l Service Coordinator of the establishment and to the Commission. Determined tha t the
relevant po licies, processes and controls in place were fo llowed for th is instance .

4 . Inspected mee ting agenda and minutes from a call wi th the European Commission in Ju ly 20 23 and assessed tha t
the audited provider communica ted the name of the head of compliance in such mee ting. Inspected an email
communica tion sent to the Digita l Service Coordinator and the Commission da ted 24 March 202 4 , the name and
contact information of the head of compliance was included in the communication.

5 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our opinion , the audi ted service complied with this Specified Requirement dur ing the Examina tion Per iod, in all
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
41 .5

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:

The management body of the prov ider defined, oversaw,
and ma inta ined accountabilit y for the implementation of the
provider’s governance arrangements to ensure the
independence of the compliance function , including the
division of responsibilit ies with in the organiza tion, the
prevention of confl icts of interest, and management of
systemic risks identified pursuant to Article 34 .

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired of management and ga ined an understanding of the po licies and processes regarding the management
body’s roles and responsibili ties and oversight of the systemic risk assessment .

2 . Assessed tha t the design of the policies, processes, and contro ls in place were appropr ia te to comply with the
Specified Requirements.

3 . Conducted a walkthrough of the process in place for de fining the ro les and responsibili ties of the management body
and i ts oversight for the system risks identified pursuant to Art icle 34 . De termined that the re levant po licies,
processes and controls in place were fo llowed for th is instance .

4 . Inspected meeting minutes of the Audit Commi t tee of the Board of Directors on 24 July 2 023 in which the Audit
Commit tee approved the designation of Co-Compliance Off icers for the DSA as the audi ted provider’s Director,
Associa te Genera l Counse l and Da ta Compliance Of ficer . Inspected that the General Counse l, the lead member of the
management body, was in a ttendance a t the meeting in wh ich the division, oversight and involvement in
accountability for the implementa tion of the governance arrangements to ensure the establishment of an
appropria te compliance funct ion was agreed upon.
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5 . Inspected the audi ted provider’s po licies and procedures, the management body’s assigned responsibili ties included
oversight of the independent compliance function and the division of responsibi li ties w ithin the organiza tion.

6 . Inspected documenta t ion of the management body ’s involvement in review, and approval , of the systemic risk
assessment , pursuant to Art icle 34 , and associa ted risk mit igations carr ied out by 25 August 2023 .

7 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our op inion , the audi ted service complied wi th th is Specified Requirement dur ing the Examina tion Per iod, in all
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
41 .6

Aud it cr iteria: Throughout the period, in a ll ma ter ial
aspects:

The management body reviewed and approved, a t least once
a year, the strategies and policies for taking up, managing,
moni toring and mit igat ing the risks ident ified pursuant to
Art icle 34 .

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired of management and ga ined an understanding of the po licies and process regarding management body’s
review and approva l of the stra tegies and policies for taking up, managing, monitoring and mi t iga ting the risks
identi fied pursuant to Article 34 .

2 . Assessed tha t the design of the policies, processes, and contro ls in place were appropr ia te to comply with the
Specified Requirements.

3 . Conducted a wa lkthrough of the of the process in place for the management body ’s review and approval of the
systemic risk assessment and associated risk mi tiga t ions. De termined tha t the relevant policies, processes and
controls in place were fo llowed for th is instance .

4 . Inspected documenta t ion of the management body ’s review, and approval, of the systemic risk assessment,
pursuant to Article 34 , and associa ted risk mit igat ions and po licies carried out by 25 August 2023 .

5 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our op inion , the audi ted service complied wi th th is Specified Requirement dur ing the Examina tion Per iod, in a ll
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A
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Obliga t ion:
41 .7

Aud it cr iteria: Throughout the period, in a ll ma ter ia l
aspects:
The management body:
- devoted sufficient time to the considera tion of the
measures re la ted to risk management
- mainta ined act ive involvement in the decisions re lated to
risk management
- ensured that adequa te resources were a lloca ted to the
management of the r isks identif ied in accordance w ith
Article 34

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired of management and ga ined an understanding of the po licies and process regarding the oversight of risk
management measures by the management body.

2 . Assessed tha t the design of the policies, processes, and contro ls in place were appropr ia te to comply with the
Specified Requirements.

3 . Conducted a walkthrough of the of the process in place for the management body ’s oversight of risk management
measures, including suff iciency of resources, consideration of risk mit igation measures, and involvement in risk
mitiga tion decisions. Determined tha t the re levant policies, processes and controls in place were fo llowed for this
instance .

4 . Inspected mee ting minutes be tween the co-compliance officers and the management body , throughout the
Examination Period, the management body:

a . devoted suff icient time to the considera tion of the measures rela ted to risk management;
b. maintained active involvement in the decisions re la ted to risk management;
c. ensured that adequate resources were a llocated to the management of the r isks identified in accordance

with Art icle 34 .
5 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made

to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our op inion , the audi ted service complied wi th th is Specified Requirement dur ing the Examina tion Per iod, in a ll
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:
42 .1

Aud it cr iteria:  Throughout the per iod , in a ll mater ial
aspects:

The provider published the A rt icle 15 transparency reports:

- no la ter than two months from the da te of applica tion
referred to in Ar ticle 3 3(6), second subparagraph.
- and a t least every six months thereaf ter

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:
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In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired of management and ga ined an understanding of the po licies and process for publicly publishing the
Transparency Report no la ter than two months from the date of applica tion referred to in Article 33(6), which would
be 25 October 2024 , and a t least every six months.

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for reviewing the Transparency Repor t prior to publish ing and
publicly posting the Transparency Report on the Pr ivacy, Safe ty and Policy Hub. De termined that the relevant
po licies, processes and controls in place were fo llowed for th is instance .

4 . Se lected the two Transparency Report published on the Privacy, Sa fe ty and Policy Hub, test whether the publicly
posted reports were posted by 25 October 2024 and a t least every six months thereafter. Inspected the
Transparency Report on the Privacy , Safe ty and Policy Hub and va lidated the reports were made publicly ava ilable
as of 25 October 2024 and 25 April 20 24 . Concluded the audited provider’s po licies, processes and controls were
followed for the samples se lected.

5 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our op inion , the audi ted service complied wi th th is Specified Requirement dur ing the Examina tion Per iod, in a ll
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A

Obliga t ion:

42 .2

Aud it cr iteria:

Throughout the per iod, in a ll ma terial aspects:

1 . The provider included information enumerated in points
(a) to (c) of Ar ticle 42 .2 in the published transparency
reports, summarized as follows:

- information / metrics on the human resources dedica ted to
content modera tion re lated to the service in the Union,
broken down by each official language of the Member Sta tes

- information on the qual if ica tions and linguistic expertise of
the content modera tion staff

- information on the tra ining and support given to content
modera tion staff

- information / metrics on the use of automated means for
content modera tion, broken down by each off icia l language
of the Member Sta tes

2 . The provider has published the reports in a t least one of
the official languages of the Member Sta tes.

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Period,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
qua litat ive variance) dur ing the Examination
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:
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1 . Inquired of management and ga ined an understanding of the po licies and process for creating and review ing the se ts
of transparency reports, including the information enumerated in points 42 .2 (a) to (c) of the report , and the
languages that the sets of transparency reports are published.

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a wa lkthrough of the process in place for generating the informat ion enumerated in points 42 .2 (a) to (c)
tha t is included within the se ts of t ransparency reports, reviewing the se ts of transparency reports prior to
publishing , and publicly posting the se ts of transparency reports in official languages of the Member Sta tes on the
Pr ivacy , Safe ty and Policy Hub. Determined that the re levant policies, processes and controls in place were fol lowed.

4 . Inspected evidence from the audi ted prov ider data warehouse and human resource system and inqu ired with
management regarding the genera tion of the informat ion in the se ts of transparency reports to ga in comfort over
the completeness and accuracy of the se ts of transparency reports. Did not test the comple teness and accuracy of
the da ta itse lf .

5 . Se lected the two sets of transparency reports published during the audi t period on the Privacy, Sa fe ty and Policy
Hub, tested whe ther the publicly posted reports included the information enumera ted in po ints 42 .2 (a) to (c) and
were avai lable in the officia l languages of the Member Sta tes. Concluded the audited provider’s policies, processes
and controls were followed.

6 . Inspected the se t of transparency reports published on 25 October 2023 for the information enumera ted in points
15 .1 (a) to (e) of Art icle 15 .1 and the Member Sta te languages tha t the report was posted. Concluded the fo llowing
information was not included in this set of transparency reports:

a . 42 .2(c): In the 25 October 202 3 reports, the audited provider did not include the indica tors of accuracy and
the possible ra te of error of the automated means broken down by each official language of the Member
Sta tes.

7 . Inspected the se t of transparency reports published on 25 April 20 24 for the information enumerated in po ints 42 .2
(a) to (c). Inquired of management, ga ined an understanding, and inspected support for how the informat ion
inc luded in this set of transparency reports addressed the po ints in 42 .2 (a) to (c). Inspected tha t the audited
provider published the accuracy rate of automated modera tion technolog ies for a ll harms. Concluded tha t
information was appropr iate to address this Specif ied Requirement.

8 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Nega t ive – In our opinion, except for the  e ffects of the materia l noncompliance described in the fol lowing paragraph , the
audited service complied wi th this Spec ified Requirement dur ing the Examina tion Per iod, in al l materia l respects.

The audi ted provider’s 25 October 2023 transparency reports did not include the informat ion enumera ted in point 42 .2 (c)
summarized in the above section . See be low Recommendat ion on specific measures.

Recommendat ions on spec if ic measures:

The audi ted provider should more clearly describe in its sets of transparency reports
how the information included therein addresses the disclosures requ irements
enumerated in point 42 .2 (c).

Recommended t imeframe to
implemen t speci f ic measures:

30 September to 25 October 2024

Obliga t ion:
42 .3

Aud it cr iteria: The provider included in the reports referred
to in 42 .1 the average monthly act ive recipients of the
service for each Member Sta te .

Mater iali ty threshold:

If a control was not suitably designed and
operated ef fectively to satisfy the obliga tion
for at least 95% o f the Examination Per iod,
and/or if there was an actua l or projected
error of more than 5% (or o ther materia l
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qua litat ive variance) dur ing the Examina tion
Period re la ted to the audit  criter ia .

Audi t procedures and informat ion re lied upon:

In order to eva luate the audi ted provider’s compliance wi th th is Specified Requirement , we performed substantive
procedures, although controls exist ed:

1 . Inquired of management and ga ined an understanding of the po licies and process for including the average monthly
recipients of the service for each Member State in the Transparency Report .

2 . Assessed the design of the policies, processes, and controls in place were appropr ia te to comply with the Spec ified
Requirements.

3 . Conducted a walkthrough of the process in place for generating the average monthly act ive recipients of the service
for each Member State that is included within the Transparency Report, reviewing the Transparency Report prior to
publishing and publicly post ing the average month ly recipients in the Average Month ly Act ive Recipients sect ion of
the European Union report on the Pr ivacy, Safety and Policy Hub. De termined tha t the re levant po licies, processes
and controls in place were followed for this instance .

4 . Inspected evidence from the audi ted prov ider ’s da ta warehouse and inquired wi th management regarding the
generat ion of the average month ly recipients of the service for each Member State to gain comfort over the
comple teness and accuracy of the Transparency Report . Did not test the completeness and accuracy of the da ta
itse lf .

5 . Se lected a sample , in accordance with the sampling approach described in the introduct ion to Appendix 1 , of the
Transparency and European Union Reports publ ished on the Privacy, Safety and Po licy Hub, test whether average
monthly recipients of the service for each Member State were included in the report. Concluded the audi ted
provider’s pol icies, processes and contro ls were followed for the samples se lected.

6 . Made inquir ies a t the end of the audit  per iod wi th management and confirmed tha t no significant changes were made
to the policies, processes and controls after the audit procedures had been conducted unti l the end of the
Examination Period.

Changes to the audi t procedures during the audi t: None

Resul ts of procedures per formed , how reasonable level of assurance was ach ieved and conclusion:

There were no material devia tions identified in the performance of the above procedures, unless denoted be low. The results
of the audi t procedures were deemed sufficient to obtain reasonable assurance .

Posi tive - In our op inion , the audi ted service complied wi th th is Specified Requirement dur ing the Examina tion Per iod, in all
mater ia l respects.

Recommendat ions on spec if ic measures: N/A Recommended t imeframe to
implemen t speci f ic measures: N/ A
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P lease refer to our a t tached Assurance Report of Independent Accountants for addi t iona l information.

Include as many lines as necessary in accordance with the a llocat ion of
responsibilit ies and empowerment as referred to in Article 7(1) point
b)

Date 26 August 2024 Signed by Paul T. Chen

Place 725 South F igueroa St ., Los Ange les,
CA , 9001 7, Uni ted Sta tes

In the name of Ernst & Young LLP

Responsib le for : Entire Engagement
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16 .2 – F ina l Low Moderate Sh if ted the focus from not re ly on contro ls to
a combination of re ly on controls and
perform substant ive procedures

High

16 .4 – In itial Low High Not re ly on contro ls High

16 .4 – F ina l Low Moderate Sh if ted the focus from not re ly on contro ls to
a combination of re ly on controls and
perform substantive procedures

Min ima l

16 .5 – In itial Low High Not re ly on contro ls High

16 .5 – F ina l Low Moderate Sh if ted the focus from not re ly on contro ls to
a combination of re ly on controls and
perform substantive procedures

Min ima l

16 .6 – In itial Low High Not re ly on contro ls High

16 .6 – F ina l Low Moderate Sh if ted the focus from not re ly on contro ls to
a combination of re ly on controls and
perform substantive procedures

Min ima l

17 .1 – In itial Low High Not re ly on contro ls High

17 .1 – F ina l Low Moderate Sh if ted the focus from not re ly on contro ls to
a combination of re ly on controls and
perform substantive procedures

High

17 .3 – In itial Low High Not re ly on contro ls High

17 .3 – F ina l Low Moderate Sh if ted the focus from not re ly on contro ls to
a combination of re ly on controls and
perform substantive procedures

High

18 .1 – In itial H igh Low Not re ly on contro ls Moderate

18 .1 – F ina l H igh Moderate Sh if ted the focus from not re ly on contro ls to
a combination of re ly on controls and
perform substantive procedures

Moderate

18 .2 – In itial H igh Low Not re ly on contro ls Moderate

18 .2 – F ina l H igh Moderate Sh if ted the focus from not re ly on contro ls to
a combination of re ly on controls and
perform substantive procedures

Moderate

20 .1 – In itial Low High Not re ly on contro ls High

20 .1 – F ina l Low Moderate Sh if ted the focus from not re ly on contro ls to
a combination of re ly on controls and
perform substantive procedures

High

20 .3 - In it ia l Low High Not re ly on contro ls High

20 .3 – F ina l Low Moderate Sh if ted the focus from not re ly on contro ls to
a combination of re ly on controls and
perform substantive procedures

High

20 .4 – In itial H igh High Not re ly on contro ls Low

20 .4 – F ina l Low Moderate Sh if ted the focus from not re ly on contro ls to
a combination of re ly on controls and
perform substantive procedures

High

20 .5 – In itial Low High Not re ly on contro ls High

20 .5 – F ina l Low Moderate Sh if ted the focus from not re ly on contro ls to
a combination of re ly on controls and
perform substantive procedures

High

20 .6 – In itial Low High Not re ly on contro ls High

20 .6 – F ina l Low Moderate Sh if ted the focus from not re ly on contro ls to
a combination of re ly on controls and
perform substantive procedures

High

22 .1- Ini tial /  Final Low High Not re ly on contro ls High

23 .1 – In itial Low High Not re ly on contro ls High
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23 .1 – F ina l Low Moderate Sh if ted the focus from not re ly on contro ls to
a combination of re ly on controls and
perform substantive procedures

High

23 .2 – In itial /  F ina l Low High Not re ly on contro ls High

23 .3 – In itial H igh High Not re ly on contro ls Low

23 .3 – F ina l H igh Moderate Sh if ted the focus from not re ly on contro ls to
a combination of re ly on controls and
perform substant ive procedures

Low

23 .4 – In itial /  F ina l Low High Not re ly on contro ls High

24 .1 – In itial /  F ina l Low Low Not re ly on contro ls Min ima l

24 .2 – In itial /  F ina l Low High Not re ly on contro ls High

24 .3 – In itial /  F ina l Low High Not re ly on contro ls Low

24 .5 – In itial Low High Not re ly on contro ls High

24 .5 – F ina l Low Moderate Sh if ted the focus from not re ly on contro ls to
a combination of re ly on controls and
perform substantive procedures

High

25 .1 – In itial H igh High Not re ly on contro ls Low

25 .1 – F ina l H igh Moderate Sh if ted the focus from not re ly on contro ls to
a combination of re ly on controls and
perform substantive procedures

Low

26 .1 – In itial H igh High Not re ly on contro ls Low

26 .1 – F ina l H igh Moderate Sh if ted the focus from not re ly on contro ls to
a combination of re ly on controls and
perform substantive procedures

Low

26 .2 – In itial H igh High Re ly on controls and perform substantive
procedures

Low

26 .2 – F ina l H igh High Sh if ted the focus from not re ly on contro ls to
a combination of re ly on controls and
perform substantive procedures

Low

26 .3 – In itial H igh High Not re ly on contro ls Low

26 .3 – F ina l H igh Moderate Sh if ted the focus from not re ly on contro ls to
a combination of re ly on controls and
perform substantive procedures

Low

27 .1 – In itial /  F ina l Low High Re ly on controls and perform substantive
procedures

High

27 .2 – In itial /  F ina l Low High Re ly on controls and perform substantive
procedures

High

27 .3 – In itial /  F ina l Low High Re ly on controls and perform substantive
procedures

High

28 .1 – In itial /  F ina l H igh Low Re ly on controls and perform substantive
procedures

Moderate

28 .2 – In itial /  F ina l H igh Low Re ly on controls and perform substantive
procedures

Moderate

34 .1 – In itial /  F ina l H igh Low Not re ly on contro ls Moderate

34 .2 – In itial /  F ina l H igh Low Not re ly on contro ls Moderate

34 .3 – In itial /  F ina l Low High Not re ly on contro ls High

35 .1 – In itial /  F ina l H igh High Re ly on controls and perform substantive
procedures

Low

36 .1 – In itial /  F ina l H igh High Not re ly on contro ls Low

37 .2 – In itial /  F ina l Low High Not re ly on contro ls High

38 .1 – In itial H igh Low Not re ly on contro ls Moderate
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38 .1 – F ina l H igh Low Sh if ted the focus from not re ly on contro ls to
a combination of re ly on controls and
perform substantive procedures

Moderate

39 .1 – In itial Low High Not re ly on contro ls High

39 .1 – F ina l Low High Sh if ted the focus from not re ly on contro ls to
a combination of re ly on controls and
perform substantive procedures

High

39 .2 – In itial H igh High Not re ly on contro ls Low

39 .2 – F ina l Low High Sh if ted the focus from not re ly on contro ls to
a combination of re ly on controls and
perform substantive procedures

High

39 .3 – In itial Low High Not re ly on contro ls High

39 .3 – F ina l Low High Sh if ted the focus from not re ly on contro ls to
a combination of re ly on controls and
perform substantive procedures

High

40 .1 – In itial /  final Low High Not re ly on contro ls High

41 .1 – In itial /  final Low High Not re ly on contro ls High

41 .2 – In itial /  final Low High Not re ly on contro ls High

41 .3 – In itial /  final Low High Not re ly on contro ls High

41 .4 – In itial /  final Low High Not re ly on contro ls High

41 .5 – In itial /  final Low High Not re ly on contro ls High

41 .6 – In itial /  final Low High Not re ly on contro ls High

41 .7 – In itial /  final Low High Not re ly on contro ls High

42 .1 – In itial /  final Low High Not re ly on contro ls High

42 .2 – In itial /  final Low High Not re ly on contro ls High

42 .3 – In itial /  final Low High Not re ly on contro ls High










