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METHODOLOGY United 
Kingdom

Germany

France
United 
States

India

Australia

9,007 surveys across six countries
Teens 13-17, N = 3,003
Young adults 18-24, N = 3,001
Parents of 13-19, N = 3,003

12-minute, online survey

Polling conducted June 3-19, 2024

Snap commissions the research, but it covers 

Generation Z teens’ and young adults’ 

experiences across online platforms generally, 

with no specific focus on Snapchat.
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HIGHLIGHTS
FROM YEAR 3

I. The online environment became riskier

II. Respondents were resilient as Digital Well-Being held steady

III. Gen Zers were a big target for sextortion

IV. Parents & Gen Zers stepped-up efforts to defend against online threats

V. Many were unaware about the illegalities of sexual imagery of minors



Deception was common

Base: Ages 13-24, N=6004

I. THE ONLINE ENVIRONMENT 
BECAME RISKIER

Base: Ages 13-24, N=6004

Online risk at all-time 
high

Risk exposure up 
4.7-pts. since 2022

Someone lied about 
their identity

4



Positive Emotion, 13

Engagement, 14

Relationships, 13

Negative emotion, 10

Achievement, 13

*DWBI scores range from 0-100, Individual dimensions range from 0-20

II. RESPONDENTS WERE RESILIENT AS DIGITAL 
WELL-BEING HELD STEADY AT 63
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Shared intimate 
imagery

Grooming

Catfishing

Hacking

Sextortion targets

51%

Base: Ages 13-24, N=6004

III. GEN ZERS WERE A PRIME TARGET 
FOR SEXTORTION

 The "Four Horsemen" of Sextortion
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+9-pts. YoY

More parents 
checked in with 
their teenager(s)

+9-pts. YoY

More Gen Zers 
talked with 

someone or sought 
help after a risk 

incident

+7-pts. YoY

More support 
assets were 

present*

* Support assets were support received at home, from a friend, at school, or in the neighborhood/community. The YoY increase was among those who reported 9-12 assets 

IV. PARENTS & GEN ZERS STEPPED UP EFFORTS 
TO DEFEND AGAINST ONLINE RISKS
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On average, 29% didn’t consider involvement 
with sexual images of minors to be illegal

% based on the average 
of 5 interactions with 
sexual images of minors 

V. MANY WERE UNAWARE OF THE ILLEGALITIES 
OF SEXUAL IMAGERY OF MINORS
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1. 
THE ONLINE 
ENVIRONMENT 
BECAME RISKIER



Exposure to online risks reached all-time highs

Q5. Which, if any, of the following have happened to you personally ONLINE, on any electronic device during the past three months? 

Base: Ages 13-24, N=6004

+4–pts. 
since 2022

+5–pts. 
since 2022
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ONLINE RISKS



Impersonation

Most risk categories were higher in 2024

Most risk categories were higher in 2024

+5–pts. 

+5–pts. 

Extremist Content

Threats of ViolenceFake News,
Misinformation

Self-harm

Unwanted Contact Sexual Risks

52% 53%
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ONLINE RISKS



Q10P, Q10T. Given your/your teenager(s) experiences online, what do you think the chances are that the following events will happen to you/them in the future? Chances that someone online will...

Likelihood of happening in 
the future

Actual incidence

Both Parents & Teens anticipate higher levels of risk in the future
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ONLINE RISKS



Base: Ages 13-24, N=6004

Q5. Which, if any, of the following have happened to you personally ONLINE, on any electronic device during the past three months? 
Q6D: You mentioned that had thoughts of self-harm. Did you follow through on thoughts to harm yourself?

+10-pt. jump 
among young 

adults

1 in 6 had thoughts of self-harm
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ONLINE RISKS
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2. 
RESPONDENTS WERE 
RESILIENT AS DIGITAL 
WELL-BEING HELD 
STEADY



Flourishing

Thriving

Middling

Struggling

DWB group Description

Flourishing
(Very high)

Extremely positive – rate 
everything at the top end of the 
scale.

Thriving 
(High)

Average top two box across the 
dimensions- may not be top box on 
everything but experiences overall 
are very positive

Middling
(Medium)

“Mid range” in their evaluations. Mix 
of good and bad ratings. 
Everything’s not rosy

Struggling
(Low)

Rate all dimensions on the low end 
of the scale (1-3 range). 
Consistently encounter negative 
experiences and outcomes

+3 YoY

-2 YoY

-1 YoY

+0 YoY

Thriving group grew 3-points in the past year
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DIGITAL WELL-BEING



10-pt. 
difference

2-pt. 
difference

Flourishing respondents manage risks better
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DIGITAL WELL-BEING
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3. 
GEN ZERS WERE 
A BIG TARGET FOR 
SEXTORTION



37%
Grooming

30%
Catfishing

17%
Shared intimate 
imagery

26%
Hacking

Sextortion targets (net)

51%

Base: Ages 13-24, N=6,004

Sextorted
(46% of targets were sextorted) 

Base: Ages 13-24, N=6,004

23%

The “Four Horsemen of Sextortion”
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SEXTORTION



Ever involved with 
intimate or suggestive 
imagery

Were asked for 
intimate or 
suggestive imagery

35%

39%

17%
Shared or 
distributed 
intimate or 
suggestive imagery

Received intimate 
or suggestive 
imagery

47%
(net)

Base: Ages 13-24, N=6,004

Intimate imagery is widespread
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SEXTORTION



SX2. Have you ever had any of the following experiences online?
SX2a. Have you ever discovered that a person you shared intimate or suggestive photos or videos with had lied to you about their identity?
SX2b. Have your intimate or suggestive photos or videos ever been posted/shared more widely beyond who you initially intended to see them?

Lost control
Base: shared intimate images, N=1,04263% 58%Lied to

Base: shared intimate images, N=1,042

17%Shared intimate images
Base: 13-24, N=6,004

21%, age 18-24
13% age 13-17

Teens who shared images were especially 
vulnerable. 73% were lied to by the 
perpetrator and 66% lost control

Once shared, intimate imagery often becomes “public”
The majority were deceived about who they were sending images to, 

as well as lost control of the images
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SEXTORTION



Involvement with sexual imagery 
increased at key transition points during 
school age years 

High school

After high school

SX2. Have you ever had any of the following experiences online?

After high school

High school

After high school

Involvement with sexual imagery increased at key transition 
points during school age years
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SEXTORTION



SX3. During your interactions with people you only know online (not in real life), has anyone ever… ?

Total Teens 13-17 Young adults 
18-24

Any interaction 64% 53% 74%

Gave me lots of compliments about my appearance 31% 27% 35%

Spent a lot of time with me online and made me feel special 26% 23% 29%

Tried to start a romantic relationship with me 25% 19% 31%

Asked me for any type of photos of myself 24% 19% 29%

Taken a special interest in problems I had at home or in personal life 19% 16% 22%

Taken an unusually strong interest in a hobby or interest of mine 19% 16% 21%

Offered to give or gave me presents 17% 13% 21%

Asked me to have a private or secret relationship with them 16% 13% 19%

None of these 36% 47% 26%

Young adults were much 
more likely to encounter 
grooming interactions

Base: Ages 13-24, N=6004

Potential Grooming Interactions were common
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SEXTORTION



37% were victims of Grooming

SX3. During your interactions with people, you only know online (not in real life), has anyone ever… ?
SX3b. Have you ever discovered that a person you were interacting with online lied to you about their identity (i.e., were older, different gender, different location, etc.)?
SX3c. Do you believe you ever were the victim of online grooming? Online grooming in this context…

Potential grooming 
interactions

Self-reported 
groomed

Groomer lied 
about identity

64%

34%

22%

Base: Ages 13-24, N=6,004

Groomed

37% (net)

37% were victims of Grooming
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SEXTORTION



SX4. Have you had any other experiences online where someone lied to you about their identity (i.e., were older, different gender, different location, etc.) often for romantic or manipulative purposes?

30% reported being Catfished

Base: 13-24, N=6,004

Catfishing

Base: Ages 13-24, N=6,004

The likelihood of Catfishing 
increased with age

The recency of 
Catfishing incidents
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SEXTORTION



Q27fnew: Have any of your social media accounts been taken over or digital devices hacked?

26% said their social media accounts or devices were Hacked

Base: Ages 13-24, N=6,004

Accounts or devices 
Hacked

The likelihood of hacking increased with age
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SEXTORTION



Among those who were targeted, 46% 
were sextorted

SX5. As a result of sharing images online or interacting with people who were grooming you or lied about their identity, has anyone threatened to release what you shared unless you did what they asked?
SX5a. Did the threats occur as a result of… (can cite multiple incidents)
Q27h. Did the perpetrator ever threaten to release what was stolen unless you did what they asked?

Sextortion among 
those who were 

targeted

Base: Sextortion targets, N=3,042Base: Sextortion targets, N=3,042

Sextortion rates were 
similar across age 

groups

Sources of sextortion 
threats 

(can cite multiple incidents)

Among those who were targeted, 46% were sextorted
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SEXTORTION



Personal identity information was shared or stolen most often
Teens shared or had something stolen more often than young adults

SX5a2. During those interactions, did you ever share any of the following?
Q27g. Were any of these things stolen from your accounts or digital devices? 

Base: Sextorted Gen-Z, N=1,870

Total

Personal identity information was shared or stolen most often
Teens shared or had something stolen more often than young adults

37%

50%

75%

35%

23%

14%

23%

 Snap confidential | 27

SEXTORTION



More sexual imagery and money were the top 
two demands

SX5b. What did they demand or ask you to do in order to keep your information private?
Q27i. What did they demand or ask you or a friend for?

Total 13-17 18-24

Information, money, access (net) 74% 77% 72%

They wanted money or gift cards 48% 49% 46%

They demanded access to my personal information 36% 41% 33%

They demanded access to my online accounts 35% 38% 32%

They wanted to access my friends list or contacts list 25% 28% 22%

Sexual (net) 73% 76% 71%

They wanted more sexual photos or videos 49% 50% 48%

They wanted to have sexual relations with me 39% 42% 36%

They wanted to meet in person 39% 41% 37%

Release (net) 47% 50% 46%

They threatened to release my photos or videos to my friends and family 31% 35% 29%

They threatened to release my personal information more widely 30% 32% 29%

Most demanded item

Money was the 2nd 
most demanded item

Base: Faced sextortion demands, N=1,130

Demands were higher 
among teens

More sexual imagery and money were the top two demands
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SEXTORTION



SX5c. What actions did you take in response to their threats?
Q27j. What actions did you take in response to the threat?

Actions taken in response to sextortion Total Age 13-17 Age 18-24

Any Action (net) 85% 88% 82%
Asked for help (net) 70% 74% 66%
Asked a friend or peer to help 33% 32% 34%

Asked my parents to help 33% 41% 26%

Asked another adult to help 27% 31% 25%

Asked other people online for help/advice 27% 29% 26%

Reported (net) 67% 69% 66%
Reported the incident to the relevant online platform 36% 40% 34%

Reported to an online safety hotline or helpline 30% 33% 29%

Reported to local law enforcement 27% 27% 27%

Reported to a Federal agency (e.g., FBI) 23% 26% 21%

Protective measures (net) 64% 67% 62%
Blocked the perpetrator 39% 40% 38%

Updated security on my social media accounts 34% 36% 33%

Closed my account 23% 24% 22%

Other actions
Did what they asked me to do/met their demands 22% 24% 20%

Kept it to myself - I did not report it or talk to anyone about it 18% 13% 22%

I didn’t do anything 8% 7% 8%

More than 1 in 5 complied with 
the perpetrator’s demands

Single most common action taken

Base: Faced 
sextortion demands, 
N=1,130

85% acted in response to sextortion
However, sextortion was successful in over 1 in 5 instances
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SEXTORTION
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4. 
PARENTS AND GEN ZERS 
STEPPED-UP EFFORTS TO 
DEFEND AGAINST ONLINE 
THREATS



Q7. You mentioned that you experienced incidents online such as <insert risk> during the past three months. After what happened to you, did you talk with or seek help from anyone?

+9-pts. YoY

Base: Ages 13-24, N=6,004

Talking with someone or seeking help increased significantly

Big jump in the number of 
Gen Zers who talked with 
someone or sought help 

after a risk incident

Notable increase YoY 
among both age groups
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DEFENDING AGAINST ONLINE THREATS



Teens talked to parents most often 
Young adults talked to friends most often

Q8. Who did you talk with or seek help from?

YA relied on friends 
the most

YA were more likely to 
report the incident

Teens talked to 
parents the most

Mom is preferred 
over dad by both 
teens (46%, 26%) 
& young adults 

(44%, 24%)

Base: Ages 13-24, responded to at least one risk N=2,286

Who did you talk with
about what happened? 

My Parents

A friend I know in real life

A sibling or other family member

Some other adult

An adult at school like a 
teacher, coach or counselor

Reported to the online platform where the 
incident occured

Reported to hotline or helpline

Didn’t talk to anyone about this

Reported to law enforcement 
or government authorities

Many risks go 
unreported

Young adults used support options more

 Snap confidential | 32

DEFENDING AGAINST ONLINE THREATS



Q9b: Why did you decide NOT to talk with anyone or report <specific risk>?
Q9bx2: Why did you decide NOT to talk with anyone or report the <any risk>?

Base: Those who decided not to talk to someone, N=2470

Normalization and lack of consequences 
keep some risks underground

Total 62%

26%

Normalization

Lack of 
consequences

17% 15%
12% 10%

7%
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DEFENDING AGAINST ONLINE THREATS



My teenager told me 
what happened

I discovered what 
happened on my own

I found out from 
someone else 

Q10. You mentioned that your teenager experienced incidents online during the past three months. How did you learn about what happened to your teenager?

Base: Parents whose teen(s) experienced a risk N=2166

Teens were less likely to tell their parents 
about more serious risks

 Snap confidential | 34

DEFENDING AGAINST ONLINE THREATS



Q4_3: I trust my teenager to act responsibly online and don't feel the need to actively monitor them
Q4_4:  I’m unsure about the most effective ways to actively monitor my teenager(s) online activities

Half of parents regularly checked in with their teenagers
(% agree completely, a lot)

More parents 
unsure how to 

monitor 

9-pt. jump

Base: Parents of 13-19,, N=3,003
*Not asked in 2023

Parents made more efforts to regularly
check-in with their teenagers
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DEFENDING AGAINST ONLINE THREATS



Number of support assets bounced back

Q26. How true is each statement for you personally?

+7-pts +9-pts +5-pts

Base: Ages 13-24, N=6,004

Support assets were asked in 
the context of 4 domains: 
• School
• Home
• Community/Neighborhood
• Friends/Peers 

Within each domain, we asked 
support on 3 dimensions:

Someone…
1. …who I can talk to about my 

problems
2. …who listens to me when I have 

something to say
3. …who believes I will be a 

success

Number of support assets bounced back
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DEFENDING AGAINST ONLINE THREATS



Support assets at home or from friends were 
most common

Q26. How true is each statement for you personally?

Home Friends School Community 

The big difference in support at home may explain in part why we see higher 
risk exposure and lower DWBI among 18–24-year-olds

Base: Ages 13-24,, N=6,004, School assets for 18-24 y/o based only on those attending school, N=1519.

Support Assets at home or from friends were most common
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DEFENDING AGAINST ONLINE THREATS



Parents were in touch with their teen’s overall 
well-being

Q5. Which, if any, of the following have happened to you personally ONLINE, on any electronic device during the past three months? 
Q11. How much do you agree or disagree with the following statements about all your online experiences in the past 3 months?
Q12. How much do you agree or disagree with the following statements about your satisfaction with your life online in the past 3 months?

*Parents figures are estimates of how they think their teenager would respond to the question

Parents were in touch with their teen’s overall well-being
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DEFENDING AGAINST ONLINE THREATS



SX1. To the best of your knowledge, have your teenager(s) been asked, received, or sent any intimate images/videos
SX1b. Have your teenager(s) ever had interactions online with someone who was pretending to be someone they were not…
SX1c. Do you believe your teenager(s) ever were the target of online grooming attempts?...
SX1d. Have your teenager(s) social media accounts or devices ever been hacked?

*Parents were asked if their teenager(s) “ever” experienced any of these incidents. 13–24-year-olds answered in terms of the past 3 months

15-pt.
gap

12-pt.
gap

Any intimate imagery Grooming Catfishing Hacked

Parents had two blind spots; 
intimate imagery and grooming
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DEFENDING AGAINST ONLINE THREATS
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5. 
MANY WERE UNAWARE 
ABOUT THE ILLEGALITIES 
OF SEXUAL IMAGERY 
OF MINORS



Only 1 in 4 say they have seen AI-generated 
images that were sexual in nature, with very 
few involving minors

DF3b. Did any of the AI-generated images or videos have intimate, sexual content?
DF3c: Was the person in the AI-generated images or videos someone 18 years or older OR less than 18 years old?

Base: Total, N=9,007

Teens, 21%

Young adults, 28%

Parents, 23%

Teens, 3%

Young adults, 2%

Parents, 2%

Base: Total, N=9,007

Only 1 in 4 say they have seen AI-generated images that were 
sexual in nature, with very few involving minors

Proportion who have seen 
AI-generated images that were 

sexual in nature

Only a small fraction of the 
images seen were of someone 

less than 18 years old
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ILLEGALITIES OF SEXUAL IMAGERY



Nearly 9 in 10 acted after exposure to sexual 
AI-generated imagery

DF3d. What did you do after being exposed to sexual AI-generated images or videos?

Responses to exposure to sexual AI-generated imagery Total 13-17 18-24 Parents 
of 13-19

Any Action 89% 89% 85% 93%

Protective measures 54% 57% 49% 58%

Blocked it 38% 40% 35% 41%

Deleted it 34% 39% 28% 38%

Any Talk 52% 58% 42% 60%

Talked with my parents 24% 29% 17% 30%

Talked to a friend/peer 21% 25% 17% 24%

Talked with another adult 19% 19% 14% 25%

Talked with someone I only know online 17% 19% 14% 21%

Any Report 42% 40% 41% 45%

Reported it to the platform/service where I saw it 30% 30% 31% 30%

Reported it to a hotline/helpline 20% 18% 16% 25%

Shared it with one or more people 15% 17% 11% 19%

I didn't do anything 11% 11% 15% 7%

Base: Those who saw AI-generated sexual imagery, N=1,772

Nearly 9 in 10 acted after exposure to
sexual AI-generated imagery
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ILLEGALITIES OF SEXUAL IMAGERY



41% didn’t know it was illegal not to report 
sexual imagery

DF5: Which of these activities, if any, do you believe are considered illegal to do online?

Users were especially 
unaware of requirements to 

report sexual images

Base: Total, N=9,007

41% didn’t know it was illegal not to report sexual imagery
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ILLEGALITIES OF SEXUAL IMAGERY



Relatively more respondents in US & India 
believed it was legal to interact with and use 
sexual imagery of minors online

DF5: Which of these activities, if any, do you believe are considered illegal to do online?

52% in India and 45% in the US 
believed it was legal NOT to report 

seeing sexual images of minors online 38% in the US believed it was legal 
to use AI technology to create fake 

sexual images of a person

Relatively more respondents in US & India believed it was legal 
to interact with and use sexual imagery of minors online
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ILLEGALITIES OF SEXUAL IMAGERY



THE END
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APPENDIX
LGBTQ+

Exposure to AI generated images

Country detail

DWBI detail

Risk detail
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LGBTQ+



Nearly 1 in 6 Gen-Z respondents identified as 
LGBTQ+

22-pt. gap

Q25: Do you identify as a member of the LGBQT+ community?

Base: Ages 13-24, N=6,004

Nearly 1 in 6 Gen-Z respondents identified as LGBTQ+
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LGBTQ+

LGBTQ+ had much 
greater risk exposure



LGBTQ+ were much more involved with 
intimate imagery

Q25: Do you identify as a member of the LGBQT+ community?
SX2.1. Someone asked me to send them intimate or suggestive photos, videos, or live streams
SX2.2. Someone sent me intimate or suggestive photos, videos, or live streams that I hadn't asked for
SX2.3. I shared intimate or suggestive photos, videos, or live streams with other users

Catfishing

Hacking

51% of LGBTQ+  
were catfished vs 
26% Non-LGBQT+

44% of LGBTQ+ 
were hacked vs 22% 
Non-LGBQT+

Base: Ages 13-24, N=6,004

LGBTQ+ were much more involved with intimate imagery
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EXPOSURE TO
AI-GENERATED 

IMAGES



Base: total sample, N=9007 Base: total sample, N=9007

8 in 10 reported seeing AI-generated imagery (any type)

Percent who have seen 
AI-generated imagery

19%

Most AI imagery was seen within 
the last 3 months

 Snap confidential | 51

AI-GENERATED IMAGERY



DF1:. When was the last time, if ever, you saw AI-generated images or videos online?
DF1a:. Thinking about the AI-generated images or videos you saw most recently, where did you see it?
DF4. Which best describes the number of AI-generated images or videos you see today compared to a year ago...

Base: Have seen AI images/videos, N=7321

Most AI-generated imagery was seen on social media
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AI-GENERATED IMAGERY



DF3. Did you see AI-generated...?
DF3a. Have you seen AI-generated images or videos of...

Base: Have seen AI images/videos, N=7321

Exposure to AI-generated images spanned Parents and Gen-Z

Total 83%

51%

53%
50%

29%

18%
15%

28%
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AI-GENERATED IMAGERY



DF4a. Have you tried any AI-image generation tools to create your own images or alter real pictures with AI enhancements  

Base: Total, N=9,007

Nearly 3 in 10 said they have used AI image generation tools

Usage of AI generation tools
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AI-GENERATED IMAGERY
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COUNTRY
DETAIL



DWBI around the world
Global average: 63
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63 
United 

Kingdom

60 
Germany

59 
France

65 
United 
States

 67 
India

62 
Australia



2024
Intimate imagery (%, asked for, received, shared) 43

Age 13-17 31
Age 18-24 55

Shared intimate imagery (%)
Age 13-17

14
8

 Age 18-24 21

Lost control of shared intimate imagery (%) 43
Among age 13-17 who shared 32

Among age 18-24 who shared 47

Grooming (%) 29
Age 13-17 21

Age 18-24 37

Catfishing (%) 22
Age 13-17 17

Age 18-24 26

Hacked (%) 21
Age 13-17 14

Age 18-24 28

 Gen-Z Sextortion targets (%) 43
Gen-Z Targets sextorted (%) 39

2023 2024
DWBI – Total sample 63 62

Flourishing (%) 10 6
Thriving (%) 45 49

Middling (%) 41 39
Struggling (%) 4 5

Online life satisfaction (%)* 38 40
Offline life satisfaction (%)* 40 44

* % completely agree, agree a lot

DWBI by Audience (%)
Teens 13-17 64 63

Young adults 18-24 61 60
Parents of 13-19 63 65

Males 13-24 64 62
Females 13-24 61 60

Any risk (%, ages 13-24) 77 79
Age 13-17 69 72

Age 18-24 86 86

Risk categories (%, 13-24)
Personal risks 63 62

Fake news, misinformation 52 54
Threatening Behavior 45 47

Unwanted contact 37 33
Sexual risks 28 28

Fake identity 28 24
Contraband, terrorism 16 17

Self Harm 13 16

2023 2024
 Number of support assets (%)

0 to 4 46 48
5 to 8 31 29

9 to 12 23 24

Support (%)
Gen-Z Talked to someone 43 48

Parents regularly checked in 44 48

Daily Snapchat users (%)
Teens 13-17 50 51

Young adults 18-24 54 47
Parents of 13-19 24 30

Gen-Z LGBTQ+ incidence (%) 10 13

Total: AI-generated imagery (%)
Saw past 3 months NA 62

Saw on social media post NA 59
Image was sexual in nature NA 21

Illegal not to report sexual images of 
minors online NA  63

Used AI-image generation tools NA  23

AUSTRALIA SUMMARY, DWBI = 62
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COUNTRY DETAIL



2024
Intimate imagery (%, asked for, received, shared) 41

Age 13-17 29
Age 18-24 53

Shared intimate imagery (%) 11

Age 13-17 6
 Age 18-24 16

Lost control of shared intimate imagery (%) 48
Among age 13-17 who shared 53

Among age 18-24 who shared 46

Grooming (%) 31

Age 13-17 24
Age 18-24 38

Catfishing (%) 25
Age 13-17 19

Age 18-24 31

Hacked (%) 29

Age 13-17 21
Age 18-24 36

 Gen-Z Sextortion targets (%) 48
Gen-Z Targets sextorted (%) 40

2023 2024
DWBI – Total sample 59 59

Flourishing (%) 5 5
Thriving (%) 34 35

Middling (%) 54 52
Struggling (%) 7 9

Online life satisfaction* 24 30
Offline life satisfaction* 41 49

* % completely agree, agree a lot

DWBI by Audience (%)
Teens 13-17 61 59

Young adults 18-24 58 60
Parents of 13-19 58 58

Males 13-24 60 61
Females 13-24 58 58

Any risk (%, ages 13-24) 75 81
Age 13-17 70 73

Age 18-24 81 89

Risk categories (%, 13-24)
Personal risks 54 64

Fake news, misinformation 48 50
Threatening Behavior 31 42

Unwanted contact 37 34
Sexual risks 24 29

Fake identity 25 29
Contraband, terrorism 13 18

Self Harm 10 13

2023 2024
 Number of support assets (%)

0 to 4 56 49
5 to 8 27 34

9 to 12 17 17

Support (%)
Gen-Z Talked to someone 52 59

Parents regularly checked in 15 32

Daily Snapchat users (%)
Teens 13-17 44 52

Young adults 18-24 52 58
Parents of 13-19 17 28

Gen-Z LGBTQ+ incidence (%) 6 12

Total: AI-generated imagery (%)
Saw past 3 months NA 58

Saw on social media post NA 52
Image was sexual in nature NA 17

Illegal not to report sexual images of 
minors online NA 63

Used AI-image generation tools NA 23

FRANCE SUMMARY, DWBI = 59
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2024
Intimate imagery (%, asked for, received, shared) 46

Age 13-17 33
Age 18-24 59

Shared intimate imagery (%) 14
Age 13-17 9

 Age 18-24 18

Lost control of shared intimate imagery (%) 53
Among age 13-17 who shared 79

Among age 18-24 who shared 40

Grooming (%) 37
Age 13-17 32

Age 18-24 42

Catfishing (%) 29
Age 13-17 25

Age 18-24 33

Hacked (%) 20
Age 13-17 14

Age 18-24 26

 Gen-Z Sextortion targets (%) 48
Gen-Z Targets sextorted (%) 43

2023 2024
DWBI – Total sample 60 60

Flourishing (%) 8 6
Thriving (%) 35 37

Middling (%) 47 49
Struggling (%) 10 8

Online life satisfaction* 35 39
Offline life satisfaction* 42 44

* % completely agree, agree a lot

DWBI by Audience
Teens 13-17 62 61

Young adults 18-24 57 57
Parents of 13-19 60 61

Males 13-24 61 60
Females 13-24 58 58

Any risk (ages 13-24) 76 79
Age 13-17 68 73

Age 18-24 85 86

Risk categories (%, 13-24)
Personal risks 58 62

Fake news, misinformation 50 53
Threatening Behavior 40 43

Unwanted contact 37 34
Sexual risks 26 28

Fake identity 19 19
Contraband, terrorism 16 22

Self Harm 13 15

Germany summary, DWBI = 60

2023 2024
 Number of support assets (%)

0 to 4 55 51
5 to 8 27 31

9 to 12 18 18

Support (%)
Gen-Z Talked to someone 51 56

Parents regularly checked in 39 49

Daily Snapchat users (%)
Teens 13-17 38 35

Young adults 18-24 49 43
Parents of 13-19 10 24

Gen-Z LGBTQ+ incidence (%) 8 15

Total: AI-generated imagery (%)
Saw past 3 months NA 56

Saw on social media post NA 43
Image was sexual in nature NA 18

Illegal not to report sexual images of 
minors online NA 67

Used AI-image generation tools NA 27

GERMANY SUMMARY, DWBI = 60
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2024
Intimate imagery (%, asked for, received, shared) 57

Age 13-17 52
Age 18-24 62

Shared intimate imagery (%) 29
Age 13-17 30

 Age 18-24 27

Lost control of shared intimate imagery (%) 77
Among age 13-17 who shared 80

Among age 18-24 who shared 74

Grooming (%) 60
Age 13-17 56

Age 18-24 65

Catfishing (%) 50
Age 13-17 47

Age 18-24 53

Hacked (%) 35
Age 13-17 33

Age 18-24 37

 Gen-Z Sextortion targets (%) 71
Gen-Z Targets sextorted (%) 55

2023 2024
DWBI – Total sample 67 67

Flourishing (%) 16 16
Thriving (%) 52 55

Middling (%) 28 25
Struggling (%) 4 4

Online life satisfaction* 52 58
Offline life satisfaction* 53 56

* % completely agree, agree a lot

DWBI by Audience
Teens 13-17 68 69

Young adults 18-24 63 63
Parents of 13-19 69 69

Males 13-24 66 66
Females 13-24 65 66

Any risk (ages 13-24) 88 89
Age 13-17 86 84

Age 18-24 90 94

Risk categories (%, 13-24)
Personal risks 71 75

Fake news, misinformation 63 65
Threatening Behavior 47 56

Unwanted contact 46 50
Sexual risks 31 36

Fake identity 40 49
Contraband, terrorism 17 28

Self Harm 20 27

India summary, DWBI = 67

2023 2024
 Number of support assets (%)

0 to 4 41 34
5 to 8 28 31

9 to 12 31 35

Support (%)
Gen-Z Talked to someone 65 78

Parents regularly checked in 62 70

Daily Snapchat users (%)
Teens 13-17 38 44

Young adults 18-24 41 49
Parents of 13-19 32 40

Gen-Z LGBTQ+ incidence (%) 6 17

Total: AI-generated imagery (%)
Saw past 3 months NA 70

Saw on social media post NA 58
Image was sexual in nature NA 41

Illegal not to report sexual images of 
minors online NA 48

Used AI-image generation tools NA 49

INDIA SUMMARY, DWBI = 67
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2024
Intimate imagery (%, asked for, received, shared) 43

Age 13-17 27
Age 18-24 58

Shared intimate imagery (%) 13
Age 13-17 7

 Age 18-24 19

Lost control of shared intimate imagery (%) 39
Among age 13-17 who shared 53

Among age 18-24 who shared 34

Grooming (%) 27
Age 13-17 19

Age 18-24 35

Catfishing (%) 22
Age 13-17 16

Age 18-24 28

Hacked (%) 19
Age 13-17 13

Age 18-24 26

 Gen-Z Sextortion targets (%) 40
Gen-Z Targets sextorted (%) 39

2023 2024
DWBI – Total sample 62 63

Flourishing (%) 8 10
Thriving (%) 42 44

Middling (%) 44 41
Struggling (%) 6 4

Online life satisfaction* 38 42
Offline life satisfaction* 40 45

* % completely agree, agree a lot

DWBI by Audience
Teens 13-17 64 64

Young adults 18-24 60 61
Parents of 13-19 62 64

Males 13-24 63 63
Females 13-24 61 62

Any risk (ages 13-24) 74 74
Age 13-17 65 63

Age 18-24 83 86

Risk categories (%, 13-24)
Personal risks 57 58

Fake news, misinformation 47 49
Threatening Behavior 39 40

Unwanted contact 35 33
Sexual risks 25 26

Fake identity 24 24
Contraband, terrorism 13 18

Self Harm 11 12

United Kingdom summary, DWBI = 63

2023 2024
 Number of support assets (%)

0 to 4 54 52
5 to 8 28 29

9 to 12 18 18

Support (%)
Gen-Z Talked to someone 46 52

Parents regularly checked in 36 44

Daily Snapchat users (%)
Teens 13-17 52 55

Young adults 18-24 59 62
Parents of 13-19 19 25

Gen-Z LGBTQ+ incidence (%) 8 13

Total: AI-generated imagery (%)
Saw past 3 months NA 63

Saw on social media post NA 59
Image was sexual in nature NA 18

Illegal not to report sexual images of 
minors online NA 58

Used AI-image generation tools NA 20

UNITED KINGDOM SUMMARY, DWBI = 63
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2024
Intimate imagery (%, asked for, received, shared) 51

Age 13-17 44
Age 18-24 58

Shared intimate imagery (%) 23
Age 13-17 20

 Age 18-24 26

Lost control of shared intimate imagery (%) 61
Among age 13-17 who shared 61

Among age 18-24 who shared 62

Grooming (%) 40
Age 13-17 36

Age 18-24 44

Catfishing (%) 32
Age 13-17 30

Age 18-24 35

Hacked (%) 30
Age 13-17 28

Age 18-24 33

 Gen-Z Sextortion targets (%) 55
Gen-Z Targets sextorted (%) 51

2023 2024
DWBI – Total sample 64 65

Flourishing (%) 14 17
Thriving (%) 45 45

Middling (%) 35 33
Struggling (%) 6 5

Online life satisfaction* 42 53
Offline life satisfaction* 44 51

* % completely agree, agree a lot

DWBI by Audience
Teens 13-17 66 64

Young adults 18-24 61 65
Parents of 13-19 66 67

Males 13-24 64 65
Females 13-24 63 64

Any risk (ages 13-24) 77 79
Age 13-17 73 75

Age 18-24 82 83

Risk categories (%, 13-24)
Personal risks 63 69

Fake news, misinformation 52 46
Threatening Behavior 45 49

Unwanted contact 35 28
Sexual risks 30 31

Fake identity 27 32
Contraband, terrorism 19 23

Self Harm 15 19

United States summary, DWBI = 65

2023 2024
 Number of support assets (%)

0 to 4 42 41
5 to 8 30 27

9 to 12 28 32

Support (%)
Gen-Z Talked to someone 40 57

Parents regularly checked in 50 60

Daily Snapchat users (%)
Teens 13-17 39 40

Young adults 18-24 38 41
Parents of 13-19 22 33

Gen-Z LGBTQ+ incidence (%) 15 23

Total: AI-generated imagery (%)
Saw past 3 months NA 65

Saw on social media post NA 55
Image was sexual in nature NA 27

Illegal not to report sexual images of 
minors online NA 55

Used AI-image generation tools NA 33

UNITED STATES SUMMARY, DWBI = 65
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Total Australia France Germany India United Kingdom United States
DWBI – Total sample 63 62 59 60 67 63 65

Flourishing (%) 10 6 5 6 16 10 17
Thriving (%) 44 49 35 37 55 44 45

Middling (%) 40 39 52 49 25 41 33
Struggling (%) 6 5 9 8 4 4 5

Online life satisfaction* 44 40 30 39 58 42 53
Offline life satisfaction* 48 44 49 44 56 45 51

* % completely agree, agree a lot

DWBI by Audience
Teens 13-17 63 63 59 61 69 64 64

Young adults 18-24 61 60 60 57 63 61 65
Parents of 13-19 64 65 58 61 69 64 67

Males 13-24 63 62 61 60 66 63 65
Females 13-24 61 60 58 58 66 62 64

Any risk (ages 13-24) 80 79 81 79 89 74 79
Age 13-17 73 72 73 73 84 63 75

Age 18-24 87 86 89 86 94 86 83

Risk categories (%, 13-24)
Personal risks 65 62 64 62 75 58 69

Fake news, misinformation 53 54 50 53 65 49 46
Threatening Behavior 46 47 42 43 56 40 49

Unwanted contact 35 33 34 34 50 33 28
Sexual risks 30 28 29 28 36 26 31

Fake identity 29 24 29 19 49 24 32
Contraband, terrorism 21 17 18 22 28 18 23

Self Harm 17 16 13 15 27 12 19

Country comparison: DWBI & Risks

Bold numbers = highest

COUNTRY COMPARISON: DWBI & RISKS
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Total Australia France Germany India United Kingdom United States
Intimate imagery (%, asked for, received, shared) 47 43 41 46 57 43 51

Age 13-17 36 31 29 33 52 27 44
Age 18-24 57 55 53 59 62 58 58

Shared intimate imagery (%) 17 14 11 14 29 13 23
Age 13-17 13 8 6 9 30 7 20

 Age 18-24 21 21 16 18 27 19 26

Lost control of shared intimate imagery (%) 58 43 48 53 77 39 61
Among age 13-17 who shared 66 32 53 79 80 53 61

Among age 18-24 who shared 53 47 46 40 74 34 62

Grooming (%) 37 29 31 37 60 27 40
Age 13-17 31 21 24 32 56 19 36

Age 18-24 44 37 38 42 65 35 44

Catfishing (%) 30 22 25 29 50 22 32
Age 13-17 26 17 19 25 47 16 30

Age 18-24 34 26 31 33 53 28 35

Hacked (%) 26 21 29 20 35 19 30
Age 13-17 20 14 21 14 33 13 28

Age 18-24 31 28 36 26 37 26 33

 Gen-Z Sextortion targets (%) 51 43 48 48 71 40 55
Gen-Z Targets sextorted (%) 46 39 40 43 55 39 51

Country comparison: The 4 Horsemen of Sextortion

Bold numbers = highest

COUNTRY COMPARISON: THE 4 HORSEMEN OF SEXTORTION
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Total Australia France Germany India United Kingdom United States
Number of support assets (%)

0 to 4 46 48 49 51 34 52 41
5 to 8 30 29 34 31 31 29 27

9 to 12 24 24 17 18 35 18 32

Support (%)
Gen-Z Talked to someone 59 48 59 56 78 52 57

Parents checking in 51 48 32 49 70 44 60

Daily Snapchat users (%)
Teens 13-17 46 51 52 35 44 55 40

Young adults 18-24 50 47 58 43 49 62 41
Parents of 13-19 30 30 28 24 40 25 33

Gen-Z LGBTQ+ incidence (%) 16 13 12 15 17 13 23

Total: AI-generated imagery (%)
Saw past 3 months 62 62 58 56 70 63 65

Saw on social media post 54 59 52 43 58 59 55
Image was sexual in nature 24 21 17 18 41 18 27
Illegal not to report sexual 

images of minors online 59  63 63 67 48 58 55

Used AI-image generation tools 29  23 23 27 49 20 33

Country comparison: Support & AI-generated imagery

Bold numbers = highest

COUNTRY COMPARISON: SUPPORT & AI-GENERATED IMAGERY
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Struggling

Middling

Flourishing

Thriving

DWBI 63    63    62 60    59    59 60    60    60 68    67    67 62    62    63 64    64    65

COUNTRY COMPARISON: DWBI TRENDS
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Often felt proud    
Often felt delighted
I generally felt that what I did online was valuable and worthwhile    
Felt the things I did online gave me a sense of accomplishment and pride    

Have had more good times than bad times online
Got completely absorbed in what I was doing online
Often felt really interested in what I am doing online
Felt excited and interested in things online

Was very satisfied with my personal relationships online
Have friends who really listen to me when I have something to say online
Received help and support from others online when I needed 
Have people in my life online who really care about

Worried a lot that other people might not like me
Worried about what other people might be saying about me online
Often felt lonely 
Often felt left out and not close to anyone

Stayed informed so I felt in touch with what's happening in my community and the world
Learned how to do things that are important to
Was able to grow in my skills and abilities
Learned things that gave me more self-confidence

Positive emotion

Negative emotion

Relationships

Engagement

Achievement

The Digital Well Being Inventory – 20 items
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Q26_1: How true is each statement for you personally? 

0 to 4

5 to 8

9 to 12

Number of support assets* Digital Well-Being segment

* Support assets are people who give support at home, school, community and among friends & peers. Must have selected completely true or true a lot
Base: Ages 13-24,  N=6004

Stronger support networks were associated with higher DWBI
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France
Highest percentage of Struggling (8%), 
one point higher than Germany
France had the smallest proportion of 
Flourishing and Thriving groups

India
Highest  Thriving (55%)

1. Flourishing

2. Thriving

3. Middling

4. Struggling

US
Highest Flourishing (17%), one point ahead of India

Germany
Highest percentage was Middling (49%), 
2nd highest behind France (52%)

US claims the highest share of Flourishing
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Teen Trust
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French teens had the 2nd highest 
rate of seeking help (59%) and 63% 
relied on their parents for that help 
(2nd to India (69%)

Support assets

India’s higher DWBI driven by a strong
culture of parental support
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Q3_1: Which best describes your involvement with social media? By involvement we mean things like the time you spend, your level of participation, and the overall importance of social media in your life

Base: ages 13-24, N=6004

DWBI relationship with social media involvement
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Movement between DWBI groups is confined to the middle
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Personal identity information was shared most often in grooming 
related sextortion incidents

SX5a2. During those interactions, did you ever share any of the following?
Q27g. Were any of these things stolen from your or your friend’s accounts or digital devices? 

Base: Gen-Z Sextorted in relation to grooming , N=614

Personal identity information was shared most often in 
grooming related sextortion incidents

Total 93%

57%

51%
42% 38%

10% 7%
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More sexual imagery and in person sexual 
meetups were the top two demands in 
grooming related sextortion

SX5b. What did they demand or ask you to do in order to keep your information private?
Q27i. What did they demand or ask you or a friend for?

Total 13-17 18-24

Sexual (net) 73% 76% 70%

They wanted more sexually intimate photos or videos 42% 43% 41%

They wanted to have sexual relations with me 36% 41% 33%

They wanted to meet in person 35% 36% 35%

Information, money, access (net) 69%  73%  65%

They demanded access to my personal information 34% 37% 32%

They wanted money or gift cards 32% 36% 29%

They demanded access to my online accounts 31% 34% 29%

They wanted to access my friends list or contacts list 15% 18% 13%

Release (net) 57% 59% 54%

They threatened to release my personal information more widely 39% 40% 37%

They threatened to release my photos or videos to my friends and family 36% 40% 29%

Most demanded item

Base: Faced sextortion demands in conjunction with grooming, N=614

More sexual imagery and in person sexual meetups were the 
top two demands in grooming related sextortion
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85% acted in response to grooming related 
sextortion
However, sextortion was successful in over 1 in 5 instances

SX5c. What actions did you take in response to their threats?
Q27j. What actions did you take in response to the threat?

Actions taken in response to sextortion Total Age 13-17 Age 18-24

Any Action (net) 84% 88% 81%

Asked for help (net) 71% 75% 68%

Asked my parents to help 30% 37% 21%

Asked a friend or peer to help 27% 27% 27%

Asked another adult to help 23% 23% 22%

Asked other people online for help/advice 22% 23% 21%

Reported (net) 70% 71% 69%

Reported the incident to the relevant online platform 30% 31% 30%

Reported to an online safety hotline or helpline 29% 32% 26%

Reported to local law enforcement 24% 23% 24%

Reported to a Federal agency (e.g., FBI) 21% 24% 18%

Protective measures (net) 60% 60% 59%

Blocked the perpetrator 31% 31% 32%

Updated security on my social media accounts 29% 31% 26%

Closed my account 20% 18% 22%

Other actions

Did what they asked me to do/met their demands 21% 22% 19%

Kept it to myself - I did not report it or talk to anyone about it 14% 10% 17%

I didn’t do anything 5% 4% 6%

More than 1 in 5 complied with 
the perpetrator’s demands

Single most common action taken

Base: Faced grooming related sextortion demands, N=614

85% acted in response to grooming related sextortion
However, sextortion was successful in over 1 in 5 instances
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Risk definitions

Risk Definition

Account hijacking Someone used my social media account or email to post or send things that did not come from me. [Includes 
someone using my phone or account to post messages pretending to be me.]

Fake news or misinformation I saw or read a news story or learned something online that appeared to be true but turned out to be false and 
misleading. This includes altered images and videos. 

Hate speech I received or was exposed to speech that attacked a person or group based on factors such as age, gender, 
national origin, religion, race, disability, pregnancy, veteran status, or sexual orientation. 

Illegal drug sales I was sent/exposed to content promoting the sale, distribution, or delivery of illegal or counterfeit drugs through the 
Internet or online platforms. 

Weapons sales I was sent/exposed to content promoting the sale, distribution or delivery of guns and ammunition or other 
dangerous weapons through the Internet or online platforms. 

Online bullying & harassment I have been bullied, harassed, teased, or called hurtful names online
Online impersonation I have had experiences where someone had approached me using a fake identity online
Non-consensual intimate 
imagery

Sexually explicit content produced or distributed without the consent of the people depicted.

Thoughts of self-harm I have had thoughts about harming myself as a result of interacting online
Thoughts of suicide I have had thoughts about suicide as a result of interacting online. 
Threats of violence Someone online threatened to harm me, another person, or place.
Unwanted contact Being personally contacted by someone who obtained my information online that I don’t want to interact with or 

didn’t expect to hear from. [could include people 'following' me online to see my location, what I am doing, who I am 
with, spam accounts that tried to lure me to follow back, etc.] 

Unwanted sexual attention I received unwelcomed sexually-oriented teasing, joking or flirting
Violent extremism or 
terrorism content/messages

I was sent/exposed to extremist online communications or content that encouraged and condoned acts of 
violence based on things like religious, political, or racist beliefs. 

Risk definitions
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SX2_1. When was the last time this happened to you?

Slightly more recent for Teens

Received or shared intimate images: 
49% current or past 3 months
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Q6Da: If it is not too unsettling and you are comfortable responding, which of the following best describes how you harmed yourself

Base: 13-24 who self harmed
Teens N=166, YA=222

Teens reported higher levels on most types of self-harm
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Q10: You mentioned that your teenager experienced incidents online during the past three months. How did you learn about what happened to your teenager?

Base: Parent of 13-19, N=3002

Most teens told their parents about a risk incident
But were less likely to share information about more serious risks
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Q9. Who did you talk with or seek help from? 

Base: Those who talked with their parent(s), N=1,817

Moms were preferred equally by 
teens & young adults

Moms were the preferred choice of who to talk with

Moms still trusted the most but 
were down 5–pts. YoY
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