Cybersecurity for Private Equity —

The New Operating Model for
- Portfolio-Wide Cybersecurity

Protect and grow portfolio value through centralized
management of security posture and cyber exposure.

96% 88% 8/ %

of customers' business-critical reduction in remediation time of customers improve ROl on
attack routes are blocked within following a cyber incident. their security budget.
six months.

Cybersecurity Is a Portfolio-Wide Financial Risk

Cyber exposure is no longer confined to individual portfolio companies - it has become a firm-level issue that impacts
valuations, fund raising, governance, deal economics, and investment returns.

Investors, limited partners, boards, regulators, and buyers increasingly expect private equity firms to demonstrate consistent
cyber oversight across the portfolio.

a
94% of PE firms

have absorbed losses from cyber-related disruption.

Source: Kroll, Feb 2026
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https://private-equity.cyesec.com/
https://www.kroll.com/en/publications/cyber/portfolio-cybersecurity-in-private-equity
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The Cyber Center of Excellence
(CCoE) for PE Firms

Cye's CCoE enables private equity firms to consistently measure, manage, and reduce cyber exposure across every portfolio
company - from due diligence to exit.

By combining Al-native exposure management, standardized maturity scoring mapped to NIST CSF 2.0, and quantified financial
risk, Cye provides the visibility, governance, and consistency needed to protect portfolio value and strengthen exit readiness.
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Value Scale Improvement Confidence

Reduce cyber Manage every portfolio Track cyber maturity Demonstrate cyber
exposure before it company through one and exposure reduction resilience during buyer
impacts valuation. operating model. over time. due diligence.
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How the CCok Supports Every Stage of the
Investment Lifecycle

Cye combines real-world cyber expertise with its Al-native exposure management platform to enable PE firms to manage their
exposure from pre-acquisition to exit.
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The Technology Behind the CCoE

Portfolio-Level Overview

Gain a real-time view of cyber maturity,
exposure, and remediation progress
across every portfolio company.

= Portfolio-wide dashboards

= Heatmaps identifying outliers
= Benchmarking and trends

= Executive reporting

= Drill-down to individual companies

Cye Al Agent
‘m' Al-Generated Insights
Welcome! I'm here to help you explore your an d G u i d an Ce

cybersecurity posture — from maturity scores
to exposure levels. Ask me anything about

your data, or choose a question to begin. Ask qUeStiOnS in natural Ianguage
and receive prioritized
What's my current maturity score? recommendations, executive reports,

and portfolio-wide insights.

How does my maturity compare to

others in my industry? = Al-guided prioritization
Which findings are increasing my cyber n Executive Summaries
risk most right now, how?

= Portfolio & company drill-down

= Simulations and recommendations

NIST CSF Mapped
M atu rity SCO ri n g @D show Items Breakdown Maturity * : quarterly, last 12 months

Govern -® Identify @ Protect ® Detect @ Respond Recover
Measure and improve cyber maturity 20
across the portfolio.

= Al-led mapping to NIST CSF
functions and subcategories
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= Portfolio-wide benchmarking

Q12025 Q22025 Q32025

= Trend and progress tracking

= Targeted remediation planning
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Why Cye
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Built for Proven support Al-native technology Continuous and
portfolio-wide across the full with business context central management
cyber programs investment lifecycle & cyber expertise of cyber resilience

Cye stands out in the way it drives the customers to improve their
security posture. They are fast and data-driven, and are therefore able
to advise on what activities quickly reduce risks.

Petter Weiderholm | Managing Director at EQT

Built on Proven Security Standards

S0 27001 SO 4200t

ISO/IEC GDPR ISO/IEC
27001:2022 42001:2023

Learn more. Book a consultation with a cyber expert.

About Cye

Cye combines an Al-native exposure management platform with world-class cyber expertise to help organizations know the financial impact
of their cyber exposure, prioritize risk mitigation and automate remediation. Cye’s 500+ customers gain the clarity to make smart defensible
decisions that reduce their risk exploitability with speed, and improve their resilience to the hyper dynamic threat landscape.

Visit us at cyesec.com.
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