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Introduction
• Alberta Pensions Services Corporation (APS) provides administrative services to more than 500 participating 

employers and over 370,000 members and pensioners across Alberta. 
• Located in Edmonton, Alberta
• Approximately 340 employees
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Vice President, Information Services and Technology 
Joined APS in June 2014 with over 30 years of IT Industry experience.
Certified Project Management Professional (PMP) and ITIL Certified.

Cyber Team:
• Michelle Desnoyers -Corporate Information Security Officer
• Maharaj Vinayagam - Senior Cybersecurity Specialist
• Jamie Macnaughton – IT Security and Risk Management



Key Activities in 2021
• Pandemic response, secure Work From Home and continuous monitoring of Provincial Operation Centre and AHS 

direction to ensure safety on-premise and remotely.
o Enforced VPN – Transition to GlobalProtect VPN for applicable managed APS devices, including client users.  
o Strong passwords – delivery of user password education and transition to stronger passwords for user and service accounts.  

• Continuous improvements of:
o Business Resilience – supported by robust Change Management and Release Management.
o Enterprise Security Management Platform – suite of services (such as email threat protection) which adaptively protect against, and 

rapidly detect and respond to, cyber-related events 24/7.  
o Managed Security Information and Event Management (SIEM) - a 24/7 service monitoring security event logs and alerting on 

potential security incidents.
o Vulnerability Management Program – process establishment for scanning and assessment, web application security testing, zero-

days, and penetration testing.

• Continuous development and delivery of the Security Education and Awareness Program, utilizing training modules, 
simulated phishing campaigns, and promotional activities.

• Pension System Disaster Recovery test – successful execution of a DR test, including pension payroll. 

• Ransomware readiness – acquisition of cyber insurance for enhanced response capabilities, plus internal dynamic 
tracking of current controls and improvements for cyber events and IT disruption protection and response readiness.
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IT Security & Risk Management Dashboard Security & Risk 
Management Dashboard Q1 2022
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IT Security & Risk Management Dashboard Q1 
2022



Key Activities 2022& Risk Management Dashboard Q1 
2022
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IT Security & Risk Management Dashboard Q1 
2022



Ransomware Readiness Management Dashboard Q1 
2022
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IT Security & Risk Management Dashboard Q1 
2022



IT Security & Risk Management Progress and Direction
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Questions
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Introduction
• AIMCo manages investments for 32 clients which include pensions, endowments and government funds 

in the Province of Alberta.

• Headquarters in Edmonton, Alberta. Offices in Calgary, Toronto, London and Luxembourg
• Around 575 employees

- Cyber security team size is 5 FTE 
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Director Technology Platforms and Security
Joined AIMCo in 2014 and is an Information Security professional with over 15 years of 
security experience. 
• Certified Information System Security Professional (CISSP)
• Information Systems Security Architecture Professional (CISSP-ISSAP)
• Certified Information Systems Auditor (CISA)
• GIAC Certified Incident Handler (GCIH)
• GIAC Certified Perimeter Protection Analyst (GPPA)
• GIAC Exploit Researcher and Advanced Penetration Tester (GXPN)



• Defense in Depth
- If one layer fails, there are subsequent  

processes, systems and tools to 
prevent a breach

• Leverage investments in tools that you 
already have in place

- Invest in tools that integrate well
• Keep it simple 
• Directors can use the NIST Cyber Security 

Framework (CSF) elements
- Identify, Protect, Detect, Respond,      

Recover
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Key Principles in our Cyber Program



Identify
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Threat Risk Assessments
• What are our crown jewels and where do they reside?

• Which Threat actors want to compromise these crown 
jewels?

• What are the skills sets of these threat actors?

• What controls do you have in place to protect these 
systems?

• Where are my gaps?



Protect
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Robust User Awareness Training
• Targeted training for sensitive positions
• Continuous communication on relevant topics

• Simulated Phishing and fake Multi-Factor Authentication (MFA) prompt exercises

Identity Protection
• MFA on all external portals and system with sensitive data

• Single identity provider

Malware Protection
• Enhanced Email security; Don’t stop at standard email filtering
• Advanced end-point protection which provides the data needed for incident 

response

• All internet traffic filtered in-bound and outbound



Detect
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User Behavior Analytics
• Build baseline of normal activity, detect when user activity 

outside of normal
• Key to insider threat detection

Threat Hunting
• Dedicated team actively looking for compromise inside 

environment
• Assume you are already breached

Honey Pots
• Fake documents, systems, or other type of data that looks 

enticing to attackers.

• Cheap and low effort but very effective



Respond and Recover
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Cyber Security Incident Response Plan
• Plan should be a framework for how the organization will respond
• Designated a tactical and strategic team

• Clear lines of decision making and communication

Tabletop Exercises
• Real-world scenarios

• Involvement from executives and board is important

Protected and Tested Backups
• Data backups separated from regular production systems
• Backup often; Test restoration often

• Ensure storage locking is  enabled on backup systems



Assurances Over Security Program
• Validate the effectiveness of your security program on a regular basis

• Penetration testing with appropriate scope
- Attackers aren’t only limited to specific systems, during certain hours

• Change it up
- Regularly change the security firms performing your testing
- Change timing of tests so Analysts don’t plan to be extra only during pentest window

• Educated 2nd and 3rd line defenses within the organization

• Specific audits for high impact systems (SWIFT)
• 3rd party outsource arrangement provide assurances of their security programs

19



Emerging Risks and Hot Topics

Like many companies, AIMCo is seeing most 
of it’s new or upgraded systems move 
outside of our datacenters, into 3rd party 
hosted environments. This introduces new 
risks associated with Cyber Security that 
need to be managed, including:
Lack of visibility and control over 3rd party 
hosting environments cyber security.
Larger target for cyber criminals and nations 
states
Potential reduction in incident response 
capabilities in case of breach.
In order to mitigate these risks, AIMCo has a well-
defined review process for the hosting organization 
cyber security capabilities and strict requirements 
for 3rd party assurances.
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We are facing a wide-spread shortage of skilled cyber 
security professionals across the industry.
• A significant factor behind data breaches are the lack 

of highly skilled cybersecurity professionals
• Global shortage of 3.5 million cyber security 

professionals
How we manage?
• Provide training path for new grads
• Leverage managed service providers with security 

expertise

3rd Party Outsourcing Talent Shortage



Questions
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How can you evaluate 
the effectiveness of your 

organizations cyber 
security program?
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1. Cyber Hygiene

2. Table-Top Exercises

3. Cyber Focused Business 
Continuity Plans

4. Security Framework

5. Audit / Control Testing

6. Organizational Cyber 
Awareness Training

7. Board Involvement

8. Expertise on Board

9. Get Help and Ask Questions

Take-Aways



Thank-You
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