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Student Resource 16.1
Reading: Networking Employment Overview
What do you want to be when you grow up? Are you creative? Do you like to solve problems? Are you good at keeping secrets? Are you a leader? Are you best at seeing the big picture, or are you detail-oriented? Do you want to be part of a team, or do you prefer to work alone?  
Whatever your strengths, there is a job for you in the information technology industry.
Technology is becoming a major component of almost every industry, so there are plenty of jobs available. You just need the right education and skills. In fact, many industry professionals say that there will be more IT jobs available over the next 10 years than there will be qualified employees to fill them. Much of the demand for workers comes from the expansion of cloud computing and information security.
You can make good money in an IT job. According to the US Department of Labor’s Bureau of Labor Statistics, the median salary for a person in an entry-level position, such as a computer support specialist, was approximately $55,510 in 2021. Moving up into higher levels, network and computer systems analysts and software engineers earned $93,730–$110,140 annually. These numbers vary depending on where you are in the country and how long you have been working, but you can still see that this is a profitable industry.
Types of Employment
The first question to ask as you plan your career is: Who do you want to work for?
There are three main types of companies that hire IT professionals: (1) IT companies, (2) non-IT companies with IT needs, and (3) consulting firms.   
(1) If you choose to work for an IT business, your employer might be: 
A start-up company that is creating a new hardware, software, or networking product
A company that is hired to support a large organization’s IT needs via outsourcing
An established company like IBM that develops a wide variety of hardware, software, networking, and web products, and offers lots of opportunities to move from one field to another
A company such as Google that is constantly charting new fields in Internet and web technologies
An established company that specializes in creating software or hardware devices specific to one particular sector, such as network components or network security products
(2) If you choose to work for a non-IT business, your employer might be:
A hospital, where you would:
Manage huge databases of client records
Manage networks that keep hospital employees connected in all sorts of ways
Manage computers used in cutting-edge medical technology
A bank or financial institution, where you would:
Work in IT security to keep transactions safe
Manage massive databases of financial information
Maintain very sophisticated websites
Manage interactive banking for clients
Meet an extremely high requirement for computer system reliability
An online business such as eBay or Amazon.com, where you would:
Work in a variety of ways using computer hardware and software to make the business run 
Almost any major business today that relies on computers and the Internet to function
Things to consider: Within both of these categories, there is still a big range of choices. Think about both the services or products that the company provides and the scope of the IT department where you would be working. You will need to think about what technologies you like and are good at.  
Also consider the company culture that suits you best. Do you prefer big or small, established or start-up?  If you work for a small company, you may need a broader range of knowledge and skills. If you work at a larger company, you could work on the same project for an extended period of time.
(3) If you work for a consulting firm, you would:
Handle projects and assignments for many different companies in many different industries. 
Work in a project-based model. Usually, consultants in IT work on one project for a specified period of time, like six months, and then go on to another project.
Specializations within Networking
Now that you know what type of business you want to work for, you need to think about what you want to do for them. What kind of job do you want to have? Here are some of the most common jobs and what they entail.
Administrator
As an administrator, you would play a very important role in a company and maintain a high productivity level for all employees involved.
Required skills and degrees (for all types of administrators):
Good crisis management skills and the ability to work well under pressure (If a system or network goes down, much of the work of a company comes to a halt. Repairs need to be made quickly and may involve long hours and weekend work.) 
A bachelor’s degree in computer science, information technology, or a related field 
Work experience in the field 
A certification specific to the type of administration—this will help spotlight your education and knowledge
There are three main types of administrators: system administrators, network administrators, and database administrators.
System Administrator  
What you would do: 
Install, configure, secure, and troubleshoot the computers in a company 
Install new software and upgrade the operating system
Write small programs called scripts (Such scripts automate activities like system backups and identifying potential malware.) 
Stay on call 24-7 to deal with emergencies
Required skills: A good understanding of both computer hardware and operating systems.

Network Administrator
What you would do: 
Manage an organization’s computer network, including the physical media (cable) as well as network devices like gateways, routers, switches, hubs, and servers 
Install new network components
Design the network architecture (topology, location of devices, assignment of IP addresses, etc.)
Required skills: The network administrator must be knowledgeable about network protocols, subnetting, network security (e.g., configuring a firewall), and repairing network cable.
Database Administrator 
This position is more specialized than that of system or network administrator.
What you would do: 
Work with a sole application such as Oracle Server or Microsoft SQL Server
Manage all aspects of the database software and database data files including:
Installing, configuring, and securing the database
Making it accessible over the network
Ensuring that data files are accessible but secure
Backing up the database in a timely manner
Required skills: A database administrator must be knowledgeable about not only databases but also the Structured Query Language (SQL) used by most databases.
Technical Support 
Technical support jobs are about helping people utilize technology—even people who don’t have technological expertise.
What you would do:
Help employees with their computer systems or install hardware for your company’s customers
Provide customer service online or over-the-phone, walking customers through problems and helping them troubleshoot
Train users
Produce documents on how to use the operating system or specific applications software
Required skills and degrees: Technical support jobs require an expertise in areas relevant to the type of support you would be providing. This is a very good entry-level job to get some experience working in the computer industry. Very frequently, people move from tech support or help desk positions into system or network administration positions.
Network Installer 
Network installers are in charge of hooking up and installing network components.
What you would do (if working for a company): 
Set up switches, routers, firewalls on wired and wireless networks, computer systems, servers, printers, or fax machines, and other components
Work with a variety of departments within a company
What you would do (if working for a network services firm): 
Visit business sites or customers’ homes to set up networks for the clients
Build and run cables
Install and troubleshoot components
Required skills and degrees: Installers need some basic specialized knowledge and skills to understand network components, and they need to be able to install and maintain them and troubleshoot problems that come up. They also need to be able to work independently and have good people and problem-solving skills.
Network installation may be a part of a network administrator’s job, or it may be an independent job. This is an entry-level position, but many network installers have a bachelor’s degree or an associate’s degree.
Quality Assurance 
Working in quality assurance involves testing products to make sure that the consumer’s experience will be as trouble-free as possible. With a job in quality assurance, you would help bring a better experience to the customers of your company.
What you would do:
Run test situations on a product and document results, especially when the product fails in some way
Required skills and degrees: Quality-assurance work requires strong analytical skills and attention to detail. 
Analyst 
Analysts help businesses determine which computers, software, types of networks, and architecture are required to get the most out of their system. This field includes system analysts, networking analysts, and database analysts. 
What you would do: 
Analyze what people need from their computers
Design a system that can do those tasks
Draw diagrams or charts to show how the information would travel through the computer systems between people who need it
Try out different tools to design the fastest, easiest, and least expensive system
Make recommendations for which computers and software to purchase or design
Once the system is planned out, test it to make sure that it works and that it is easy to use
Required skills and degrees: Analysts usually have a bachelor’s degree in computer science, information science, or management information systems, and some also get a master’s in business. They need to think logically and have good problem-solving skills. They also need good speaking and writing skills so that they can explain their system, and strong people skills because they usually work as part of a team.
Project Manager 
Project managers are generally team leaders and are in charge of creating high-quality products before a deadline. Being a project manager means having a big responsibility, but it is a sought-after position, as it is well paid and represents advancement in the company.
What you would do: 
Make important decisions regarding priorities, schedules, and workload to make sure that your team is working quickly and effectively
Required skills and degrees: A bachelor’s degree is generally required and possibly a graduate degree, along with experience with the type of product you would be working with. Good communication skills are a must, as you must work not only with your team, but with nontechnical employees in other departments. 
Chief Information Security Officer (CISO) 
The CISO is responsible for guiding a company’s IT security strategy. This is a very important position.  The CISO is part of a company’s senior management and may be a corporate officer; he or she often reports directly to a company’s chief executive officer (CEO) or chief technology officer (CTO). The CISO’s job is very demanding and requires long hours, though CISOs are also very well paid.  
What you would do: 
Define how to mitigate, or reduce, security risks on local systems and servers, in applications, on the web, and across the company network 
Required skills and degrees: The CISO needs strong strategic thinking and planning skills, a specialized technology background, good leadership and managerial skills, strength in decision making and negotiation, and effective communication skills. Almost all CISOs have a bachelor’s degree, and many have an MBA or other advanced degree.
Information Security Analyst
A security specialist is one whose expertise is with computer security. Whereas an administrator manages the system, network, or database, the information security analyst plans out and carries measures to protect the organization’s networks and systems.
What you would do:  
Maintain systems by updating software and recommending security updates
Work with software engineers to help ensure that the programs being produced have no (or fewer) security holes
Required skills and degrees: An Information Security Analyst will need at least a bachelor’s degree and some years of experience working in related fields. 
Software Developer / Web Developer / Mobile App Developer 
All three of these jobs involve programming and specialized forms of programming. 
What you would do: 
Software Developer: write applications software and operating system software
Web Developer: write scripts to run either within web pages (client-side scripts) or on the web server (server-side scripts); scripts help support web applications such as a cloud web portal 
Mobile App Developer: write applications specifically for mobile devices
Required skills and degrees: All of these jobs require a bachelor’s degree in computer science, software engineering, or a related field. Some people get into the field by programming as a hobby.   
Getting Started
Improve your skills: Any career in information technology requires basic computer skills and competencies. In addition to taking AOIT courses, you can get a part-time job or an internship, or even volunteer your computer skills to build experience. Many IT companies offer internship programs, and many non-IT companies need help with their computers. So do schools and nonprofit organizations. 
Setting up networks in your home is also a good use of your time. Play at home with file sharing and server settings. Cisco Systems, Microsoft, Novell, and others also offer online tutorials and junior college courses intended to help you study for their industry certifications. If you don’t have access to a computer, ask your teacher to help you find places that have public access to computers. 
Certifications: Industry certifications are an important qualification in the IT field. As a high school student, you can obtain Comptia Network+ certification or CompTIA A+. This will definitely set you apart when you apply for a job.
College Degree: To really succeed in IT, a bachelor’s degree is becoming a standard expectation, and in many cases an advanced degree is necessary to reach the top jobs. A bachelor’s in computer science, engineering, or information technology, or a similar field will require strong math skills.
Strong math and science grades in high school, not to mention good grades in AOIT, will help you get into a good college program, which in turn can help you get the right internship or entry-level job to start you off in the information technology industry.

Student Resource 16.2
Wish List: Interesting Jobs
Student Name:						 Date:			
Using Student Resource 16.1, Reading: Networking Employment Overview, write down at least three jobs that you read about that you might want to do. Then write down why the job interests you and include at least two or three examples of skills, knowledge, and personal characteristics a person needs to have in order to succeed in that job.
	Job Title
	Why It Interests Me
	Skills, Knowledge, or Personal Characteristics Needed

	Veterinarian

	I love animals and would especially like to learn how to care for horses and large animals.
	College degree in a science field, plus a degree from a vet school
Patience, compassion with animals, determination
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Assignment Sheet: 
Job Descriptions and Interview Prompts
Directions: Follow the steps below to complete the assignment. 
Step One: Read each job description listed on the following pages. Choose the job you would be most interested in applying for.
Step Two: Choose three of the following interview prompts to answer.
Discuss the main reasons why you’re the best person for the job.
Appraise your ability to multitask, work with detail, learn new things, or organize information    	 and explain how it relates to this job.
Describe your experience working in roles similar to this position.
Explain how this position fits into your career plan and where you hope to be in five years.
Evaluate the experiences that make you a good fit for this type of work.
Explain why this job is such a good fit for your skills and personal goals.
Step Three: Write down your thoughts and a rough draft of each answer in your notebook. Be sure to address the particular position for which you are applying.
Step Four: Share your rough draft with a partner and read your partner’s. Give your partner feedback on the following:
Did the answer make sense?
Was it a good answer for that specific question?
Is there anything that can be added to or deleted from that answer to make it more persuasive?
Step Five: Write a final draft and turn it in.

Make sure your assignment meets or exceeds the following assessment criteria:
The interview prompts are answered completely and thoroughly, providing relevant facts and examples.
The answers express your knowledge and skills in an insightful and engaging manner. 
All of the examples used are specific and relevant.
The assignment is neat and uses proper spelling and grammar.

Job #1: Network Installer
Employees in this job for the State Civil Service Commission complete and oversee telecommunication network operations such as moves, adds, changes, rearrangements, and removals of state-owned or leased telecommunications equipment and/or facilities. Intermediate-level employees perform communications network installation while learning and developing skills under the direction of a higher-level Communications Network Installer. 
Job Duties
Prepares necessary documents to ensure proper records and billing of services relative to completed service orders and trouble reports
Communicates regularly with others to ensure priority changes can be met
Studies blueprints and schematics to determine the methods, materials, and equipment needed to complete the assignment
Places, connects, and tests various types of communications network wire between telephone closets and workstations
Disassembles, repairs, reassembles, or replaces defective equipment such as switches, controls, handsets, switchboards, and so on, using hand tools, test equipment, and service manuals
Tests installations to check the circuit and compatibility and safety of all components, using test equipment such as an ohmmeter, amp meter, voltmeter, oscilloscope, data test set, or T1 tester
Performs equipment repair, builds cables, and replaces boards and components to identify or remedy failures
Job Qualifications
Knowledge of the principles of electricity and electronics
Knowledge of any electrical codes that may typically apply to the work assignment
Knowledge of methods, materials, and tools of the telecommunications trade
Knowledge of telecommunications hardware, including network devices like routers and switches
Knowledge of installing wiring products and other products associated with communications network installations
Knowledge of component terminology
Ability to study and comprehend new technology
Ability to interpret and apply blueprints, schematics, manuals, and assembly instructions
Ability to work from ladders, scaffolds, or hydraulic towers or in tunnels and crawl spaces
Preferred Additional Requirements
Knowledge of telecommunications industry color coding standards 
Skill in diagnosing the cause of communications breakdowns and repairing devices
Two to five years of experience assisting in the telecommunications trade
Completion of an associate’s degree in electronics
Possession of a Commercial Driver’s License (CDL) issued by the secretary of state to operate a designated state vehicle

Job #2: Network Administrator
We are a privately held software development company headquartered in the San Francisco Bay Area, with offices in North Carolina, the United Kingdom, and China. The company is a leading provider of integrated Application Lifecycle Management (ALM) and IT Service Management (ITSM) solutions. 
Currently, we have an immediate opening for a Network Administrator. We’re offering a competitive salary, outstanding benefits package, and the opportunity to excel in this challenging and rewarding role. This is a great opportunity for someone to utilize their strong customer service skills while showing off their technical know-how! The Network Administrator will be responsible for providing strategic direction and hands-on support for the company’s IT and network infrastructure.

Job Summary:
Create and enforce IT and security policies and procedures.
Install, configure, and maintain personal computers, servers, Ethernet networks, network cabling, printers, modems, and other related equipment.
Perform and/or oversee software and application deployment and upgrades.
Design and implement network security, including building firewalls.
Troubleshoot networks, systems, and applications to identify and correct any malfunctions and other operational difficulties. 
Investigate user problems, identify their source, determine solutions, and test and implement solutions.
Work with the system administrators when new hardware is installed

Job Requirements: 
Solid understanding of wired and wireless networking as well as strong knowledge of Microsoft OS, applications and systems, and other business applications
Experience performing network administrative tasks in Microsoft environments
Ability to perform advanced troubleshooting and independently solve PC hardware and software problems
Experience in configuring and supporting Windows-based servers along with an understanding of server hardware and enterprise storage solutions
Experience in network, PC, and server security control
Excellent customer service, interpersonal skills, and organizational skills as well as strong oral and written communication skills
Minimum of two years desktop support and network administration experience

Preferred:
A four-year degree or commensurate experience in computer field, with MCSE preferred
Knowledge of Unix or Linux
 

Job #3: Network Engineer
The Network Engineer will engage in efforts that include network design projects that identify, assess, and develop detailed requirements for supporting the existing data center/colocation networks as well as redesigning network segments in order to facilitate the company’s growing infrastructure. Additionally, the Network Engineer will be responsible for administering, managing, and maintaining the corporate network infrastructure. Also provides network support for the System Administrators in a LAN/WAN or SAN Fiber Channel and Active Directory environment. Current Microsoft, Cisco-centric environment consists of over 300+ servers in two co-location facilities serving domestic and international e-commerce business on a 24/7 basis. Our company was recently listed as one of the top 100 largest US retail websites.
The Network Engineer will report directly to the Network Manager.
Responsibilities:
Analyze the organization’s overall security risks and requirements and the related design, configuration, implementation, and support of the information infrastructure.
Manage, configure, scan, test, and secure server and network systems.
Monitor and remediate any infrastructure security or performance issues. 
Manage and administrate enterprise Network Monitoring systems. Act on security alerts 24/7 and provide a closed-end resolution for each.
Conduct forensics analysis and event reconstruction.
Install, test, and deploy vendor security updates.
Maintain accurate records of all maintenance, inventory, and security measures associated with the data networks.
Produce and maintain security infrastructure diagrams using Visio.
Document and update security infrastructure configurations.
Administer and troubleshoot Cisco routers, switches, and firewalls.
Provide third-tier support for escalated tickets from the Help Desk and ensure their issues receive timely resolution.
Evaluate security tools; determine compatibility issues with existing network configuration/infrastructure and present conclusions to management. 
Test and integrate new security products as required.
Requirements:
TCP/IP stack and packet analysis
Virtual Private Networks (VPNs); preferably Juniper ISG Firewalls 
Sniffer software with ability to analyze network problems (i.e., tcpdump, sniffer, etc.)
Experience with Unix and recent Linux distributions
Preferred Knowledge:
Cisco and Juniper infrastructure.
Network and system troubleshooting experience; physical layer through application layer troubleshooting skills; knowledge of common LAN protocols.
Extensive knowledge of Virtual LANs (VLANs).
Job #4: Network Analyst
Our company is a pioneer in the charge-coupled device industry. We recognize our products are only as good as our people who develop them. We are therefore looking for passionate, innovative people who enjoy the challenges of technology. We offer competitive salaries, outstanding benefits, a 9/80 work schedule, and a fun and creative working environment, and we are currently looking for a Network Analyst. 

Responsibilities: 
Administer and maintain Windows server environment
Monitor space utilization
Back up network servers
Set up and maintain user accounts 
Update server O/S, antivirus, backup software
Review system logs
Monitor, troubleshoot, and resolve network traffic issues
Monitor intrusions
Install, secure, and maintain wireless LAN
Install and configure network switches, routers, and firewall
Install and configure hardware
Troubleshoot and resolve PC issues 
Troubleshoot phone problems

Requirements:
BS in Computer Science 
Thorough understanding of DNS and TCP/IP protocol
Experience in LAN/WAN and wireless network design 
Experience with SAN and Server Clustering 





Job #5: IT Support, Systems and Network Administration
This is a unique position with opportunities to do and learn just about all things IT related. Our clients are community-based organizations and nonprofits in the San Francisco Bay Area, and we are effectively a one-stop shop. Depending on the client, we may be the outsourced IT team or the provider of occasional on-call support, with the work ranging from end-user application support to implementing VPN solutions to server virtualization and consolidation. 

Job Duties:
Tech knowledge and skills are essential for the job, but so are people skills, personality, and organization. The work environment is professional but relaxed and supportive. For some clients, you will be the main point of contact and in charge of all aspects of the work. For other clients, you will be working on a team with a coworker. 

Requirements:
Knowledge of Windows 8/10 and Windows 2012 or 2019 Server 
Familiarity with non-Windows operating systems (Unix and/or Linux a plus) 
Experience with hardware repair of standard PCs 
DNS, TCP/IP networking, switching, and routing 
Experience configuring switches, routers, firewalls, and VPNs 
Familiarity with mail servers (Microsoft Exchange a plus) 
Experience with server-based antivirus security and network backup solutions
Excellent communication skills, both written and oral 
Fluency in Spanish a plus
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