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Teacher Resource 16.1
Demonstration: Performing 
Network Maintenance Tasks
The steps in this demonstration are written for Windows 7, but the process on Windows 8.1 and 10 is very similar. Depending on your operating system and your browser, some steps described here may be different. It is recommended that you verify how the maintenance tasks are performed before doing the demonstration for your students.
How to Enable Automatic Updates
To enable Automatic Updates in Windows 7, go to Control Panel > System and Security > Windows Update > Change settings, and select the setting you want.
How to Tell Whether Your Computer Has a Firewall
In Windows, go to Control Panel > System and Security > Windows Firewall to check the status of Windows Firewall.
If you don’t know whether a software firewall is installed on the computer, you can search for one. Click Start > All Programs. Look for a firewall program in the list of installed programs. Some common brand names of software firewalls for home users include McAfee, Symantec (Norton), ZoneAlarm, and Tiny Personal Firewall. 
You can also check the manuals of any home networking devices, such as wireless access points or broadband routers, to determine whether they include built-in hardware firewalls.
How to Remove Unnecessary Files
Demonstrate how unnecessary files can accumulate in folders on the hard drive. Navigate to the C: drive, and then select Documents and Settings > (local user name) > Local Settings > Cookies. You can also click the Temporary Internet Files folder to show how many files are in this folder. 
Use the Windows Disk Cleanup Wizard to clear space on your hard drive by doing the following:
1. Removing temporary Internet files
1. Removing any ActiveX controls and Java applets downloaded from the Internet
1. Removing Windows temporary files
To open the Disk Cleanup Wizard, click Start > All Programs > Accessories > System Tools > Disk Cleanup. 
How to Configure File and Print Share Settings
To configure file and print share settings in Windows 7, go to Control Panel > Network and Internet > HomeGroup and check the appropriate sharing options.
How to Reset the Network Connection
Whenever you reset a network connection, always check an adjacent computer on the same network and router to make sure its network connection is still valid.
If you lose your network connection, there are three ways to reset it:
1. By repairing the connection through the software
2. By manually rebooting the router
3. By rebooting the computer
To repair a LAN or high-speed Internet connection, you must be logged on as an administrator or a member of the Administrators group.
1. From the Control Panel, open Network and Internet > Network and Sharing Center. 
1. Under “Change your network settings”, click “Troubleshoot problems” and then select the connection you want to repair.
If you have more than one network adapter installed in your computer, it is recommended that you rename your Internet connection to easily identify it. For example, you could call your Internet connection “Internet connection” or use the name of your ISP.
If the connection still does not work after you run the troubleshooter, try these troubleshooting tips: 
1. Check the status indicator lights on the DSL or cable modem to verify that the connection to your Internet service provider (ISP) is working. Typically, a green light means that the connection is active. A solid or blinking red light means there is no connection.
1. Turn off the DSL or cable modem, wait a few moments, and then turn it on again.
1. If you also have a wireless or wired router between the modem and the client computer, reset it by powering it down, waiting a few moments, and then turning it back on again.
1. There is a small, recessed reset button on the back of the router. Use it with extreme caution because it resets the router to its default settings. A power-down/power-up sequence will not modify the router’s customized settings and should always be tried first. Use the reset button only as a last resort.
If the network connection is still not working, follow the steps to repair the connection after you have reset the modem and router. If none of these work, it could be a problem with your ISP.
You can also repair the connection manually using the command-line interface. This is an excellent exercise to help familiarize students with the usefulness of the command prompt. You will need to start the command prompt as an administrator in order to release/renew your IP address.
1. Click Start > Run, and type cmd to open a DOS command prompt. 
1. At the command prompt, type ipconfig to see your network configuration details. (You can skip this step in the future; this just shows you the connection details.)
1. Type ipconfig /release at the prompt. This will “release” your connection to the router, disconnecting you from the network and preparing for the next step.
1. Type ipconfig /renew at the prompt. This will instruct your computer to query the router for a new IP address, often fixing an unresponsive network connection.
How to Alter Remote Settings
Remote desktop allows you to access your desktop from another Windows computer. As a user, you may prefer to have this setting available so that you can access the files and programs on your home computer while away from home, or you may prefer to disallow this access. To alter these settings:
1. Select the Control Panel > Security > Remote settings.
2. From the pop-up window, select the Remote tab.
a. Select or unselect Allow Remote Assistance connections to this computer depending on whether you want others (IT) to be able to connect to your computer and change settings.
b. Select one of the following:
i. Don’t allow connections to this computer (recommended if you never plan on using Remote Desktop Connection)
ii. Allow connections from computers running any version of Remote Desktop
iii. Allow connections only from computers running Remote Desktop with Network Level Authentication
You can also click “Select Users…” and specify which users are allowed to have access, including only the user accounts that you want to provide access.
Click OK to close the System Properties window.
How to Change Internet Explorer Settings
To change security settings for Internet Explorer 9 and 10, follow these steps:
1. In Internet Explorer, select Tools > Internet Options.
1. Click the Security tab.
1. If it is not already selected, click the Internet icon.
1. To change individual security settings, click “Custom Level.” Change the settings as desired, and click OK when you are finished.
1. To set Internet Explorer back to the default security level, click “Default Level” on the Security tab, or click “Custom Level” and then below “Reset Custom Settings,” select a level from the drop-down menu and click Reset.
1. When you are finished making changes, click OK to return to Internet Explorer.
To change Internet Explorer privacy settings, follow these steps:
1. In Internet Explorer, select Tools > Internet Options.
1. Click the Privacy tab.
1. Under Settings, to allow or block cookies from specific websites, click Sites.
1. From this screen, you can enter the addresses of websites from which you want to allow or block cookies. You can also scroll through the window of managed sites to see which websites are set to Always Block.
1. From the Privacy tab, you can also enable the pop-up blocker and allow exceptions to the blocker.
1. When you are finished making changes, click OK.

Teacher Resource 16.2
Presentation Notes: Essentials of Network Security
Before you show this presentation, use the text accompanying each slide to develop presentation notes. Writing the notes yourself enables you to approach the subject matter in a way that is comfortable to you and engaging for your students. Make this presentation as interactive as possible by stopping frequently to ask questions and encourage class discussion.  
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This presentation introduces the programs that optimize computer systems for safe and efficient web browsing. It covers the benefits and limitations of antivirus/antimalware programs and firewalls. It also explains how to browse the web safely by recognizing indicators of secure connections (such as HTTPS/SSL certificates).

	Presentation notes
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As the Internet evolved, web designers began to use scripting and other embedded code to make their pages more interactive. For example, JavaScript is a language that was invented to enable web pages to validate information and to create cookies and pop-up windows. However, a web page with many different elements poses a safety risk, because any element can attack a security hole. 
After Java was released, Microsoft introduced ActiveX components, which are similar to Java applets but are more flexible. Because ActiveX controls can access the Windows operating system, they pose a greater security risk than other features from web pages. 
Microsoft Internet Explorer has been found to have security flaws. Because it is more closely integrated with the operating system than other browsers, it has the potential to be more dangerous. This is especially true if you disable security restrictions when configuring your browser options because some web pages won’t load easily. 
Google Chrome, Mozilla Firefox, Apple Safari, and Opera are popular alternatives to Internet Explorer, but they also have security flaws. However, vulnerabilities occur less often with these browsers, are less serious, and are patched more quickly. 
Many commercial antimalware products will alert you if you are attempting to view a web page of a website that is known to try to attack users.

	Presentation notes
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Whether you choose Chrome, Firefox, Safari, Opera, Internet Explorer, or another web browser, you should learn about the built-in safety features of your browser and change the settings to ensure sufficient protection. In addition, always download all updates for your browser as soon as they are released. 
Be very careful about what you download and install on your computer. Untrustworthy game sites and multimedia services sometimes attach spyware and other malicious software to the free software they claim you must download. Most web browsers warn you before you open a page to a fraudulent website or when a download poses a possible risk. 
Unless you are certain that a program or piece of software is completely trustworthy, do not download or install it on your computer. Download files only from trusted sources. Peer-to-peer sharing websites, such as Pirate Bay and BitTorrent, are extremely dangerous.
If you see a pop-up window that asks for your permission to install software, click No unless you are absolutely sure you want the software on your computer. When the download dialog box displays, save the file rather than opening it. This allows your antivirus program to check the file before you open it. Read the installation windows carefully.  
Many legitimate and free utilities also download add-ons, such as browser toolbars, unless you uncheck certain boxes. Has this ever happened to you?

	Presentation notes
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A firewall is hardware or software designed to prevent unauthorized access to a private network. A hardware firewall can be integrated into a wired or wireless router or broadband gateway. A software firewall can be built into the operating system or be a stand-alone product you can buy.
A firewall inspects network traffic sent to your computer or originating from your computer. Based on the message’s content and the rules established by the firewall, it allows traffic to pass through or disallows it. The Windows firewall uses different trust levels. Other firewall products use rules that analyze the message based on such factors as size, port address, source or destination IP address, and protocol.  
Messages sent from the network to your computer are known as inbound messages. Messages sent from your computer out onto the network are known as outbound messages. As a user, you will want your firewall to inspect at least the inbound messages. 
The firewall is used to prevent hackers from accessing private networks, especially intranets, that are connected to the Internet. 
Think of a firewall as the doors that confine a fire in a building, or as the metal sheet that separates the engine compartment of a car from the passenger compartment. It is a preventive measure you can employ to stop damage from spreading.

	Presentation notes
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A personal firewall is designed to protect only the PC on which it is installed against viruses, worms, and other threats. Many personal firewalls control network traffic by prompting you every time a connection is attempted. Some also end the connection when they suspect an attempted intrusion. 
Although it is inexpensive and easy to install, personal firewall software offers limited control and often degrades the performance of the PC on which it is installed. For these reasons, large companies do not typically use personal firewalls. Other types of firewalls, such as router and hardware firewalls, or a firewall designed for large network servers, offer better protection without reducing the performance of the network. 
There should be only one firewall installed on a computer. Running two software firewalls at the same time can cause conflicts between programs, and they might not work correctly as a result.

	Presentation notes
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The Microsoft default firewall, called Windows Firewall, was first introduced as part of Windows XP Service Pack 2 (SP2). It reduced a window of vulnerability that was part of making a network connection. Windows Firewall in Windows XP could not block outbound connections; it blocked only inbound connections.
Windows Vista improved the firewall to address concerns about the flexibility of Windows Firewall in a corporate environment. In addition, Microsoft has added firewall protection to Windows 8 and Windows 10.
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Windows Firewall has three settings: 
· On: Windows Firewall is enabled by default. When it is enabled, Windows Firewall blocks all unsolicited requests to connect to your computer, except for requests to programs or services selected on the Exceptions tab.
· On with no exceptions: When you select the “Don’t allow exceptions” check box, Windows Firewall blocks all unsolicited requests to connect to your computer, including requests to programs or services selected on the Exceptions tab. Use this setting when you need maximum protection for your computer, such as when you connect to a public network in a hotel or airport or when a dangerous virus or worm is spreading over the Internet. There is no need to keep this setting selected all the time, because some programs might not work correctly when it is selected. When you select “Don’t allow exceptions,” you can still send and receive email, use an instant messaging program, and view most web pages.
· Off: This setting leaves your computer more vulnerable to harm from unknown intruders or viruses from the Internet. Only the system administrator should use this setting for special circumstances or if the computer is protected by another firewall.
Notice that the firewall protects your computer from attacks that are unsolicited. However, if a message comes to your computer in response to a request, such as a web page that you have requested by your web browser, the firewall will (usually) not block it. That’s why you need additional protection beyond just the firewall.
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Mac OS X uses an application-based firewall that allows or blocks incoming connections on a per-application basis rather than on a per-port basis. You can restrict firewall access to essential network services only, or you can allow or block access to selected applications on an individual basis. 
The application firewall uses digital signatures to verify the identity of applications. If you select an unsigned application, the Mac OS X El Capitan operating system signs that application to uniquely identify it. 
The firewall in the Mac OS X operating system is disabled by default. 
The Linux firewall is similar to the Mac OS X firewall in that it uses a set of rules that compare the message to port, protocol, IP address, and other information to decide whether or not to block it. These rules essentially block messages based on the application. The Linux firewall however does not examine any digital signatures.
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A firewall does not detect or disable viruses and worms if they are already on your computer. You should also install antivirus software and keep it updated to help prevent security threats to your computer and to prevent the spread of viruses to other computers on your network. 
If you do not use antivirus software, you risk passing viruses along to friends’ computers via email or file sharing. If a network has no virus protection software, all of the computers on the network are vulnerable. 
Companies that make antivirus programs provide regular updates for the programs when new viruses are discovered. Many of these programs can be updated automatically. You should not use an antivirus program that does not provide regular virus definition updates.
When your antivirus software is updated, new viruses are added to a list of viruses to check for, protecting your computer from new attacks. If your antivirus updates are not automatic, you should check for updates at the manufacturers’ website regularly, because new viruses are identified every day. If your list of viruses is out-of-date, your computer is vulnerable to new threats.

	Presentation notes
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Microsoft Security Essentials is an antivirus product that you can download from Microsoft and install on a Windows operating system. 
In Windows 8 and 10, Windows Defender has been upgraded to an antivirus program. Windows Defender comes packaged with Windows 8 and 10, but you may need to activate it. Keep in mind that you want to have only one antivirus program running on your computer, so if you are running a Norton (Symantec) or McAfee antivirus program, you will need to deactivate that program before activating MSE or Windows Defender. These products fight malicious software (malware), including computer viruses, spyware, Trojan horses, and rootkits.
Both MSE and Windows Defender for Windows 8 and 10 offer scheduled computer scans as well as real-time protection. As part of the real-time protection service, these products constantly monitor file and program activities on the computer, scanning new files as they are downloaded or created. When they spot a threat, they disable the threat and prompt for user input. After waiting a specified length of time for a user response, the product handles the threat based on default actions that are defined in the product’s settings.
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Hypertext Transfer Protocol over Secure Socket Layer (HTTPS) works through a combination of programs to add an extra layer of protection between the HTTP and TCP communication layers. Secure Sockets Layer (SSL) complements HTTP by providing authentication and encrypted communication. 
HTTPS also uses a different default TCP port than unsecured HTTP uses. An HTTPS connection uses port 443; unsecured HTTP typically uses port 80. 
You can tell whether you have reached a secure website by the “https” in the URL. In Internet Explorer versions 7 and later, the address field turns green. A lock icon also appears somewhere in the browser, usually next to the address field. Clicking the lock allows you to view information about the site, particularly the site’s security certificate. It is this certificate that not only allows you to ensure the authenticity of the site but also to encrypt any information you might submit to the site via a web form.
HTTPS is used for security-sensitive communication such as financial transactions and online purchases. However, it protects data only in transit. After the data arrives at its destination, it is only as safe as the computer it is on. 
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Additional precautions you can take to make your online browsing safer include the following: 
· Passwords: Using the same password on several websites increases your vulnerability. If one site is hacked, your password for the other sites is exposed. One way to avoid password duplication without using many different passwords is to mix a few letters of the website name with your main password, such as MSpassword, Facebkpassword, and so forth.
· Security level: Cookies can contain your password or other data that you enter on a website to use later for easier login. Although a site should be able to read only its own cookies, cookies can be stolen. If you don’t want to disable cookies on your PC, set the security level in your browser to medium. (If you set it to high, most websites won’t work.)
· Pop-up windows: Hackers often use pop-up windows that tell you that you have won a contest or that make you a special offer, but they really want to infect your computer with malicious code. Disabling pop-up windows helps minimize this risk. All browsers include pop-up window blocking on their settings and security menus.
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Most browsers have flaws that expose the computer to security threats. You can help protect your computer from these threats by doing the following: 
· Set up your email application and browser software so that it is more difficult for files containing viruses to access your computer.
· Install antivirus software and keep it current.

	Presentation notes


Teacher Resource 16.3
Guide: Troubleshooting 
and Optimizing Bandwidth
Use these notes to guide students through the steps to troubleshoot a network connection suffering from poor performance due to bandwidth bottlenecks. Use an LCD projector to demonstrate the steps you take. Note that this guide is written for Windows 7, 8, and 10; if you have a different operating system, you may need to adapt the information on how to perform various tasks, though the process should be very similar. You might need to be logged on as an administrator or be a member of the Administrators group to perform these procedures. 
Checking Event Viewer Security Logs 
In Windows 7, 8, and 10, the Event Viewer logs security and system events. These logs allow you to monitor security events on a local or remote computer. When logon auditing is enabled, an event is recorded in the security log each time a user attempts to log on to the computer. You can set the security log to record both successful and failed logon attempts. You can also choose to record events related to resource use, such as the creating, opening, or deleting of files. 
You must be logged on as administrator or as a member of the Administrators group to use the security log. 
To access the Event Viewer, go to Control Panel > System and Security > Administrative Tools > Event Viewer.
Finding the Status of Devices on the Network
In Windows 7, 8, and 10, the Device Manager displays a list of the hardware installed on the system. It shows how the hardware is configured and how it interacts with the programs on the computer. Use the diagnostic features of Device Manager to help resolve device conflicts and change resource settings.
To access Device Manager, follow these steps:
1. Right-click My Computer, and click Manage > Device Manager. 
1. To view the status of a device, double-click the appropriate category in the right pane of the Device Manager.
1. Right-click the device you want to see, and then click Properties (or just double-click the device).
1. A description of the device status displays under “Device status” on the General tab. If the device is experiencing a problem, the type of problem will be described in the Device status box. You might also see a problem code and number and a suggested solution. If you call a support line, this number can be useful for determining and diagnosing the problem.
You can also obtain the status of network devices using two text-based programs, ping and tracert (also known as traceroute). These programs send test packets and time the responses from the destination device. In this way, you can determine if the device is available, if the pathway to the device is available, and the efficiency of that path. 
The ping program provides statistics on the time it takes for the device to respond to your packets. 
The tracert program displays a list of all the intermediate “hops” between your computer and the device you are testing. 
To use ping: 
1. From the Start menu (Windows icon), select Accessories > Command Prompt.
2. Type ping alias (alias is the IP alias of the device you are inquiring about). For example, try ping www.google.com.  
3. Windows will run ping for a few responses (the default is four), providing you the IP address of the device, the number of bytes in each packet, the time it took to receive the packet in milliseconds, and the “Time to Live” for the packet. Following the responses is a summary that includes the number of packets sent and received.
To use tracert:
1. Type tracert alias (alias is the IP alias of the device you are inquiring about). For example, try tracert www.google.com.
2. The output will be a list of hops, one per row of output. Each hop is to another device in the route taken between your computer and the destination. Each hop is listed with 3 values, each of which is the time it takes for a different test packet to reach that location. The row ends with the IP address of that hop’s device. An output of * * * Request timed out. means that the particular hop ended in a failure.
Since both ping and tracert can be used by a hacker to infiltrate a network and obtain IP addresses of internal devices like routers and nonserver computers, some network administrators disable the protocol that supports them (ICMP). If you are unable to use ping and tracert from the command prompt, you can use these commands from various Internet websites like ping.eu, https://www.site24x7.com/ping-test.html, and http://googleping.com/. 
Monitoring Bandwidth Performance
Using the Windows Performance Monitoring Tool
To monitor system performance, use the Performance Monitor tool that is accessible from Control Panel > System and Security > Administrative Tools in Windows 7, 8, or 10. This tool provides detailed and dynamic network statistics in real time. You can use this information to understand the effect of the workload on system resources. Sometimes, demand on system resources causes resource slowdowns. These are some possible causes and solutions:
Resources are insufficient, and additional or upgraded components are required. 
Resources are not sharing workloads evenly and need to be balanced. 
A resource is malfunctioning and needs to be replaced. 
A program is monopolizing a particular resource; this might require substituting another program, having a developer rewrite the program, adding or upgrading resources, or running the program during periods of low demand. 
A resource is incorrectly configured and configuration settings need to be changed. 
Using Network Monitor (Optional)
You can use Windows Network Monitor 3.4 to monitor LANs and gather network information. It provides a graphical display of network statistics that you can use to troubleshoot network problems. For example, you can locate a computer that is down or one that is receiving a high number of work requests. Available for download from the Microsoft website, Windows Network Monitor 3.4 is supported on Windows Vista and Windows 7 and 8. 
To use Network Monitor, the computer on which it is installed must have a network card that supports promiscuous mode.
To use Network Monitor to monitor traffic between two computers, follow these steps:
1. From the Capture menu, click Filter to display the Capture Filter dialog box.
1. Double-click the ANY<->ANY line to display the Address Expression dialog box.
1. In the left window of the Address Expression dialog box, select the address of a computer.
1. In the right window of the Address Expression dialog box, select the address of another computer.
1. Click the Next button at the top of this window for more instructions.
1. In the Direction window of the dialog box, choose one of the symbols:
Choose the <--> symbol to monitor the traffic that passes in either direction between the addresses that you have selected.
Choose the --> symbol to monitor only the traffic that passes from the address selected in the left window to the address selected in the right window.
1. Click OK.
1. In the Capture Filter dialog box, click OK.
1. From the Capture menu, click Start.
Using Freeware Network Monitoring Tools
Stanford University publishes a list of tools used for network (both LAN and WAN) monitoring. You can download one of these tools and use it to monitor bandwidth usage and other network parameters. The list is at http://www.slac.stanford.edu/xorg/nmtf/nmtf-tools.html.
Controlling Bandwidth Using Internet Explorer 
You can use Internet Explorer system policies and restrictions to control user access to web pages and programs that consume a lot of bandwidth. You can also set a limit on bandwidth usage. For example, you can control access to the following: 
· Multimedia capabilities: Multimedia content and dithering can use a significant amount of network bandwidth, causing web pages to download and display slowly. Video streaming in particular is a large user of network bandwidth. You can use system policies and restrictions to limit access to pictures, animation, videos, and sound on web pages. This allows pages with multimedia content to download faster and use less bandwidth. You can also disable image dithering to speed up image display time, although the pages will not display properly. 
· Offline features: Users who download web content for offline browsing put a strain on the server load. Internet Explorer system policies and restrictions let you disable or limit access to offline functions. For example, you can reduce bandwidth usage by increasing the minimum number of minutes between scheduled updates of offline content. You can further minimize bandwidth usage by reducing the size of the subscriptions that users can update for offline viewing.
Identifying the Source of System Networking Problems
Troubleshooting Physical Network Problems
Begin troubleshooting network problems by checking the physical network devices and connections. Start by thoroughly inspecting your network. Verify the following:
Is the router plugged in?
If the network is wired, are the proper types of network cables used? 
Are all the network cables in good condition and well connected? 
Has this network ever worked successfully in the past, or is it a brand-new installation?
The Network Connections window in Windows can show you whether a network cable is unplugged. However, a cable that is damaged or not well seated might not show as disconnected. A network connection can be dropped for a number of reasons, including the following:
The network cable is loose or unplugged. To resolve this, verify that the network cable is plugged in securely to the correct locations on the computer and on the network device. 
The network cable is defective or damaged. Examine the cable for breaks, insulation tears, and damaged connectors. Test the network connection by using a cable that works. If another cable resolves the problem, replace the defective cable. 
The cable is plugged in securely at both ends, but the network device might not be powered up. Verify that all hardware is plugged into a power supply, if necessary, and that each device is turned on. You might have to reset the device. Some devices have a reset button. For other devices, you must turn off the power, wait a few minutes, and then turn the power back on.
The network cable is the wrong type. For example, a crossover cable does not work as a regular network cable. To resolve this, replace the cable with one that works. 
The network cable is not connected to the correct port on the network device. To resolve this, verify that the cable is connected to the correct port on the device. If you are not sure where to connect the cable, see the documentation for the device. 
The network connection might be USB-based and plugged into a USB hub. Some USB hubs have problems because of power constraints; congested hubs might not supply sufficient power. To resolve this, connect the device directly into the USB port on the computer. 
If the NIC supports a power management option, it might be configured to allow the computer to turn off the option to save power. If the NIC supports this option, it is available on the Power Management tab of the network adapter’s Properties dialog box. To resolve this, disable this option on the Power Management tab. 
If you are using a PCI NIC, the problem might relate to resources. To resolve this, physically move the NIC to an adjacent PCI slot, and then reboot the computer. Windows will detect and install the NIC. 
In addition, you should monitor the status lights on the router, the hub, or the network adapter or port on your computer for connection status as well as the connection speed. If there are problems with the connection, change the port on the hub or router that the network cable is plugged into. 
Troubleshooting Configuration Problems
Before starting to troubleshoot a network configuration problem, set a system restore point on the computer so that you can return to this current good configuration if necessary.
First, identify the current configuration of all the computers on the network by entering ipconfig at the command prompt of each computer. Before proceeding, record all the information that this command displays, including the IP address, subnet mask, and default gateway of all the computers on the network. These addresses should be consistent across the network and should share a common base network address. The subnet mask identifies the base network address portion of the IP address. For the computers to communicate, they should all be using the same subnet mask and the same base network address.
A common problem is that one of the computers might show an IP address that starts out differently from the others. This happens because for some reason the computer couldn’t retrieve a network address from a DHCP server and therefore automatically assigned itself an address. 
If the computer connects wirelessly, this typically is because something is wrong with the Wired Equivalent Privacy (WEP) or Wi-Fi Protected Access (WPA) settings on the wireless router or access point. 
If the computer uses an Ethernet cable, the problem most likely is a physical network issue. Check the cabling again. 
If all the IP addresses use the same base network address but one computer can’t see the others, it’s likely a computer browsing problem. However, it could be any of a number of issues. For example, the computer that can’t be seen might be configured to not be visible. 
Troubleshooting Software Problems
To troubleshoot software problems, follow these steps: 
1. Disconnect the network from the Internet. If you’re using a router, disconnect it from the Internet. If you’re using Internet Connection Sharing and a DSL or cable modem, unplug the modem. (These steps allow you to safely disable any firewalls or antivirus software while you troubleshoot the problems.)
1. Disable any antivirus or firewall programs installed and running, including Internet Connection Firewall or Windows Firewall, on all the computers experiencing problems. If this step solves the problem, you know that the problem is with one of these Windows products.
1. To troubleshoot, carefully re-enable one product at a time. If you start having problems again, you will know what is causing it, and you can either replace that product with one that doesn’t cause problems or change the program’s configuration to resolve the problem. When everything is working properly again, remember to reconnect to the Internet and restart all computers.


Teacher Resource 16.4
Assessment Criteria: Guide for 
Optimizing Network Performance
Student Name:______________________________________________________________
Date:_______________________________________________________________________
Using the following criteria, assess whether the student met each one.
	
	
	Met
	Partially Met
	Didn’t Meet

	The guide clearly describes each aspect of network maintenance and optimization.
	
	□
	□
	□

	The guide explains why each aspect of network maintenance and optimization is important.
	
	□
	□
	□

	The guide describes how to handle each aspect of network maintenance and optimization using clear and simple terminology.
	
	□
	□
	□

	The writing is clear, concise, and engaging and uses correct spelling and grammar.
	
	□
	□
	□



Additional Comments:
_____________________________________________________________________________
_____________________________________________________________________________
_____________________________________________________________________________
_____________________________________________________________________________
Teacher Resource 16.5
Key Vocabulary: 
Maintaining and Optimizing a Network
	Term
	Definition

	access control
	Security policies that control who can access operating system resources by providing identification, authentication, and authorization services. Applications call access control functions to set who can use specific resources.

	authentication
	The process of verifying the identity of a local or network user.

	bandwidth
	The average rate that data can be transmitted successfully over a network in a given amount of time. The bandwidth of digital devices is expressed in bits per second (bps) and sometimes in data packets per second or data packets per time slot. Also known as throughput.

	command-line interface (CLI)
	A text-only interface used to enter computer commands. On a Windows computer, the CLI is launched by clicking Start > Run and typing cmd.

	Control Panel
	A component of an operating system that enables you to set certain parameters and other settings. Examples include date and time settings, device settings, and folder options. 

	device
	A component or peripheral that connects to a computer. Examples include a mouse, a keyboard, and a printer.

	digital certificate
	A file stored on a web server and shared with web clients to ensure the authenticity of the site and establish a key for encrypting messages.  The certificate is used to enable the HTTPS protocol.

	dithering
	A technique used in computer graphics to create the illusion of colors and shades by varying the size and pattern of pixels.

	Event Viewer
	A component of the Windows operating system that enables you to view logs related to a significant occurrence on a computer.

	firewall
	Hardware or software device designed to prevent unauthorized access to security domains based upon a set of rules and other criteria. 

	Hypertext Transfer Protocol over Secure Socket Layer (HTTPS)
	An indication that a URL uses a secure HTTP connection. By convention, URLs that require an SSL connection start with https: instead of http:. An HTTPS connection uses a TCP port (443) and an additional encryption/authentication layer between the HTTP and TCP protocol layers. 

	IP address
	The numeric designation assigned to any Internet resource. Internet servers usually have static IP addresses, while most clients have dynamic addresses.

	ipconfig
	A command-line tool used to configure network connections on Windows computers.

	network interface card (NIC)
	A computer circuit board or card that enables the computer to be connected to a network. Computers on a local area network (LAN) contain a network interface card designed to provide a dedicated, full-time connection to a network.

	Peripheral Component Interconnect (PCI)
	A local bus standard used to attach hardware devices to a computer.

	ping
	A program used to test the availability of a networked device.  

	promiscuous mode
	A setting on a network card that tells it to send all traffic to the processor rather than just the packets that are addressed specifically to that card. Promiscuous mode must be supported by the network card as well as by the I/O driver in the operating system. Promiscuous mode is used to monitor network activity.

	regedit
	A command-line tool used to make changes to the registry of a Windows computer, such as creating, renaming, and deleting registry keys, subkeys, and values. It is strongly recommended that you back up the registry before editing it.

	registry
	A system-defined database used by Windows in which applications and system components store and retrieve configuration data.

	resource
	A device or other part of a computer that can be used by the system. Devices such as memory, printers, and processors are resources. System resources are allocated by the operating system so that computer programs installed on the system can run efficiently.

	router
	A networking device that forwards information. A router is connected to at least two networks and is located at a gateway, the place where the networks connect.

	Secure Socket Layer (SSL)
	A protocol for transmitting private documents via the Internet that uses two keys to encrypt data—a public key known to everyone and a private or secret key known only to the recipient of the message.
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