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Student Resource 15.1
Anticipation Guide: Connecting to a Network
Student Name:_______________________________________________ Date:_________________
Directions: For each of the statements below, circle whether you agree or disagree with the statement, and write one reason to explain your guess. At the end of the lesson, you will fill in the “I learned” space.
	The following are both examples of computer networks:
Two computers connected to share files and printers
The Internet

	My guess:
	I agree               I disagree

	My reason:
	

	I learned:
	

	Communication protocols, such as HTTP and TCP/IP, are sets of rules for transferring data across the Internet.

	My guess:
	I agree               I disagree

	My reason:
	

	I learned:
	

	Domain names like www.google.com have to be translated into IP addresses before network equipment can read them.

	My guess:
	I agree                I disagree

	My reason:
	

	I learned:
	

	“Medium high” is usually a good security level for a browser.

	My guess:
	I agree                I disagree

	My reason:
	

	I learned:
	



Student Resource 15.2
Reading: Overview of Types of Networks
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This presentation provides an overview of the different types of networks, including LANs and WANs. It also discusses the types of network connections and the two basic types of network architectures. 
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A computer network is a group of two or more computers linked together to share files, printers, and resources. A network can be as simple as two interconnected PCs sharing files, a printer, and a modem or as complex as the Internet, which is made up of millions of interconnected networks sharing resources worldwide. 
A client is a device on a network that makes requests of the network’s server(s). Typically, a client is a PC or laptop computer linked to a network through a network interface card (NIC) and a cable or through a wireless connection. Clients are usually intended to be used by one person at a time.
Clients share data and applications that are stored on a server, which is a powerful computer running a high-speed processor. 
For maximum performance on a large network, a server needs a network operating system, high-speed NICs, and access to a large amount of permanent storage, either in the form of several large hard drives or a storage area network (SAN). A server also needs enough RAM to support the applications that the server runs to manage the requests of a large network. 
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These are the two most common types of networks: 
· Local area network (LAN): A group of networked computers, usually located within one building or adjacent buildings such as a home, an office, or a school. LANs are limited to distances of up to one mile and are connected via dedicated cables. Devices on a LAN are typically connected together by some form of cable or short-distance wireless communication. LANs, if they are connected to a WAN, are typically connected by one of several different forms of telecommunications, whether cell tower, telephone lines, coaxial cable to a cable company, or fiber-optic cable. In some cases, people download over a satellite dish and upload by telephone line.
· Wide area network (WAN): Groups of LANs connected over a wide geographical area. A WAN can span a city, state, country, or the world. Leased satellite hookups, telephone lines, TV cables, or fiber-optic backbones link WANs together. The largest and best-known example of a WAN is the Internet.
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A SAN is a highly specialized type of LAN that is designed to make large amounts of storage available to the other servers on the network. In this way, not only do the clients of the network have access to file storage, but the SAN itself can balance the load (the requests) so that clients are not left waiting. Otherwise, a file server may be busy enough that clients are left waiting for their requests to be filled.
Instead of needing to add and upgrade hard drives on a server (which would require that server to be taken offline), administrators can easily add drives to the SAN, leaving the servers up and operational the entire time.
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A network backbone is the infrastructure that connects the pieces of the network together. This connection provides a data path between different LANs. 
On a WAN, a backbone is a set of paths that local or regional networks connect to for long-distance interconnection. For example, a large corporation with many office locations will have a backbone network that ties all of the locations together. A backbone uses a larger transmission line that carries data from the smaller lines that connect with it. 
The Internet’s backbone has changed over time but has always had the greatest bandwidth of all of the connections on the Internet. Original backbone sites were managed by the US government and were located at various research facilities that had supercomputers. In the 1990s, the Internet became privatized, and control was given to telecommunication companies. Today, the Internet backbone is made up of resources developed and managed by these companies, including AT&T, MCI, CenturyLink, Sprint, and Comcast.
[image: C:\Users\Mika\Documents\Pearson\2015\May\20\Systems_Lesson15_Presentation_ROOT_051415\Slide6.JPG]
Network connections can be either wired or wireless. 
· Ethernet networks use physical wiring to connect devices. Most networks use fiber-optic cable to tie key elements of the backbone together, while the clients are connected to the servers with CAT5e or CAT6 cable. CAT5 was the first type of cable that was widely used in Ethernet networks.  CAT5e cable is an enhanced version of CAT5. CAT6 is a newer standard that allows gigabit data speeds. Switches, bridges, and routers are all part of an Ethernet network’s backbone.
· Wireless LAN technology is designed to connect devices using a radio frequency rather than cabling. The device (laptop, mobile device) contains a wireless modem, which broadcasts a signal to a router that itself can receive wireless messages. Additionally, hot spots can be added to allow a greater distance between the device and the router. The hot spots are then usually connected to the router by cable. A wireless connection lets you move around within a broad coverage area and still be connected to the network. For the home user, wireless has become popular because of the ease of installation and, with the rising popularity of laptops and tablets, location freedom. Public spots such as coffee shops, malls, airports, and libraries offer their customers wireless access, often as a free service. Large wireless network projects are being put up in many major cities. 
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In a client/server network, the server can be dedicated to one task, such as managing network traffic, storing files and data, controlling access to email, or sharing a resource like a printer. A web server is a server dedicated to accepting requests from browsers and providing web pages such as HTML documents and linked images and other files. 
There are also nondedicated servers that perform a variety of tasks. In some environments, multiple servers are needed to handle all these tasks.
Clients are always dependent on the server when they need to access shared resources. Servers often back up client data on a regular schedule. 
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In a peer-to-peer network architecture, there is no server, and no individual computer is necessarily more powerful than another. Clients connect directly to each other in some manner, whether fully connected or partially connected. In some peer-to-peer networks, computers connect to a broadcast device. The peer-to-peer network allows computers to share data, devices, and resources with each other without the server. 
A peer-to-peer network is a decentralized network in which every computer (peer) shares the workload or can be called upon to share data or other resources. Peer-to-peer networks are typically found in home and small-office environments. They work best when fewer than a dozen computers are connected to the network. They generally are less expensive and easier to use than client/server networks. 
Although the Internet is not a peer-to-peer network, there are some applications carried over the Internet that use a peer-to-peer approach, where computers communicate directly with each other once a connection has been established, such as BitTorrent and Skype. Gnutella is the first large-scale peer-to-peer network that has been used for file sharing among the network peers.
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The term intranet can also refer to a company’s internal website. An intranet website uses web servers and clients, but it uses a firewall to prevent unauthorized access. An intranet can also be used for teleconferencing. 
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A proxy server receives a request from a client and forwards it to other servers on behalf of the client. By acting as a buffer between a client and the Internet, the proxy server ensures security and administrative control. 
Sometimes the proxy server changes the client’s request or the server’s response, and sometimes it services the request without contacting the specified server. If an Internet site is requested often, the proxy server places the request in cache to save the information for later. Then if the proxy server receives a request for the same web page, it finds the page and returns it to the user without needing to forward the request to the Internet. This improves user response time by serving all users as quickly as possible. 
In addition, anonymous proxy servers hide your IP address to prevent unauthorized access to your computer over the Internet. This protects your computer from being directly targeted by any number of Internet-based attacks.
The proxy server’s actions are transparent to the user. All Internet requests and returned responses seem to be handled by the addressed Internet server. However, you must configure the IP address of the proxy server as an option in the Internet browser or other protocol program.
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A network can be as simple as two interconnected PCs sharing one printer or modem (called a peer-to-peer network) or as complex as the Internet (called a WAN). Networks are also important sources of information and support. Because networks are a large and growing part of computer systems, a solid foundation in networking is essential to a career in the IT industry.

Student Resource 15.3
Note Taking: Overview of Types of Networks
Student Name:_______________________________________________ Date:____________
Directions: Use this resource to take notes during the presentation on the types of networks. Write down the new things you learn below the main concept for each slide.
A network is a group of computers linked together.


LANs and WANs are common types of networks.


A storage area network (SAN) provides large amounts of storage.


A backbone is the basic network infrastructure.



LAN connections can be wired or wireless.



Client/server networks share resources.



In a peer-to-peer network, there are no servers.



An intranet is a private computer network.


A proxy server acts as a buffer between computers and the Internet.
Student Resource 15.4
Interactive Reading: Communication Protocols
Student Name:_______________________________________________ Date:____________
Directions: Read the following information about four protocols that are used to communicate over a network, and answer the questions at the end of each section. 
TCP/IP
The Internet protocol suite known as TCP/IP is the set of communication protocols on which the Internet and most other networks run. It is named for two of the most important protocols in the suite, the Transmission Control Protocol (TCP) and the Internet Protocol (IP), which were also the first two networking protocols defined.
TCP is responsible for verifying the correct delivery of data from a client to a server. TCP provides transmission control and presents the data in exact order. TCP also detects errors or lost data and retransmits the information until the data is correctly and completely received. In addition, it controls the rate at which messages are exchanged between the server and the client. TCP limits the packet size to 64K (65,535 bytes), but usually the packet size is much smaller.  
While IP handles the actual delivery of the data, TCP keeps track of the individual data packets that a message is divided into for efficient routing. A packet is a short sequence of bytes consisting of a header and a body. The header describes the packet’s destination, which routers on the Internet use to pass the packet along until it arrives at its final destination. The body contains the application data.
TCP reads a file as a series of bytes and divides it into packets. It then numbers the packets and forwards them individually to the IP layer. IP is responsible for addressing each packet and then moving the packets from location to location across the Internet. First, a packet is sent from an individual computer to the local area network. From there, a router might send it to the organization’s gateway to the Internet.  The packet is then sent over the Internet, perhaps to an ISP, an enterprise network, or a regional network to some location on the Internet backbone. It is then routed in reverse to a regional or enterprise network, to an organization, to a local area network, and finally to a destination computer. Even though every packet of a message (e.g., a web page, an email message) has the same destination, packets can get routed differently through the network. For example, if there is traffic congestion on the network, the IP can discard packets. In addition, two consecutive packets often take different routes to the same destination. As a result, the packets can arrive at the destination in the wrong order. When the client program in your computer receives them, the TCP implementation stack reassembles the packets in the correct order.
TCP/IP is the industry standard for transmitting data over LANs and WANs and makes sure that all types of systems from all types of manufacturers can communicate with each other. This standardization gives TCP/IP two major advantages over other protocols:
Guarantees the delivery of data and that packets are delivered in the order they were sent out
Allows any type of computer—PC, Apple, mainframe, or smartphone—to join a network
How do TCP and IP work together to deliver data from a client to a server?



Why is standardization important to network communications?


Hypertext Transfer Protocol (HTTP)
HTTP is a communication protocol designed to manage hypertext transmission. Hypertext documents use a system of active links to cross-reference other documents, such as web pages. The Internet uses hypertext extensively, but so do intranets, which are private networks used by large companies.
Because it allows computer systems to be built independently of the data being transferred, HTTP is the underlying protocol used by the World Wide Web. HTTP is the message protocol you use when you enter an address in your browser. It also defines the actions a web server should take in response.
Most HTTP communication is initiated by a client (also referred to as a user agent), which sends a request to the server (also referred to as an origin server) over a network connection. The goal of the request is to access a resource, such as a document, graphic, or video, on the server.
Typically, when an HTTP client sends a request, it establishes a TCP connection to a port on a host server. When it receives the request, the server replies with a message of its own. The goal of the response is to provide the client with the resource it requested. The server sends a status line, such as “HTTP/1.1 200 OK” and the requested file or some other information. If it cannot perform the requested action, the server sends an error message.
HTTP is assigned to port 80. A network administrator can prevent Internet access by disabling this port via a firewall.
Explain how hypertext is used on the Internet.


Describe how clients and servers work together to communicate.

How does the Internet differ from the World Wide Web?


Domain Name System (DNS)
The Domain Name System (DNS) is an Internet service that translates IP aliases into IP addresses. This process is similar to a phone book, which translates names and addresses into phone numbers.
[bookmark: OLE_LINK3][bookmark: OLE_LINK4]Because IP aliases are words, such as www.example.com, they are usually easy to remember. However, networking equipment uses a unique address called an IP address. Within a network, every machine has its own unique IP address. Remember that a computer may not always be connected to the Internet, so there are times when your computer may not have an IP address dedicated to it. A typical IP address is a 32-bit number expressed as four octets (groups of eight bits) in a dotted decimal number such as 208.77.188.166 (which is 11010000.1001101.10111100.10100110 in binary). The IPv6 address is a newer type of IP address. It is a 128-bit address usually expressed in hexadecimal notation rather than dotted decimal notation. It is not yet widely used on most networks, however. One of the reasons for IPv6 addresses is that in 128 bits, there are far more addresses available. At this time, we are running out of unique IPv4 addresses (especially because of the number of mobile devices that can now access the Internet).
Every time you reference an IP alias (whether in a URL, an email address, or a networking command like ping), a DNS server must translate that name into the corresponding IP address. Servers have static IP addresses; that is, each server is given a unique address that in general does not change. Most nonservers are now given dynamic IP addresses so that the computers not currently using the Internet are not taking up addresses. Usually when you boot your computer, your computer connects to your ISP and your ISP assigns your computer a dynamic IP address. That address might change every time you reboot or reconnect to the ISP. A protocol that supports the assignment of dynamic IP addresses is known as DHCP, which stands for Dynamic Host Configuration Protocol, also known as Bootstrap Protocol. A DHCP server (which might run on your ISP’s DNS name server or perhaps on a router) can also provide a time limit on the use of an IP address. This is known as a lease. If your computer’s IP address expires, your computer must ask the ISP’s server for a new address.  
The DNS system acts as its own network with its own database. It gets billions of requests every day. If one DNS server can’t translate a particular domain name, it asks another DNS server, and so on, until the information can be found and returned. Most domains have their own DNS servers (called name servers) so that ultimately, a request for an alias to address translation will reach the domain contained in the IP alias. However, there are many caching DNS servers that can store translation information, at least for a while. So a response from a DNS server is authoritative if it comes from the domain’s DNS server and nonauthoritative if it comes from a cache (perhaps from your local DNS server’s cache).
Explain the difference between a domain name and an IP address.


Why is DNS important to the Internet?


Simple Mail Transfer Protocol (SMTP)
Email systems are based on a client/server architecture: mail is sent from many clients in different locations to a domain’s mail server. When you send an email message, its first stop is a server running SMTP, which then reroutes the mail to its intended destination. SMTP is the standard for email transmissions across the Internet. Originally designed as a mail transport and delivery protocol, it is generally used to send messages from a mail client to a mail server reliably and efficiently. SMTP was also developed for strictly text-based email messages. MIME, Multipurpose Internet Mail Extension, was developed so binary files could also be transferred over SMTP.
An SMTP server might be the final destination for an email message, or the server can act like an SMTP client after receiving the message. When a server behaves this way, it is referred to as an intermediate relay. The server can also transport the message further along its path using a different protocol. When a server does this, it is referred to as a gateway host.
After the SMTP client makes the connection with the server, the server sends a response to the client. The response indicates that the command was accepted, or that the server expects additional commands, or that a temporary or permanent error condition exists. If the server accepts the connection, the client can send more requests to the server. In most cases, however, the client must not send another message until it has received the previous response.
SMTP is limited in its ability to queue messages at the receiving end and is usually used with one of two other protocols, Post Office Protocol 3 (POP3) or Internet Message Access Protocol (IMAP), which enable you to save messages in a server mailbox and then download them from the server when you want them. When you configure your email program, you need to specify the POP or IMAP incoming server in addition to the SMTP outgoing server.
Why do you need to configure your outgoing mail server and your incoming mail server differently?


Explain how the client/server architecture is an effective structure for email transmission.


Student Resource 15.5
Note Taking: Configuring a Browser
Student Name:_______________________________________________ Date:____________
Directions: Use this resource to take notes while your teacher demonstrates how to configure a browser. 
What are three different ways of launching a browser?



How do you add/remove a toolbar in Internet Explorer?



What is the purpose of the Information Bar?





How do you configure your browser’s home page?






What are the advantages and disadvantages of web browser add-ons?








Copyright © 2008–2016 NAF. All rights reserved.

[bookmark: _Hlk78478797][bookmark: _Hlk78478798][bookmark: _Hlk78479050]Copyright ©. All rights reserved	1	NAF 2021

image2.jpeg
A network is a group of computers linked together

« A network shares files,
printers, and resources.

« Aclient is any device on
a network that makes
server requests.

« A server is typically a
powerful computer that
serves the network.




image3.jpeg
« LAN
+ Networked computers,
within a bu\‘d‘l’l(" or
adjacent buildings
« Doesn't d to
communic
telephone lines
+ WAN
- LANs ected ove
wide geographical a
+ The largest and best-
known WAN is the Internet





image4.jpeg
A storage area network (SAN) provides large amounts
of data storage

Purpose: making lots of storage available to
network servers.

New drives are added to SANs and not to network
servers.

Eliminate downtime: you can upgrade and add
drives without taking network servers offline.

Gaining popularity in small, midsize, and large
businesses.

Allows for easy load balancing of clients
requesting access to storage.





image5.jpeg
A
con
of
provid 3
path between

different LANs

A backbone in a
WAN enables





image6.jpeg
LAN connections can be wired or wireless

e
« Wired (Ethernet) networks:

« Use fiber-optic cable or
CAT5e/CAT6 wiring to
connect devices

« Use switches, bridges,
and routers

« Wireless LAN technology:

« Uses a radio frequency
rather than cabling

« Lets you move around

Have you ever used a . and still be connected
public wireless connection?: to the network

If so, where was it?




image7.jpeg
Client/server networks share resources

Each computer in the network is a
client or a server.

« The server holds data and
software shared by the client
computers on the network.

« Clients are PCs, laptops,
tablets, or workstations that
users operate directly.

« Clients depend on servers to:

Store shared files Manage shared printers

Automatically deliver | | Route communications with
system updates other PCs and the internet





image8.jpeg
In a peer-to-peer network, there are no servers
B

« Computers share resources directly
with each other.

i \ « Computers may be connected
- directly to each other or
=) through other computers.

4 « Computers share data similar to
= = the way it's shared in a
Example of a fully connected client/server network, but without
i a server managing the resources.

What happens to the number of connections as the number of
computers grows?





image9.jpeg
An intranet is a private computer network
B

< An intranet:

« Runs on Internet protocols
to share private information <
securely

« Is accessible only by
authorized users

« Is often used to share
business information and
computing resources among
employees

« An intranet website resembles a
World Wide Web website but

3[5121;;':5\2’;';22 e;;rsevent Does your school have an
; intranet? What is it used for?




image10.jpeg
A proxy server acts as a buffer between computers
and the Internet

« A proxy server:

« Receives a request
from a client

. Forwards it to the Internet on behalf of the client
- Ensures security and administrative control

- Protects your personal information

. Is transparent to the user

. Caching often-used information improves response time.





image11.jpeg
Networks can be simple or complex

Networks can be categorized
in many ways:

- LAN

- WAN

« Wired

- Wireless

« Client/server

« Peer-to-peer

What type of network would « Intranet
use cables like these? It's important to learn as

much as you can about each
type of network.





image1.jpeg
AOIT
Computer Systems

Unit 6, Lesson 15

Overview of Types of Networks




