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Lesson 14
Network Components
This lesson introduces students to the components and infrastructure of networks and the Internet, including servers and client workstations, routers, and peripherals. Students learn how information flows across the Internet, and they differentiate between the features of client workstations and those of servers running on network operating system platforms. Students learn how TCP/IP and NetBIOS operate by acting out a simulation of breaking up data into packets and routing it through a connectionless infrastructure. 
This lesson is expected to take 3 class periods.
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Lesson Framework
Learning Objectives
Each student will:
Identify the hardware components that make up LANs, WANs, and the Internet*
Describe the functions of network operating system software and how it interfaces with client computer operating systems
Display understanding of the main protocols used to send information across a network*
Compare and contrast wired and wireless connections
*This is one of the 16 key learning objectives assessed by the NAFTrack Certification end-of-course exam for this course.
Academic Standards
The relevant Common Core State Standards are too extensive to list here but are an important basis for this lesson. For details, please refer to the separate document “Correlations to the Common Core Standards” (available in the Course Planning Tools section of the course materials).
Identify network fundamentals and the benefits and risks of network computing (IC3 GS4 2012, Living Online)
Demonstrate the use of networking concepts to develop a network (Common Career Technical Core 2012, IT-SUP 5)
Analyze customer or organizational network system needs and requirements (Common Career Technical Core 2012, IT-NET 1)
Design a network system using technologies, tools and standards (Common Career Technical Core 2012, IT-NET 3)
Use models and simulations to explore complex systems and issues (ISTE NETS for Students 2007, 1c)
Assessment
	Assessment Product
	Means of Assessment

	A poster identifying the relationships between network components (Student Resource 14.4)
	Assessment Criteria: Network Components Poster (Teacher Resource 14.3)


Prerequisites
Understanding of internal system components, such as network interface cards, RAM, hard drives
Knowledge of what an operating system is and does
Familiarity with popular operating systems such as Windows and Mac OS X
Basic knowledge of network cabling and electronic signals
Instructional Materials 
Teacher Resources
Teacher Resource 14.1, Presentation and Notes: Network Hardware (includes separate PowerPoint file)
Teacher Resource 14.2, Lecture Notes: What’s a Network Protocol?
Teacher Resource 14.3, Assessment Criteria: Network Components Poster
Teacher Resource 14.4, Key Vocabulary: Network Components
Student Resources
Student Resource 14.1, Reading: Network Hardware
Student Resource 14.2, Reading: Clients versus Servers
Student Resource 14.3, Note Taking: Clients versus Servers
Student Resource 14.4, Assignment: Network Components Poster
Student Resource 14.5, Example: Poster Representation
Equipment and Supplies
LCD projector and computer for PowerPoint presentation
Blackboard, whiteboard, or flip chart
Flip chart paper and markers for student posters
Hats or labels (12 to 16) for students in anagram activity
Several blank sheets of poster board or chart paper
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 Lesson Steps
	Step
	Min.
	Activity

	
	
	class period 1

	1
	20
	Draw, Group, Share: Network Components
This activity leads students to consider the infrastructure of the Internet.
To start the lesson, write the following prompt on the board:
Your best friend has moved to Siberia, and you want to exchange emails. What computers and components will be needed to transmit messages from your computer to your friend’s?
Ask students to draw a picture of what they think the Internet connection between them and their friend in Siberia looks like, and label as many parts as possible. When they have finished their drawings, ask them to share their pictures in groups of four, and then have each group choose a picture to share with the class. 
Answer any questions, and then inform students that they will learn more about the underlying infrastructure of the Internet in the next activity.

	2
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	25
	Presentation: Network Hardware  
This activity introduces students to the components and cables used to transfer data in networks. Students also study the relationship between LANs and WANs. This activity also develops students’ listening and note-taking skills. 
To prepare, make notes to guide class discussion using Teacher Resource 14.1, Presentation Notes: Network Hardware. Have Teacher Resource 14.1, Presentation: Network Hardware (separate PowerPoint file), ready to show as a full-screen slideshow using an LCD projector.
Instruct students to take notes in their notebook during the presentation. Write the items listed below on the board, and tell students to write down the purpose of each of these items as they take notes:
Client workstations
Servers
Routers
Switches
Ethernet and fiber-optic cables
The role of radio waves in wireless networking
TCP/IP
Point out to students that they will need this information to complete future assignments. 
Present the slideshow. Use the notes you prepared and the questions on the slides to encourage class discussion.
This presentation is duplicated as Student Resource 14.1, Reading: Network Hardware. If an LCD projector is unavailable, students can read the presentation, answer the discussion questions in their notebook, and discuss their answers as a class. This student resource is also useful for review.
After the presentation, divide the class into pairs or groups of three and have them compare their notes for completeness and accuracy. Invite each pair or triad to share their thoughts and questions. 
Let students know that in the upcoming activities, they will learn more about the way the Internet works.

	3
	5
	Homework Reading: Clients versus Servers 
In this reading, students learn to differentiate between clients and servers by learning about the different hardware and software they use, as well as the different network roles of each. 
Refer students to Student Resource 14.2, Reading: Clients versus Servers. Ask students to recall the difference between clients and servers that they just learned about in the presentation. Instruct students to use Student Resource 14.3, Note Taking: Clients versus Servers, to organize their new knowledge from the reading. Ask students to complete the assignment for homework. Inform students that they will review their notes with the class in the next class period.

	
	
	CLASS PERIOD 2

	4
	10
	Homework Review: Clients versus Servers 
In this activity, students review their homework with each other to check for understanding and for completeness and accuracy. 
As a class, go over the note-taking sheet. Have students call out their answers to each section. Make sure students understand the material by answering any questions they have. To gauge student understanding, you may find it useful to collect and mark this assignment for credit/no credit.
Explain to students that it’s important to learn about the different kinds of workstations in order to understand how the Internet works and how computers are administered in a professional context.  
Tell students that now that they know the types of systems that make up computer networks, they are ready to learn how those systems send data to each other.

	5
	15
	Lecture: What’s a Network Protocol? 
This activity introduces the concept of a protocol and teaches students about two important network protocols, TCP/IP and NetBIOS.
Write the terms Network Protocol, TCP/IP, and NetBIOS on the board. Ask students to write these terms in their notebook and to take notes about the important points related to each term during the lecture. Tell students they will need this information later in the lesson when they create a poster about network components.
Use Teacher Resource 14.2, Lecture Notes: What’s a Network Protocol?, to explain to students the basics of network protocols.
Answer any questions to clarify the important concepts. After the lecture, have students turn to a neighbor and identify the two most important facts they learned in the lecture, and then report out as a class.
Explain that there are many network protocols besides TCP/IP and NetBIOS, and explain that in the course of the following network lessons, students will learn about more of them. The overview of protocols will help students better understand how networks send complex data to one another.
In the next activity, students will simulate the process of how these essential network protocols (TCP/IP and NetBIOS) function so that they can understand what happens in a real network.  

	6
	25
	Simulation: TCP/IP and NetBIOS Anagrams
This activity introduces students to how TCP/IP breaks down data to route it across a network and how NetBIOS or DNS enables computers to recognize each other. It also focuses on the following college and career skill:
Demonstrating adaptability and flexibility
Choose half of the class to play the role of client workstations, while the rest of the class plays routers or switches, which are the components responsible for sending messages across the network. Have the client-workstation students get in pairs and arrange themselves throughout the room, at a distance from their partners. 
If possible, arrange to get birthday hats or some other “hat” the client-workstation students can wear to show that they are different from other “components” on the network. Have them label these hats, or create name tags, using either their name or some other nickname they want to create. Explain that these names represent the computer’s name on the network. On a local network, computers use TCP/IP, where each client is given a number and a name. Each client will know its own number. Share the names/number list with all of the DNS servers. Share the numbers with the routers only. 
Then give each of the client-workstation students a piece of paper, and ask them to write an anagram message—a word of 6 to 10 letters, with space around each letter. (This can be any word of their choosing.) Have students cut the paper into pieces, with one letter on each piece. Then add a header for each piece, providing the name of the person for whom the packet is intended, and in which position in the sequence it belongs. Then mix up the packets so that they’re sent across the network out of order.  
For example, to send the message SMOOTH to your partner Juan, you would have six pieces of paper that look like this:
	Juan 1
 S
	
	Juan 2
 M
	
	Juan 3
 O
	
	Juan 4
 O
	
	Juan 5
 T
	
	Juan 6
 H


 
Before the messages can be sent out, have the sender write on a piece of paper the name of the destination and pass it out to the nearest DNS person. If that person is not busy, that person looks up the address and writes the address on the paper and passes it back; otherwise, that person hands the paper to another DNS person. Upon receiving the paper back, the sender adds another entry to the header: the numeric address.  
Next, have students holding the messages hand each piece of paper to the nearest router person who is free and not already routing a paper. The pieces should be handed to different people. Each person hands it to the next person who is free, in the direction of the person for whom the paper is intended. At the end, when each partner has the letters in their hand, they should be able to use the sequence written on the page to reassemble the word.
Come together as a class, and review how TCP/IP works. Ask students to discuss their experience and reflect on how TCP/IP allows packets to be broken down, sent out of order across different network pathways, and reassembled on the other side. Explain that this might seem like a complicated method for sending data, but it actually has several benefits. For example, if one of the network routers were to break down, it would not interrupt the data flow; instead, packets could simply take another route. 
Let students know that they will have more opportunity to discuss their experience in this simulation during the next class period, so they should reflect on what they have learned or witnessed.   

	
	
	CLASS PERIOD 3

	7
	10
	Reflection: TCP/IP and NetBIOS Anagrams
This discussion helps students reflect on the simulation activity of the previous class period.
Ask students to get into small groups and discuss the previous class period’s activity. Have each student share one thing that was surprising about the simulation and one important fact they learned about how networks function. Then ask each group to report to the class about one or more of their reactions.
Students will next use the information about protocols to help show the relationships between network components.

	8
	40
	Poster: Relationships between Network Components  
This activity helps students review their knowledge of network components and how they communicate. The students will diagram visually several of the network components they’ve learned about and describe in text the function of the component as well as the relationship between the component and other components. 
This activity focuses on the following college and career skills:
Demonstrating teamwork and collaboration
Demonstrating creativity and innovation
Refer students to Student Resource 14.4, Assignment: Network Components Poster, which guides them through the process of creating a poster showing the relationships between the network components. Make sure all students understand the assessment criteria at the end of the assignment sheet before they begin work. 
Have students get in groups of three or four and review the example in Student Resource 14.5, Example: Poster Representation, using the following prompts:
How are the relationships between the components illustrated?
How does the poster show a complete process from beginning to end?
Give students time to discuss their plan for their poster. Then ask them to start drawing and writing it. Suggest to students that they assign roles within their group, with some students writing and others drawing.
When students are finished, have them hang the posters on the walls. The posters should stay on the walls so that the information will be available to the students throughout the upcoming lessons.
Give students some time to walk around and view one another’s work and to discuss the network components they have learned about.
Assess the final posters using the criteria in Teacher Resource 14.3, Assessment Criteria: Network Components Poster.
At the end, explain to students that they have learned some of the most essential concepts of networking: how people connect a local area network to the Internet via cables and service from an Internet service provider, how client machines request information from servers, and how data exchange follows certain rules called protocols. TCP/IP is the most essential protocol, since it allows data to get broken down and follow multiple network pathways. In the event of some disaster or computers breaking down, the data is less likely to be lost.  
Let students know that in the following lessons, they will be learning more about networking concepts and components, as well as other communication protocols. Explain that these are important concepts for system administrators in the industry, because nearly all business computers will be networked. As a result, system administrators must understand the basics of networking as well as the details of systems.  


Extensions
Content Enrichment
Take students on a field trip to explore a server room. Ask them to consider the special needs servers have. Note the temperature in a typical server room and ask students to speculate about why computers need to be stacked and cooled. Have them look for other components besides servers, and encourage them to figure out what role the other components play on the network. Finally, invite students to write reflections bringing their field trip experience to bear on the concepts they learned about network components.
There are many types of servers on the Internet. These include web servers, email servers, proxy servers, file servers, DNS name servers, and database servers. Ask students to research the types of Internet servers and make a list. For each type listed, have the students identify the most popular server software used (for instance, the most popular web server is Apache, and the most popular DNS name server is Bind). Ask them to also identify which of these services are open source and which are proprietary/commercial software.  
Additional Cross-Curricular Ideas
History: Have students research and create a report or presentation on the development and invention of TCP/IP. Have them consider the following questions in their work:
· With what other protocols did TCP/IP initially compete? How did TCP/IP come to dominate the Internet infrastructure? 
· What were the benefits of TCP/IP?
· What role did the Cold War play in the invention of TCP/IP?
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