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Student Resources
	Resource
	Description 

	Student Resource 16.1 
	Writing Assignment: Guide for Optimizing Network Performance 

	Student Resource 16.2
	Worksheet: Performing Network Maintenance Tasks 

	Student Resource 16.3
	Note Taking: Essentials of Network Security

	Student Resource 16.4
	Reading: Essentials of Network Security 

	Student Resource 16.5 
	Note Taking: Troubleshooting and Optimizing Bandwidth 


Student Resource 16.1 
Writing Assignment: Guide for Optimizing 
Network Performance
Directions: Follow the instructions below to write a guide for optimizing a computer’s network performance.
Refer to your notes to answer the following questions:
How do I check an individual computer’s performance on a network? 



What should I do if the computer is not performing well? 




Identify four important aspects of network optimization or maintenance that you have learned about over the course of the lesson. 










Describe each aspect of network optimization as if you were writing a guide to help friends and family maintain their home or business computers. For each of the four aspects you choose, write one or two paragraphs that include the following information:
Identify the aspect of network optimization or maintenance that you are addressing.
Explain why it is important.
Describe how to handle the problem.
Example
The following example shows what you might write about a single aspect of system security. Note how it names the issue, explains its importance, and describes how to handle the problem.
A strong password is important as a frontline defense to secure personal data. Without passwords, unauthorized users can access files that include sensitive information such as personal identity and financial information, as well as other confidential files.
To protect data and files, it is important to develop strong passwords that are random (no rules or methods to the characters) and that can’t be easily associated with real words. These are some common practices for creating good passwords:
Include numbers, punctuation, and uppercase and lowercase letters.
Make passwords at least eight characters long.
Avoid dictionary words, letter or number sequences, user names, or information such as names or dates.
Don’t write your password on a piece of paper near your computer or taped to the underside of your keyboard.

Make sure your assignment meets or exceeds the following assessment criteria:
The guide clearly describes each aspect of network maintenance and optimization.
The guide explains why each aspect of network maintenance and optimization is important.
The guide describes how to handle each aspect of network maintenance and optimization using clear and simple terminology.
The writing is clear, concise, and engaging and uses correct spelling and grammar.
Student Resource 16.2
Worksheet: Performing Network Maintenance Tasks
Student Name:____________________________________________________ Date:______________
Directions: As your teacher demonstrates basic network maintenance tasks to keep systems running smoothly, record your settings and findings on this worksheet.
1. How can you tell whether your computer has a firewall?



What should you do to enable automatic updates?



Explain how to configure file and print share settings.



Explain how to remove unnecessary files from your computer’s hard drive.



Explain how to reset the network connection when it gets dropped.

Student Resource 16.3
Note Taking: Essentials of Network Security
Student Name:____________________________________________________ Date:______________
Directions: Take notes in this table as you view the presentation on network security.
	Security solution
	What network security problem does this solve?
	How does the solution work?
	Is this a good solution? Why or why not?

	Downloading files from trusted sources
	
	
	

	Personal firewall 
	
	
	

	Windows Firewall
	
	
	

	Mac OS firewall
	
	
	

	Antivirus software
	
	
	

	HTTPS
	
	
	

	Browser settings
	
	
	


Student Resource 16.4
Reading: Essentials of Network Security
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This presentation introduces the programs that optimize computer systems for safe and efficient web browsing. It covers the benefits and limitations of antivirus/antimalware programs and firewalls. It also explains how to browse the web safely by recognizing indicators of secure connections (such as HTTPS/SSL certificates).
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As the Internet evolved, web designers began to use scripting and other embedded code to make their pages more interactive. For example, JavaScript is a language that was invented to enable web pages to validate information and to create cookies and pop-up windows. However, a web page with many different elements poses a safety risk, because any element can attack a security hole. 
After Java was released, Microsoft introduced ActiveX components, which are similar to Java applets but are more flexible. Because ActiveX controls can access the Windows operating system, they pose a greater security risk than other features from web pages. 
Microsoft Internet Explorer has been found to have security flaws. Because it is more closely integrated with the operating system than other browsers, it has the potential to be more dangerous. This is especially true if you disable security restrictions when configuring your browser options because some web pages won’t load easily. 
Google Chrome, Mozilla Firefox, Apple Safari, and Opera are popular alternatives to Internet Explorer, but they also have security flaws. However, vulnerabilities occur less often with these browsers, are less serious, and are patched more quickly. 
Many commercial antimalware products will alert you if you are attempting to view a web page of a website that is known to try to attack users.
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Whether you choose Chrome, Firefox, Safari, Opera, Internet Explorer, or another web browser, you should learn about the built-in safety features of your browser and change the settings to ensure sufficient protection. In addition, always download all updates for your browser as soon as they are released. 
Be very careful about what you download and install on your computer. Untrustworthy game sites and multimedia services sometimes attach spyware and other malicious software to the free software they claim you must download. Most web browsers warn you before you open a page to a fraudulent website or when a download poses a possible risk. 
Unless you are certain that a program or piece of software is completely trustworthy, do not download or install it on your computer. Download files only from trusted sources. Peer-to-peer sharing websites, such as Pirate Bay and BitTorrent, are extremely dangerous.
If you see a pop-up window that asks for your permission to install software, click No unless you are absolutely sure you want the software on your computer. When the download dialog box displays, save the file rather than opening it. This allows your antivirus program to check the file before you open it. Read the installation windows carefully.  
Many legitimate and free utilities also download add-ons, such as browser toolbars, unless you uncheck certain boxes. Has this ever happened to you?
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A firewall is hardware or software designed to prevent unauthorized access to a private network. A hardware firewall can be integrated into a wired or wireless router or broadband gateway. A software firewall can be built into the operating system or be a stand-alone product you can buy.
A firewall inspects network traffic sent to your computer or originating from your computer. Based on the message’s content and the rules established by the firewall, it allows traffic to pass through or disallows it. The Windows firewall uses different trust levels. Other firewall products use rules that analyze the message based on such factors as size, port address, source or destination IP address, and protocol.  
Messages sent from the network to your computer are known as inbound messages. Messages sent from your computer out onto the network are known as outbound messages. As a user, you will want your firewall to inspect at least the inbound messages. 
The firewall is used to prevent hackers from accessing private networks, especially intranets, that are connected to the Internet. 
Think of a firewall as the doors that confine a fire in a building, or as the metal sheet that separates the engine compartment of a car from the passenger compartment. It is a preventive measure you can employ to stop damage from spreading.
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A personal firewall is designed to protect only the PC on which it is installed against viruses, worms, and other threats. Many personal firewalls control network traffic by prompting you every time a connection is attempted. Some also end the connection when they suspect an attempted intrusion. 
Although it is inexpensive and easy to install, personal firewall software offers limited control and often degrades the performance of the PC on which it is installed. For these reasons, large companies do not typically use personal firewalls. Other types of firewalls, such as router and hardware firewalls, or a firewall designed for large network servers, offer better protection without reducing the performance of the network. 
There should be only one firewall installed on a computer. Running two software firewalls at the same time can cause conflicts between programs, and they might not work correctly as a result.
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The Microsoft default firewall, called Windows Firewall, was first introduced as part of Windows XP Service Pack 2 (SP2). It reduced a window of vulnerability that was part of making a network connection. Windows Firewall in Windows XP could not block outbound connections; it blocked only inbound connections.
Windows Vista improved the firewall to address concerns about the flexibility of Windows Firewall in a corporate environment. In addition, Microsoft has added firewall protection to Windows 8 and 10.
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Windows Firewall has three settings: 
· On: Windows Firewall is enabled by default. When it is enabled, Windows Firewall blocks all unsolicited requests to connect to your computer, except for requests to programs or services selected on the Exceptions tab.
· On with no exceptions: When you select the “Don’t allow exceptions” check box, Windows Firewall blocks all unsolicited requests to connect to your computer, including requests to programs or services selected on the Exceptions tab. Use this setting when you need maximum protection for your computer, such as when you connect to a public network in a hotel or airport or when a dangerous virus or worm is spreading over the Internet. There is no need to keep this setting selected all the time, because some programs might not work correctly when it is selected. When you select “Don’t allow exceptions,” you can still send and receive email, use an instant messaging program, and view most web pages.
· Off: This setting leaves your computer more vulnerable to harm from unknown intruders or viruses from the Internet. Only the system administrator should use this setting for special circumstances or if the computer is protected by another firewall.
Notice that the firewall protects your computer from attacks that are unsolicited. However, if a message comes to your computer in response to a request, such as a web page that you have requested by your web browser, the firewall will (usually) not block it. That’s why you need additional protection beyond just the firewall.
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Mac OS X uses an application-based firewall that allows or blocks incoming connections on a per-application basis rather than on a per-port basis. You can restrict firewall access to essential network services only, or you can allow or block access to selected applications on an individual basis. 
The application firewall uses digital signatures to verify the identity of applications. If you select an unsigned application, the Mac OS X El Capitan operating system signs that application to uniquely identify it. 
The firewall in the Mac OS X operating system is disabled by default. 
The Linux firewall is similar to the Mac OS X firewall in that it uses a set of rules that compare the message to port, protocol, IP address, and other information to decide whether or not to block it. These rules essentially block messages based on the application. The Linux firewall however does not examine any digital signatures.
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A firewall does not detect or disable viruses and worms if they are already on your computer. You should also install antivirus software and keep it updated to help prevent security threats to your computer and to prevent the spread of viruses to other computers on your network. 
If you do not use antivirus software, you risk passing viruses along to friends’ computers via email or file sharing. If a network has no virus protection software, all of the computers on the network are vulnerable. 
Companies that make antivirus programs provide regular updates for the programs when new viruses are discovered. Many of these programs can be updated automatically. You should not use an antivirus program that does not provide regular virus definition updates.
When your antivirus software is updated, new viruses are added to a list of viruses to check for, protecting your computer from new attacks. If your antivirus updates are not automatic, you should check for updates at the manufacturers’ website regularly, because new viruses are identified every day. If your list of viruses is out-of-date, your computer is vulnerable to new threats.
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Microsoft Security Essentials is an antivirus product that you can download from Microsoft and install on a Windows operating system. 
In Windows 8 and 10, Windows Defender has been upgraded to an antivirus program. Windows Defender comes packaged with Windows 8 and 10, but you may need to activate it. Keep in mind that you want to have only one antivirus program running on your computer, so if you are running a Norton (Symantec) or McAfee antivirus program, you will need to deactivate that program before activating MSE or Windows Defender. These products fight malicious software (malware), including computer viruses, spyware, Trojan horses, and rootkits.
Both MSE and Windows Defender for Windows 8 and 10 offer scheduled computer scans as well as real-time protection. As part of the real-time protection service, these products constantly monitor file and program activities on the computer, scanning new files as they are downloaded or created. When they spot a threat, they disable the threat and prompt for user input. After waiting a specified length of time for a user response, the product handles the threat based on default actions that are defined in the product’s settings.
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Hypertext Transfer Protocol over Secure Socket Layer (HTTPS) works through a combination of programs to add an extra layer of protection between the HTTP and TCP communication layers. Secure Sockets Layer (SSL) complements HTTP by providing authentication and encrypted communication. 
HTTPS also uses a different default TCP port than unsecured HTTP uses. An HTTPS connection uses port 443; unsecured HTTP typically uses port 80. 
You can tell whether you have reached a secure website by the “https” in the URL. In Internet Explorer versions 7 and later, the address field turns green. A lock icon also appears somewhere in the browser, usually next to the address field. Clicking the lock allows you to view information about the site, particularly the site’s security certificate. It is this certificate that not only allows you to ensure the authenticity of the site but also to encrypt any information you might submit to the site via a web form.
HTTPS is used for security-sensitive communication such as financial transactions and online purchases. However, it protects data only in transit. After the data arrives at its destination, it is only as safe as the computer it is on. 
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Additional precautions you can take to make your online browsing safer include the following: 
· Passwords: Using the same password on several websites increases your vulnerability. If one site is hacked, your password for the other sites is exposed. One way to avoid password duplication without using many different passwords is to mix a few letters of the website name with your main password, such as MSpassword, Facebkpassword, and so forth.
· Security level: Cookies can contain your password or other data that you enter on a website to use later for easier login. Although a site should be able to read only its own cookies, cookies can be stolen. If you don’t want to disable cookies on your PC, set the security level in your browser to medium. (If you set it to high, most websites won’t work.)
· Pop-up windows: Hackers often use pop-up windows that tell you that you have won a contest or that make you a special offer, but they really want to infect your computer with malicious code. Disabling pop-up windows helps minimize this risk. All browsers include pop-up window blocking on their settings and security menus.
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Most browsers have flaws that expose the computer to security threats. You can help protect your computer from these threats by doing the following: 
· Set up your email application and browser software so that it is more difficult for files containing viruses to access your computer.
· Install antivirus software and keep it current.

Student Resource 16.5
Note Taking: Troubleshooting and 
Optimizing Bandwidth
Student Name:____________________________________________________ Date:______________
Directions: Use this resource to take notes as your teacher demonstrates how to troubleshoot network bandwidth issues. Write down any new terms you hear during this demonstration; you can look up their meanings at a website such as http://www.webopedia.com and note what you learn about the term in the space provided.
	Topic
	New Terms

	Checking Event Viewer Security Logs
	

	Finding the Status of Devices on the Network
	

	Monitoring Bandwidth Performance
	

	Controlling Bandwidth Using Internet Explorer
	

	Identifying the Source of System Networking Problems
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Recent versions of Windows include Windows Firewall
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You can turn Windows Firewall on or off
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Mac OS X uses an application-based firewall
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Install antivirus software and keep it updated
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Windows has built-in malware protection
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HTTPS adds an extra layer of security
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Take extra steps to make online browsing safer
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You can protect your computer from security threats
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Web browsers have security flaws
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Download files only from trusted sources
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