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This lesson looks at how to prevent bottlenecks and optimize performance on a network from a systems manager’s point of view. Students learn to configure a computer system to assign permissions and minimize network security problems. Students also learn which system and browser functions help maximize bandwidth and how to analyze network performance to determine the source of a network slowdown. 
Advance Preparation
The demonstration in Class Period 1 requires a computer with administrator rights. The computer should be connected to the Internet and should be running Windows 8 or 10 with Microsoft Internet Explorer or Mozilla Firefox installed. You will also need an installed copy of Network Monitor 3.4, available for download from Microsoft: http://www.microsoft.com/en-us/download/details.aspx?id=4865. (Note: To use Network Monitor, the computer must have a network card that supports promiscuous mode.) See Teacher Resource 16.3, Guide: Troubleshooting and Optimizing Bandwidth.
This lesson is expected to take 3 class periods.
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Lesson Framework
Learning Objectives
Each student will:
Identify system settings that can be optimized for security and network performance
Describe benefits and limitations of add-on security software firewalls and antivirus programs
Demonstrate the ability to test network speed and troubleshoot network slowdowns
Explain the importance of network optimization and maintenance, as well as how to handle network problems from within a client computer system
Academic Standards
The relevant Common Core State Standards are too extensive to list here but are an important basis for this lesson. For details, please refer to the separate document “Correlations to the Common Core Standards” (available in the Course Planning Tools section of the course materials).
Identify how to change system settings, install and remove software (IC3 GS4 2012, Computing Fundamentals)
Identify network fundamentals and the benefits and risks of network computing (IC3 GS4 2012, Living Online)
Identify information about the Internet, the World Wide Web and Web sites and be able to use a Web browsing application (IC3 GS4 2012, Living Online)
Recognize and analyze potential IT security threats to develop and maintain security requirements (Common Career Technical Core 2012, IT 8)
Design a network system using technologies, tools and standards (Common Career Technical Core 2012, IT-NET 3)
Perform network administration, monitoring and support to maintain a network system (Common Career Technical Core 2012, IT-NET 5)
Troubleshoot systems and applications (ISTE NETS for Students 2007, 6c)
Assessment
	Assessment Product
	Means of Assessment

	A guide that describes aspects of network optimization and maintenance (Student Resource 16.1) 
	Assessment Criteria: Guide for Optimizing Network Performance (Teacher Resource 16.4)


Prerequisites
Experience configuring a local computer network
Basic skill navigating the Internet using a web browser 
Experience using a networked PC or workstation, with an understanding of how system and network performance impact user productivity 
Experience with processes for troubleshooting computer system problems
Instructional Materials 
Teacher Resources
Teacher Resource 16.1, Demonstration: Performing Network Maintenance Tasks
Teacher Resource 16.2, Presentation and Notes: Essentials of Network Security (includes separate PowerPoint file)
Teacher Resource 16.3, Guide: Troubleshooting and Optimizing Bandwidth
Teacher Resource 16.4, Assessment Criteria: Guide for Optimizing Network Performance 
Teacher Resource 16.5, Key Vocabulary: Maintaining and Optimizing a Network
Student Resources
Student Resource 16.1, Writing Assignment: Guide for Optimizing Network Performance
[bookmark: OLE_LINK3][bookmark: OLE_LINK4]Student Resource 16.2, Worksheet: Performing Network Maintenance Tasks
Student Resource 16.3, Note Taking: Essentials of Network Security
Student Resource 16.4, Reading: Essentials of Network Security
Student Resource 16.5, Note Taking: Troubleshooting and Optimizing Bandwidth
Equipment and Supplies
LCD projector and computer for PowerPoint presentation
Blackboard, whiteboard, or flip chart 
An Internet-connected computer running Windows 8 or 10 with Internet Explorer or Firefox installed; administrator rights are required to demonstrate some of the network monitoring tasks (see Teacher Resource 16.3, Guide: Troubleshooting and Optimizing Bandwidth) 
An installed copy of Network Monitor 3.4, available for download from the Microsoft website: http://www.microsoft.com/en-us/download/details.aspx?id=4865 (Note: To use Network Monitor, the computer must have a network card that supports promiscuous mode.)
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Lesson Steps
	Step
	Min.
	Activity

	
	
	class period 1

	1
	20
	Think, Pair, Share: Optimizing a Networked Computer 
This springboard activity helps students think about how to configure and maintain their networked systems to ensure all components are running smoothly and securely. It also focuses on the following college and career skill:
Developing awareness of one’s own abilities and performance
Ask students to think of and write down one precaution they should take after they get a new computer hooked up to a network in order to make sure it keeps running smoothly. (Answers could involve enabling a firewall, installing antivirus software, changing settings for the browser to disallow pop-ups, etc.) Give them some ideas by asking questions such as, “What should be done to prevent network failure or malfunction?” 
Pair students and ask them to exchange their answers and identify the answers they think are best, most convincing, or most unique. After students talk in pairs for a few moments, have the pairs share their thinking with the rest of the class. Record the responses on the board or on chart paper.
To conclude this activity, write the following questions on the board: 
How do I check an individual computer’s performance on a network? 
What should I do if it’s not performing well?
Ask students to write the questions in their notebook. Explain that throughout the lesson, they will be collecting information that will enable them to write a guide identifying and describing at least four important aspects of network optimization or maintenance. 
Refer students to Student Resource 16.1, Writing Assignment: Guide for Optimizing Network Performance, and review the example and the assessment criteria with them. Encourage them to focus on gathering information for this assignment during the lesson.

	2
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	30
	Demo/Guided Practice: Performing Network Maintenance Tasks
In this activity, students learn how to perform basic network maintenance tasks to keep their systems running smoothly. The activity also focuses on the following college and career skill:
Effectively using technology relevant to a profession
Depending on equipment availability, assign students to pairs, or have them work individually on class computers. Using Teacher Resource 16.1, Demonstration: Performing Network Maintenance Tasks, demonstrate how to perform basic network maintenance tasks. Lead students through basics such as configuring file and print share settings, clearing out the browser cache, and resetting the network connection. If you have time, demonstrate how to download and install application updates for security purposes. 
Tell students to record their settings and findings on Student Resource 16.2, Worksheet: Performing Network Maintenance Tasks. At the end of the activity, have students check their worksheet answers in small groups for accuracy and completeness and then report out as a class.
Remind them that knowing how to perform these tasks will be useful when they encounter similar tasks as an IT professional. 

	
	
	CLASS PERIOD 2

	3
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	20
	Presentation: Essentials of Network Security
This activity gives students a more in-depth understanding of the essentials of network security, and it gets them thinking about how to optimize systems for safe and efficient web browsing. The activity also develops students’ listening and note-taking skills.
To prepare, make notes to guide class discussion using Teacher Resource 16.2, Presentation Notes: Essentials of Network Security. Have Teacher Resource 16.2, Presentation: Essentials of Network Security (separate PowerPoint file), ready to show as a full-screen slideshow using an LCD projector.
Ask students to use the table in Student Resource 16.3, Note Taking: Essentials of Network Security, to take notes during the presentation.
Present the slideshow. Use the notes you prepared and the questions on the slides to encourage class discussion.
This presentation is duplicated as Student Resource 16.4, Reading: Essentials of Network Security. If an LCD projector is unavailable, students can read the presentation, answer the discussion questions in their notebook, and discuss their answers as a class. This student resource is also useful for review.
At the end of this activity, have students share their notes with a partner to check for accuracy and completeness. Then have them share what they wrote with the class, and answer any remaining questions. Make sure students understand how to resolve network security issues before you go on to talk about optimizing bandwidth.

	4
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	30
	Guided Practice: Troubleshooting and Optimizing Bandwidth
In this activity, students gain hands-on experience with network performance and learn how to identify sources of network slowdowns. 
Assign students to pairs or small groups, depending on the availability of computers in the classroom. Using an LCD projector, demonstrate the procedures of checking event logs, finding the status of devices on the network, and checking bandwidth performance. Use Teacher Resource 16.3, Guide: Troubleshooting and Optimizing Bandwidth, to guide students through these procedures. Discuss how to identify the source of system networking problems. Ask students to take notes on Student Resource 16.5, Note Taking: Troubleshooting and Optimizing Bandwidth, during the guided practice. Toward the end of this activity, have students share their notes with a partner. Answer any remaining questions.
Close this activity by explaining that troubleshooting and optimizing performance is an important skill that is more of an art than a science. It involves judgment calls and compromises that become easier to make as you gain more experience.

	
	
	CLASS PERIOD 3

	5
	45
	Writing Assignment: Guide for Optimizing Network Performance 
This activity gives students a framework for reviewing what they’ve learned about systems optimization and maintenance. 
Refer students to Student Resource 16.1, Writing Assignment: Guide for Optimizing Network Performance, which they were introduced to at the beginning of the lesson. Explain that they now have all the information they should need to write a guide about optimizing performance. Tell students to refer to all the notes they took during this lesson to answer the questions “How do I check an individual computer’s performance on a network?” and “What should I do if it’s not performing well?” Go over the example and the assessment criteria again to ensure that students understand how their work will be assessed. Have students point out how this example meets the assessment criteria.
Near the end of the activity, ask students to exchange their draft with a partner and evaluate each other’s work against the assessment criteria. If students haven’t completed a final draft, tell them they can finish it for homework. Assess the completed assignments using Teacher Resource 16.4, Assessment Criteria: Guide for Optimizing Network Performance.
Remind students that they can include their knowledge of network performance on a resume or a job application and that their experience will also be useful during an internship.

	6
	5
	Think, Pair, Share: Optimization and Maintenance
In this closure activity, students have the opportunity to review their learning and share their ideas with each other. 
Write the following question on the board and ask students to think about their answer:
If you worked in a computer store and could give customers just one tip for optimizing and maintaining the computer they bought, what would that tip be?
Ask students to share their tip with a partner, and then have pairs share with the class. If time allows, hold a vote on what the most important take-away lessons learned were.
To conclude the lesson, encourage students to make every effort to put into practice the optimization and maintenance tips they learned in this lesson. 


Extensions
Content Enrichment
Ask students to research different types of malware protection software, including Windows Defender for Windows 10, Symantec’s Norton security suite, and McAfee’s security suite. Since Windows Defender is packaged with Windows 10, is it necessary or better to use another security product such as Norton or McAfee? Or is the protection provided by Windows Defender in Windows 10 equally as effective? Ask students to report back to the class on their findings.
Have students research the types of malware attacks (viruses, worms, adware, spyware, etc.) and attempt to locate statistics that describe the percentages of the types of attacks and the percentages of the types of platforms most attacked. For example, what percentage of all reported malware is a computer virus? What percentage is download spyware? What percentage of viruses infect Windows-based computers versus Macs?
STEM Integration
Math: Have students calculate the network bandwidth of a hypothetical client. Tell students that there are two basic steps to calculating bandwidth in bytes per second:
1. Determine the amount of available network bandwidth. 
1. Determine the average utilization required by the specific application. 

For example, if a client’s network is a Gigabit Ethernet (GbE) network, it would yield 125,000,000 bytes per second. This is computed by dividing the 1000 Mbps for a Gigabit network (which is 1 billion bits per second) by 8 for a number in bytes.

If you assume that a client’s application transfers data at 200,000 bytes per second, the student has the information needed to perform the calculation: 125,000,000 / 200,000 = 625, meaning that this network could support 625 users using the application concurrently. Then assume that the client has only a 100 Mbps network, and ask students whether the network would support 60 or 100 users running the application concurrently.
Technology: Compare network performance: Have students use the utilities or techniques they’ve learned to test two machines on separate networks (at school, at the public library, or at home), and then have them describe their findings. Ask students to discuss their different findings in terms of speed, configurations, and so on, and to hypothesize reasons for the differences.
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