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This document provides all the key vocabulary terms presented in this course. The terms are listed alphabetically; the lesson number identifies the first time a term is introduced in the course. To use the words only from a particular lesson, please see the Key Vocabulary resource included in the Teacher Resources document for that lesson.
	Term
	Definition
	Lesson #

	access control
	Security policies that control who can access operating system resources by providing identification, authentication, and authorization services. Applications call access control functions to set who can use specific resources.
	16

	administrative tools
	A set of features that help system administrators and advanced users control how a computer works. Tools vary by operating system but usually include features such as monitoring system events, configuring the hard disk (and other media drives), managing system performance and configuration, and managing print servers.
	3

	administrator user account
	A type of Windows user account that allows a user to maintain the OS, control user access, and back up and restore the system. On a home computer system, the person who initially sets up the computer is automatically given administrator user access.
	5

	adware
	Code installed on a user’s computer that helps display advertising banners in web browsers and other software. Adware is not strictly categorized as malware, but many users consider it invasive.
	4

	algorithm
	A step-by-step description for solving a specific problem. The algorithm can be expressed loosely in English or through pseudocode, expressed in an illustration such as a flowchart, or written as a computer program. 
	5

	ALU (arithmetic-logic unit)
	A component in the CPU that performs arithmetic and logic operations.
	11

	analog information
	Continuous sound or motion. Humans perceive the world as analog information.
	2

	antispyware program
	Privacy protection software that can track and clear code used to reveal your computer and Internet activity. Newer methods utilized by the antispyware industry include analysis of the behavior of programs. It is possible antispyware programs can flag legitimate programs. Examples of some of the most popular antispyware programs include Ad-Aware and Spybot. As with antivirus programs, antispyware software needs to be updated regularly for maximum efficacy.
	4

	antistatic wrist strap
	A strap that goes on your wrist at one end and on a grounded piece of metal at the other to ensure that any static charge is dissipated without damaging the internal part of your computer when you work on the computer.
	9

	antivirus program
	A software program that guards against computer viruses by inspecting incoming email, new files, and new programs for possible virus infection. It needs to be updated regularly to ensure that it has the most up-to-date virus information when it scans your computer.
	4

	architecture
	See infrastructure.
	14

	archival backup
	Also called a full backup, a type of backup that copies all files to a storage device. Unlike incremental backups, in which only modified files are copied, an archival backup includes all files.
	13

	ASCII codes
	ASCII is the abbreviation for American Standard Code for Information Interchange. It is the universal standard for numerical codes used by computers to represent upper- and lowercase letters, numbers, white space (spaces, new lines, tabs) and punctuation.
	2

	aspect ratio
	The proportion of width to height of a computer or television screen. Historical TV sets use an aspect ratio of 4:3. Wide-screen computer monitors and televisions usually use an aspect ratio of 16:9.
	2

	asynchronous
	Data transmissions that are intermittent and independent of the computer’s clock, rather than simultaneous or dependent on the clock. 
	11

	authentication
	The process of verifying the identity of a local or network user.
	16

	automatic updates
	Feature that automatically notifies you when critical updates are available for your computer. This feature also lets you choose whether to install these updates on your computer and when. Most operating systems include this feature.
	3

	backbone
	The connections between the main components of a network. On the Internet, the backbone connects the most important routers and computers together. Other networks then connect to one or more backbone sites. Usually, the backbone is made up of the highest bandwidth components.
	15

	backdoor
	Special code sometimes written into a program that allows programmers to enter a system without using the normal login process. Some viruses target software “backdoors” in order to gain unauthorized access to a user’s system.
	4

	backup operator user account
	A type of Windows user account that allows a person to back up and restore files but not make changes to the OS. 
	5

	backward compatibility
	A product is said to be backward compatible when it is able to take the place of an older product (e.g., Windows XP replacing Windows 98) and still function with products (e.g., software, files, or peripherals) that were designed for the older product.
	7

	backward-compatible
	The ability to interoperate with products that were designed for an older product.
	10

	bandwidth
	1. (Network) The data capacity (throughput) and speed of a particular transmission channel. The larger the bandwidth, the faster data can be transmitted. Bandwidth is measured usually measure in bits per second (bps), or in cycles per second (hertz or Hz).
2. (System) The bandwidth of digital devices is expressed in bits per second (bps) and sometimes in data packets per second or data packets per time slot. Also known as throughput.
	11, 16

	binary
	A numeral system that has only two digits: 0 and 1. Computers use the binary numeral system because all data that passes through a computer is made up only of 0s and 1s. Since all numbers in the binary system are represented by two digits, this is called the base 2 numeral system.
	2

	BIOS (basic input/output system)
	A set of small programs that manage the computer’s boot process and data transfers on the motherboard. It is the traffic cop of the motherboard. The BIOS is stored in a ROM chip on the motherboard.
	2, 11

	blackout 
	A total loss of utility power to an area for a period of time.
	9

	booting up
	A start-up process that loads a computer’s operating system.
	8

	boot process
	The start-up process of your computer, needed because main memory is volatile, so when the computer is off, all of memory’s contents disappear.  When you turn on the computer, the boot process (after performing start-up tests) must find and load the operating system into memory so that the computer can be used.
	11

	bootstrapping
	The process of starting up a computer, which involves loading the operating system, which in turn activates a more complicated system that continues the system start-up.
	13

	brownout
	A reduction in voltage below the minimum level required for a system.
	9

	browser
	A software application used to request and display web pages. A graphical browser can display graphics as well as text and can present multimedia information, including sound and video. The two most popular browsers are Google Chrome and Mozilla Firefox.
	15

	brute-force password generation
	A method of cracking passwords that involves a simple program attempting all possible combinations of characters to guess passwords.
	5

	buffer
	Computer storage that holds data for a short amount of time right before the data is used. 
	2

	bus
	A physical electrical interface comprising a collection of wires through which data is transmitted from one part of a computer to another.
	11

	cable Internet
	A type of Internet service that connects a residential LAN to the Internet by using cable TV infrastructure.
	14

	cache memory
	A faster form of RAM memory than main memory. Also known as SRAM (cache) versus DRAM (main memory).
	11

	capacitor
	A passive electronic component used as the basis to build DRAM. Traditionally, capacitors are made of conducting plates separated by thin layers of material that hold a charge in the form of an electrostatic field. However, the capacitors on DRAM chips do not have conducting plates.
	12

	checksum
	An error-detection check that protects data integrity. The basic components of a transmitted message are added up and the resulting value is stored. If the sum matches that of the received message, the receiver can conclude that the message was not corrupted. A simple but accurate way of describing checksum is that it is the sum of all the 1s in a message. The total sent must equal the total received.
	12

	clean install
	Completely wiping out a computer’s old operating system and information, reformatting the hard disk, and installing a new operating system on the now “clean” disk. 
	7

	CLI (command-line interface)
	An interface that provides the ability to type commands into a computer. Different from a graphical user interface, which allows a user to interact with pictures to make things happen.
	8

	client
	An individual computer on a network that makes requests of a server for various services such as file access, printer access, and running applications stored on the server. Clients depend on the server to store files and/or manage devices and resources for them.
	15

	client workstation
	A computer that requests files or resources from the server. Typically, clients are desktop or laptop computers.
	14

	client/server network
	A network in which the server holds data and software that are shared by all client workstations on the network.
	15

	clock cycle
	Pulses of electrical current put out by the system clock. At the beginning of each clock cycle, the next step in executing the current program instruction takes place. Clocks are rated in MHz or GHz, such as 1 GHz for 1 billion clock cycles per second.
	11

	cloning
	Making an exact copy of the setup on one machine, called a disk image, and applying it to any number of other machines. This is generally done with special software, over a network.
	7

	closing down
	The process a computer uses to shut down software and hardware in a smooth, orderly fashion. Turning off a computer without following the closing down procedure can result in corrupted files and damage to the OS.
	8

	CMOS (complementary metal-oxide semiconductor)
	A special memory chip that contains the ROM BIOS; powered by a CMOS battery. The CMOS stores important configuration setup information about your computer system.
	11

	CMOS battery
	A watch-sized battery on the motherboard that powers the CMOS chip. A CMOS battery requires very little power and will usually last from 2–5 years. If the battery is removed, all CMOS information will be lost.
	11

	column address strobe (CAS)
	A signal sent by the processor to a DRAM to activate the capacitors in a column of the physical memory in an array. This is part of how the processor accesses data stored in DRAM. See also row address strobe (RAS).
	12

	column address strobe latency (CL)
	The number of clock cycles necessary to retrieve bits of data in a particular row.
	12

	command-line interface (CLI)
	A text-only interface used to enter computer commands. On a Windows computer, the CLI is launched by clicking Start > Run and typing cmd.
	16

	compact disc file system (CDFS)
	A file system used on CDs that appears like a FAT file system.
	13

	compatibility
	The capability of a piece of software to run on multiple platforms. 
	3

	compressed air
	Sold in cans; used to clean the dust from inside a system unit so that you avoid touching any part of the unit with your hands.
	9

	computer disassembly
	Process of systematically removing components from a computer to slot in new hardware components or to look inside the PC. Computers should always be backed up before the disassembly process.
	17

	computer file system
	The method an operating system uses to store, organize, and retrieve data. Windows 7, 8, and 10 use the Windows NT File System (NTFS).
	6

	computer reassembly
	Process of putting all components in their correct places inside a computer so that the computer works properly when it is booted. It is important to reinstall components in the correct order, which is usually the reverse order from how they were removed.
	17

	computer system
	A combination of computer hardware (system unit with processor, memory and disk drives, and peripheral devices) along with any software, such as an operating system and application software.
	1

	computer virus
	A program that is designed to infect computer software when a user runs the program. Running the program enables the virus to spread to other files, and it can then be transmitted along with the infected files.
	4

	constant angular velocity (CAV)
	An operating mode of optical drives that spins the disc at a constant speed throughout the entire writing process. 
	13

	constant linear velocity (CLV)
	An operating mode of optical drives that maintains a constant data transfer rate across the entire disc, rather than maintaining a constant rotation speed.
	13

	consulting
	An employment position in which an industry expert is called in to provide assessments and give advice.
	18

	Control Panel
	A part of the Microsoft Windows operating system’s graphical user interface that allows users to view and manipulate basic computer settings and controls. These settings include (but are not limited to) adding and removing software, controlling computer access, and adjusting options such as audio volume and monitor appearance and brightness.
	3, 16

	control unit
	The portion of the CPU that performs the fetch-execute cycle and sends out control signals to instruct which components should operate during each clock cycle.
	11

	core
	A term used for a processor placed on a chip.
	11

	CPU (central processing unit)
	The brain of the computer. It executes all program instructions of running programs, including math calculations, string operations, and comparisons, and facilitates communication among components. It is the most important component of a computer system. Also called the processor or microprocessor. 
	11

	CRT monitor
	The cathode-ray tube (CRT) monitor works like a traditional television set and is about as heavy. The monitor contains millions of tiny red, green, and blue phosphor dots that glow when electric beams are swept quickly across the back of the screen. These electric beams cause each dot to glow in different intensities in different places. These millions of dots glowing at the same time create the different pictures you see on the screen.  
	2

	cylinder
	The single track location of the read/write heads as they move across all the platters making up a hard disk. It comprises all the tracks on every platter surface that can be accessed by the read/write heads while the actuator assembly remains stationary. 
	13

	daisy-chaining
	The process of connecting multiple hardware devices to one another in a series. The devices use the same protocol to connect to a shared communication bus.
	13

	data packet
	A segmented piece of data sent over a network. Each packet is separately labeled (addressed) and routed across the network. Depending on the protocol used, packets can include error correction information and sequencing numbers and can be encrypted.
	14

	DDR (double data rate)
	A type of memory that can transmit a signal twice per clock cycle. DDR SDRAM achieves twice the throughput of SDRAM by transmitting a signal on the rising and falling edges of the clock cycle (double pumping) without increasing the clock frequency.
	12

	decoder key
	A mechanism used to convert a coded message into intelligible language.
	5

	defragment
	To rearrange files on a hard drive so that they occupy contiguous sectors. This process increases access speed and can also increase the amount of usable space on the drive.
	13

	deployment
	The process of transforming a computer system from a packaged form to an operational state. Deployment implies a process of moving a product from a temporary state to a permanent state.
	7

	device
	A component or peripheral that connects to a computer. Examples include a mouse, a keyboard, and a printer.
	16

	Device Manager
	Microsoft Windows operating system tool that shows users which hardware is attached to the computer. Accessed from the Control Panel, it also provides detailed device information as well as various options for changing how a given piece of hardware operates. This is particularly useful when a piece of hardware is not working correctly. 
	3

	DHCP (Dynamic Host Configuration Protocol)
	An Internet protocol to assign dynamic IP addresses to client computers upon request.
	15

	digital certificate
	A file stored on a web server and shared with web clients to ensure the authenticity of the site and establish a key for encrypting messages.  The certificate is used to enable the HTTPS protocol.
	16

	digital information
	Data that is stored in binary format (using a series of 1s and 0s). This is in contrast to analog information, which is continuous. Devices that use digital information include CD players and DVD players.
	2

	DIMM (dual inline memory module)
	A double bank of RAM chips mounted in a row on a flat piece of plastic called a memory module. A DIMM has a 64-bit path to the memory chips.
	12

	DIP (dual inline package) switch
	A switch on a circuit board or other device that can be set on or off to hold configuration or setup information.
	11

	direct-access storage device (DASD)
	Any secondary storage device that has relatively fast access to all its capacity.
	13

	DirectX
	A collection of application programming interfaces (APIs) that control, diagnose, and offer information about graphics, sound, and networking cards that have been added to the computer. These cards are typically used by people playing or developing games and/or using or producing other high-end software.  
	3

	disk image
	An archive file containing the complete data structure and contents of a data storage device, such as a hard drive. A disk image contains everything required to perfectly replicate the contents and structure of a storage device. It is, in other words, an exact copy of the data on a hard drive, down to the binary (1s and 0s) level.
	7

	Disk Management tool
	Microsoft Windows operating system tool that gives users information on the amount of hard drive space on the computer. Accessed from the Control Panel, it shows the total amount of memory (both available and used) that is on the system. It also provides advanced configuration options for various ways of customizing the storage devices on the computer, such as partitioning a single large hard drive into several smaller drives for easier user management.
	3

	dithering
	A technique used in computer graphics to create the illusion of colors and shades by varying the size and pattern of pixels.
	16

	DNS (domain name system)
	An Internet service that translates IP aliases into IP addresses. Every time you use an IP alias, a DNS server translates that name into the corresponding IP address.
	15

	domain name
	An organization’s network name. Every domain name must be unique. Typically the domain name consists of two parts: the organization’s name and the Internet domain on which the site is located. For example, the domain google is located on the .com Internet domain, giving the domain name google.com. Another example is the National Academy Foundation domain name, naf.org. See also IP alias.
	15

	double pumping
	A technique that supports data transfers on both the rising and falling edges of each clock cycle. With a double-pumped bus, the processor can send a signal to and receive a signal from memory twice per clock cycle. 
	12

	DRAM (dynamic random-access memory)
	A type of memory used for main memory. DRAM is volatile because it stores tiny static charges (1s), which leak off. It must be refreshed thousands of times a minute or data will be lost. It is the cheapest kind of memory but is slower than SRAM. DRAM is built out of capacitors.
	12

	driver
	A small piece of software that provides information the computer needs in order to communicate with a particular peripheral. The driver must be compatible with the computer in order to function.
	2

	DSL (digital subscriber line)
	A type of Internet service that connects a residential LAN to the Internet by using telephone lines dedicated for Internet use.
	14

	dual-booting
	A dual-boot computer is one that has at least two operating systems available; the bootloader program allows the user to select which operating system to boot to. Typically, dual-booting is done between Linux dialects or between Windows and Linux, but not between Mac OS X and Linux or Windows. 
	7

	EEPROM (electrically erasable, programmable, read-only memory) 
	A programmable ROM (PROM) chip that can be erased and reprogrammed one byte at a time by exposing it to an electrical charge.
	12

	electromagnetic interference (EMI) 
	AC current produced by electromagnetic devices, natural phenomena, or high-frequency radio waves. Also called radio frequency interference (RFI).
	9

	electrostatic discharge (ESD) 
	The rapid discharge of static electricity from one object to another.
	9

	email attachments
	A file that is attached to and sent along with an email. All major email clients and web services offer the ability to attach files to an email message, and it is an extremely useful tool. Since email attachments can contain viruses or worms, antivirus programs and major email websites (Gmail, for example) always scan attachments for viruses and other malware before allowing the files to be opened 
	4

	encrypting/decrypting
	Converting a message into code/converting code into a message. Encryption actually converts a letter such as a into a string of letters and numbers. With 128-bit encryption, a (which is 8 bits) could become “2y43agh9emcve00eu.” This is 16 characters, which is a total of 128 bits. The algorithm determines which letter (in this case, the fifth letter, a) is the original character. The algorithm varies the position of the correct character for every letter or number that is being encrypted.
	5

	entry-level
	What a job is called if it doesn’t require prior work experience, making it suitable for someone who is new to the field or has just graduated and is looking for a first job.
	18

	EPROM (erasable, programmable, read-only memory) 
	A programmable ROM (PROM) chip that retains its contents until it is exposed to ultraviolet light, which enables the memory to be erased and reprogrammed.  EPROM is rapidly becoming obsolete and replaced with EEPROM or flash memory, in part because with EPROM, you must erase all of the contents before you can reprogram it.
	12

	Ethernet
	A standardized form of local area network dating back to the 1980s. Devices are typically connected together by twisted-pair or coaxial cable, although fiber-optic cable can now also be used. CAT5 and CAT6 are examples of twisted-pair cabling, which consists of four twisted pairs within a plastic sheath.  
	14

	EULA (end user license agreement)
	An agreement in place to protect the makers of software from being liable for any damage their software might do to your computer. You usually have to “accept” a EULA (pronounced “yoo-la”) to be able to use a piece of software.
	4

	Event Viewer
	A component of the Windows operating system that enables you to view logs related to a significant occurrence on a computer.
	16

	FAT (File Allocation Table)
	A file system originally developed by Bill Gates and Marc McDonald in 1976. It is supported by virtually all existing operating systems but causes directory fragments that become scattered over the entire disk, making reading and writing slower. This is why defragmenting the hard drive(s) is an important part of the regular maintenance process for computers using the FAT file system (it’s still important for NTFS, just less so).
	7

	fetch-execute cycle
	A program executed by the CPU consists of fetching the next program instruction from memory and bringing it into the CPU, decoding the instruction into steps that can be carried out by the control unit, and then issuing those control commands to the components to execute the instruction. 
	11

	fiber-optic
	A type of high-speed cable used on the Internet to route traffic at high speeds with high bandwidth.
	14

	field replaceable unit (FRU)
	A computer device or component that can be replaced at a customer’s location. Also a device or component, such as a power supply, that should be replaced rather than repaired.
	10

	file
	A named collection of bytes, stored on some medium (hard disk, optical disc, flash drive).
	13

	file system
	The method a computer uses to store and organize computer files so that the data can be easily and efficiently accessed. The approach used may also permit easy recovery of previously deleted files. More formally, it is a set of abstract data types that is used for the storage, organization, manipulation, navigation, access, and retrieval of data.
	7

	finalize
	The process of closing a CD or a DVD after files are copied to the disc. After you finalize the disc, you can play it back in another computer or playback device, but you can no longer add files to it.
	13

	firewall
	A piece of software (or sometimes a dedicated computer) that is used to protect your computer from being infiltrated by a hacker across a network. The firewall uses rules to determine what types of messages or connections are permitted and what type are rejected. If a message does not meet security standards, it is blocked.
	3, 15, 16

	firmware
	A program placed into hardware on a chip. The ROM BIOS, which is a set of software programs stored on a ROM chip, is an example of firmware.
	11

	flash drive
	A removable storage device that uses flash media rather than magnetic or optical media to store data.
	13

	flash memory
	A type of EEPROM that can be erased and reprogrammed in blocks instead of one byte at a time. Flash memory is cheap and portable but has a limited number of erasures (estimated at 100,000) before it fails.  Many PCs store their BIOS on a flash memory chip so that it can be updated easily if necessary. Such a BIOS is sometimes called a flash BIOS.
	12

	form factor
	General design differences in the computer and some components. Form factor differences include size, shape, and position of components, case, and power supply. Form factors have evolved for efficiency and practicality, especially in terms of footprint (the amount of space the computer occupies on a table or that the component takes up inside the chassis).
	10

	formatting
	The act of creating a file system on a volume so that the operating system can store and retrieve data on that volume.
	13

	front-side bus
	The bus that provides the pathway from the memory controller (the north bridge) to the CPU. Also called the system bus.
	12

	graphical-user interface (GUI)
	A more user-friendly way to interact with the computer than the command-line interface. With a GUI, the user moves a pointing device to make selections with motions like clicking, double-clicking, and dragging, or with touch screen gestures like tapping, swiping, and pinching.
	6

	hacker
	An individual who attempts to gain unauthorized access to proprietary computer systems.
	5

	heat sink
	A metal square with raised rows of metal fins that absorbs heat from the processor. Circulating air from the heat sink fan dissipates the heated air inside the computer case.
	11

	hexadecimal
	A numeral system that consists of 16 digits. Humans use hexadecimal to represent bytes of binary data because it is easier to understand than the binary stored in the computer. To come up with 16 digits, the hexadecimal system uses the digits 0–9 (to represent decimal numbers 0–9) and the letters A–F (to represent decimal numbers 10–15).
	2

	hot-swappable
	Allowing the user to add and remove devices to a computer while the computer is running and to have the system recognize the change automatically. USB and IEEE 1394 (FireWire) ports support hot swapping. (Hot swapping is also called hot plugging.) 
	10

	HTTP  (Hypertext Transfer Protocol)
	Protocol that allows access to hyperlinked documents (web pages) from a web browser or a web server.
	15

	hypertext
	A method of organizing information that allows a user to access related information by clicking on cross-references called hyperlinks.
	15

	Hypertext Transfer Protocol over Secure Socket Layer (HTTPS)
	An indication that a URL uses a secure HTTP connection. By convention, URLs that require an SSL connection start with https: instead of http:. An HTTPS connection uses a TCP port (443) and an additional encryption/authentication layer between the HTTP and TCP protocol layers. 
	16

	identity theft
	Theft of personal information, such as your Social Security number, bank account number, credit card numbers, or login and password to a financial site. A large percentage of scams these days are targeted at stealing this sort of personal information. Thieves then use this stolen information to do things like open credit card accounts in the victim’s name, allowing the thieves to run up huge debts that the victim is then held responsible for. Services like LifeLock (www.lifelock.com) are devoted entirely to protecting their customers from identity theft.
	4

	infrastructure
	The basic framework and components of a network. 
	14

	Internet
	The largest wide area network, combining tens of thousands of local networks and many wide area networks into one large collection of computers and resources.  
	14

	intranet
	A private computer network that runs on Internet protocols to share private information securely. It is accessible only by the company’s employees, corporate members, or others with authorization. The main purpose of an intranet is to share business information and computing resources among employees.
	15

	IP (Internet Protocol)
	The layer of the TCP/IP protocol suite that handles the addressing of each packet to be transmitted.
	15

	IP address
	The numeric designation assigned to any Internet resource. Internet servers usually have static IP addresses, while most clients have dynamic addresses.
	15, 16

	IP alias
	To communicate over the Internet, routers use IP addresses. However, these are hard for people to remember, so we use word-based IP aliases. The domain name service (DNS) translates IP aliases to IP addresses. Most IP aliases consist of a machine name followed by the machine’s domain name. 
	15

	ipconfig
	A command-line tool used to configure network connections on Windows computers.
	16

	IRQ
	An interrupt request that occurs when a device in the computer needs the CPU’s attention. 
	11

	ISA (Industry Standard Architecture) slot
	An older slot on the motherboard used for slower I/O devices; it supports an 8-bit or a 16-bit data path. ISA slots have been replaced by PCI slots.
	11

	ISP (Internet service provider)
	A company that provides access to the Internet.
	15

	jumper
	Two wires that stick up side by side on the motherboard and are used to hold configuration information. The jumper is considered closed if a cover is over the wires (thereby connecting them), and open if the cover is missing.
	11

	kernel
	A piece of OS code that loads first and remains in main memory. The kernel’s primary purpose is to manage the computer’s resources and allow other programs to use these resources.
	6, 8

	kernel mode
	A processor mode in which an application gains extensive control of computer hardware in order to run. This is in contrast to user mode.
	6

	keylogger
	A program that allows a person’s keystrokes to be logged and saved. This information can then be used to re-create what was written or entered as user account information (passwords or credit card information, for example).
	4

	lands
	The flat spaces between the pits or bumps that store data on an optical disc.
	13

	lane
	A two-way serial connection.
	11

	LCD monitor
	A liquid crystal display (LCD) is a computer monitor made of two sheets of polarized glass, with a thin layer of liquid crystal substance between them. It is much lighter and easier to move around than a CRT monitor. A backlight shines through the first sheet, while electric currents line up to allow different levels and colors of that light to pass through the liquid crystal substance, which eventually creates the lines and colors on the front sheet of the display.
	2

	link
	A connection between two PCIe devices.
	11

	local area network (LAN)
	A network of client computers, possibly with servers and other resources, contained in one site such as a room, the floor of a building, a building, or a small group of buildings.
	14, 15

	log
	A file that stores events that have taken place on your computer. The log entries are automatically generated by the operating system. The Event Viewer allows you to examine any or all entries based on their severity or on the software that generated the events.
	3

	logical block addressing (LBA)
	LBA refers to the way disk drives translate the cylinder, head, and sector specifications of the drive into addresses that can be used 
by an enhanced BIOS. LBA is used with drives that are larger than 504MB.
	
13

	MAC (media access control) address
	A unique number assigned to a NIC. The address identifies that particular NIC and is used to direct traffic between the computers on the network. It is also called the physical or hardware address.
	11, 15

	magnetic storage
	The storage of data on a magnetic medium, such as a hard drive or tape drive.
	13

	malware 
	A combination of the words malicious and software. Refers to any software designed to gain access to and damage a computer system. It is also used to refer to any hostile, invasive, or annoying software.
	4

	material safety data sheet (MSDS) 
	A form that provides workers and emergency personnel with the proper procedures for handling or working with a chemical substance safely.
	9

	median
	Similar to the term average. Median refers to the number that divides a group into two equal parts. So a median salary for a particular job would be the salary level at which half of the people working in that job earn less and half of the people earn more. This is often a more useful measure than a true average, because it is less affected by unusually low or high values (“outliers”).
	18

	memory
	An area of the computer that provides the processor with short-term storage for program code. 
	1

	memory bus
	The bus that provides a direct high-speed electrical connection between the processor and the chipset. 
	12

	memory matrix
	A grid similar to a spreadsheet that uses rows and columns to define addresses on a memory module. Memory can be represented as rows and columns that may have a charge (1) or no charge (0). Every intersection has both a column and a row address, known as the memory address.
	12

	memory module
	RAM chips mounted in a row on a flat piece of plastic. There are two basic types of memory modules: the single inline memory module (SIMM) and the double inline memory module (DIMM).
	11, 12

	MIME (Multipurpose Internet Mail Exchange)
	A protocol that permits SMTP to transmit and receive binary files, not just text-only files. This allows us to attach image files and other forms of binary files to emails.
	15

	motherboard
	A large printed circuit board designed to connect to the components that make a computer operational.
	11

	multitasking
	The ability of an operating system to switch off rapidly between multiple running programs to give the appearance that the computer is literally doing many things at one time.
	6

	NetBIOS
	The network basic input/output system identifies each client computer on the network by a name as well as by a numerical address.
	14

	network
	A group of two or more computers linked together to share files, printers, and resources. A network can be as simple as two interconnected PCs sharing one printer or modem, or as complex as the Internet, which is made up of millions of interconnected networks sharing resources worldwide.
	1, 15

	network cable
	Ethernet, thinnet/coaxial, fiber-optic, or other cables used to connect computers to form a network.
	14

	network interface card (NIC)
	A computer circuit board or card that enables the computer to be connected to a network. Computers on a local area network (LAN) contain a network interface card designed to provide a dedicated, full-time connection to a network.
	15, 16

	network operating system (NOS)
	The type of platform needed to run a server computer. Popular NOSs include Windows Server and Linux.
	14

	node
	Any device on a network, such as a computer or a printer. Each node has a unique network address, called a Media Access Control (MAC) address.
	15

	nonvolatile memory
	Memory that is permanent. ROM is a type of nonvolatile memory; data remains stored even when the computer is powered off.
	11, 12

	NTFS
	The standard file system that was introduced with Windows NT. It offers improved support for metadata and the use of advanced data structures, which improves performance. It also offers additional extensions, including security access control lists (ACLs) and file system journaling. It is the only file system that works with Windows 7, 8, and 10, and with Windows Server 2008.
	7

	octet
	A group of eight bits, often referred to as a byte.
	15

	onboard ports 
	Ports that are directly on the motherboard, such as a built-in keyboard port or an onboard serial port.
	11

	open-source software
	Computer software code with an open source license that permits people to use, change, and improve the code and redistribute it. It is often developed in a collaborative and public manner. Because the code is available in its source format, it is freely available.
	8

	operating system (OS)
	Software that controls many of the functions that keep the computer system running. The operating system allows the user to easily control the computer, and it handles tasks such as managing processes, managing memory resources, and protecting system resources. 
	1, 3

	optical storage
	The storage of data on an optical medium, such as a CD or a DVD.
	13

	OS installation
	The process of installing an operating system on either a new hard disk drive or a freshly formatted drive. Variations include adding an OS to a hard disk that already has one (for dual-booting) and upgrading an already installed OS.  
	17

	packet
	A logical group of data consisting of the data to be transmitted, data to correct errors that occur along the data transmission path, and electronic code to route the packet to its destination.
	15

	packet switching
	The routing of data packets across a local network using the fastest available correct routes. 
	14

	parallel port
	A unidirectional or bidirectional interface that receives more than one bit at a time. Parallel devices such as printers can receive more than one bit at a time. Parallel ports are rapidly becoming obsolete as most new printers have USB ports, which are much faster than parallel ports.
	10

	partition sector
	The 512-byte boot sector that is the first sector (“sector 0”) of a partitioned data storage device such as a hard disk.
	13

	payload
	A set of instructions that is introduced to a system by way of a virus or a worm. When delivered, the code then performs additional actions, often malicious. 
	4

	peer-to-peer (P2P) network
	A type of network that is ordinarily found in homes or small businesses. A peer-to-peer network is not set up with clients and servers, but with equal peer nodes that function both as clients and as servers to all the other nodes on the network. 
	5, 15

	Peripheral Component Interconnect (PCI)
	A local bus standard used to attach hardware devices to a computer.
	16

	phishing
	A high-tech scam in which identity thieves pose as legitimate businesses and request personal information. The term is a takeoff on fishing, the idea being that bait is thrown out with the hope that while most will ignore the bait, some will be tempted to bite. 
	4

	ping
	A program used to test the availability of a networked device.  
	16

	pixel
	A picture element, the smallest visible portion of a monitor’s output.  Each pixel can be of a different color. The number of pixels displayed on a screen describe that screen’s resolution.
	2

	platters
	The flat circular disks in a hard drive onto which data is recorded.
	13

	plug-and-play 
	A feature that allows computer systems to automatically configure new devices. If a plug-and-play device is properly installed, the user should be able to plug in the device and use it immediately, without rebooting or setting jumpers or switches.
	11

	point-to-point
	A method of connecting one computer device to another, or a direct connection between a computer and another resource (a second computer, a printer, etc.).
	13

	port
	A connection point on the back or side of a PC. Ports typically are used to connect peripheral devices to the computer system.
	10

	POST (power-on self-test)
	A set of diagnostic routines that run automatically when you power on your computer.
	11

	power sag 
	A sudden decrease in voltage that lasts less than a second.
	9

	power supply connector
	Located on the motherboard, the power supply connector provides the correct voltage to the various computer components. 
	11

	power surge 
	A sudden increase (more than 132 volts) in voltage that lasts longer than a millisecond.
	9

	processor (CPU) 
	A central processing unit (CPU), or processor, is the brain of the computer and executes tasks generated by computer software. The more power a CPU has (measured in hertz), the faster the computer can perform these tasks. The speed of the processor is usually given in megahertz (MHz) or gigahertz (GHz). In most cases, hertz refers to a single computer operation per second. 
Modern CPUs contain two or four (dual- or quad-core) processors on the same chip; this allows special software to run separate tasks on different processors at the same time (parallel processing) and increases the effective computer speed.
	3

	programmed input/output (PIO)

	A way to transfer data between the processor and a peripheral device such as a NIC or a storage device.

	13

	promiscuous mode
	A setting on a network card that tells it to send all traffic to the processor rather than just the packets that are addressed specifically to that card. Promiscuous mode must be supported by the network card as well as by the I/O driver in the operating system. Promiscuous mode is used to monitor network activity.
	16

	protocol
	A set of rules that define the common language that computers use to communicate.
	15

	RAID (Redundant Array of Independent Disks)
	A method of configuring disk drives in combination for fault tolerance and performance. RAID allows you to store data redundantly in a balanced way to prevent data loss. 
Redundant array of independent disks is a form of disk storage in which additional disk units are used to permit both redundancy storage so that data can be restored from a minor failure and the ability to access data more rapidly because of its distribution across multiple independent disks.
	13, 17

	random-access memory (RAM)
	A type of computer memory where all data currently in use is stored, including the operating system and any currently running applications and their pertinent data. RAM keeps data close to the CPU for faster processing. The data stored in RAM, however, stays there only as long as the computer is powered on (which is why it’s called volatile memory). When the computer powers off, all data in RAM is deleted. This is one example of why it’s important for users to regularly save their work when using programs such as Microsoft Word. Until users select Save, all their data is residing in the RAM and is at risk of being lost if the computer happens to crash. Fortunately, many programs now offer an “auto save” feature that regularly saves data from the RAM onto the hard drive.
	3

	regedit
	A command-line tool used to make changes to the registry of a Windows computer, such as creating, renaming, and deleting registry keys, subkeys, and values. It is strongly recommended that you back up the registry before editing it.
	16

	registry
	A directory that stores settings and options for the operating system for Microsoft Windows 32-bit versions, 64-bit versions, and Windows Mobile. The registry contains information and settings for all the hardware, the operating system software, most other software, the users, preferences of the PC, and so on.
	5, 16

	requirements
	The minimum system requirements for a piece of software to run on your system, or to run effectively. Requirements include operating system type and version, processor type and speed, main memory (RAM) capacity, and possibly peripheral devices such as a type of graphics card or the availability of a microphone.
	3

	residential gateway
	A hardware device that connects a home or small-office network to the Internet. It is also referred to as an Internet gateway device, a router, a base station, or an access point.
	15

	resource
	A device or other part of a computer that can be used by the system. Devices such as memory, printers, and processors are resources. System resources are allocated by the operating system so that computer programs installed on the system can run efficiently.
	16

	ROM (read-only memory)
	ROM is designed to store instructions for a few specific tasks. This information is prerecorded and permanent (nonvolatile); once data has been written onto a ROM chip, it cannot be removed and can only be read.
	11

	rootkit
	A program designed to take administrator control of a computer system without authorization. Originally a legitimate Unix program meant to stay resident on the root or C: directory of a computer to assist in troubleshooting.
	4

	router
	A network component that routes network traffic (packets), forwarding messages on to another location (a router, switch, or computer). Routers can also scan and filter packet data.
	14, 16

	routing
	The process of sending a data packet from one point on the network to another. In TCP/IP, packets of a single message might be routed along separate pathways to be reassembled at their destination.
	14

	row address strobe (RAS)
	A signal sent by the processor to a DRAM module to activate a row address in physical memory. This is part of how the processor accesses data stored in DRAM. See also column address strobe (CAS).
	12

	salary
	Fixed payment from an employer to an employee in exchange for work performed.
	18

	screen resolution
	The number of individual dots of color, known as pixels, that can be displayed on a screen. (Also called display resolution.) Resolution is expressed by identifying the number of pixels that can be displayed on the horizontal axis (rows) and the number that can be displayed on the vertical axis (columns), such as 800 x 600. The way a particular resolution looks on a screen is affected by a number of factors, including the size of the screen. 
	2

	SDRAM (synchronized dynamic random-access memory) 
	A form of DRAM that sends and receives a signal once per clock cycle. DRAM that is synchronized to the system clock. With SDRAM, the memory and the processor can transmit signals at the same time, and the bus speed can be synchronized.
	12

	secondary drive
	IDE drives are attached to the motherboard through a single cable (often called a ribbon). The first drive is the primary drive and contains the operating system. Any additional drives are known as secondary drives and can be used for RAID or for additional disk storage.
	17

	Secure Socket Layer (SSL)
	A protocol for transmitting private documents via the Internet that uses two keys to encrypt data—a public key known to everyone and a private or secret key known only to the recipient of the message.
	16

	seek time
	The amount of time it takes to move the read/write head from its current position to the proper track of a requested disk block.
	13

	self-replication
	The ability of a program to make copies of itself and send those copies to other computers. Viruses and worms have this feature.
	4

	serial port
	A bidirectional interface that carries data to and from the processor, one bit at a time. External devices such as modems, mice, and scanners connect to the motherboard through serial ports. A serial port is faster than a parallel port, to which most printers are connected. USB is an example of a serial port.
	10

	server computer
	A computer that runs specialized software and that shares or provides access to shared resources on a network.
	14

	service pack
	An update to a software program that improves system reliability, program compatibility, and security. Software companies distribute service packs regularly, especially for operating systems. Service packs are usually available for download over the Internet.
	3

	shell
	A piece of software that provides an interface for users to access the services of a kernel.
	8

	SIMM (single inline memory module)
	A single bank of eight or nine RAM chips mounted on a flat piece of plastic. A SIMM has a 32-bit memory bus to the memory chips.
	12

	slack space
	The unused space in a disk cluster.
	13

	SMTP (Simple Mail Transfer Protocol)
	An email protocol that determines which paths outbound messages take as they travel between servers, from a mail client to a mail server.
	15

	socket
	A package of subroutines that provide access to TCP/IP on most systems.
	15

	solid-state drive (SSD)
	A data storage device that uses flash technology to store data persistently.
	13

	spam
	Uninvited email that contains advertising for some product or service. Spam generally spreads by way of a mail list or newsgroup association.
	4

	spam filter
	A program, usually attached to an email server or client, that attempts to locate spam messages from incoming email and move them to a junk folder.
	4

	spike
	A very short (only a few milliseconds) surge resulting from a powerful increase (more than 6,000 volts) in voltage.
	9

	spindle
	A motorized device that touches the inside parts of all of the disk platters to rotate all platters at the same time.
	13

	spyware
	A piece of software that is primarily for marketing purposes. It installs code on a computer to record a user’s web surfing habits. Versions of spyware can also be designed to steal personal information such as Social Security numbers, bank account information, or passwords. Popular programs such as Ad-Aware and Spybot are dedicated to protecting users computers from spyware.
	4

	SRAM (static random access memory)
	A form of RAM that uses transistors but not capacitors. SRAM is significantly faster than DRAM (by a factor of at least 10, and in some cases 25 or greater) but is far more expensive. SRAM is used to build CPU registers and L1, L2, and L3 caches.
	12

	storage
	An area of the computer that permanently stores or retains programming and data files.
	1

	surge suppressor
	A device that collects and diffuses electrical power surges before they reach a computer.
	9

	switch
	A network component for a LAN that routes data on to its destination using the destination’s MAC (hardware) address.
	14

	synchronous
	A type of data transmission in which bits of data move on to their destination using the destination’s MAC (hardware) address.
	11

	system administrator
	A professional who oversees the maintenance, protection, and upgrading of a computer network or system.
	1

	system clock
	The device that regulates when clock cycles begin.
	11

	system configuration
	The various components of a computer system that work together. It includes the operating system, the type of processor, the amount of RAM, the size of the hard drive, and so on. 
	3

	System Properties
	In the Microsoft Windows operating system, this is part of the Control Panel and gives the user information on the computer such as the make (or brand), the version of the operating system, the computer’s CPU model and speed, and the amount (and type) of RAM on the system.
	3

	system tools
	Utilities such as the My Computer window, the Control Panel, and the Device Manager that are used to manage system events and performance on a computer.
	3

	taxonomy
	A categorized list of words that are related to a particular topic.
	1

	TCP/IP (Transmission Control Protocol/Internet Protocol)
	Transmission Control Protocol controls the way two computers establish a connection to exchange data. Internet Protocol controls how that data is broken down into smaller packets. Together, these protocols make up the TCP/IP protocol suite, used as the primary means of communication on the Internet.  
	14

	third-party software
	Software created by programmers or publishers who are independent of the programmers of the operating system for which the software is intended. Examples of third-party software for a Microsoft Windows operating system include applications sold by Adobe Systems (Photoshop, After Effects) and Symantec (Norton Antivirus and Norton Internet Security).
	3, 5

	thumb drive
	Another name for a flash drive that connects to a computer via a USB port.
	13

	tracert (traceroute in Linux)
	A program used to test the availability of a network resource, displaying the path taken to reach the resource hop-by-hop.
	16

	uninterruptible power supply (UPS)
	A power source with a battery that maintains power if there is an outage. Because a UPS keeps a computer running for several minutes after a power outage, you have time to save your work and shut down the computer normally. Some UPS devices can automatically shut down your computer after a power outage.
	9

	universal disk format (UDF)
	The vendor-independent file system standard used by DVDs and CDs.
	13

	universal serial bus (USB)
	A type of external bus that can connect up to 127 peripheral devices through one port-and-plug combination.
	10

	update
	A change, or patch, made available to customers to fix a program bug or security problem, or to provide a minor enhancement to an existing software package. Updates are typically signified by fractional decimal changes in the software name; for example, iTunes 8.0 to iTunes 8.1. Sometimes even smaller increments are used, such as iTunes 8.0.1 to iTunes 8.0.2.
	7

	upgrade
	A replacement of hardware or software with a newer or better version in order to bring the system up-to-date or to improve its characteristics or performance.
	6, 7

	URL (uniform resource locater)
	An address for a web page. A URL address consists of a transfer protocol (usually http, but others include https and ftp), an IP alias (machine name and domain name), and a file name (including the file’s directory path).
	15

	user account
	A feature of an operating system that allows personalization of the environment for each person sharing a computer. User accounts give users a personalized view of their own files, favorite websites, and recently visited web pages. Files saved with one user account are kept separate from other documents that are also on the computer.
	5

	user mode
	A processor mode in which applications are isolated from the OS and communicate with the OS via APIs (Application Program Interfaces) and drivers. This is in contrast to kernel mode. 
	6

	video RAM (VRAM)
	Memory installed on video adapters. VRAM yields better graphics performance than normal RAM but is also more expensive.
	3

	volatile memory
	Any form of memory that does not retain its contents when the power supply is shut off. The two common forms of volatile memory are SRAM and DRAM. DRAM must be refreshed thousands of times a minute, or data will be lost. 
	11, 12

	volume
	Volumes (also called logical drives or partitions) are represented in Windows by drive letters such as C:, E:, etc. Volumes are formed by partitioning the free space of a hard drive.
	13

	wait state

	A clock tick in which nothing happens, used to ensure that the microprocessor isn’t getting ahead of slower components. A 0-wait state is preferable to a 1-wait state. Too many wait states can slow down a system.
	11

	wide area network (WAN)
	A network that connects more than one local network and may span different cities, countries, or continents.
	14

	wireless networking
	A form of networking that uses wireless routers and access points to transmit data to computers and other listening devices using radio waves.
	14

	word
	The unit of data (in number of bits) that a computer can handle together. The size of a word varies, depending on the processor. Most computers currently in use have a word size of 16, 32, or 64 bits.
	12

	worm
	A computer instruction that makes copies of itself and uses a network to send the copies to other computers. Unlike a virus, a worm does not need to attach itself to another file or need user interaction to spread. 
	4

	write-back cache
	Cache that doesn’t copy its data to the cache source until absolutely necessary.
	12

	zoned constant linear velocity (ZCLV)
	A mode that divides an optical disc into regions, or zones, and uses progressively faster CLV writing speeds in each.
	13

	zoned-bit recording (ZBR)
	A method of recording data on a hard drive where the sectors in each track on the drive are not consistent across the platter.
	13
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