AOIT Computer Systems
Required Equipment and Access Rights
AOIT Computer Systems
Required Equipment and Access Rights
This resource lists the technical equipment students will need to successfully complete the activities in this course. Please see the Advance Preparation section and the Equipment and Supplies list in each lesson plan for more details. 
Technical Equipment Required for Class Activities
An LCD projector and screen for use in demonstration activities and PowerPoint presentations.
At least one computer (includes tablets) for every two students. 
Internet access for all computers.
The following software on each computer:
Microsoft Windows 8 or Windows 10 operating system 
Basic productivity applications such as word processing software, spreadsheet software, and presentation software (examples include Microsoft Office products or equivalent cloud-based apps like Google Drive or OpenOffice)
An Internet browser (such as Firefox, Chrome, or Explorer)
Computers that can be disassembled and reassembled as part of the culminating project for this course (one for every three students). This includes installation of an operating system on the reassembled computers.
Equipment and Access Rights Required for Specific Course Activities
Some course activities require administrator rights for either the teacher or the students, special software such as drivers or a Linux OS, or access to websites that may be restricted by a firewall. It is recommended that you meet with the IT administrator for your school or school district before you begin teaching this course and determine the best way to provide the equipment and access necessary for the following activities. In many cases, you may need to have one or more computers equipped with Windows 8 or Windows 10 that are not connected to the school network.
Lesson 2: In this lesson about peripherals, students install (or watch you install) a plug-and-play device with a preinstalled driver and a device that requires them to download the driver from the original equipment manufacturer’s (OEM’s) website. Optionally, you can also have them install or remove a device that requires rebooting the system. It is best if students get the experience of installing a peripheral on their own computers, but another option is for you to install the peripherals on your computer, connected to an LCD projector. For more information, see Teacher Resource 2.4, Guide: Peripheral Installation.
Students examine disassembled keyboards and mice in this lesson (one of each for every eight students). They also try out touchpad, touch screen, and graphics tablet pointing devices (at least one of each).
Lesson 4: Students research different malware and present their findings to the class in a PowerPoint presentation. The suggested list of malware includes asimov.1539 (virus), Code Red (worm), CoolWebSearch (spyware), Cydoor (adware), Extended Copy Protection (rootkit), and Lottery Scam (spam). Students are instructed to search online to find out about the example of malware they’ve been assigned, how it spreads, what it does to its victim, and the best ways to prevent and cure it. If your school firewall blocks access to these malware names, students will not be able to do the necessary research. 
Lesson 5: In order to create a user account, students will need to log on to computers with administrator rights. (One computer for each group of three or four students.) They will also need the rights required to perform data backups.
Lesson 6: In this lesson, students compare and contrast Windows 8 and/or Windows 10 operating systems. You will need at least one computer running each operating system, with touch screen function for Windows 8 or 10. If possible, have several computers with each operating system so that student groups can try them out on their own rather than just watching you demonstrate how the OS works. 
In this lesson, students also need administrator rights to check whether automatic updates for system software are turned on. 
Lesson 7: You need a computer on which you can demonstrate the installation or upgrade of a Windows OS. The ideal solution is to have a computer running Windows 7 and upgrade it to Windows 8.1 or 10. (You will need to download the version of the OS you are upgrading to.) Upgrading from Windows 8 or 10 is a fairly simple procedure that can likely be performed in the allotted time. 
Lesson 8: For each student computer, you will need an Edubuntu CD that allows this Linux OS to be run off the CD. (See http://www.edubuntu.org/documentation/12.04/installation-guide for information on how to do this.) Another option is to create a partition on student computers and install the Linux OS on all student computers.
Lesson 9: You will need various computer power-related components such as surge protectors and battery backups. Each group of four students will need a computer they can open the chassis of to clean the inside and outside of the computer. (Alternative: have students open and clean their own classroom computers.) If possible also provide students with electrostatic discharge (ESD) wrist straps and/or grounding mats.
Lesson 10: For this lesson on FRUs, you will need a variety of computer components, such as video cards, audio cards, power supplies, hard drives, optical disc drives, and RAM modules. You will also need a variety of computer case types with different types of motherboards in them and different types of ports. And finally, you will need samples of different types of connectors. You may want to contact IT groups in your area and ask them for some FRUs from their discard pile.
Lesson 11: For this lesson on motherboards, you will need at least one motherboard for demonstration, along with memory modules and expansion cards. You will also need one or more digital cameras for students to use as they create a how-to guide.
Lesson 13: For this lesson on storage devices, you will need a computer with a working DVD drive; sample flash drives such as a thumb drive, a flash memory card, and an ExpressCard; and a sample solid state hard drive (disconnected from the computer) if one is available. 
Lesson 15: You will need at least two computers running Windows 8 or 10 that are not on your school network so that you can demonstrate how to set up a network. Each computer needs to have an embedded network adapter or a network interface card installed. You will also need network cables or a wireless router to connect to the network. 

If possible, have additional computers that are not on the school network so that students can work in small groups to set up their own networks. Each computer needs to have an embedded network adapter or a network interface card installed. Students will also need network cables or a wireless router to connect to the network. Properly connected computers should be able to share storage devices.

You also need to be able to demonstrate security options on Internet Explorer (or another browser). Even if students cannot change their settings, you need to show them how to set the security level, add sites to trusted and restricted zones, handle security notifications in the Information Bar, configure a browser home page, add extra toolbars, and so on.
Lesson 16: To demonstrate network monitoring tasks, you need administrator rights on an Internet-connected computer running Windows 7, Windows 8, or Windows 10 with Microsoft Internet Explorer or Mozilla Firefox installed. You will also need an installed copy of Network Monitor 3.4, available for download from the Microsoft website: https://www.microsoft.com/en-us/download/details.aspx?id=4865. (Note: To use Network Monitor, the computer must have a network card that supports promiscuous mode.) See Teacher Resource 16.3, Guide: Troubleshooting and Optimizing Bandwidth.
For activities that require administrator access, you may want to consider adopting one of the following solutions:
Demonstrate the activity on the teacher’s computer, using an LCD projector so that students can observe what happens and take notes.
Allow students to use the computers you have for this course that are separate from the school network. (These are the computers students will use in Lesson 17 when they disassemble and reassemble a computer.) The students should be able to establish administrator rights on these computers.
Look for and use any online simulations that will demonstrate some of the activities that students cannot perform in your classroom. 
Suggest that students complete certain activities at home, at the library, or somewhere else where they have the needed access rights.
Recommended Additional Equipment for This Course
More computers (one per student is ideal) with required software


Technical Equipment Required for NAFTrack Certification
This section contains information specific to implementing the course assessments for NAFTrack Certification. NAFTrack Certification relies on the computer’s operating system and web browser for system operation. NAFTrack Certification is compatible with both Windows and Mac operating systems. Compatibility may vary depending on the features enabled and the software version in use. It is important to also consider other factors when administering exams through NAFTrack Certification, including monitor display settings and Internet connection speed. These factors may alter the user experience; all functionality within NAFTrack Certification remains the same. Typically, the presence of the .NET Client 4.0 or higher resolves most system requirement exceptions.
To participate in NAFTrack Certification, the minimum system requirements are as follows.
	Windows
	Mac

	Windows 8 or higher
Latest version of one of these free web browsers:
· Chrome
· Firefox
· Explorer (IE)
.NET client 4.0 or higher
	OS X version 10.8 or higher 
Latest version of one of these free web browsers:
· Firefox
· Safari


	Additional Information

	Website Access
	Secure Browser: Used to administer the proctored end-of-course exam
Standard Browser: Used to administer culminating project and internship assessment and to manage NAFTrack Certification

	Monitor Resolution
	Tests can be delivered at any resolution. Most tests, however, are designed for 1024 x 768 or better. This resolution is supported by most computers, except for netbooks and some tablets, which typically have resolutions of 1024 x 600.

	Internet Connection
	For best results, testing locations should use a broadband connection (e.g., DSL, cable, or fiber-optic).

	Mobile Devices
	The Standard Browser site supports most Android tablets and iPads manufactured since 2010. Sites should use the practice test prior to planning any large-scale use of mobile devices.

	Text-to-Speech
	Sound device and speakers are required for use. Windows Media Player or Apple QuickTime is used to play the audio files through the supported web browsers.
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