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Fair Valuations
for Digital Assets

The Fair Accounting Standards Board (FASB)
have expressed support for digital assets,
such as Bitcoin and Ethereum, to be included
under the scope of fair value principles when
calculating their worth on company balance
sheets. This welcome change would allow
companies to record profit and losses
immediately, the same way traditional
financial assets are treated. “Fair market
value” refers to the valuation of assets based
on their worth in the current market. These
principles are used by companies to
accurately report the valuation of financial
assets on their balance sheet.

Digital assets are currently defined as
“intangible indefinite” assets, which is
problematic for a few reasons, principally
this means only negative volatility is
recognised. Under the current framework,
valuations for digital assets are taken from
the lowest trade price during the time of
ownership. Not only this, but if this price is
lower than the purchase price, the difference
is reported as a loss. As digital assets are
extremely volatile, these principles do not
account for the current possible sale price,
so available liquidity could present
inaccuracies in a company's financial
position on the balance sheet.

For example, if one bitcoin was purchased
for $50k and during holding its price
decreased to $10k but then rose again to
$60k, companies would be required to
report a $40k impairment loss on their
balance sheet under the current framework.
With greater volumes of digital assets on the
books, this could lead to misleading
interpretations of a company'’s financial
health.
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The new framework would allow companies
to use a fair value figure to report on their
digital asset holdings, allowing for a clearer
representation of their worth. Using the
above example, a company could show a
$10k profit on their balance sheet — a much
more positive and (most importantly)
accurate reflection than the current
framework presents.

This small change could be the catalyst for
the worldwide institutional adoption of
digital assets and help pave the way for
more robust regulatory frameworks. Michael
Saylor, chairman of MicroStrategy,
expressed his support of the ruling, tweeting
that the news “is a major milestone on the
road to institutional #bitcoin adoption.”

Currently, only a small number of publicly
traded companies, such as Tesla and
MicroStrategy, have digital assets listed on
their balance sheets. Following this
breakthrough, we could see this drastically
change when we emerge from the current
bear market.

Sources:

Code is Law — For now?

At around 10pm UTC on 11/10, Mango
Markets experienced a large-scale exploit
that drained the protocol of over $116m —
almost all of its liquidity. A DeFi borrowing
and lending protocol built on Solana, Mango
Markets was highly regarded and seen as a
pioneer within the Solana DeFi space. Initially
reported as a hack, blockchain analysts soon
identified it as a sophisticated exploit of the
protocol’s design.

Page
1of6


https://www.wsj.com/articles/fasb-settles-on-fair-value-accounting-for-measuring-crypto-assets-11665614205
https://www.coindesk.com/business/2022/10/13/fasb-mulls-fair-value-accounting-for-crypto-holdings-report/

Risk bytes Newsletter
Volume 6

The situation developed dramatically over
the following week. The alleged exploiter,
Avraham Eisenberg, wrote a Twitter thread
where he identified himself as part of the
team behind the exploit and outlined his
defence for carrying it out: “I believe all of
our actions were legal open market actions,
even if the development team did not fully
anticipate all the consequences of setting
the parameters the way they are”.

How did it happen?

The exploiters opened two large leveraged
long position on the perpetual futures
market for SMNGO token, which caused the
price oracle — a smart contract that feeds
data to a blockchain — to report a highly
inflated price for SMNGO. Due to the
protocol’s design, this allowed the exploiters
to take loans out against the unrealised
profit of the leveraged position. The funds
received were then withdrawn from the
protocol, leaving millions in bad debt (debts
that cannot be recovered) when SMNGQO's
price fell by around 43%.

The aftermath

Just a few hours after the exploit, a proposal
to the Mango DAO (decentralised
autonomous organisation) offered to repay
around half the funds. The bad debt would
then have been covered by liquidating the
Mango DAO treasury, while the alleged
exploiters would walk away with around
$70m. This proposal was subsequently
rejected by the DAO (Mango holders vote on
DAO proposals using their governance
tokens).

The Mango team then submitted a counter
proposal, offering the exploiter $47m as a
“bug bounty”. The proposal also aimed to
make Mango Market depositors whole;
protocol withdrawals were frozen
immediately after the exploit due to the
resulting drain of liquidity, leading to many
Mango holders holding greatly reduced
assets.
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The new proposal was then passed by the
DAO, with 96.6% voting in its favour.

The proposal also stated that no legal action
would be pursued if the exploiter agreed to
the terms and returned the funds.

$67m of assets have now been returned to
the wallet address provided by the Mango
team, and there are currently multiple
proposals ongoing regarding the mechanics
of reimbursing depositors.

“Bug Bounty”

With a bug bounty of $47m, the exploiter has
earned a bounty that far exceeds the
industry-maximum average of around 10%. A
bug bounty is a reward for the identification
of critical flaws in code design. Many are
reacting negatively to this, especially with
the alleged exploiter revealing their identity.

Codeis Law

There is a belief in some DeFi circles that
exploits made possible through flaws in the
design of smart contracts are fair game.
That said, a similar sequence of events in
the traditional finance space would likely
have unfolded completely differently — due
to the laws and regulations in place against
market manipulation and foul play. The
balance between decentralisation and
accountability is something the DeFi space
hasn’'t managed to solve, but for
mainstream adoption of digital assets these
critical security vulnerabilities will need a
regulatory recourse to be put in place.
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Big Brother Ethereum and L2s

Layer 2 Networks (L2s) are a collective term
used to describe a specific set of scaling
solutions for Layer 1(L1) blockchains, such as
Bitcoin and Ethereum. An L2 is an entirely
separate blockchain that extends the
transactional capabilities of a L1 while
inheriting its security guarantees. Examples
of L2 projects include "roll ups” for Ethereum
and the Lightning Network for Bitcoin —
where activity can be abstracted to this
layer and ultimately settle back to the base
layer.

Why do we need Layer 2s?

Blockchains are designed with three
properties in mind: decentralisation, security,
and scalability. The Blockchain Trilemma, as
defined by Ethereum Co-Founder Vitalik
Buterin, states that a blockchain can only
fully achieve two out of the three and that
developers must settle on a trade-off
between speed (scalability) and
decentralisation. Ethereum has sacrificed
scalability for decentralisation, having
reached a network capacity of just over 1
million transactions per day. Scaling
solutions, such as L2s, are therefore needed
to increase Ethereum’s capacity to improve
transaction speeds (faster finality) and
transaction throughput (higher transactions
per second) without sacrificing
decentralisation.

Ethereum can be thought of as the main
trunk of the blockchain tree for L2s, which
rely on ETH’s security as a settlement layer.
An L2 blockchain regularly settles
transactions on Ethereum (by submitting
bundles of transactions) to ensure it has
similar security and decentralisation
guarantees.
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It should be noted that L2s do not
fundamentally change how Ethereum
operates as an L1 protocol. Ethereum
handles security, data availability, and
decentralisation, while L2s (such as
Optimism and Arbitrum) handle scaling.

There are three properties of an L2 rollup:

1.  Transactions are executed outside of the
L1 (reduces gas fees)

2. Dataand proof of transaction processes
are handled on the L1 (maintains
security)

3. Arollup smart contract (found on the L1)
uses L1transaction data to enable
secure transaction executions on L2s

There are two kinds of rollups with
different security measures:

Optimistic rollups

Assume transactions are valid
by default, only running
computation, via a fraud

proof, in the event

of a challenge 1

Zero-knowledge rollups
Runs computation off-chain
and submits a validity

proof to the L1
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So, why are we writing about L2s? We have
been focusing on understanding what works
within the digital assets space and how DeFi
works. It could be the case that L2s carry too
much risk and have too many unknown
factors, especially considering recent
events, such as the Mango Markets exploit
and the BNB Bridge hack.

If Ethereum DeFi protocols are to handle
more capital, new entrants to the market and
new financial primitives, Ethereum has no
choice but to scale in one form or another.
Until sharding is implemented on the base
layer, L2s are solutions gaining traction to
address these challenges.

Recently, L2 solutions Arbitrum and
Optimism, have surpassed the TVL (total
value locked) of Solana. Even during this bear
market, DeFi is continuing to grow, with
increasing numbers of working applications
being deployed on those chains daily.
Additionally, the combined TVL of both is
around $2 billion, which puts them at 4th
place to beat Polygon and Avalanche. If
Ethereum works and L2 solutions for scaling
capacity are starting to show promise, will
liquidity, applications, developers, and the
market follow?

Sources:
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Disclaimer

THE INFORMATION CONTAINED WITHIN THIS COMMUNICATION IS FOR INSTITUTIONAL CLIENTS, PROFESSIONAL AND
SOPHISTICATED MARKET PARTICIPANT ONLY THE VALUE OF DIGITAL ASSETS MAY GO DOWN AND YOUR CAPITAL AND
ASSETS MAY BE AT RISK

Copper Technologies (Switzerland) AG (“Copper”) provides various digital assets services ("Crypto Asset Service”) to
professional and institutional clients in accordance with the Swiss Federal Act on Financial Services (FinSa) of 15 June
2018 as amended and restated from time to time.

This material has been prepared for informational purposes only without regard to any individual investment objectives,
financial situation, or means, and Copper is not soliciting any action based upon it. This material is not to be construed as
arecommendation; or an offer to buy or sell; or the solicitation of an offer to buy or sell any security, financial product, or
instrument; or to participate in any particular trading strategy in any jurisdiction in which such an offer or solicitation, or
trading strategy would be illegal. Certain transactions, including those in digital assets, give rise to substantial risk and are
not suitable for all investors. Although this material is based upon information that Copper considers reliable, Copper
does not represent that this material is accurate, current, or complete and it should not be relied upon as such. Copper
expressly disclaims any implied warranty for the use or the results of the use of the services with respect to their
correctness, quality, accuracy, completeness, reliability, performance, timeliness, or continued availability. The fact that
Copper has made the data and services available to you constitutes neither a recommendation that you enter into a
particular transaction nor a representation that any product described herein is suitable or appropriate for you. Many of
the products described involve significant risks, and you should not enter into any transactions unless you have fully
understood all such risks and have independently determined that such transactions are appropriate for you. Any
discussion of the risks contained herein with respect to any product should not be considered to be a disclosure of all
risks or complete discussion of the risks which are mentioned. You should neither construe any of the material contained
herein as business, financial, investment, hedging, trading, legal, regulatory, tax, or accounting advice nor make this
service the primary basis for any investment decisions made by or on behalf of you, your accountants, or your managed
or fiduciary accounts, and you may want to consult your business advisor, attorney, and tax and accounting advisors
concerning any contemplated transactions.

Digital assets are considered very high risk, speculative investments and the value of digital assets can be extremely
volatile. A sophisticated, technical knowledge may be needed to fully understand the characteristics of, and the risk
associated with, particular digital assets.

While Copper is a member of the Financial Services Standard Association (VQF), a self-regulatory organization for anti-
money laundering purposes (SRO) pursuant to the Swiss Federal Act on Combating Money Laundering and Terrorist
Financing (AMLA) of 10 October 1997 as amended and restated from time to time. Business conducted by us in
connection with the Crypto Asset Service is not covered by the Swiss depositor protection scheme (Einlagensicherung)
or the Financial Services Compensation Scheme and you will not be eligible to refer any complaint relating to the Crypto
Asset Service to the Swiss Banking Ombudsman.

It is your responsibility to comply with any rules and regulations applicable to you in your country of residence,
incorporation, or registered office and/or country from which you access the Crypto Asset Service, as applicable.
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