
California Privacy Notice
Employees, Job Applicants, and Recipients of Employment-Related Benefits

Categories of Personal Information We Collect

Effective August 7, 2024

This California Privacy Notice (the “Privacy Notice”) applies to employees (including current and former employees), job applicants, 
and recipients of employment-related benefits who reside in California (collectively, “Consumers” or “you”). Group 1001 Resources, 
LLC and G1001 Advisory Resources, LLC (collectively, the “Company,” “us” or “we”) are providing this Privacy Notice to describe the 
Personal Information (defined below) we collect, where we collect it from, how we use it in connection with your relationship with 
the Company or any of its affiliates and subsidiaries, who we share it with, how long we keep your Personal Information, and what 
rights you have over your Personal Information under the California Consumer Privacy Act of 2018, as amended (“CCPA”) and the 
California Privacy Rights Act (“CPRA”).

We collect the following categories of personal information (“Personal Information”) and have done so in the preceding  
12 months. The Personal Information we collect will vary based on your relationship with the Company.

Identifiers

Personal Information Described  
in California Civil Code 1798.80(e)

Protected Classifications Information

Biometric Information
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Name, work address, home address, telephone numbers, email address,  
internet protocol (“IP”) address, employee number, Social Security number, 
identification information provided on Form I-9 (including copies of identification 
verification documents) 

Home address, private email address, personal contact details, citizenship, visa 
permit and residency data, date of birth, country of birth, emergency contact 
details, next of kin details, resume and job application form data, references, bank 
account(s), information on prior employers, family members, family status, and 
similar data about you

Protected classification characteristics described in California Civil Code § 
1798.80(e), including, age, race, color, religion, sex/gender, pregnancy or childbirth, 
gender identity, gender expression, sexual orientation, marital status, medical 
conditions, military or veteran status, national origin, ancestry, disabilities (mental  
and physical), genetic information, and requests for leave (family care or serious 
health condition) 

Full face photographic images or comparable images

Categories of Information Data Collected
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Internet and Network  
Activity Information

Geolocation Information

Audio, Electronic, Visual,  
and Similar Information

Professional or Employment- 
Related Information

Computer usage information related to your use of Company equipment, such as 
computer systems, communications systems, mobile phones, and other Company-
owned resources, including your username, IP addresses from Company devices 
or other devices you use to access Company or Company affiliates’ websites, time 
and date of access, location of your device, URLs of the websites you visit, internal 
memoranda or emails, including metadata, exchanged through your Company e-mail 
account, and work-related emails sent from a personal device which may be subject 
to search consistent with our device policies if you choose to send work-related 
emails from a personal device, contacts, calendars, Internet usage generally, and 
similar data about you

Specific geolocation data from IP address or use of Company devices or vehicles; 
includes security badge data for employees

Photographs or video recordings created in connection with our business activities, 
training, webinars, or conferences

Work history, prior employers, information relating to references, qualifications, 
skills and experience, professional memberships and affiliations, performance 
evaluations, and human resources information necessary for benefits and related 
administration services;

Data included in employment background checks, including credit records, driving 
records, criminal history, education verification, employment verification and 
licensing verification; performance data, including performance reviews, evaluations 
and ratings; records of investigations regarding violations of law and/or Company 
policy or other internal investigations; records of disciplinary action; time and 
attendance data; and similar data about you;

Job title and code, career history, professional memberships, work location, 
division, department, position level, employment records, time records, swipe card 
data, attendance and leave records, assigned tasks and projects, manager’s name, 
business travel data, training data to include attendance at trainings, information 
related to talent management, start date, and similar data about you; and

Your actual earnings information including your base salary, bonus, commission, and 
long-term incentive earnings, any overtime earnings, insurance benefits (including 
information about you and your dependents the Company provides to the insurer 
or benefits vendor), tax information, information relating to your Company pension 
and/or 401(k) benefits, any Company loans, Company credit cards, attachments of 
salary, charitable contributions you elect to make from your earnings, and similar 
data about you

Categories of Information Data Collected

Personal Information Not Within 
One of the Defined Categories in 
California Civil Code 1798.140(o)

Account logins, required security codes, passwords, or credentials that would 
allow access to any accounts; updates to beneficiary elections outside of open 
enrollment; device identifiers and serial numbers; log-in and passcodes to  
Company networks; employee benefits plan group number and policy number;  
and charitable contributions through our Benevity donation program and our  
charity matching program
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Sensitive Personal Information

Compensation-related purposes: 
administering and providing 
compensation, including providing 
wage and salary payments, overtime, 
commissions, bonuses, and other 
applicable incentive payments

Social Security number, driver’s license number, state identification card,  
passport number, account-login, geolocation, racial or ethnic origin, contents  
of mail, email, and text messages, information regarding your health when used  
for benefits administration 

Identifiers; Personal Information 
Described in California Civil 
Code 1798.80(e); Professional or 
Employment Information; Personal 
Information not within one of the 
Defined Categories in California  
Civil Code 1798.140 (o); Sensitive 
Personal Information

Affiliates and subsidiaries; service 
providers; payroll processors;  
benefits providers; public entities 
including tax and other regulatory 
agencies; advisors including law  
firms, accountants, auditors, and  
tax advisors

Categories of Information

Business Purpose for Use  
of the Personal Information 
We Collect from You

Data Collected

Categories of Personal 
Information Collected  
from You

Disclosed to These 
Categories of Third Parties 

We collect Sensitive Personal Information as defined under the CCPA and CPRA, but we only use Sensitive Personal Information  
for purposes authorized by the CCPA and CPRA.

How do we collect your information?

How do we use your Personal Information and who do we disclose it to?

We obtain Personal Information about Consumers from the following categories of sources and have done so in the past 12 months:

Information you provide to us directly, including information provided in your job application, during employment, after 
employment or to obtain benefits as a beneficiary; 

Information we collect or receive from third parties, such as during the background check process or from prior employers, 
references, or recruiters; 

Publicly available sources; and/or

Our subsidiaries and affiliates.

The Company uses the following categories of Personal Information for the following purposes and disclosed this information  
to certain categories of third parties and has done so in the past 12 months.

Our service providers are required under written contract to implement appropriate security measures to protect your Personal 
Information consistent with our policies and all data security obligations applicable to us. We do not permit our service providers 
to process Personal Information for their own purposes; they only process your Personal Information to the limited extent required 
to provide their services to us and only for the purpose that we disclosed your Personal Information to them.



Benefit-related purposes: 
administering and providing 
applicable benefits and other 
work-related allowances, including 
reporting of benefit entitlements  
and use; to develop services  
or programs for employees;  
for claims processing

Business management and 
planning purposes: managing 
work activities including analyzing 
performance; talent management, 
reviews, performance tracking, 
promotions, retention, discipline, 
education, training and development; 
managing corporate organization 
charts; managing business travel and 
employee reimbursements; managing 
licenses, permits or certifications for 
performance of work; employment 
verification; identity verification

Internal compliance-related 
purposes: ensuring compliance with 
applicable Company policies and 
procedures, including to protect the 
Company’s rights, property, or safety; 
to maintain Company facilities and 
infrastructure; to perform internal 
investigations; to maintain records as 
required by law and internal policies

IT-related purposes: to provide 
access to Company systems 
and networks; monitor use and 
compliance with IT policies; conduct 
risk and security controls testing; 
conduct debugging to identify and 
repair errors; to detect and prevent 
fraud; to ensure security and integrity 
of access to Company networks; to 
protect against profile takeover and 
unauthorized transactions or access

Identifiers; Personal Information 
Described in California Civil 
Code 1798.80(e); Professional or 
Employment Information; Protected 
Classifications Information; Personal 
Information not within one of the 
Defined Categories in California  
Civil Code 1798.140 (o); Sensitive 
Personal Information

Identifiers; Professional or 
Employment Information; Protected 
Classifications Information; Personal 
Information not within one of the 
Defined Categories in California  
Civil Code 1798.140 (o); Sensitive 
Personal Information

Identifiers; Professional and Employed 
Related Information; Internet and 
Network Activity Information; 
Personal Information not within  
one of the Defined Categories in 
California Civil Code 1798.140 (o); 
Sensitive Personal Information

Identifier; Internet and Network 
Activity Information; Personal 
Information not within one of the 
Defined Categories in California  
Civil Code 1798.140 (o); Sensitive 
Personal Information

Affiliates and subsidiaries; service 
providers; payroll processors;  
benefits providers; public entities 
including tax and other regulatory 
agencies; advisors including law  
firms, accountants, auditors, and  
tax advisors

Affiliates and subsidiaries; service 
providers; payroll processors;  
benefits providers; public entities 
including tax and other regulatory 
agencies; advisors including law  
firms, accountants, auditors, and  
tax advisors

Affiliates and subsidiaries; service 
providers; payroll processors;  
benefits providers; public entities 
including tax and other regulatory 
agencies; advisors including law  
firms, accountants, auditors, and  
tax advisors

Affiliates and subsidiaries; service 
providers; public entities including 
tax and other regulatory agencies; 
advisors including law firms, 
accountants, auditors, and  
tax advisors

Business Purpose for Use  
of the Personal Information 
We Collect from You

Categories of Personal 
Information Collected  
from You

Disclosed to These 
Categories of Third Parties 
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Communications-related purposes: 
communicating with you and 
other employees; to provide for a 
directory; for emergency services; 
to communicate with designated 
contacts in case of emergency; for 
health, safety, and security in the 
workplace; to reduce risk of exposure 
and spread of infectious diseases in 
the workplace

Legal and regulatory purposes: 
responding to law enforcement 
requests; disclosures required in 
court proceedings, court orders, 
or pursuant to subpoenas and civil 
discovery requests; to exercise 
and defend legal claims; to 
ensure compliance with the U.S. 
Equal Employment Opportunity 
Commission and other local, state 
and federal regulations; to support 
corporate transactions such as sales, 
assignments, mergers, divestitures or 
other changes of control or financial 
status of any related companies; to 
exercise and defend our legal rights 
and positions; to protect confidential 
and trade secret information; to 
comply with applicable laws, 
regulations, and employment-related 
requirements and the administration 
of those requirements

Identifiers; Professional or 
Employment Information; Personal 
Information not within one of the 
Defined Categories in California  
Civil Code 1798.140 (o)

Identifiers; Personal Information 
Described in California Civil 
Code 1798.80(e); Professional and 
Employment Related Information; 
Protected Classifications Information; 
Internet and Network Activity 
Information; Personal Information not 
within one of the Defined Categories 
in California Civil Code 1798.140 (o); 
Sensitive Personal Information

Affiliates and subsidiaries; service 
providers; benefits payroll processors; 
providers; public entities including 
tax and other regulatory agencies; 
advisors including law firms, 
accountants, auditors, and  
tax advisors

Affiliates and subsidiaries; service 
providers; payroll processors;  
benefits providers; public entities 
including tax and other regulatory 
agencies; advisors including law  
firms, accountants, auditors, and  
tax advisors

Business Purpose for Use  
of the Personal Information 
We Collect from You

Categories of Personal 
Information Collected  
from You

Disclosed to These 
Categories of Third Parties 
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Recruiting, personnel planning 
and management purposes: hiring, 
including evaluating qualifications, 
facilitating communications, 
and negotiating and executing 
employment contracts; to conduct 
background checks and credit checks 
on applicants for certain positions; 
to obtain motor vehicle reports if the 
job requires you to drive; your e-mail 
address and contact information  
to communicate with you about  
job opportunities and respond  
to your questions

Finance and audit-related purposes: 
performing corporate financial 
responsibilities for tax and accounting 
purposes, internal and external audits; 
and performing cost and budgeting 
analysis and control

Identifiers; Personal Information 
Described in California Civil 
Code 1798.80(e); Professional and 
Employment Related Information; 
Personal Information not within  
one of the Defined Categories in 
California Civil Code 1798.140 (o); 
Sensitive Personal Information

Identifiers; Personal Information 
Described in California Civil 
Code 1798.80(e); Professional or 
Employment Information; Personal 
Information not within one of the 
Defined Categories in California  
Civil Code 1798.140 (o)

Affiliates and subsidiaries;  
service providers

Affiliates and subsidiaries; service 
providers; payroll processors; benefits 
providers; public entities; advisors 
including law firms, accountants, 
auditors, and tax advisors

Business Purpose for Use  
of the Personal Information 
We Collect from You

Categories of Personal 
Information Collected  
from You

Disclosed to These 
Categories of Third Parties 
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Do we sell or share your Personal Information?

How long do we keep your Personal Information?

We do not sell or share your Personal Information. Furthermore, we do not sell or share the Personal Information of any Consumers 
under 16 years of age.

We retain Personal Information no longer than necessary to fulfill the purposes described in this Privacy Notice, and to comply with 
applicable laws and regulations. We consider the following factors when determining how long to retain Personal Information: why 
we collected the Personal Information; the nature of the Personal Information; the sensitivity of the Personal Information; our legal 
obligations related to the Personal Information; and the risks associated with retaining the Personal Information. 

What are your rights?
Consumers have certain privacy rights with respect to some of the Personal Information we may have collected. You may exercise 
these rights free of charge except as otherwise allowed under applicable law. We may limit our response to you if an exception 
applies, as permitted by applicable law. These rights include:
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Right to Know, Access, and to Receive a Copy

You have the right to request the categories of Personal Information we have collected about you and to request that we disclose 
certain information to you about our collection and use of your Personal Information over the preceding twelve months. Once we 
receive your request and verify your identity, we will disclose to you:

• The categories of Personal Information we collected about you.

• The categories of sources for the Personal Information collected.

• Our business or commercial purpose for collecting the Personal Information.

• The categories of third parties with whom we share Personal Information.

• The specific pieces of Personal Information we have collected about you (also called a data portability request), subject  
to certain exceptions.

We will not disclose your Social Security number, drivers’ license number or other government-issued identification number, 
financial account number, any health insurance or medical identification number, an account password, security questions and 
answers, or unique biometric data generated from measurements or technical analysis of human characteristics, but we will 
inform you if we have collected that type of information.

• If your Personal Information was disclosed for a business purpose, a list identifying the Personal Information categories that 
each category of third party received.

If we cannot verify the identity of the person making the request, we will not disclose any specific pieces of Personal Information  
to the requestor and shall inform the requestor we cannot verify their identity. 

We are not required to search for your Personal Information if all of the following conditions are met: 

1. We do not maintain the Personal Information in a searchable or reasonably accessible format. 

2. We maintain the Personal Information solely for legal or compliance purposes. 

3. We do not sell the Personal Information and do not use it for any commercial purpose. 

4. We describe to you the categories of records that may contain Personal Information that we did not search because it meets 
the conditions stated above. 

If we deny your verified request to know specific pieces of Personal Information, in whole or in part, we will inform you and 
explain the basis for the denial, unless prevented from doing so by law. If the request is denied in part, we will disclose the other 
information sought by you.

Right to Delete

You have the right to request that we delete any Personal Information that we collected from you and retained, subject to certain 
exceptions. Once we receive and confirm your verifiable request, we will delete (and direct our service providers to delete) your 
Personal Information from our records.

We may deny your deletion request if the information is necessary to:

1. Take actions reasonably anticipated within the context of our ongoing business relationship with you or otherwise perform  
our contract with you.

2. Detect security incidents, protect against malicious, deceptive, fraudulent, or illegal activity, or prosecute those responsible 
for such activities.

3. Debug products to identify and repair errors that impair existing intended functionality.

4. Exercise free speech, ensure the right of another consumer to exercise their free speech rights, or exercise another right 
provided for by law.
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5. Comply with the California Electronic Communications Privacy Act (Cal. Penal Code § 1546 seq.).

6. Engage in public or peer-reviewed scientific, historical, or statistical research in the public interest that adheres to all other 
applicable ethics and privacy laws, when the information’s deletion may likely render impossible or seriously impair the 
research’s achievement, if you previously provided informed consent.

7. Enable solely internal uses that are reasonably aligned with consumer expectations based on your relationship with us.

8. Comply with a legal obligation.

9. Make other internal and lawful uses of that information that are compatible with the context in which you provided it.

If your Personal Information is de-identified, we are not obligated to provide or delete this information in response to your request 
or to re-identify individual data to verify a request to delete.

We are required to inform you whether we have complied with your request to delete, and we will maintain a record of the request 
as required by law. If we deny your request to delete in whole or in part, we will provide you a detailed explanation of why we 
denied your request. 

If we cannot verify your identity, we may deny the request to delete. If we deny the request to delete, we will inform you that your 
identity cannot be verified. 

Right to Correct

You may ask us to correct inaccurate Personal Information about you. In determining the accuracy of the Personal Information that 
is the subject of your request to correct, we are required to consider the totality of the circumstances relating to the contested 
Personal Information. 

We may deny your request to correct certain Personal Information if we determine that the contested Personal Information is more 
likely than not accurate based on the totality of the circumstances. 

1. Considering the totality of the circumstances includes, but is not limited to, considering:

• The nature of the Personal Information (e.g., whether it is objective, subjective, unstructured, sensitive, etc.). 

• How we obtained the contested Personal Information. 

• Documentation relating to the accuracy of the information whether provided by you, us, or another source. We will accept, 
review, and consider any documentation you provide in connection with your correction request. You should make a good-
faith effort to provide us with all necessary information available to you at the time of your request. Any documentation 
provided by you in connection with your request to correct shall only be used and/or maintained by us for the purpose  
of correcting your Personal Information and to comply with the CCPA’s record-keeping obligations. 

2. If we are not the source of the Personal Information and have no documentation in support of the accuracy of the information, 
then your assertion of inaccuracy may be sufficient to establish that the Personal Information at issue is inaccurate.

If we comply with your request to correct, we will correct the Personal Information at issue on our existing systems. We will also 
instruct all service providers and contractors that maintain the Personal Information at issue pursuant to their written contract with 
us to make the necessary corrections in their respective systems. If we, our service provider, or our contractor stores any Personal 
Information that is the subject of the request to correct on archived or backup systems, we may delay complying with your request 
to correct, with respect to data stored on the archived or backup system, until the archived or backup system relating to that data 
is restored to an active system or is next accessed or used.

Alternately, we may delete the contested Personal Information if deleting it does not negatively impact you or you consent  
to deletion. 

We will inform you whether we have complied with your request. If we deny your request to correct, either in in whole or in part, 
we will:

1. Explain the basis for the denial, including any conflict with federal or state law, exception to the CCPA, inadequacy in the 
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required documentation, or contention that compliance proves impossible or involves disproportionate effort. 

2. If complying with your request to correct would be impossible or would involve disproportionate effort, we will provide  
you a detailed explanation as to why we cannot comply with the request. 

3. If we deny your request to correct Personal Information collected and analyzed concerning your health, you may provide a 
written statement to us to be made part of your record. The written statement is limited to 250 words per alleged inaccurate 
piece of Personal Information and you must request that the statement be made part of your record. Upon receipt of such  
a statement, we will include it with your record. 

4. If the Personal Information at issue can be deleted pursuant to a request to delete, we will inform you that you can make  
a request to delete the Personal Information and provide instructions on how you can make a request to delete.

How do we verify your identity for requests to know, delete and correct?

We will match the identifying information you provide with the Personal Information we already maintain about you, if we do so,  
or use a third-party identity verification service.

For requests to know the specific pieces of Personal Information, we must verify the request to a reasonably high degree of 
certainty. This may mean matching at least three pieces of Personal Information provided by you with the Personal Information 
we maintain, if any, along with a declaration signed under penalty of perjury stating that you are the consumer whose Personal 
Information is the subject of the request. 

For requests to delete or request to correct, we are required to verify the requestor’s identity with a reasonably high degree  
of certainty depending on the sensitivity of the Personal Information and risk of harm posed to you by unauthorized deletion  
or correction. 

If we cannot verify your identity using the Personal Information we already maintain, if any, we may request additional information 
from you which will only be used to verify your identity, for security, or for fraud prevention. 

If we cannot verify your identity in connection with a request, we will inform you that we cannot verify your identity. If we  
cannot verify your identity in connection with making a request to know specific pieces of Personal Information, we must deny  
the request. 

Use of Your Sensitive Personal Information

We do not use Sensitive Personal Information for purposes beyond those authorized by the CCPA and CPRA.

Exercising your rights
You may exercise your rights, as described above, by submitting your request by:

Emailing us at: Group1001HR@Group1001.com 
Calling us at: 844-448-3519 X 1212

Authorized agent 
You may designate an authorized agent to make a request on your behalf. You can make a designation by providing the agent with 
written permission to act on your behalf. An authorized agent can make a request to know, delete, or correct on your behalf by 
contacting us at our contact information above. We may require your agent to provide proof that you granted authority to submit  
a request.  

mailto:Group1001HR%40Group1001.com?subject=
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Responding to Your Request

Changes to Our Privacy Notice

Contact Information

We will confirm receipt of your request within 10 business days. If you do not receive confirmation within that timeframe, please 
contact Group1001HR@Group1001.com. We endeavor to respond to a verifiable request within forty-five days of receiving it. If 
we require more time, we will inform you of the reason for the extension in writing. Any disclosures we provide will only cover the 
twelve-month period preceding the receipt of your request. If we cannot comply with a request, we will provide the reasons we 
cannot comply. 

This Privacy Notice was last updated August 7, 2024. We reserve the right to amend this Privacy Notice at our discretion and at any 
time. If we make material changes to this Privacy Notice, we will notify you by posting an updated Privacy Notice on our website 
and listing the effective date of such notice.

If you have any questions or comments about this Privacy Notice, the methods used to collect your Personal Information  
and your choices and rights regarding our use, or if you wish to exercise your rights under California law, please contact us  
at Group1001HR@Group1001.com.

Responding to Your Request
We will confirm receipt of your request within 10 business days. If you do not receive confirmation within that timeframe, please 
contact Group1001HR@Group1001.com. We endeavor to respond to a verifiable request within forty-five days of receiving it. If 
we require more time, we will inform you of the reason for the extension in writing. Any disclosures we provide will only cover the 
twelve-month period preceding the receipt of your request. If we cannot comply with a request, we will provide the reasons we 
cannot comply. 
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