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Services

User support activities

Activities related to
routine IT operations
and maintenance of IT
systems

Description

IT support to users of
Banque Degroof
Petercam Luxembourg

Planned or exceptional
operations to control IT
processing, maintain
service levels or re-
spond to incidents on IT
services or systems of
Banque Degroof
Petercam Luxembourg

Data involved

Within the framework of
this contract, the ser-
vice provider may have
access, on an occa-
sional basis and within
the framework of IT as-
sistance, to any data
hosted in the IT sys-
tems of Banque
Degroof Petercam
Luxembourg.

Within the framework of
this contract, the ser-
vice provider may have
access, on an occa-
sional basis and within
the framework of spe-
cific operations, to any
data hosted in the IT
systems of Banque
Degroof Petercam
Luxembourg.

Access to data

In this context, certain
limited information may
be made accessible in a
confidential and secure
manner to a Financial
Sector Professional
(PSF) located in Luxem-
bourg and/or to Banque
Degroof Petercam em-
ployees in Belgium, Av-
aloq Sourcing (Switzer-
land & Liechtenstein)
and/or to one of their
subcontractors, duly
identified and working
within the framework of a
confidentiality
agreement.

In this context, certain
limited information may
be made accessible in a
confidential and secure
manner to a Financial
Sector Professional
(PSF) located in Luxem-
bourg and/or to employ-
ees of the Banque
Degroof Petercam in
Belgium, Avaloq Sourc-
ing (Switzerland &
Liechtenstein), and/or to
one of their subcontrac-
tors, duly identified and
working within the frame-
work of a confidentiality
agreement.
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Activities related to
functional and
technical changes and
IT development

Activities related to
the hosting of IT infra-
structure

Activity consisting of
evolving, developing,
and testing new IT
functionalities for
Banque Degroof
Petercam Luxembourg
or its clients

Planned or exceptional
operations to control
technical activities and
maintain the level of
service on the IT
infrastructure of Banque
Degroof Petercam
Luxembourg

In the context of IT
development or testing,
the service provider
may have occasional
and secure access to a
sample of any data held
by Banque Degroof
Petercam Luxembourg.

Within the framework of
these contracts, two
service provider hosts
almost all the data and
systems of Banque
Degroof Petercam
Luxembourg.

In this context, certain
limited information may
be made accessible in a
confidential and secure
manner to a Financial
Sector Professional
(PSF) located in
Luxembourg and/or to
employees of the
Banque Degroof
Petercam in Belgium,
Avaloq Sourcing
(Switzerland &
Liechtenstein) SA,
and/or to one of their
subcontractors, duly
identified and working
within the framework of a
confidentiality agree-
ment.

The data are hosted:

- partly in Luxembourg
by a Luxembourgish
service provider
(PSF).

- partly in a secured
Data Centre of Avaloq
Sourcing (Switzerland
& Liechtenstein) SA
in Switzerland.

Under certain conditions,

the data may be made

accessible on a confi-
dential basis to a Finan-
cial Sector Professional

(FSP) located in Luxem-

bourg and/or to employ-

ees of the Banque

Degroof Petercam in

Belgium, Avalog Sourc-

ing (Switzerland &

Liechtenstein) SA and/or

to one of their subcon-

tractors duly identified
and working within the

framework of a

confidentiality

agreement.
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Activities related to
the Swift infrastruc-
ture and its messages

Execution of the oper-
ations related to some
financial instruments
(exchanged-traded de-
rivatives, bonds, and
equities)

My Degroof Petercam
Institutionnel (MyDPi),
online account access
and order placement
service

Manage on a day-to-
day the Swift infrastruc-
ture and its Swift Mes-
sages for Banque
Degroof Petercam Lux-
embourg and Degroof
Petercam Asset Ser-
vices.

Execution of the rele-
vant operations sent
through the trading
room of Banque
Degroof Petercam Lux-
embourg by the trading
room of Banque
Degroof Petercam in
Belgium

Application linked to a
computer licence ac-
companied by hosting,
maintenance, and
computer development
services by Objectway
BV relating to the
MyDPi service sub-
scribed to by profes-
sional agents in con-
nection with the ac-
counts of the clients for
whom they act

Within the framework of
this contract, the Swift
Service Bureau man-
aged by BIL (Banque
Internationale a
Luxembourg) hosts the
Swift infrastructure and
the Swift applications
for Banque Degroof
Petercam Luxembourg
and Degroof Petercam
Asset Services.

Within the framework of
this contract, Banque
Degroof Petercam in
Belgium may have ac-
cess to the confidential
data stored in the IT
systems of Banque
Degroof Petercam Lux-
embourg for order rout-
ing purposes.

Under this contract,
Objectway BV hosts the
application for the
MyDPi service at EBRC
in Luxembourg and
provides maintenance
and development
services. Data that may
be accessible are data
related to the bank
account and transac-
tions of the clients (ac-
count number, balance,
performance, history,
counterparties, transac-
tion details, ...).

The Swift infrastructure
and Swift applications
are hosted in Luxem-
bourg by BIL (Banque
Internationale a Luxem-
bourg), a financial insti-
tution regulated by the
CSSF in Luxembourg.
Under certain conditions,
the data may be made
accessible on a confi-
dential basis to a sub-
contractor of the BIL,
which is in Poland.

The access to the data is
given to the employees
of Banque Degroof
Petercam in Belgium in
charge of the operations
in a confidential and
secured manner via the
core banking system or
the order management
system.

The data is accessible to
EBRC, a Financial Sec-
tor Professional (FSP)
located in Luxembourg.
Exceptionally, when
interventions are re-
quired on the applica-
tion; confidential data
may be made available
on a confidential basis to
Objectway BV.
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