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3ayem Ham HyxeH IWC

BO3MOXHOCTb NOCTPOEeHNA CrnoXHbix UX
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3a4yem Ham HyxeH IWC — noapobHbIn npumep

James Hunt - Symphony Chat

@ @ James Hunt v
44» Apache Nord Sea Ltd

James Hunt 101
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3a4yem Ham HyxeH IWC — noapobHbIn npumep

James Hunt - Symphony Chat

M @ James Hunt v
‘l’ Apache Nord Sea Ltd

Sales Liquidity - Swap - 360T: BASF COORDINATION CENTER (EU0225338) E

CCY Pai Sell EUR  Buy EUR ent
EURUSD 106671 106711 Apache Nord Sea Lt Outright Swap

Near Date Far Date Near Amount Far Amount Trader Points

@ 15-Mar-2017 il 27-Jul-2017 3,500,000 3,500,000

James Hunt

Janve Birdman 181200

One moment please
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3a4yem Ham HyxeH IWC — noapobHbIn npumep

CCY Pau

EURUSD

Near Date

U 15-Mar-2017

James Hunt - Symphony Chat

M @ James Hunt v
4> Apache Nord Sea Ltd

Swap EURUSD 21 mar vs 27 jul 3.5nme0

James Hunt 1811

>WapD eUur

Janwe Birdman 181200

One moment please

jht Swap

F Points
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3a4yem Ham HyxeH IWC — noapobHbIn npumep /

Jamie Birdman Symphony Chat

James Hunt - Symphony Chat

® Jamie Birdman v

M @ James Hunt v »,
‘l’ Deutsche Bank

‘l’ Apache Nord Sea Ltd

Swap EURUSD 21 mar vs 27 jul 3.5mi0
10.65/10.74

CCY Pau
tURUSD 1.04 ht Swap
Near Date l’a; F Points

fid 15-Mar-2017 il m

' s n 1851133
James Hunt James Hunt

QAP IS A 1 -r are 27 2 -1
swapeur Zl marvs 2/ il 3.5mio

Janwe Birdman 181207 Jamie Birdman 181203

One moment please One moment please

Janwe Birdman 181422 Jamie Brdman 181422

Swap EURUSD 21 mar vs 27 jul 3.5mio

Buy EUR 10.65 m () 38 seconds left

Swap EURUSD 21 mar vs 27 jul 3.5mio
Buy3t1065 | Sehat1074 [(OIE TR -

2 B I =

“w
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3ayem Ham HyxeH IWC

Pa3gensiem 6onbLine MOHOMUTHBLIE NPUNOXEHUS

— Wcnonb3yem pasnunyHbie bubnmnotekun u tooling noa pasnuyHble HyXObl
— Pa3BasaHHble pennsHble UMKNbI

— [locTteneHHoOe obHOBMEeHME legacy cuctem
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YCNoXHAeMm 3aa4yy — He(byHKLI,I/IOHaJ'IbeIe Tpe6OBaHI/IFI

— 100+ npunoxeHunu

— HanuncaHbl ¢ ncnons3oBaHue pasnunyHeix TexHonornu (Ul/Back End),
Pa3fMYHbIMN KOMaHJaMM

— Hes3aBucmmblie pennsHble LUKIbI

— Pa3nunyHble nonb3oBatensckmne 6asbl (10+/10000+)

— 3apgennoeHsbl Ha pasHbix gomeHax (Cross Domain) un pernoHax (US/
APAC/Europe)

— T[logpgepxka IE8 (CepbesHo!)
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OcHoBHble noaxoabl — Server To Server

— Pros

— HeTt HeobxoanmocTn obxoamnThb
Same Origin Policy

T GEIES FBSER ;e : —  EcTtb rotoBbie MQ peLleHnd (ACtiVG
' L f MQ, Rabbit MQ, Amazon SQS v 1)
. — Cons
. — CnoxHas uHTerpauus
— [oporasa nHTerpauyms/nogaepxka
— bonbLon round trip Ha coobuieHne

— [epxnm coeanHeHne Ha Kaxablin
cepBep

Message Broker

Order
Server

10
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OcHoBHble noaoxoabl — Shared Server Broker

— Pros
— [lpocTasa nHrterpaumst KNMeHTOB
— OTcyTCcTBMNE MEXPETrNOHaNbLHOM

Chat Broker pennvKaumm
Server [EHEM Server BHE '

— Cons

— Broker Service gomkeH gepxartb
CYMMY OQHOBPEMEHHbIX
Nonb30oBaTeNnen BCeEX NPUNOXKEHNN

— CToumocTb noaaepXkn, 3aBUCUMOCTb
OT KIMMEHTKON 0a3bl BCEX MPUITOXKEHUN

— HyxHa CORS koHurypauusa Ha
Broker cepBepe

®T=1al Client — HyxHa gocTtynHocTb Broker cepsuca
BO BCEX pPErmMoHax

11
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OcHoBHble noaxonbl — Client Server Broker

. — Pros
. — [pocTas UHTerpaums KMeHToB
P : — bbicTpbIN round trip
Broker BEE . — Hert (noutn) Harpysku Ha cepsep
Server B - — Cons
P : — CrioxHasa KnmeHTckasa paspaboTtka
— bopemca ¢ Same Origin Policy
— PacxoxgeHus B pabote APl mexay
bpay3epamu
— Wcnonb3yem «KocTbinu» ansd paga
cUueHapueB

Chat Client Order Client

Broker Broker

12
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TpaHcnopT — KoOMMyHMKauna Ha O AHOM JOMEHeEe

— Hert orpaHundennn Same Origin Policy

— OcHoBHaga npobriema — cnabasa nogaep>kka bpaysepamu API
BbICOKOIO YPOBHS

— Wcnonb3yem feature downgrade B criydyae Heob6XogmMmMoCTu
nogaepKkn legacy bpaysepos

https://same.domain/chat-app https://same.domain/order-app

13
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TpaHcnopTt — Broadcast Channel API

— [lpocTtoun pub/sub mexaHnam gnga windows/tabs, iframes, web

workers, un service workers
— (+) He Hy>XHbl CCbINIKM HAa KOMMNOHEHTbLI A9 NOCTPOEHUS CBA3EN

// connect to the channel named "my channel"

const channel = new BroadcastChannel( my channel');
// send a message on "my channel”
channel.postMessage( Message');

// listen for messages on "my channel”

channel .onmessage = e => {
console.log( Received', e.data);

}i

// close the channel when you're done

channel.close();

14
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TpaHcnopTt — Broadcast Channel API

— [lopgepxka Tonbko Chrome, Mozilla n Opera

BroadcastChannel m-s Global

BroadcastChannel allows scripts from the same origin but other
browsing contexts (windows, workers) to send each other
messages.

’i_?_'{}j'f.j’i:z_?_‘fi'ij’_:?:_‘[l| Usage relative Date relative Show all

Android *

* , . : .k LK
IE Edge Firefox Chrome Safari Opera iOS Safari Opera Mini [

Notes Knownissues (0) Resources(3) Feedback

No notes

http://caniuse.com/#search=broadcast

Chrome for
Android

15
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http://caniuse.com/#search=broadcast

TpaHcnopTt — Message Channel API

— [lo3BondeT co3gaTtbh KaHan CBA3WN MeXAy ABYMSA UCTOYHUKaAMMU, AN
9TOro npeaocTaBnAeT ABa nopra

— [lopT MOXHO NepecnaTb Apyron ctopoHe Yepes postMessage
— KommyHuKkaumna mexay window, iframe, workers

— (-) Heobxoauma ccblinka 4tobbl NpobpPOCUTL NOPT

— (-) dononHuTtenbHbIX KOO Ans noaaepXku pub/sub

16
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TpaHcnopT — Message Channel API

const channel = new MessageChannel();

const iFrame = document.querySelector( iframe’);

const otherWindow = iFrame.contentWindow;

iFrame.addEventListener(‘load’, () => {
// send port to iframe
otherWindow.postMessage (

'Hello from the main page!', '*', [channel.port2]);
}, false);

channel.portl.onmessage = e => {
console.log( 'Received”, e.data);

}i

Deutsche Bank Mwuxaun Yoanos
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TpaHcnopT — Message Channel API

— Xopoluas nogaepkka coBpeMeHHbIMn bpay3epamu

Channel messaging &- s Global 93.1%

Method for having two-way communication between browsing
contexts (using MessageChannel)

Cmmaw Usage relative Date relative Show all

| Edge : Firefox Chrome Safari Opera 0S Safari Opera Mini ! g‘p:v:,g;dr ) Ciz:)é?gigor

9

2

_
103

47
--_-_

Notes Known issues (0) Resources(5) Feedback

Specification [html.spec.whatwg.org] e

An Introduction to HTMLS web messaging [dev.opera.com] o

Mozilla Developer Network (MDN) documentation - Channel Messaging API [developer.mozilla.org]
|E platform status: Shipped [status.modern.lE] oficial status

Chrome platform status: Enabled by default [chromestatus.com] cfficial status

http://caniuse.com/#search=message

18
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http://caniuse.com/#search=broadcast

TpaHcnopT — Local Storage AP

— [lo3BongdeT “cnywaTtb’ M3MEHEHUS Mo KoYy, BbIMNOMHEHHbIE Ha
OPYron cTpaHuue aToro e AoMeHa

— [loaxoouTt anga obweHuns ctpaHuu/okoH/iframes

— (-) HepoctynHo B Workers

— (-) CnHxpoHHoe API, He BbicOKas Npon3BoAUTENBHOCTb
— () Tpebyet «gonunueaHua» angd IE

19
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TpaHcnopT — Local Storage AP

// listen for all storage updates
window.addEventListener( storage’', e => {

if (this.handlers.has(e.key)) {
this.handlers.get (e.key) (e.newValue);

}
}) i

publish(key: string, payload: any): void {
// updating storage, all listeners will receive update
window.localStorage.setItem(key, payload);

}

subscribe(key: string, handler: (x: any) => void): void {
this.handlers.set (key, handler);
}

Deutsche Bank Mwuxaun Yoanos

Deutsche Bank Technology Centre HollyJS/10 pek 2017
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TpaHcnopT — Local Storage AP

— Xopoluas noagepkka coBpeMeHHbIMM bpay3epamm 1 He TONbKO

Web Storage - name/value pairs &-s Global 95.17% + 0.01% = 95.19%

Method of storing data locally like cookies, but for larger amounts
of data (sessionStorage and localStorage, used to fall under
HTMLS).

X o : Gk .. * Chromefor UC Browser for Samsung
IE Safari I0S Safari Opera Mini R G e

62 : 5

Notes Knownissues(9) Resources(8) Feedback

No notes

http://caniuse.com/#search=storage

21
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http://caniuse.com/#search=broadcast
http://caniuse.com/#search=broadcast
http://caniuse.com/#search=broadcast

TpaHcnopT — KoMMyHMKaLMA Ha pasHbIX JOMeEHax

— Same-0rigin Policy - 3anpeT npunoXXeHnam 3arpy>eHHbiM ¢ O4HOro
OOMeHa Ha 4O0CTyn K pecypcam ¢ Apyroro ooMeHa

https://chat.domain/chat-app https://order.domain/order-app

Order App Client

\

22

Deutsche Bank Mwuxaun Yoanos

Deutsche Bank Technology Centre HollyJS/10 pek 2017



TpaHcnopt — CORS

— Cross Origin Resource Sharing (CORS) - noctyn Kk pecypcam

Opyroro gOMeHa, cepBep HacTpauBaeT NonuUTUKy ¢ nomoLubio HTTP

3adl0J10BKOB

Web Browser

@ Preflight request

Resource: GET http://app.com/service/users
Access-Control-Request-Method: OPTION
Origin: http://yourdomaine.com

@ Preflight response
cess-Control-Allow-Origin: *

Access-Control-Request-Method:

The request

“@— -—|GET, POST, OPTION o

Remote REST
service

Resource: GET http://app.com/service/users
Access-Control-Request-Method: GET
Origin: http://yourdomaine.com

http://bit.ly/2AhgWMk

23

Deutsche Bank

Deutsche Bank Technology Centre

Mwuxaun Yoanos
HollydS/10 nek 2017


http://bit.ly/2AhgWMk

TpaHcnopT — CORS

— TpebyeT KoHUrypauum cepeepa
— (-) NpakTnyeckn He pabotaetr |IE<=9* (XDomainRequest)
— GET/POST

— Content-Type 3anpoca Bcerga text/plain
— He nocblinaet cookies

Cross-Origin Resource Sharing & - s Globa 9397% + 1.2% = 95.17%

Method of performing XMLHttpRequests across domains

= * : : . . .. * Chromefor UC Browser for Samsung
= far ~ or ]
IE Edge Firefox Chrome Safari IOS Safar Opera Mini Android Android Internet

52 49
55

_ : -

57 62 1.1

Notes Known issues (4) Resources(6) Feedback

* http://bit.ly/1cWFGgx

24
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http://bit.ly/1cWFGqx

TpaHcnopTt — JSONP

— Wcnonb3yeM «xak» - bpay3ep no3BonseT 3anpalumeaTb Script
pecypchbl C Apyrux JOMeEHOB

— (-) Tonbko GET

<script>
function callbackFn(userData) {
console.log( Got user details from other domain! S{userData} );

}

</script>
<script
type="text/javascript"”
src="http://example.com/user/?id=10&callback=callbackFn">
</script>

callbackFn ({
id: 10,
name: “Mikhail”,

/...

GET http://example.com/user/...

})i

25
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TpaHcnopT — Post Message AP

— window.postMessage(...) — cross origin coobLueHna mexay:
— Parent Page <-> Child iFrame
— Window Opener <-> Opened Window

— (-) Hy»xHa ccbinka Ha window

const remoteWindow = window.open(‘http://remote.com/app’);
// or for iFrame:

// const remoteWindow = document.query(‘iframe’).contentWindow;

remoteWindow.postMessage(‘Hey!’, ‘http://remote.com’);

window.addEventListener (‘message’, event => {
// do we trust sender?
if (event.origin !== ‘http://remote.com’)
return;
// process data
}, false);

26
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TpaHcnopT — KOMMYHUKALNA Ha pa3HbIX JOMeHaX

Browser Window

IFrameWi

.postMessage

IFrame
https://broker.com/proxy

Browser Window

Order Client

IFrameWin.postMessage

v

IFrame

https://broker.com/proxy

Same Domaih Transport

27
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TpaHcnopT — 3aLuTa OT CTOPOHHUX NPUTOXKEHNA

Browser Window Browser Window

Order Client

IFrame IFrame
https://broker.com/proxy https://broker.com/proxy

https://badsite.com/

Hacker’s code
whiteList =
[**.a.com”, "*.b.com’];

IFrame
https://broker.com/proxy

28
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TpaHcnopT — NaeHTndoukaums npunoxeHuns

Browser Window

IFrame

https://broker.com/proxy

Browser Window

Order Client

Chat, is that you?. I

v

IFrame

https://broker.com/proxy

29
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TpaHcnopT — NaeHTndoukaums npunoxeHuns

JWT Token

Chat Server

IDP Provider

Token Validation

Browser Window

Chat Client

IFrame
https://broker.com/proxy

JWT Token

Order Server

Browser Window

Order Client

IFrame

https://broker.com/proxy

30
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KOHTpaKTbl 1 TUNN3auns

— CTporas Tunnsauus ansi coooLeHnn
— CTporue KoHTpakTbl Mexay NpUnoXXeHnsiMn

— besonacHble He3aBUCUMble penunabl
— O0ObaABNSIEM KOHTPAKT
— Penuns npmnnoxeHusa npegoctaBnsoLIEro cCepBUC
— Penuna npmnnoxeHuns ncnonb3yrLlero cepBuc

Deutsche Bank Mwuxaun Yoanos

Deutsche Bank Technology Centre HollyJS/10 pek 2017
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KoHTpakTbl 1 Tunusaumsa — CoobLeHns n cepBUCH|

— Google Protocol Buffers™ (Protobuf)
— [lpocTon dopmat onncaHms
— [eHepaumnsa koga ans pasnnyHbiX A3blKOB, BKoYas JS/
Typescript™
— KomnakTHas n bbicTpasa cepuanmnsauusi/aecepuanmnsauns
—  OBOMKOUUSA CXEMBbI

* http://bit.ly/1mISy49
** http://bit.ly/2AKcsOQ

32

Deutsche Bank Mwuxaun Yoanos

Deutsche Bank Technology Centre HollyJS/10 pek 2017


http://bit.ly/2AKcsOQ
http://bit.ly/1mISy49

KoHTpakTbl n Tunmn3saymsa — CoobLieHns n cepBuchl

package fx;

message CcyPair {
string ccyPairName = 1,

}

message CcyPairRate {
string ccyPairName = 1,
double rate = 2;

}

service CcyPairRateService {
rpc GetRate(CcyPair) returns (CcyPairRate);

}

http://bit.ly/2A2cdil

33
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http://bit.ly/2A2cdiI

KoHTpakTbl 1 Tunusaumsa — CoobLeHns n cepBUCH|

interface ICcyPair {
ccyPairName?: string;

J

const encoded = CcyPair
.encode({ccyPairName: "EURUSD™})
finish();

const decoded = CcyPair.decode(encoded);

interface CcyPairRateServiceProxy {

getRate(request: tx.ICcyPair): Promise<tx.ICcyPairRate>;

J

http://bit.ly/2AppCQL

34
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http://bit.ly/2AppCQL

KOHTpaKTbl 1 TUNM3aLUMSA — CBA3U MEXAY NPUMNOXEHUSAMM

— JSON/XML?

— Custom DSL (XText powered!)
— MakcumarnbHO yaobHbIN dpopmaT onncaHus
— [oTOoBbIM Napcep Ha OCHOBE rpamMmMmaTUKn
— [eHepauna KnneHTcKoro Koaa
— [naruHel ana IDE (IDEA/NSCode/Eclipse)
— BoamoxxHocTb discovery

http://bit.ly/2{5XcSu

35
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http://bit.ly/2j5XcSu

KOHTpaKTbl 1 TUNN3aLUUsa — CBA3U MeXAY NPUNoXeHUIMU

Service Provider

import "fx/CcyPairRateService.proto”;
application CcyPairRateProvider {

provides fx.CcyPairRateService { GetRate [method title = "Get Rate"]; } to com.db.™;

Service Consumer

import "fx/CcyPairRateService.proto";
application CcyPairRateViewer {

consumes fx.CcyPairRateService from vendorA.fx.CcyPairRateProvider { GetRate; }

http://bit.ly/2ATsIgK

36
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http://bit.ly/2ATsIgK

KOHTpaKTbl 1 TUNN3aLUUsa — CBA3U MeXAY NPUNoXeHUIMU

Service Provider

new CcyPairRateProviderClientBuilder()
withCcyPairRateServicelnvocationsHandler({
onGetRate: async (context, ccyPair: plexus.fx.ICcyPair) => {
return rateService.getRate(ccyPair.ccyPairName);

;
)

.connect();

Service Consumer

const client: CcyPairRateViewerClient =
await new CcyPairRateViewerClientBuilder().connect();

const ccyPairRate: fx.ICcyPair =
await client.getCcyPairRateServiceProxy()
.getRate({ccyPairName: "EURUSD"});

37
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B3anmopaenctBne ¢ 4eCKTOMHbIMU NPUNOXEHUAMMU

— IIna noctpoeHne makcumansHoro UX Ha geckrtone

— Heobxoanm KoOHTENHeEP
— Electron
— Chromium Embedded Framework (CEF)
— Hpyrve
— Native peanunsauuna opokepa
— TpaHcnopT
— Web Sockets
— Named Pipes

38
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B3anmopaenctBue ¢ 4EeCKTOMHbIMU NPUNOXEHUAMMU

Electron — Main Process (NodeJS)

——— —— |

Electron — Renderer Process (Browser)
JS Client

IPC Renderer

I
— JS Transport Connection

Native Broker Process

— Transport Connection

JS App Code

v

I
I
I
I
I
I
I
I JS Client Proxy
I
I
I
I
I
I

Transport Connection

.Net App

= .Net Transport Connection

.Net Client

39
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B3anmopaenctBue ¢ 4EeCKTOMHbIMU NPUNOXEHUAMMU

— Plexus Interop

— |nter0~
o o Open API (includes metadata)
3 Interop ®
- App Regis i Ref implementati
% Pp Registry Registry % eference implementation
= = Production-ready implementation
3" Party
v
Symphony Chat |l Interop Broker
Open API
App #1 App #2 App #3 App #4
Generic OpenFin Autobahn
App Lifecycle
Manager Launcher Launcher Launcher
Open API Open AP| Open API|

https://github.com/symphonyoss/plexus-interop
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Feel free to reach me:

mikhail.udalov@gmail.com
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[laHHbI MaTepmnan He ABNSETCA NPeanoXXeHnemM nUnn npeaocTaBneHNEM Kakou-
nnbo ycnyrn. [laHHbI maTtepuan npeaHasHavyeH UCKNOYNTENBbHO AN
MHPOPMALIMOHHbBIX N UINNIOCTPATUBHBLIX Llefien N He npeaHasHa4vyeH ans
PaACnpPoOCTPaHEHUA B peKknamMHbIX Lensix. JIlobon aHanmsa TPETbUX CTOPOH HE
npeanonaraeT Kakoro-nmbo ogodbpenHnst unn pekomeHgaunn. MHeHus1, BblpaXeHHble
B JAaHHOM MaTtepuane, ABnsTCA akTyanbHbIMU HA TEKYLLMA MOMEHT, NOSABMNAIOTCS
TOSIbKO B 3TOM MaTepuane n MoryTt ObiTb U3MeHeHbI Oe3 npeaBapuUTENbHOIo
yBe4OMIeHUA. OTa MHAPOPMaLUA NpedocTaBnsaeTcs ¢ NOHMMaHMEM TOro, UYTO B
OTHOLUEHUN MaTepmrarna, npegocTaBeHHOro 34ech, Bbl byaete npuHMMaTh
CaMOCTOSITENbHOE PeLleHne B OTHOLLEHUN NIOObIX 4ENCTBUN B CBA3U C HACTOSILLUM
MaTepuanom, n 3To peLleHne sIBASETCS OCHOBAHHbIM Ha BalleM COOCTBEHHOM
CY>XOEHUWU, N YTO Bbl CIOCOOHBLI MOHATb U OLLEHUTbL NOCNEACTBUA 3TUX OENCTBUMN.
OO0OOQO "[lon4ye baHk TexueHTP" HE HECET HMKAKOW OTBETCTBEHHOCTU 3a NtobbIE
yObITKM NMOOOro poaa, OTHOCALLMXCS K 3TOMY MaTepuany.
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